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CONSUMER PRIVACY

Consumer Financial Self-Disclosure Online:
Positive Affect Trumps Perceived Privacy Risks
in Personal Customer Portals

JORIS DEMMERS, BENEDICT G. C. DELLAERT, AND KRISTIAN ROTARU

ABSTRACT Financial services firms often offer digital support tools to help consumers make better financial deci-

sions. These tools depend on consumers’ disclosure of privacy-sensitive personal information to generate accurate ad-

vice. This study investigates the dual effects of increased perceived privacy risks and the induction of positive affect

when consumers use online customer portals. In three experiments (totalN 5 3; 346), we explore the impact of placing

digital financial support tools in personal customer portals versus public website sections on consumer information

disclosure. We demonstrate that while personal customer portals increase consumers’ perceived privacy risks, they also

promote feelings of positive affect, which override privacy concerns and enhance willingness to share personal infor-

mation. These results underscore the complex interplay between consumer privacy concerns and consumer affective

responses in digital support tool design, and consumer decision making in the financial domain.

I
n today’s digital landscape, consumers expect businesses to
provide online access to services through personal customer
portals (Pikkarainen et al. 2004; Akareem, Ferdous, and Todd

2021). The financial sector is at the forefront of this shift
toward virtual service channels, offering dedicated website
sections where customers can manage their financial ac-
counts. These portals offer users a centralized online plat-
form to manage their accounts, view account details, make
payments, and interact with the firm.

When consumers log into personal customer portals—a
seemingly simple action—a paradoxical privacy scenario
presents itself. On the one hand, logging in strips away an-
onymity, making every interaction personally identifiable
and therefore less private. On the other hand, logging in
transfers customers into a secluded, personal digital envi-
ronment that is not shared with others, potentially creating
a sense of privacy despite the underlying loss of actual pri-
vacy. This paradox, which highlights the complexity con-
sumers face in managing their privacy in increasingly con-

nected digital environments, has not been explored in pre-
vious research. We aim to fill this gap by investigating how
consumers decide to share personal information in cus-
tomer portals.

Our research centers on digital financial support tools,
such as mortgage calculators and investment advice, which
financial firms offer to help consumers in making better
financial decisions. Sometimes, these tools—which offer af-
fordable, accessible, and potentially higher-quality recom-
mendations than traditional in-person advice (Musto et al.
2015; Lim et al. 2021)—are found in an organization’s
personal customer portal, while other times they are available
on the public section of the website. Importantly, the quality
of the recommendation these tools provide largely depends
on how much personal information consumers are willing
to share, such as details about theirfinancial status and goals.
We therefore investigate whether the placement of digital
tools—inside personal customer portals versus on a firm’s
public website—affects the amount of personal information
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consumers are willing to disclose. Addressing this question is
crucial for understanding how perceptions of privacy in dif-
ferent digital environments influence consumer behavior
and, consequently, the quality of the financial advice provided
online.

We adopt a dual process perspective (Shiv and Fedorikhin
1999; Loewenstein et al. 2001; Kahneman 2003; Slovic et al.
2013) to explore how the specific placement of digital sup-
port tools within digital customer portals impacts consum-
ers’ disclosure of personal information, drawing on theories
of privacy and affective responses. Traditional privacy calcu-
lus theory suggests that the heightened objective privacy
risks associatedwith digital customer portals should logically
deter consumers from sharing personal data (Culnan and
Armstrong 1999; Dinev andHart 2006; Dienlin andMetzger
2016). However, the experience of using these portals may
evoke a different affective response. Specifically, because
customer portals offer a secluded and personal space, dis-
tinctly separated from the public domain, they may evoke
positive affect among users. These positive affective re-
sponses, in turn, may significantly encourage consumers to
disclosemore personal informationwhen using digital finan-
cial tools. Thus, we hypothesize that the positive affect pro-
vided by digital customer portals might, paradoxically, lead
consumers to share personal information more freely, even
in the face of higher objective privacy risks. We predict that
the willingness to share information may in fact be driven
more by this positive affect than by the actual privacy risks.
This is based on the notion that when objective risks are not
immediately apparent or are challenging to assess cogni-
tively, consumers are more likely to base their choices on
contextual cues presented by the digital environment they
are in (Acquisti, Brandimarte, and Loewenstein 2015). As
such, the positive affect triggered by being in a perceived
personal space may influence consumers’ decisions to share
personal information more than the cognitive evaluation of
privacy dangers.

We report findings from three experiments with a total
of 3,356 participants, who interacted with fully functioning
digital financial support tools in realistic digital environ-
ments to make a hypothetical financial decision, but where
we directly measured their actual disclosure of personal in-
formation. We aim to make two key contributions. First, we
enrich the privacy risk perception literature by introducing
an affective mechanism to understand how the affective re-
sponses of consumers to digital portals influence willing-
ness to disclose personal information. Building on the risk-
as-feelings paradigm (Loewenstein et al. 2001), we show that

the affective response to digital portals plays a crucial role in
privacy decisions. Our findings also enhance the understand-
ing of the well-known privacy paradox, which highlights the
disconnect between privacy concerns and actual disclosure
behavior. We show that context-evoked affect can override
objective risks as a driver of disclosure. Specifically, whereas
prior studies show that affect can lead to risk underestima-
tion (Kehr et al. 2015; Kokolakis 2017), we demonstrate that
positive affect can reduce the negative impact of perceived
risks on disclosure even if the perception of risks itself does
not change. This helps explain the privacy paradox by show-
ing how positive affect can encourage disclosure despite on-
going privacy concerns.

Second, we contribute to the emerging literature on con-
sumers’ use of digital financial support tools (Musto et al.
2015; Lim et al. 2021) by showing the enhanced effective-
ness of these tools when strategically placedwithin customer
portals. These insights are of strategic importance for finan-
cial firms as they provide actionable guidance on activating
consumers online and assisting them in making more in-
formed and more tailored financial decisions (Lynch 2011).
Together, these contributions offer actionable insights for
financial service firms to optimize their digital platforms
to balance privacy concerns with user engagement.

THEORY AND HYPOTHESES

Privacy Risks and Personal Customer Portals
A central theory used to explain consumers’ decisions to
share or withhold personal information in privacy-sensitive
contexts is privacy calculus theory (Culnan and Armstrong
1999; Dinev and Hart 2006; Dienlin and Metzger 2016). It
adopts a rational choice account to explain individuals’ dis-
closure preferences, and suggests a decision-making process
where consumers share information if the perceived bene-
fits outweigh the risks, and vice versa. In customer portals,
compared to public sections of a website, consumers en-
counter heightened privacy risks. The authentication pro-
cess required to access these portals eliminates anonymity,
enabling firms to connect stored data and behavioral pat-
terns to individual consumers, and amplifies both the risk
and potential impact of data breaches (Martin, Borah, and
Palmatier 2017). Research consistently shows that most
people show at least some concern over loss of anonymity
and control over personal data in digital settings (Grewal
et al. 2020; Okazaki et al. 2020).

According to privacy calculus theory, the heightened pri-
vacy risks associated with customer portals should logically
lead to lower willingness to disclose personal information
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while using digital support tools (Culnan and Armstrong
1999; Martin and Murphy 2017). However, a rational calcu-
lus often does not fully account for disclosure decisions. Psy-
chological and contextual factors, such as affective responses
and heuristic decision making, can significantly influence
privacy-related behaviors (Acquisti et al. 2015). In the fol-
lowing sections, we explore how the positive affect in cus-
tomer portals might influence consumers’ disclosure behav-
iors, potentially overshadowing the cognitive evaluation of
objective privacy risks.

The Affective Impact of Personal Customer Portals
The significance of affect in decision making and consumer
behavior toward marketing stimuli, brands, and technolo-
gies is well-established (Schwarz and Clore 1983; Shiv and
Fedorikhin 1999; Djamasbi, Strong, and Dishaw 2010).
People’s decisions are influenced by the affect during the
decision-making process; a positive mood results in more
favorable evaluations of objects and experiences compared
to a negative mood (Aguirre et al. 2015; Wyer et al. 2019;
Brough et al. 2022).

We propose that personal customer portals evoke a pos-
itive affective response in users, enhancing their inclination
to disclose personal information. This hypothesis is inspired
by the metaphorical comparison of these portals to a “home”
in the digital realm—a space offering security, privacy, famil-
iarity, and a sense of control (Moore 2000; Pierce, Kostova,
and Dirks 2003). These elements find their parallels in cus-
tomer portals, where users navigate and manage their inter-
actions with firms within a secluded and personalized digital
environment (Lin and Armstrong 2019). Prior work sup-
ports the idea that people can experience a sense of “home”
with regard to their personal online accounts (Spiekermann,
Bauer, and Korunovska 2012), which in turn is associated
with positive affect (Moore 2000; Sigmon, Whitcomb, and
Snyder 2002; Pierce et al. 2003). Recent work has found that,
in a similar vein, smartphones provide a source of positive
affect and psychological reassurance because they offer con-
sumers access to a private, personal, virtual space (Melumad
and Pham 2021). Positive affect can subsequently encourage
approach behavior (Isen 2001) and self-disclosure (Mosteller
and Poddar 2017), suggesting that the positive affect users
experience in digital customer portals should lead to more
open information disclosure behavior.

The Interplay of Cognition and Affect
Dual process theories highlight the role of both rational
and automatic, affect-driven processes in decision making

(Garbarino and Edell 1997; Shiv and Fedorikhin 1999;
Loewenstein et al. 2001; Kahneman 2003; Slovic et al.
2013; Loewenstein, O’Donoghue, and Bhatia 2015). The in-
terplay between cognition and affect in digital customer
portals unfolds along two pathways. When consumers log
into a customer portal, the environment—personal and se-
cluded—engages the automatic pathway, which triggers
positive affect. The cognitive process, operating more de-
liberately, is likely to result in thoughts about the privacy
risks and lack of anonymity inherent to sharing personal
information within these portals.

Affective responses can often overshadow cognitive evalu-
ations of risk, especially in situations marked by uncertainty
about the probabilities of possible outcomes (Loewenstein
et al. 2001; Chang and Tuan Pham 2013; Slovic et al. 2013;
Wyer et al. 2019). While consumers are broadly conscious
of privacy risks in digital environments, accurately evaluating
specific threats, such as data breaches or unwanted market-
ing, is difficult (Acquisti et al. 2015). We therefore expect
that in digital customer portals, individuals will lean on
how they feel while being in the portal rather than analyzing
the risks in detail. This inclination toward affective cues over
logical analysis in privacy-sensitive situations is supported
by research showing that decisions to share personal infor-
mation are often influenced by contextual cues in the envi-
ronment, regardless of the actual privacy risks (John, Acquisti,
and Loewenstein 2011; Acquisti et al. 2015; Kehr et al. 2015).
We summarize our theorizing in four hypotheses:

H1: Personal customer portals (vs. public website
sections) increase consumers’ perceived privacy risks.

H2: Personal customer portals (vs. public website
sections) increase consumers’ positive affect.

H3: There is a positive effect of personal customer
portals (vs. public website sections) on consumers’
willingness to disclose personal information.

H4: The positive effect of personal customer portals
(vs. public website sections) on consumers’ willing-
ness to disclose personal information in digital sup-
port tools is mediated by positive affect but not by
perceived privacy risks.

In sum, we theorize that personal customer portals ele-
vate both perceived privacy risks and positive affect among
consumers. However, we suggest that the ambiguity related
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to objective privacy risks within these portals reduces the
influence of cognitive assessments on consumers’ decisions
to disclose personal information. The feeling of positive af-
fect, on the other hand, is an immediate positive signal for
consumers’ decisions, that is easy to process and promotes
openness and self-disclosure. We therefore predict its im-
pact to dominate the impact of cognitive evaluations. Fig-
ure 1 presents an overview of our conceptual model.

Overview of Studies
We conducted three studies to test our hypotheses in real-
istic digital financial service environments. In all studies,
participants were presented with a digital financial support
tool either in a customer portal or on the public section of a
financial firm’s website, and we measured their willingness
to disclose personal information by recording their actual
disclosures. Study 1 investigates the impact of a customer
portal on personal information disclosure in an online mort-
gage calculator tool. The results showed that consumers re-
ported both higher privacy risks (hypothesis 1) and more
positive affect (hypothesis 2) in the portal, but positive affect
more strongly influenced their disclosure of personal infor-
mation while using the tool (hypotheses 3 and 4). Study 2
replicated the findings of study 1 and ruled out an alterna-
tive explanation for the effect of online customer portal on
personal information disclosure; that portals are perceived
as having higher benefits than general online environments.
Study 3 tested the generalizability of the previous results in
the context of investment decisions. It also demonstrated
that positive affect associated with an online customer por-
tal mitigates the negative effects of privacy concerns on dis-
closure, which provides deeper insight into why positive af-

fect does, but privacy concerns do not significantly impact
disclosure (hypothesis 4).

STUDY 1: PERSONAL CUSTOMER

PORTALS AND DISCLOSURE

OF PERSONAL INFORMATION

Study 1 investigates the impact of personal customer por-
tals on perceived privacy risks (hypothesis 1) and positive
affect (hypothesis 2), and how these factors influence will-
ingness to disclose personal information (hypotheses 3 and
4) in a realistic digital financial service environment.

Method and Procedure
We used a between-subjects experimental design; partici-
pants were randomly assigned to either the personal cus-
tomer portal or public environment condition.We informed
participants that they would be asked to test a beta version
of an online mortgage calculator tool offered by a (fictional)
fintech company Ammatly. Participants imagined wanting
to find out their maximum mortgage to buy a house. They
were instructed to fill out the requested information as ac-
curately as possible.

We programmed a fully functional online mortgage ad-
vice tool for the purpose of this study that was presented
on a simplified yet real website. Depending on the condition
to which they were assigned, participants were informed
that themortgage tool was either located on a public section
of the website, or in a personal customer portal. In the pub-
lic condition, participants were redirected to the mortgage
calculator page on the public Ammatly website (see fig. 2A).
In the personal customer portal condition, participants were
redirected to a login/registration page, where theywere asked

Figure 1. Conceptual model with the hypothesized relationships between personal customer portals, privacy risks, positive affect, and will-
ingness to disclose personal information.
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to register their personal Ammatly account to access the
mortgage tool. Participants’ Prolific email address was pre-
filled, and participants were asked to choose and confirm
a password for their account. Upon registering their account,
participants were redirected to the page with the mortgage cal-
culator tool. In the personal customer portal condition, the
mortgage calculator tool displayed participants’ first name and
email address in the page header (see fig. 2B). In the public con-
dition, the header contained only the title ‘mortgage calculator.’

In both conditions, participants were asked to fill out
their income on the mortgage tool page, as well as their
partners’ income if applicable, after which they could click
a “calculate” button to calculate their maximum mortgage.
Upon finishing the calculation, their maximum potential
mortgage amount was displayed on the screen, as well as
their requiredmonthly payments. To calculate themaximum
mortgage, the tool used a conservative mortgage debt-to-
income ratio of 24%, which is also used in practice.1 The
page further informed participants that the displayed
amounts were an initial estimate and asked them whether
they would like to obtain a more accurate estimate by pro-
viding additional information, upon which they could choose
“yes, please,” or “no, thanks.”We used participants’ choice to
provide or withhold additional personal information as our
behavioral measure of willingness to disclose personal infor-
mation. When participants opted to provide more informa-
tion, they were redirected to a page where they were filled
out information about their demographics, the prospective

house, income, and expenses. After filling in the informa-
tion, participants could again calculate theirmaximummort-
gage. The tool used the same parameters to calculate maxi-
mum mortgage, but now included discount factors for age,
number of dependents, and expenses. Participants could see
how adjusting mortgage periods and interest rates impacted
their maximum mortgage amount through sliders displayed
on the page. Participants could then choose to either ‘retake’
the tool’s analysis or ‘submit and exit’ based on their result.
Importantly, the layout of the mortgage calculator itself, the
information that was requested, and the outcomes of the tool,
did not differ between the personal portal and public envi-
ronment conditions.

Upon returning to the survey environment, participants
answered a manipulation check question asking whether
they filled out the mortgage calculator in a personal portal
environment or not. They then answered a 16-item affect
scale (Ruan et al. 2020). This scale captured positive affect
to test our hypotheses but also allowed us to control for a
possible impact of negative affect. Next, participants rated
the privacy risks associated with the mortgage calculator on
four items (Xu et al. 2008). As additional exploratory mea-
sures, participants also rated perceived vulnerability in the
digital environment on five items (Martin et al. 2017) and
indicated to what extent they provided truthful personal
information when filling out the tool using four questions
(Martin et al. 2017). Finally, participants rated their gen-
eral privacy concerns on four items (Martin et al. 2017). Re-
sults for the exploratory variables were not included in the
analysis; see appendix A (apps. A–G are available online) for
an overview of all items and appendix B for a summary of
the results for the exploratory variables.

Figure 2. Illustration of the portal manipulation showing the public website condition (A) and the personal customer portal condition (B)
used in studies 1 and 2.

1. See https://files.consumerfinance.gov/f/documents/cfpb_your
-money-your-goals_debt_income_calc_tool_2018-11_ADA.pdf (last accessed
on November 19, 2024).
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Sample. Five hundred thirty-eight complete responses were
obtained from the Prolific Academic panel for this study, in
exchange for a $1 remuneration. After removing 88 re-
sponses from 33 respondents who participated in the study
multiple times, 450 valid responses from unique respon-
dents remained (all US residents, Mage 5 36:6 years old,
42.3% identified as female).

Results
Perceived Privacy Risks. As predicted in hypothesis 1, par-
ticipants in the personal customer portal condition perceived
significantly higher privacy risks than participants in the
public environment (a 5 :93; Mportal 5 3:86, SD 5 1:63,
Mpublic 5 3:45, SD 5 1:54, t(1; 449) 5 22:768, p 5 :006).

Positive Affect. In line with hypothesis 2, participants in
the personal customer portal condition reported signifi-
cantly higher positive affect than participants in the public
environment condition (a5 :83;Mportal 5 5:32, SD51:05,
Mpublic 5 4:98, SD 5 1:14) (t(1; 449) 5 23:246, p 5 :001).

Disclosure of Personal Information. Participants in the
personal customer portal condition were more willing to
provide additional personal information (62.0%) than par-
ticipants in the public environment condition (48.2%). A
binary logistic regression with the decision to disclose (yes,
no) as dependent variable, revealed that this effect was sig-
nificant (B 5 :561, SE 5 :191, p 5 :003). These results sup-
port hypothesis 3.

Mediation Through Positive Affect. To assess the process
through which the personal customer portals impacted per-
sonal information disclosure choice in the mortgage tool
(hypothesis 4), we ran a mediation analysis (PROCESS
model 4; Hayes 2013). Portal versus public environment
was modeled as the independent variable, positive affect as
the mediator, and the binary choice to answer additional
questions (yes, no) as the dependent variable. Because pri-
vacy risks associated with the customer portal, either or
not subsequently triggering negative affect, may negatively
impact disclosure, we added privacy risks and negative affect
as additional mediators. Positive affect had a significant pos-
itive impact on the probability to disclose personal informa-
tion while using the mortgage tool (B 5 :498, SE 5 :096,
p < :001), and there was a significant indirect effect of cus-
tomer portal on willingness to provide personal information
through positive affect (a1 � b1 5 :167, SE 5 :064, 95% CI
[.059, .313]). There was no significant impact of perceived
privacy risks on consumers’ willingness to disclose personal
information (B 5 2:014, SE 5 :063, p 5 :821), and the in-
direct effect of customer portal via privacy risks was not sig-
nificant (a2 � b2 5 2:006, SE 5 :029, 95% CI [2.070,
.051]). A pairwise contrast test of the two indirect effects
confirmed that the indirect effect through positive affect
was stronger than the indirect effect through perceived
privacy risks and that this difference was significant (Da�
b 5 :173, SE 5 :070, 95% CI [.052, .326]). See figure 3
for a visual overview and appendix E for full mediation
results.

Figure 3. Mediation analysis showing how positive affect in the portal condition increases willingness to disclose personal information,
while indirect effects through privacy risks or negative affect are not significant. *p < .05, **p < .01, ***p < .001.
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Discussion
The results of study 1 show that, although participants as-
sociated the portal with higher privacy risks (hypothesis 1),
customer portals increase consumers’ willingness to dis-
close personal information (hypothesis 3). The mediation
analysis showed that this is driven by the affective process
through the effect of greater positive affect on disclosure
(hypotheses 2 and 4). Importantly, these findings also rule
out the possibility that positive affect in the portal sup-
pressed increases in risk perceptions, which could explain
our main effect of portals on disclosure. According to this
affect-as-information account (Schwarz and Clore 1983;
Gasper and Clore 1998; Slovic et al. 2013), individuals
would lower their risk perceptions if they experienced pos-
itive affect in the portal, which would then increase their
willingness to disclose information. However, our results
indicate that perceived risks were higher in the portal con-
dition, yet disclosure rates were still higher. This suggests
that positive affect influences disclosure behavior directly
and independently of risk perceptions.

STUDY 2: FURTHER INVESTIGATION

OF THE PERCEIVED PRIVACY RISK EFFECT

In study 1, we found that personal customer portals in-
creased both perceived privacy risks and positive affect,
yet privacy risks did not deter information disclosure. For
hypothesis 4, we theorized that affective responses can of-
ten overshadow cognitive evaluations of risk, but an impor-
tant potential alternative explanation for this finding exists:
people may associate personal customer portals with greater
benefits than public website sections, which could offset any
negative impact of higher perceived risks on disclosure. To
investigate this, study 2 aims to separate the effects of cog-
nitive evaluation of benefits and costs, and positive affect, on
disclosure decisions by directly manipulating the perceived
benefits offered by the support tool. This approach provides
a clearer understanding of how cognition and affect interact
in their impact on disclosure (hypothesis 4).

Method and Procedure
We used a 2 (environment: portal vs. public) � 2 (tool ben-
efits: low vs. high) between-subjects experimental design.
The materials, measures, and procedure were identical to
study 1, with two additions. First, we now randomly allo-
cated participants to one of four conditions, consisting of
the portal versus public conditions combined with either
high or low benefits. In the low benefits condition, partici-
pants were informed that the additional information they

provided would be used to send them personalized market-
ing communications. In the high benefits condition, partic-
ipants were informed that it would give them better, more
accurate, mortgage recommendations. Second, in study 2,
we asked participants to rate the perceived benefits from
disclosing the additional information. Results for explor-
atory variables are available in appendix C.

Sample. A total of 1,808 Prolific Academic members, ex-
cluding those from prior studies, completed the study in ex-
change for $1. After removing responses from panel mem-
bers who participatedmore than once, 1,652 valid responses
from unique respondents remained (all US residents,
Mage 5 39:4 years, 46.7% identified as female).

Results
Perceived Privacy Risks and Benefits of the Digital Tool.
A factorial ANOVA revealed no significant effect of portal
on perceived privacy risks (Mportal 5 3:93, SD 5 1:53,
Mpublic 5 3:97, SD 5 1:46, F(1; 1642) 5 2:105, p 5 :147),
which does not support hypothesis 1. The benefit manipu-
lation also did not impact perceived privacy risk (Mhigh 5

3:91, SD 5 1:57; Mlow 5 3:99, SD 5 1:41, F(1; 1642) 5
1:320, p 5 :251). A second ANOVA revealed no significant
effect of personal customer portal on perceived benefits
(Mportal 5 5:15, SD 5 1:32, Mpublic 5 5:12, SD 5 1:35,
F(1; 1642) 5 2:975, p 5 :085). Hence, respondents did
not associate the portal with greater benefits than the public
website. However, participants in the high benefits condition
did perceive higher benefits of disclosing the information
than participants in the low benefit condition (Mhigh 5

5:26, SD 5 1:28; Mlow 5 5:00, SD 5 1:38, F(1; 1642) 5
16:906, p < :001), hence the benefit manipulation was
successful.

Positive Affect. Participants in the portal condition reported
higher positive affect than participants in the public con-
dition (a 5 :85;Mportal 5 4:96, SD 5 1:20;Mpublic 5 4:81,
SD 5 1:08, F(1; 1646) 5 3:992, p 5 :046), which supports
hypothesis 2. There was no significant main effect of the
benefit manipulation on positive affect (Mhigh 5 4:90, SD 5

1:12; Mlow 5 4:87, SD 5 1:18, F(1; 1642) 5 :316, p 5
:574). The interaction effect of environment andmanipulated
benefits was also not significant (F(1; 1642) 5 :056, p 5
:813).

Disclosure of Personal Information. Participants in the
portal condition (36.8%) were more willing to disclose
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personal information than participants in the public condi-
tion (27.6%). A binary logistic regression showed that this
result was significant (B 5 :656, p 5 :001), thereby support-
ing hypothesis 3.

Participants in the high tool benefits condition (44.9%)
were also more likely to disclose personal information than
participants in the low tool benefits condition (18.2%;
B 5 1:562, p < :001). There was no interaction effect of
personal customer portal and the tool benefit manipulation
(B 5 2:226, p 5 :356). This result shows that, as expected,
participants were responsive to the benefits of the tool
itself.

Mediation of Portal Effect Through Positive Affect. We
conducted a mediation analyses (PROCESS model 4; Hayes
2013) with digital environment as independent variable,
positive affect, negative affect, perceived privacy risks, and
perceived benefits as mediators, and the decision (yes, no)
as dependent variable, while controlling for the effects of
the tool benefits manipulation as a covariate. There was a
significant indirect effect of portal on disclosure through
positive affect (a1 � b1 5 :040, SE 5 :018, 95% CI [.010,
.080]). Perceived privacy risks had a negative impact on
willingness to disclose personal information (B 5 2:488,
SE 5 :048, p < :001) while perceived benefits had a positive
impact on disclosure (B 5 :478, SE 5 :063, p < :001). Pos-
itive affect had a positive effect on disclosure (B 5 :267,
SE 5 :066, p < :001). This result replicates the results of
study 1 and supports hypothesis 4. As in study 1, the anal-
ysis showed no significant indirect effect of portal versus

public environment through perceived risks (a2 � b2 5
:024, SE 5 :037, 95% CI [2.048, .096]). There also was
no mediation through perceived benefits (a3 � b3 5 :020,
SE 5 032. 95% CI [2.043, .083]). See figure 4 for a visual
overview and appendix F for full details.

Mediation of Tool Benefits Effect Through Perceived
Benefits. We analyzed the impact of the tool benefits ma-
nipulation in an additional mediation analysis (PROCESS
model 4). In contrast to the customer portal manipulation,
the tool benefits manipulation impacted disclosure deci-
sions through privacy calculus. There was a significant indi-
rect effect of the tool benefits manipulation on consumers’
disclosure decisions through perceived benefits (a� b 5
:125, SE 5 :037, 95% CI [.006, .204]). Thus, the absence
of a benefit effect was specific to the impact of the portal
versus public environment, and not for consumers’ risk-
benefit trade-offs of online interactions in general. See
figure 4 for a visual overview and appendix F for full
details.

Discussion
The results of study 2 replicate the finding from study 1 that
personal customer portals impact willingness to disclose
personal information because they evoke positive affect
(hypotheses 2, 3, and 4). Additionally, study 2 provides ev-
idence for a cognitive pathway to disclosure when benefits
are manipulated, consistent with privacy calculus theory.
Importantly, however, the absence of a cognitive pathway
to disclosure through privacy risks cannot be attributed to

Figure 4. Mediation analysis showing how positive affect mediates the portal effect on disclosure, while perceived benefits mediate the tool
benefits effect. *p < .05, **p < .01, ***p < .001.
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higher perceived benefits offsetting higher perceived risks.
The path through positive affect significantly impacted dis-
closure, whereas the cognitive path through perceived risks
did not. This effectively rules out the alternative explana-
tion proposed and highlights the dominant role of affective
responses in driving disclosure behavior, overshadowing
cognitive evaluations of risk. Interestingly, perceived pri-
vacy risks did not differ across conditions (hypothesis 1),
which may reflect a cognitive trade-off with participants fo-
cusing on highlighted benefits over privacy risks. This aligns
with our main theorizing, as affective responses to the por-
tal appear to play a dominant role in driving disclosure, in-
dependent of risk perception.

STUDY 3: PERSONAL CUSTOMER PORTALS

AND DATA VULNERABILITY

The primary goal of study 3 was to replicate the findings
from the first two studies in a different setting. Addition-
ally, we sought to get a better understanding of why the
positive effect of personal customer portals on consumers’
willingness to disclose personal information is mediated by
positive affect but not by perceived privacy risks (hypothe-
sis 4). Even if positive affect does not reduce perceived pri-
vacy risks themselves (as the affect-as-information account
would predict), it might mitigate their impact on disclosure
decisions. In other words, the positive affect generated by
customer portals may act as a buffer against the negative
impact of perceived privacy risks on disclosure. To test this,
study 3 introduces a separate manipulation of data vulner-
ability, allowing us to examine of the protective role of pos-
itive affect.

Method and Procedure
Study 3 used a 2 (environment: portal vs. public) � 2 (vul-
nerability: low vs. high) between-subjects design. Partici-
pants imagined investing $10,000 using Ammatly’s online
investment advice tool, designed specifically for this study.
The procedure for assigning participants to the portal or
public environment followed the same steps as studies 1
and 2. Data vulnerability was manipulated via a pop-up no-
tification at the beginning of the session (see fig. 5). Partic-
ipants proceeded by acknowledging this notification.

In the investment tool, participants input details about
their investment amount and horizon, as well as their risk
preferences (three items; Grable and Lytton 1999). They
then faced a decision to provide additional personal informa-
tion for a tailored recommendation, serving as our measure
of disclosure willingness. Those who opted not to provide ex-

tra details were immediately shown a portfolio recommenda-
tion based on their initially indicated risk preference and
investment term, with options categorized as low, medium,
or high risk. In all conditions, participants who chose to dis-
close more information answered additional questions re-
garding their investment goals and personal financial situa-
tion. All were directed to a page displaying a recommended
portfolio, which did not vary based on the extra information
provided but included personalized references for those who
disclosed more. Participants either accepted the suggested
portfolio or explored other risk options. We used the same
measures for affect, perceived privacy risks, truthfulness,
and vulnerability as in studies 1 and 2. For exploratory rea-
sons, we also measured participants’ investment risk prefer-
ence (three items; Grable and Lytton 1999) and psychologi-
cal ownership over the digital environment (three items; Shu
and Peck 2011; see app. D for findings).

Sample. We collected 1,003 completed responses from US-
based Prolific panel members who did not participate in our
prior studies. Each participant was compensated $1.63
(Mage 5 37:1 years, 39.0% identified as female). After re-
moving duplicate completions, 990 completed responses
remained. During the study, 83 respondents dropped out
while using the investment tool. Those who were about to
drop out were asked to provide their reason to abort in ex-
change for partial payment. Of the dropouts, 36 partici-
pants gave reasons: 12 cited privacy concerns, and 24 cited
technical issues. A logit regression analysis indicated that
dropout rates did not significantly differ across experimen-
tal conditions (p 5 :878).

Results
Perceived Privacy Risks. A factorial ANOVA showed that
participants reported higher perceived privacy risks in the
portal than in the public environment (a 5 :92; Mportal 5

3:62, SD 5 1:49, Mpublic 5 3:35, SD 5 1:48, F(1; 985) 5
6:31, p 5 :012), which supports hypothesis 1. Participants
reported lower perceived privacy risks when data vulnera-
bility was low as compared to high (Mlow vuln 5 3.14, SD 5

1:40, Mhigh vuln 5 3.83, SD 5 1:51, F(1; 985) 5 53:26, p <
:001). The interaction of digital environment and data vul-
nerability was not significant ( p 5 :119).

Positive Affect. Participants in the portal condition experi-
enced greater positive affect than participants in the public
condition (a 5 :83; Mportal 5 5:40, SD 5 :82, Mpublic 5

5:15, SD 5 :85, F(1; 986) 5 23:57, p < :001), supporting
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hypothesis 2. Participants in the low vulnerability condi-
tion experienced higher positive affect than participants in
the high vulnerability condition (Mlow vuln 5 5.33, SD 5 :82,
Mhigh vuln 5 5.23, SD 5 :86, F(1; 986) 5 5:172, p < :023).
The interaction effect of digital environment and data vul-
nerability was not significant (p 5 :091).

Disclosure of Personal Information. A binary logistic re-
gression analysis showed that being in the customer portal
significantly increased participants’ willingness to disclose
information (65.6% vs. 48.3%; B 5 1:019, SE 5 :185, p <
:001), supporting hypothesis 3. Disclosure was higher in
low versus high vulnerability conditions (59.7% vs. 54.8%;
B 5 :539, SE 5 :184, p 5 :003), with a significant interac-
tion between environment and vulnerability (B 5 2:593,
SE 5 :263, p 5 :024). Specifically, in the public environment,
low data vulnerability increased disclosure (54.8% vs. 41.4%;
B 5 :54, SE 5 :184, p 5 :003), whereas in portals, disclosure

rates were unaffected by vulnerability levels (65.0% vs. 66.2%;
B 5 2:054, SE 5 :188, p 5 :773).

Mediation Through Positive Affect. To examine hypothe-
sis 4, we conducted a mediation analysis (PROCESS model 4;
Hayes 2013) with environment as the independent vari-
able, personal information disclosure as the outcome, and
data vulnerability as a covariate. Mediators included posi-
tive affect, perceived privacy risks, and negative affect. Pos-
itive affect significantly encouraged disclosure (B 5 :260,
SE 5 :080, p 5 :001), while perceived privacy risks did
not significantly affect disclosure decisions (B 5 2:087,
SE 5 :046, p 5 :056). The analysis showed a significant in-
direct effect of environment on disclosure through positive
affect (a1 � b1 5 :067, SE 5 :026, 95% CI [.024, .124]),
supporting hypothesis 4. Effects through privacy risks
and negative affect were not significant. See figure 6 for a
visual overview and appendix G for full details.

Figure 5. Illustration of the vulnerability manipulation with notifications indicating low (A) or high (B) data vulnerability shown to par-
ticipants before using the financial tool.

Figure 6. Mediation analysis showing how positive affect mediates the portal effect on disclosure, while perceived privacy risks increase
with high vulnerability and portal but do not impact disclosure. *p < .05, **p < .01, ***p < .001.
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Additionally, a moderated mediation analysis (PROCESS
model 14; Hayes 2013) tested if positive affect from digital
portals mitigates the impact of data vulnerability on disclo-
sure. This analysis found that in the portal, perceived pri-
vacy risks did not deter disclosure (B 5 :023, SE 5 :064,
p 5:721), and the indirect effect of data vulnerability on
disclosure through privacy risks was not significant (a2�
b2portal 5 :016, SE 5 :048, 95% CI [2.074., 113]). Con-
versely, in the public environment, higher perceived privacy
risks significantly reduced disclosure (B 5 2:196, SE 5

:065, p 5 :002), and there was a significant indirect effect of
data vulnerability on disclosure through privacy risks (a2�
b2public 5 2:135, SE 5 :049, 95% CI [2.236, 2.049]). The
effect was not mediated by positive affect in either environ-
ment. Thus, we conclude that positive affect can indeed cush-
ion thenegative impactofgreaterperceivedprivacyriskonper-
sonal information disclosure. For full details, see appendix G.

Discussion
The results of study 3 provided further support for the pos-
itive effect of personal customer portals on personal infor-
mation disclosure through positive affect in a different con-
text (hypotheses 2, 3, and 4) and the negative effect of
personal customer portals on perceived privacy risks (hy-
pothesis 1). Additionally, study 3 results show that the pos-
itive affect associated with portals can mitigate the impact
of objective privacy risks from greater data vulnerability on
willingness to disclose.

GENERAL DISCUSSION

This research focused on the dynamics of privacy and disclo-
sure within personal customer portals offered by financial
services firms. Such portals, while useful, expose users to po-
tential data breaches due to their nonanonymous nature.
Despite this, our findings show that consumers are more in-
clined to share personal information within these portals.
Through three studies, we discovered an increase in personal
information disclosure when using financial support tools
in personal customer portals. Thiswillingness to disclose in por-
tals was largely driven by positive affect, rather than by a ratio-
nal assessment of privacy risks. This affective response, we
found, overshadows cognitive concerns about privacy risks,
indicating that the experience within these portals can en-
courage users to share more personal information.

This research has two main theoretical contributions.
Firstly, it broadens the understanding of consumer privacy
decision making in the financial industry, a sector charac-
terized by the extensive use of online customer portals and

advanced digital technologies. Our findings are particularly
relevant to financial services firms that use digital tools re-
quiring personal information disclosure, as they highlight
the unique interplay of affective and cognitive factors in this
context.We demonstrate how affective responses, prompted
by digital environment cues, play a pivotal role in the disclo-
sure of personal information. Prior research has shown how
personalization impacts consumer engagement through a
privacy calculus lens, highlighting the double-edged effects
on engagement due to potential privacy concerns and per-
ceived invasiveness versus the utility of personalized mar-
keting (Aguirre et al. 2015; Martin et al. 2017; Martin and
Murphy 2017). Building on this, our findings reveal an affec-
tive pathway to disclosure, wherein positive responses within
new technology interfaces encourage information sharing, dis-
tinct from the traditional cognitive evaluations of privacy risks
and benefits. As such, our findings also offer a possible expla-
nation for the privacy paradox (Kehr et al. 2015; Kokolakis
2017) by showing that context-evoked affect can overrule ob-
jective risks as a driver of disclosure.

Secondly, we develop new theorizing regarding consum-
ers’ affective response to customer portals as a commonly
used technology and important digital marketing channel.
This article is one of the first to investigate consumer be-
havior in personal customer portals. Although most firms
in financial services and other services such as retailing use
customer portals, little is known about how consumers expe-
rience these environments and how they impact behavior.
We link literature on digital personal spaces—for example,
on social networking sites (Spiekermann et al. 2012)—to
personalization inmarketing. Our work extends the literature
on digital personalization of communications and services by
looking at the impact of having a personal online space.

Our findings also have important practical implications
for financial services firms, particularly concerning digital
financial support tools. These tools depend on consumer
data for personalized advice, yet privacy concerns could re-
duce engagement and decision-making quality. Offering
these tools within customer portals, as opposed to public
website areas, can encourage more open personal informa-
tion disclosure. Firms need to balance this with the poten-
tial accessibility limitations for non-account holders, for ex-
ample, by providing basic tool versions publicly and detailed
ones within portals. Our findings highlight the importance
of designing digital environments that foster positive affect,
significantly enhancing consumer willingness to share data
and mitigating privacy concerns. However, financial firms
also need to be mindful that the positive affect elicited in
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these environments may also lead consumers to express risk
preferences that overstate their true comfort with investment
risk. This poses a challenge for firms aiming to provide per-
sonalized financial advice. To address this, firms should con-
sider strategies to account for the affective influences within
portals, ensuring that the investment advice provided aligns
with consumers’ actual risk tolerance and financial objectives.

Future academic research may further explore the con-
cept of feeling “at home” online and how this sensation
can be fostered by companies to enhance customer rela-
tionships. The sense of being at home can evoke positive
feelings, which can significantly boost engagement with a
company’s services, loyalty to its brand, and influence other
consumer actions (Khan et al. 2019). Digital environments
that feel like a virtual home, such as customer portals, may
shape consumers’ openness to share personal information
and their financial decision-making behaviors. As digital
spaces evolve, including developments like the metaverse,
this research serves as a foundation for further investiga-
tion into how digital environments can be optimized to
benefit consumer decision making and firm-consumer rela-
tionships. Additionally, we have ruled out two important
alternative explanations for the effect of portals on disclo-
sure. First, the affect-as-information account, which would
predict increased privacy risks could be suppressed by in-
creased positive affect, and secondly, the perception that
portals offer higher benefits, which could offset perceived
risks. Although we controlled for differences in effort be-
tween the two conditions, one alternative explanation re-
mains: the extra step of logging into the portal could have
led to higher psychological involvement, as users become
more invested in the process. Further research is needed
to explore these dynamics in greater detail. Finally, as our ex-
ploratory analysis of psychological ownership suggests that
customer portals may enhance consumers’ sense of psycho-
logical ownership (app. D), further research on this topic is
warranted (Kamleitner and Mitchell 2018). Additionally, it
would be interesting to investigate other relevant financial
behaviors that may be impacted by customer portal-related
positive affect. Our exploratory analysis on investment risk
preferences indicates that positive affect in customer portals
can lead to riskier financial decisions (app. D). These areas
present promising avenues for future research.
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