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Editorial

Introduction to Symposium on the Law Applicable
to the Use of Biometrics by Armed Forces

On 7-8 May 2024, a conference brought together a group of scholars and
practitioners to discuss the law applicable to the use of biometrics by armed
forces. The conference, which took place in Tallinn, was organized by the War
Studies Research Centre (WsrC) of the Netherlands Defence Academy, the
NATO Cooperative Cyber Defence Centre of Excellence (CCDCOE), and the
Amsterdam Center for International Law (AcIL).

‘Biometrics’ is the automated recognition of individuals based on their
biological and behavioural characteristics. A well-known example is facial
recognition technology. Biometrics are widely used for civilian and commercial
purposes but are also increasingly being adopted by armed forces for a variety
of purposes. In some instances, this is combined with the use of Artificial
Intelligence (A1), such as is reportedly the case for the ‘Lavender’ system used
by Israel.

The conference offered an opportunity to discuss questions that are
raised by such use from the perspective of (inter)national law. Some of these
questions are specific to biometrics, but the use of this technology is also an
interesting use case to explore broader issues. In doing so, the conference built
on an emerging body of research in this field. Among others, papers presented
at a conference on the same topic held in 2023 in Amsterdam were published
in the Military Law and the Law of War Review.! The present Symposium
builds on the existing literature and includes 3 articles based on papers that
were presented at the conference held in May 2024.

1 See the contributions by Rigmor Argren, Yang Liu, and Lauren Sanders and Penny Saultry in
62 (1) the Military Law and the Law of War Review (2024).
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In the first article, Lily Hamourtziadou and Welmoet Wels discuss the use of
biometrics on the dead of conflict from a human security perspective. In order
to effectively distinguish the nature of measurement and use of data from
human remains, the authors introduce the term necrometrics, combining the
study of measuring life with that of measuring death. Necrometrics incorporate
physiological and anatomical data as well as environmental information from
the bodies of the dead of armed conflict, in order to respond to legal obligations
as well as engage with the human ecosystem in the conflict area. The article
starts by discussing international legal obligations regarding investigations
and necro-measurements of human remains. The authors find that a duty to
investigate potential violations of international law is well established under
both International Humanitarian Law (1HL) and International Human Rights
Law, and that the obligation to identify the dead is interwoven with this duty.
They argue that identifying the dead is not only prescribed by 1HL but can also
be pivotal for understanding the human dimension of conflict. Measuring the
dead renders different types of information: where they lived, their nutrition,
their clothing, how they died, the group they belonged to, their conditions
of burial (if any). Such environmental factors are of significant importance
to understanding the human environment of conflict. The article illustrates
this by using the work of the NGo Iraq Body Count, which collected casualty
data in Iraq since 2003. The authors conclude that bio/necrometrics in armed
conflicts are useful markers in measuring conflict-related human insecurity
and can assist in understanding war and all its human costs, as in the case of
Iraq.

Emelie Andersin investigates the use of facial recognition technology (FRT),
which can be used as input for A1-enabled decision support systems (A1 DSS)
for identifying human targets based on their visual characteristics. Her article
unpacks legal challenges arising from military commanders relying on A1 DSS
in targeting situations and explores the role of human-machine interaction
in this context, specifically the use of algorithmically generated ‘targets’ by
military commanders. She uses the reported use of the ‘Lavender’ A1 Dss by
Israel in Gaza as a case study. The article first sets out several challenges arising
from the use of FRT, namely (a) the (in)accuracy of FRrT, (b) automation bias,
(c) the impact of technical and cognitive biases, and (d) the opacity of A1. The
article notes that FRT is not a very accurate technology, particularly when it is
used in the context of an armed conflict. This calls for caution when it is used
as input for an A1 Dss. The article then discusses the IHL law of targeting,
in particular the principles of distinction, precautions and proportionality. It
applies the findings on the challenges arising from the use of FRT to understand
how the use of A1 DSs and FRT may or may not be compliant with the rules of
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targeting, while using the Lavender as a case study. The article concludes that
while FRT offers a unique advantage by promoting accuracy in identifying or
verifying an individual’s identity, its use in an uncontrolled environment such
as armed conflict raises concerns. It invites further research, stating that the
interplay between FRT and A1 DsS requires further clarification regarding to
what extent they can be used to support military decision makers in targeting
operations.

In the next article, Anna Greipl discusses possible legal consequences of
the military use of biometrics for persons with disabilities in the context of
conduct of hostilities. She notes that biometrics assumes that all human bodies
are similar and that they have unique characteristics which are permanent.
As a consequence, biometrics is based on an understanding of ‘normality’
about the human body that is built into both hardware and software. This
understanding poses serious challenges for persons with disabilities, who
do not necessarily fit this understanding and may be misidentified or not
identified at all. She then looks at THL, noting that civilians with disabilities
are largely overlooked in the implementation of 1HL conduct of hostilities
rules. She argues that this neglect is further exacerbated by the military use of
biometric systems that are based on ableist assumptions about human bodies.
She discusses the application of the principles of distinction, proportionality
and precautions to illustrate this. The remainder of the article discusses
how risks for persons with disabilities associated with the military’s use of
biometrics can be mitigated, taking a disability-rights perspective as reflected
in the UN Convention on the Rights of Persons with Disabilities. Mitigation
measures that can be taken range from developers of a biometric system
taking into account the population’s diversity, to steps that can be taken during
the planning and execution of military operations. The article concludes that
the promise of biometric systems improving compliance with IHL can only be
upheld if the conception of the civilian population that informs the creation
and use of biometric systems is representative of the actual population, and
thus includes persons with disabilities.

The collection of papers demonstrates the variety of legal questions
raised by the military use of biometrics. It also illustrates the impact that
such use can have on the answers to legal questions that arise in military
operations. The articles in this symposium suggest possible ways to approach
these questions but do not offer definitive answers. As the use of biometrics
becomes increasingly commonplace among militaries, there is fertile ground
for further research which we hope this symposium will stimulate. A first step
in this direction is the third Conference on the Law Applicable to the Use of
Biometrics by Armed Forces which will be held in Tallinn on 23 — 24 October
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2025. This conference will provide an opportunity to further develop some of
the themes covered in this symposium as well as to engage with some new

themes.
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