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The Affinity Between Anti-Establishment Reality

Perceptions and Estimated Misinformation Salience
Across Seven Countries Spanning the Global North
and South

Michael Hameleers

Amsterdam School of Communication Research, University of Amsterdam, Amsterdam,
Netherlands

ABSTRACT

News users are very concerned about mis- and dis-
information. Arguably, they even arrive at dispropor-
tionally high estimates of the amount of false
information they encounter, which may have detri-
mental consequences for their trust in factually accu-
rate information. Yet, to date, we know little about
how people’s risk perceptions differ across countries
that are more or less resilient to mis- and disinforma-
tion, and to what extent the perceived salience of
misinformation is rooted in anti-establishment per-
ceptions on the reality conveyed by the media,
society, and politics. To better understand this affi-
nity across the Global North and South, we rely on
a comparative survey study (N = 3,619). Main findings
indicate that people with stronger populist attitudes,
lower media trust, and more pronounced conspira-
cist mentalities are most likely to arrive at higher
estimates of misinformation salience. Yet, although
populist attitudes were strongly related to misinfor-
mation estimates in Brazil, conspiracists mentalities
were related to high estimates of misinformation in
all countries except for Brazil. In Latin American
countries more generally, people with higher distrust
in the media were most likely to arrive at high esti-
mates of misinformation salience. Our findings have
important implications for understanding the attitu-
dinal antecedents of disproportionate misinforma-
tion perceptions across national contexts.
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Citizens across the globe are extremely concerned about the prevalence and
impact of misinformation in their newsfeeds (Newman et al., 2023). At the
same time, however, only a marginal proportion of people’s digital media
diets is expected to contain false or deceptive information (Acerbi et al.,
2022). Arguably, citizens overestimate the amount of false information they
encounter online (Altay et al., 2023; Knuutila et al., 2022), which may have
severe democratic ramifications. Disproportionate misinformation percep-
tions may lead to news avoidance, anti-democratic behaviors amidst crises
(Hameleers et al., 2022), and generic distrust in reliable information (Van
der Meer et al., 2023). In addition, when these perceptions are weaponized
as fake news accusations, they may cultivate distrust in established informa-
tion especially among populist citizens (Egelhofer et al., 2022). But what
may explain these strong risk perceptions of encountering misinformation?

In this paper, we argue that perceptions of misinformation coincide with
rising distrust in established information sources and the growing appeal of
counterfactual explanations of reality that are, on the individual-level,
manifested as conspiracist mentalities and populist worldviews.
Specifically, perceptions of distrust related to the information disseminated
by established sources, including the mass media and political elites, may
correspond to an inflated perception of being flooded by mis- and disin-
formation: If the official sources endowed with the responsibility to inform
the electorate in an honest, complete, and accurate manner are distrusted,
people are more likely to believe that they are surrounded by mis- and
disinformation (Hameleers et al., 2022). Beyond populist attitudes and
media distrust, people’s anti-establishment outlook on reality may be
reflected in conspiracy mentalities, which relates to the perception that
evil forces of power are responsible for plotting a scheme that threatens
the well-being of ordinary people (e.g., Barkun, 2013).

Although perceptions of distrust and conspiracy beliefs may offer
a strong attitudinal base for inflated risk perceptions, we currently lack an
understanding of how perceptions of misinformation across different
nations correspond to populist beliefs, media distrust, and a conspiracist
mentality. As an important contribution to existing research on misinfor-
mation perceptions (e.g., Hameleers et al., 2022; Knuutila et al., 2022), this
paper explores the relationship between anti-establishment reality percep-
tions on the one hand and misinformation salience on the other hand
across seven countries: Argentina, Brazil, Chile, Mexico, Spain, the United
States, and the Netherlands. As an important contribution to the literature,
we offer new insights into how potentially disproportionate perceptions of
vulnerability to information-based threats are related to a distrusting and
anti-establishment outlook on information disseminated by official infor-
mation sources. Especially in a digital context where the factual status of
knowledge is increasingly more debated, politicized, and subject to
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relativism (e.g., Van Aelst et al., 2017), it is crucial to better understand
which segments of society are most susceptible to arrive at higher estimates
of misinformation exposure.

The main findings of our comparative survey indicate that higher levels
of conspiracy mentalities, populist attitudes, and media distrust play central
roles in people’s vulnerability to disproportionate estimates of misinforma-
tion. Those findings offer important avenues for future research on resi-
lience to (perceived) misinformation and practical interventions that aim to
relativize people’s risk perceptions related to encountering false
information.

Theoretical framework

Misinformation as a risk perception of the audience

Misinformation can be defined as information that is inaccurate, false,
deceptive, or not based on relevant empirical or expert-driven evidence
(e.g., Damstra et al., 2021; Vraga & Bode, 2020). Misinformation can both
be regarded as an umbrella-term including unintentionally and intention-
ally false information, or more specifically refer to information that is false
without the intention to mislead (Wardle & Derakhshan, 2017).
Misinformation can be considered a consequence of increasing pressure
on journalists, scientists, experts, and politicians to inform the public
quickly in a fast-paced digital media ecology. It may also be
a consequence of fading boundaries between senders and receivers online,
and the lack of gatekeeping and content moderation on social media.
Disinformation, as a more specific form of intentional deception, however,
can be seen as the consequence of more deliberate and strategic acts, which
may be targeted at reinforcing societal divides, cultivating cynicism, or
undermining trust in democracies (e.g., Bennett & Livingston, 2018). In
this study, we approached the difference between misinformation and
disinformation by first asking news users to indicate the perceived preva-
lence of false information in general with misinformation as an umbrella
term. After this, we asked them to specifically consider intentionally false
information with disinformation classified as a specific subset of false
information. Despite the potential disruptive consequences of the dissemi-
nation of false information, extant literature has arrived at relatively opti-
mistic conclusions when it comes to the prevalence of mis- and
disinformation online. Although some widely shared disinformation narra-
tives may be highly influential in certain spheres, different content analyses
indicate that the total amount of mis- or disinformation people are exposed
to is rather low (see Acerbi et al, 2022, for an overview). Generally
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speaking, across different studies, about 1% to 6% of all the information
accessed by citizens in Western democracies may consist of mis- and
disinformation (e.g., Grinberg et al., 2019). Although some contexts may
be more prone to disinformation, such as political visuals on Facebook (e.g.,
Yang et al.,, 2023), even high-risk settings may be more likely to contain
true than false information. This gives rise to important questions: Are the
threats of mis- and disinformation over-emphasized in current debates?
And, does the attention to misinformation as a societal issue result in
unintended consequences for general news trust?

A growing body of literature indeed stresses that the threats of mis- and
disinformation are often inflated, or even to be considered as part of
a pervasive moral panic that is potentially fueled by the media logic and
the weaponization of the term fake news in politics and public opinion (e.g.,
Jungherr & Schroeder, 2021). Importantly, the weaponization of fake news,
disinformation, and related issues may have larger effects on news cred-
ibility and trust than actual exposure to disinformation (e.g., Ternovski
et al., 2022). In support of this, empirical evidence found that talking about
fake news, disinformation, or misinformation may have detrimental con-
sequences for news trust or the credibility of authentic information (e.g.,
Egelhofer et al., 2022; Tandoc & Seet, 2022; Van der Meer et al., 2023).
Arguably, by sounding the alarm on marginal but impactful problems in
our information ecology, ongoing discussions on tsunamis and waves of
disinformation may prime suspicion among news users, who are already
inclined to distrust established sources of information (Newman et al.,
2023).

This setting of distrust offers an important context for the importance of
focusing on mis- and disinformation as perceptions of the news audience
(Hameleers et al., 2022). Even more so, considering that more than half of
all media users across the globe are concerned about mis- and disinforma-
tion and their ability to detect falsehoods (Newman et al., 2023), concerns
about mis- and disinformation seem disproportionate compared to the
actual risk of encountering false information. This is supported by the
conclusions of Knuutila et al. (2022), who emphasize that media users are
disproportionally concerned about misinformation, and that risk percep-
tions are often disproportionally high in comparison to the scope of online
misinformation.

In light of these developments, this paper focuses on misinformation as
a risk perception of the news audience. Concretely, we conceptualize risk
perceptions as the perceived dominance of misinformation—generally
defined as factually inaccurate or deceptive information—in people’s per-
sonal information environment. Given the focus of extant research on the
percentage of mis- and disinformation in overall media diets, we explore
not the absolute number of perceived misinformation encounters, but
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rather the estimated proportion of misinformation. Thus, to measure per-
ceptions of misinformation prevalence, we ask people to indicate how much
of all the information they encounter contains false, inaccurate or deceptive
information.

The affinity between anti-establishment reality perceptions and
misinformation beliefs

In this paper, we postulate that estimates of misinformation salience are
largely driven by people’s anti-establishment perspective on how reality is
cultivated by established and legacy sources of information, which include
the media and political institutions. Considering that prominent disinfor-
mation narratives often forward an antagonistic narrative in which alter-
native truth claims are contrasted to the delegitimization of established
knowledge (e.g., Hameleers & Yekta, 2023), perceptions of distrust related
to established institutions may offer a feeding ground for disinformation
narratives that amplify oppositions between alternative truth claims and
accusations of falsehoods targeted at the elite. In line with this, extant
research found that distrusting citizens are most likely to accept political
disinformation narratives (Zimmermann & Kohring, 2020). In addition,
people with more pronounced populist attitudes are found to show
a clearer preference for hyper-partisan alternative media that cultivate
a cynical outlook on politics and established media (Miiller & Schulz, 2021).

Given that disinformation narratives may inflate risk perceptions of
misinformation through prevalent accusations of mis- and disinformation
and fake news labels, they may contribute to disproportionately high
perceptions of misinformation’s prevalence. Hence, more distrusting seg-
ments of the news audience that are likely to be vulnerable to misinforma-
tion as a genre (i.e., information that offers a counterfactual perspective on
reality) may also encounter more accusations and delegitimization narra-
tives that target established institutions (Egelhofer & Lecheler, 2019). These
accusations, in turn, are also found to have the strongest effect on news
trust among populist audiences (Egelhofer et al., 2022). To offer more
comprehensive insights into the perceptual feeding ground of inflated risk
perceptions of misinformation, we distinguish between populist attitudes,
media (dis)trust, and conspiracist mentalities in the remainder of this
paper.

These beliefs are related to each other in the sense that they revolve
around an opposition to established sources of information. Hence, these
variables together represent anti-establishment reality perceptions that cap-
ture media users’ rejection of or critique on the trustworthiness, indepen-
dence, reliability, honesty, and accuracy of elite information sources. As
a general expectation, such individual-level differences may correspond to
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a stronger belief that one is surrounded by misinformation because the
established sources endowed with the responsibility to disseminate official
information are not trusted to fulfill their role, increasing the perceived
prevalence of false information.

Although one could argue that there is an overlap between misinforma-
tion beliefs and these anti-establishment reality perceptions, we should not
regard them as part the same concept. Crucially, we assess misinformation
beliefs as the perceived estimate of the dominance of false information,
which reflects an overall assessment of the proportionality of problematic
information. The anti-establishment information perceptions, in contrast,
assess distrusting worldviews that could relate to differences in this estima-
tion, herewith allowing us to explore which news users are most likely to
arrive at high estimates of misinformation prevalence.

Together, we can consider the affinity between anti-establishment reality
perceptions and misinformation estimates as part of a trend toward epis-
temic polarization—or increasing societal cleavages between groups that do
not share a same understanding of reality but disagree on what reality and
factual information entails. As such, people with higher distrust in legacy
media, stronger populist attitudes, and a conspiracist mind-set may per-
ceive reality differently from people with less pronounced anti-
establishment attitudes. Specifically, they may believe that the alleged facts
disseminated by elite sources are untrustworthy, biased, or even fabricated,
whereas the true facts are allegedly hidden from the ordinary people.

Populist attitudes

We define populist attitudes as the perceived moral antagonism between
the ordinary people as the good in-group and the corrupt elite as the evil
out-group (Akkerman et al., 2014; Schulz et al., 2020). These attitudes have
been associated with a strong preference for alternative media that cultivate
a hyper-partisan agenda, often containing delegitimizing narratives and
accusations of disinformation (Miller & Schulz, 2021). In line with this,
people with more pronounced populist attitudes are most likely to deem
established media as peddlers of fake news (e.g., Fawzi, 2018). Even more
so, when exposed to disinformation accusations, only people with stronger
populist attitudes generalize delegitimizing accusations to the broader insti-
tution of the mass media, affecting their general media trust beyond the
attacked outlet (Egelhofer et al., 2022). Together, these findings suggest that
people with stronger populist attitudes are most vulnerable to delegitimiz-
ing discourses of disinformation. In addition, because they may consider
established media as peddlers of fake news, they may also perceive that their
information ecology is mostly characterized by false and dishonest informa-
tion. We therefore introduce the following hypothesis:
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H1: Participants with a stronger populist worldview are more likely to
arrive at high estimates of misinformation prevalence than participants with
a less pronounced populist worldview.

Media (Dis)trust

Media trust is commonly defined as the relationship between a truster (i.e.,
a media user or citizen) and a trustee (i.e., a specific media outlet or the
news media in general) (see Tsfati & Cappella, 2003). This relationship
entails expectations: When people do not trust the media, they perceive that
the trustee has failed to live up to their expectations (Strombéck et al., 2020;
Tsfati et al., 2022). These expectations may include, but are not limited to,
the media’s role in informing the audience in an accurate, complete, and
honest manner (e.g., Fawzi et al., 2021). In line with this conceptualization,
we postulate that when people distrust established media and news sources,
they do not expect that the media are able to inform them in an honest,
accurate, or complete manner. The failure of the media to live up to these
expectations may cultivate high estimates of misinformation prevalence:
When the media are unable or unwilling to inform their recipients accu-
rately or honestly, they may be more likely to be associated with the
dissemination of mis- and disinformation.

In support of the relationship between media distrust and misinforma-
tion, experimental research found that distrust in the media enhances the
acceptance of disinformation (e.g., Zimmermann & Kohring, 2020).
Distrusting news users may be exposed to misinformation as both a genre
and label (Egelhofer & Lecheler, 2019), which may bias their estimates of
the prevalence of misinformation in their media diets. Taken together,
similar to people with stronger populist attitudes, people who distrust the
established media may oppose established information sources, which
makes them more vulnerable to disproportionate perceptions about the
abundance of false information. We therefore introduce the following
hypothesis:

H2: Participants with higher levels of distrust in the media are more likely
to arrive at high estimates of misinformation prevalence than participants
with lower levels of distrust in the media.

Conspiracist mentalities

People who support or endorse conspiracy theories may be more likely to
believe disinformation (e.g., Sharma et al., 2022). This can be explained as
the emphasis on anti-establishment and counterfactual truth claims in
both disinformation narratives and conspiracy theories: As both are
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often constructing counterfactual truth claims that delegitimize estab-
lished truths and knowledge, they may appeal to distrusting segments of
the audience (e.g., Zimmermann & Kohring, 2020). Despite the tentative
support for the relationship between believing in disinformation and
supporting conspiracies, however, most research to date does not clearly
distinguish between conspiracy theories and disinformation (but see e.g.,
Daunt et al., 2023).

In this paper, we investigate the affinity between conspiracies and
disinformation as a perceptual relationship. More generally, we postu-
late that people with a more pronounced conspiracist mentality per-
ceive mis- and disinformation to be more salient than people with
a less pronounced conspiracist mentality. Here, we understand
a conspiracist mentality as the tendency to prefer explanations of
social events through the framework of conspiracy theories (e.g.,
Bruder et al., 2013; Sutton & Douglas, 2020). Conspiracy theories can
generally be understood as explanations of important social and poli-
tical events as the consequence of secret plots orchestrated by evil
forces of power that allegedly hide reality from the people (e.g.,
Douglas et al., 2019). Conspiracy theories are constructed through
alternative truth claims and knowledge that are not accepted by con-
ventional institutions of knowledge dissemination and validation,
which renders these theories forms of stigmatized knowledge
(Barkun, 2013).

Conspiracy theories may be formulated to explain different salient issues,
such as COVID-19, terrorist attacks, climate change, or armed conflicts.
People supporting one conspiracy theory are also likely to believe other
conspiracies, confirming the more general cognitive and affective founda-
tions of conspiracy reasoning (e.g., Goertzel, 1994). Considering the com-
mon core of conspiracy theories and the specific anti-establishment beliefs
they cultivate, extant research has postulated that the tendency to support
conspiracy theories as explanations of socio-political events may be cap-
tured with a more generic conspiracy mentality (Imhoff & Bruder, 2014;
Sutton & Douglas, 2020). This attitude is often found on the fringes of the
political spectrum, which may correspond with the strong anti-
establishment perspective central to a conspiracist mind-set (Imhoft &
Bruder, 2014). Given that a conspiracist mentality corresponds with the
belief that the reality is hidden from the people and that there are evil forces
at play that deceive the people (Barkun, 2013), this worldview should
correspond with a heightened perceived salience of mis- and disinforma-
tion. Indeed, if people believe that the reality shown to them by the elites is
fake, they should be less likely to trust the information they encounter in
their newsfeeds. Against this backdrop, we formulate the following central
hypothesis:



MASS COMMUNICATION AND SOCIETY e 391

H3: Participants with a more pronounced conspiracist mentality arrive at
higher estimates of misinformation salience than participants with a less
pronounced conspiracist mentality.

Although we distinguished between different anti-establishment beliefs, it
can be argued that they are related in the sense that they cultivate an
opposition to established facts and official sources of information. Yet,
there are important differences to consider. First, although conspiracy
mentalities and populism share an anti-establishment perspective, they
forward different assumptions on the epistemic status of reality.
Populism’s ideational core argues that people-centric realities and common
sense are central to truth, whereas conspiracy mentalities relate to the belief
that reality is hidden from the people by evil forces of power (e.g., Barkun,
2013). Although populism and conspiracies may be targeted at different
elites, media distrust specifically entails the evaluation that information
sources are unable to fulfill audience expectations (Strombick et al., 2020;
Tsfati et al., 2022). In that sense, distrust in the media makes fewer moral
assumptions about the nature of media than conspiratorial or populist
thinking. Distrust also differs from populism and conspiracist mentalities
in the sense that the failure of the media is intentional.

The difference between mis- and disinformation prevalence

Arguably, the anti-establishment outlook cultivated in populist attitudes
and conspiracy mentalities should mostly correspond with the belief that
established actors deliberately deceive the public by spreading false infor-
mation. Hence, both populist attitudes and conspiracy mentalities inher-
ently stress that evil forces of power are deliberately deceiving the people.
For populist attitudes, this may correspond to the self-interests of the elite
(Akkerman et al., 2014). For conspiracy mentalities, this entails the incen-
tive to maintain or reinforce power discrepancies (Barkun, 2013). This
intentional component should play a less decisive role for media distrust:
Knowledge disseminators may not live up to the expectation of informing
the public in an honest and accurate manner for different reasons, and this
can include both intentional deception and a lack of access to relevant
expert knowledge or verified factual information.

Yet, we currently lack empirical research that has related mis- and
disinformation perceptions to different distrusting beliefs about knowledge
disseminators. Extant research further illustrates that perceptions of mis-
information and disinformation are strongly correlated (Hameleers et al.,
2022), suggesting that news users do not consistently differentiate between
both perceptions. Based on the lack of research on potential differences in
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the drivers of perceived mis- and disinformation, we raise the following
research question:

RQI1: To what extent are populist attitudes, media distrust, and conspira-
cist mentalities differently related to misinformation versus disinformation?

Misinformation across countries: The role of resilience

To date, most research on mis- and disinformation focuses on countries in the
Global North, mostly mapping European regions and the United States. This
narrow focus fails to take into account that mis- and disinformation’s con-
struction, experience, consumption, and effects are dependent on contextual
opportunity structures. The resilience framework postulated by Humprecht
et al. (2020), for example, emphasizes that countries with lower levels of press
freedom and higher levels of populism and polarization may be more vulner-
able to misinformation than countries with a free press and lower levels of
polarization and populism. Hence, in these countries, the press may be more
distant from political pressures and, therefore, can better fact-check state-
initiated disinformation. In addition, journalists may experience fewer barriers
to their role perceptions as truth crusaders, watchdogs and interpreters, which
may offer a stronger counter-response and alternative to disinformation.

Beyond varying levels of resilience to the impact of disinformation, survey
research shows that concerns about misinformation are dependent on coun-
try contexts (e.g., Knuutila et al,, 2022; Newman et al, 2023). Although
people across the globe are concerned about mis- and disinformation and
their ability to detect falsehoods, concerns are generally stronger in the
Global South as compared with the Global North. Concretely, the Reuters
Digital News Report (2023) shows that worries about discerning true from
false information are very high, at 72%, in the United States and considerably
lower in Western Europe with below 50% in countries such as the
Netherlands. In the Americas, such as Argentina, the US, and Chile, people
are not only concerned about misinformation, but also tend to have low trust
in the media. For example, 30% of Argentinians trust the media most of the
time, which is comparable to 32% of people in the United States and Chile.
Yet those percentages are lower than countries in Western Europe, including
the Netherlands, where 54% of people trust the media most of the time.

In countries with lower trust and stronger concerns about misinforma-
tion, a context of (ongoing) elections, crises, and heightened political
tensions can often be observed. As an example, at the time of data collec-
tion, Argentina was facing a major economic crisis, whereas the United
States offered the stage for uncivil and polarized debates as part of the 2024
presidential election. In Brazil, the 2022 elections were often framed as
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a fight between the populist right and left-wing movements. The diversity
of both the levels of misinformation concerns and trust across countries, as
well as the specific electoral and political or economic context, is relevant to
consider because misinformation beliefs may be rooted more consistently
to conspiracist and system-level distrust in some countries (i.e., Argentina)
than others (i.e., the Netherlands). In this setting, we explore to what extent
the affinity between anti-establishment reality perceptions and misinforma-
tion perceptions is similar or different across different settings.

Concretely, in our survey, we included countries that are expected to be
relatively more resilient to mis- and disinformation (i.e., the Netherlands and
Spain) and countries that are less resilient (i.e., Brazil, the United States, and
Argentina). The inclusion of countries was skewed to less resilient contexts in
the Global South as these regions are underrepresented in extant empirical
research. In Table 1, we offer an overview of the selection of country contexts
and their hypothesized resilience to mis- and disinformation according to the
different indicators identified by Humprecht et al. (2020).

Given the lack of comparative research on perceived mis- and disinfor-
mation prevalence, we raise an exploratory research question on the extent
to which the affinity between negative attitudes toward established institu-
tions and perceived misinformation prevalence depends on varying country
contexts:

RQ2: To what extent and how does the affinity between populist attitudes,
media distrust, and conspiracist mentalities on the one hand and perceived
misinformation prevalence on the other hand differ across national settings?

Method

To test the hypotheses and research questions, we rely on a comparative
survey study that was fielded in October and November 2023. One general

Table 1. Country-level indicators of resilience to threats of mis- and disinformation.

Political Resilience to
Media and political ~ polarization Press Freedom Resonance disinformation
trust (Newman et al,, (Humprecht Index (Newman et populist (Humprecht
Count 2023) et al., 2020) al., 2023) communication et al.,, 2020)
Spain Low (33%) Low High (36/180) High/moderate Moderate/low
Mexico Moderate/low (36%) High Low (128/180) High Low
Argentina Low (30%) High High (40/180) High Low
Brazil Moderate (43%) High Moderate (92/180) High Low
The US Low (32%) High High (45/180) Moderate Moderate/low
Chile Moderate/low (35%) Moderate/ Moderate (83/180) High Moderate
High

NL High (57%) Low High (6/180) Moderate High
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template survey was constructed in English, and translated into Spanish,
Dutch, and Brazilian Portuguese by native speakers. The fieldwork was
completed simultaneously in Argentina, Brazil, Chile, Mexico, the United
States, Spain, and the Netherlands. To allow for comparisons across regional
variances in media use, political preferences, and misinformation perceptions,
the question wording was kept general. This, for example, means that we did
not ask people to indicate their trust in specific media outlets or brands. We
also asked for general beliefs related to politics and democracy, rather than
asking participants to evaluate specific politicians or parties in their countries.

Data collection

Ethical approval for the survey project was given by the ethic committee of
the University of Amsterdam in September 2023, under project number
FMG-4814_2023. The collection of data was outsourced to Dynata, a large
international research agency, which relied on their diverse panels to recruit
participants in all countries. There were no inclusion criteria apart from
participants having to (a) reside in the country of data collection/speak the
language of the survey and (b) be older than 18 years. From the voluntary
opt-in panels, participants were selected at random if they met the inclusion
criteria. All surveys followed exactly the same routing, layout, and item
order and were programmed in Qualtrics. The average response time of
completed surveys was 19.22 minutes (SD =31.67). After data collection,
the data were inspected for incomplete or low-quality responses, which
included straight lining behavior and speeding. As we determined that the
minimum reading time of all items and categories would be 5 minutes,
responses under this minimal reading time were not considered. We
removed 46 responses of low quality. In various robustness checks, we re-
ran the analyses with these responses included, which did not change any of
the findings or patterns reported in this paper.

Sample

We conducted a priori power analyses to establish the sample size per
country. As central parameters, we took into account that people may
arrive at high estimates of misinformation salience, given that people
think that about 50% of everything they see is false (e.g., Acerbi et al,
2022; Van der Meer & Hameleers, 2024). Yet, these perceptions have high
levels of variance, SD =26.47. We also take into account that media trust
and populist attitudes, across countries, are found to be around the mid-
point of the 7-point Likert scales used in survey research (see e.g., Schulz
et al., 2020). Taking this into account, we aimed to achieve a power of .80,
a =.05, one-tailed, and aimed for at least 400 completes per country. We
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collected more responses in each country, to also allow for stricter robust-
ness checks and exclusions.

In the final sample, we achieved 3,619 valid completes. These were distrib-
uted in the following manner across all countries: Argentina (n = 503), Brazil
(n=635), Chile (n=479), Mexico (n = 451), the United States (n = 507), Spain
(n=551), and the Netherlands (n =493). In the aggregate sample, 34.9% had
a lower level of education, and 23.5% was higher educated. Educational level
was based in part on national contexts, but in general low-level education was
equivalent to less than a high school diploma up to some level of technical
schooling, and highly educated corresponded with a completed university
degree. Regarding gender, 51.3% of the sample identified as male, 48.0% as
female, and 0.7% did not want to disclose or did not classify as male or female.
The mean age of the participants was 43.22 years, SD = 15.25. More detailed
country-level demographics and population data are included in Appendix
A in the online supplemental materials.

As an attention check, we included a thought-listing exercise to ensure
that participants paid attention to the survey and the questions being asked.
In this exercise placed toward the end of the survey, we asked people to
reflect on mis- and disinformation, or list anything related to the issue.
Most participants, 84%, gave a detailed response, or at least responded to
the question in the language of their country. Removing invalid responses
(i.e., responses such as “good,” “OK,” apparently Al-generated content, or
random combinations of words and letters) did not impact any of the
findings reported in this paper.

Measures

Perceived mis- and disinformation prevalence

Given that estimates of absolute numbers are likely to be biased and largely
driven by total news exposure, we asked people to indicate, in percentages,
how much of all the information they encountered regularly consists of
mis- or disinformation. We distinguished between misinformation and
disinformation by asking about both encountering false information in
general (misinformation) and intentionally deceptive information intended
to mislead them (disinformation).

The specific item wording for perceived misinformation prevalence was
as follows: “In general, could you indicate how much of the information
you encounter contains false or inaccurate information? Please make an
estimate of the percentage of all information that is false or inaccurate.” The
scale ranged from 0 to 100 (M =51.76, SD = 23.37). The following question
was used to tap perceived disinformation prevalence: “We also would like
you to reflect on the intentions of senders to inform you in an honest
manner. Could you indicate how much of the information you encounter
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contains false information that is intended to deceive or mislead you?” The
scale again ranged from 0 to 100 (M =52.01, SD =24.89). Arguably, the
validity and reliability of the self-assessment of misinformation exposure is
problematic. It may be difficult for news users to accurately estimate
proportions of false information, whilst political biases and other predis-
positions may affect the estimates people arrive at. Therefore, it should be
emphasized that the scale aims to tap perceived risk estimates, rather than
arriving at an objective estimate of misinformation from news users.

Media trust and credibility
Based on existing conceptualization and operationalizations of general
media trust (e.g., Fawzi et al., 2021; Strombiéck et al., 2020), we measured
trust in the media with a battery of different items related to the trust-
worthiness of established news media. Here, it should be noted that, based
on existing operationalizations that view trust as an evaluation of the
performance of the news media and a relational concept involving uncer-
tainty (e.g., Prochazka & Schweiger, 2019), we also included items that
signal the credibility of the news. Together, we regard the batteries of
credibility and trust assessments as individual-level evaluations of the extent
to which the media fulfill their democratic roles in society, related to
informing the public in a complete, fair, honest, and unbiased manner.
The following items were used to measure news media evaluations on
7-point scales from 1 = completely disagree to 7 = completely agree: The news
media are fair when covering the news; The news media are unbiased when
covering the news; The news media tell the whole story when covering the
news; The news media are accurate when covering the news; The news
media separate facts from fiction when covering the news; The news media
are neutral; I trust the news media most of the time; The news media are
objective. These eight statements were used to construct an average scale of
media trust: M = 3.64, SD = 1.52, Cronbach’s a =.934. When distinguishing
items typically related to media credibility (i.e., fairness and accuracy) from
trust-related measures (i.e., I trust the media most of the time), we did not
find support for separate scales of media evaluations. We therefore regard
the battery of items as a more generic evaluation of the media’s perfor-
mance, credibility, and trustworthiness. We regard media trust and cred-
ibility as an individual-level evaluation of news media’s performance and
trustworthiness, which may be impacted by contextual factors and exposure
to external stimuli (also see e.g., Vaccari & Chadwick, 2020).

Populist attitudes

Based on existing conceptualizations and measurements of populist beliefs
on the individual level (e.g., Akkerman et al., 2014; Schulz et al., 2020), we
measured populist attitudes as the perceived centrality of the ordinary
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people’s will, and the perceived opposition between the ordinary people as
a homogenous in-group versus the corrupt elite as out-group. We used the
following items measured on the same 7-point scale from 1 = completely
disagree to 7 = completely agree to construct an average scale of populist
attitudes: People like me have no influence on what the government does;
Politicians talk too much and take too little action; Politicians in Parliament
need to follow the will of the people; Ordinary people are of good and
honest character; Politicians in government are corrupt. Those statements
were used to construct a scale of populist attitudes: M =5.28, SD =1.34,
Cronbach’s a =.827. Although some studies suggest that populist attitudes
are part of a multidimensional construct (Schulz et al., 2020), factor ana-
lyses suggested that the items in our battery loaded on one dimension.

Although the populist attitudes items relate to political cynicism and
efficacy in some respects (i.e., given the focus on lacking political influence
and the failure of politicians to fulfill their role), the items are based on
existing measures and relate to the core idea of populism’s antagonism
between the ordinary people’s central will and the corrupt elite’s failure to
respond to this will. As a robustness check, we re-ran all analyses using only
a subset of the items more closely related to populism: Politicians in
Parliament need to follow the will of the people; Ordinary people are of
good and honest character; Politicians in government are corrupt. The
results are identical when we use this shorter scale that is more directly
related to people-centrism and anti-elitism. Similar to media credibility and
trust, populist attitudes can be understood as evaluations of reality that can
be impacted by external stimuli or various contextual factors. Among other
things, exposure to communication resonating with populist worldviews
may make individual-level populist attitudes more salient (Hameleers et al.,
2017).

Conspiracist mentality

Based on existing approaches to measure conspiracy mentalities on an
individual level (e.g., Bruder et al., 2013; Imhoff et al, 2022), we used
a battery of items that tapped people’s general tendency to endorse con-
spiracy theories. The following items were used in our survey (also see
Imhoff et al., 2022) and measured with the same 7-point scale: There are
many very important things happening in the world about which the public
is not informed; A few powerful groups of people determine the destiny of
millions; There are secret organizations that have great influence on poli-
tical decisions; Most people do not see how much our lives are determined
by plots hatched in secret; Politicians and other leaders are nothing but the
string puppets of powers operating in the background; There are certain
very influential political circles that have secret agendas. This battery of six
statements formed a reliable average scale of participants’ conspiracy
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mentality: M =4.67, SD =1.62, Cronbach’s a=.921. In Appendix B in the
online supplemental materials, the distributions of all key variables across
the seven countries are graphically depicted.

Analyses

As a first step, the conceptual difference between the three predicting
variables was assessed with confirmatory factor analyses. These tests con-
firmed that populist attitudes, conspiracy mentalities, and media trust are
related but form different indicators of a latent anti-establishment world-
view or reality perception. To test HI-H3 and RQ1, we ran OLS-regression
models with the aggregate sample of participants across all seven countries.
Media trust, populist attitudes, and conspiracy mentalities were included as
independent variables in different steps (multicollinearity checks were
included). The dependent variables were perceived misinformation preva-
lence and perceived disinformation prevalence. For RQ2, we additionally
re-ran the model for each country separately.

Results

The affinity between anti-establishment reality beliefs and
misinformation prevalence

We first expected that the more pronounced participants’ populist attitudes,
the higher their estimates of encountering mis- and disinformation (H1).
Our findings lend support for this hypothesis, both in the case of the
perceived prevalence of misinformation: b=2.09, SE=.28, f=.12,
p <.001; and disinformation: b =1.44, SE= .32, $=.08, p <.001. To answer
RQ2, the relationship between populist attitudes and misinformation pre-
valence is stronger when intentional deception is not explicated, yet the
difference in f is not significant. H1 is confirmed by the findings:
Participants with more pronounced populist attitudes arrive at higher
estimates of perceived mis- and disinformation prevalence than participants
with less pronounced populist attitudes.

H2 postulates that the more participants trust the news media, the lower
their estimates of misinformation and disinformation salience. Our findings
lend support for this hypothesis, both in the context of perceived misin-
formation: b=-2.11, SE=.25, f=-.14, p<.001; and disinformation pre-
valence: b=-2.81, SE= .26, f=-.17, p <.001. Again, we find no significant
difference in the strength of the association for estimated misinformation
versus disinformation salience. H2 is supported: Higher levels of trust in the
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news media correspond with a lower perceived prevalence of both misin-
formation and disinformation.

These patterns are confirmed when comparing perceived mis- and disin-
formation prevalence for participants with high media trust (M + SD) and
low media trust (M - SD). Distrusting participants arrive at substantially
higher estimates of misinformation, M =60.94, SD =21.91 and disinforma-
tion, M =63.20, SD =23.16, than more trusting participants, who estimate
that their information environment contains about ten percent less misin-
formation, M =51.13, SD = 30.02, and disinformation, M = 50.87, SD = 30.36.
Thus, supporting H2, trust in the news media seems to make participants
resilient to disproportionately high estimates of mis- and disinformation. Yet,
even participants with higher trust levels in the news media perceive that
about half of all information they see contains mis- or disinformation.

The third hypothesis states that participants with a conspiracist mental-
ity arrive at relatively higher estimates of mis- and disinformation preva-
lence. Our findings again support this affinity between anti-establishment
perceptions on reality and mis- and disinformation estimates. Specifically,
the stronger people’s conspiracist mentality, the more misinformation: b =
3.28, SE=.25, $=.23, p<.001; and disinformation they perceive: b =2.86,
SE=.26, f=.19, p<.001). Although the affinity is stronger for the more
general perceptions of misinformation prevalence, the difference in f fails
to reach significance. H3 is thus also supported by the data: The stronger
participants’ conspiracist mentality, the higher their estimates of misinfor-
mation and disinformation salience.

Contextual differences: Are participants in more resilient countries
more optimistic?

In the next step, we repeated all analyses for each country separately. In
Table 2, country-specific regression coeflicients corresponding to the out-
comes of all hypotheses are reported. We will describe the main patterns
and specificities in this section. First of all, a strongly significant positive
relationship between populist attitudes and perceived prevalence of mis-
and disinformation was only found in Brazil. In the United States, only for
the estimated prevalence of disinformation, participants with stronger
populist attitudes were more likely to arrive at higher estimates of false
information. In the Netherlands and Argentina, we can even observe
a significantly negative association between populist attitudes and perceived
misinformation prevalence: Participants with more pronounced populist
attitudes in these regions are less likely to arrive at higher estimates of
misinformation salience.

More consistent patterns were found for media trust and conspiracist
mentalities. In most countries, participants who trusted the media less were
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more likely to arrive at higher estimates of both misinformation and
disinformation. However, in the Netherlands and in the United States,
media (dis)trust was not significantly related to perceived misinformation.
The relationship between media trust and perceived mis- and disinforma-
tion was strongest in the Latin American region, and most pronounced in
Chile. Although stronger conspiracist mentalities corresponded to higher
estimates of misinformation salience in all countries, this relationship was
strongest in the Netherlands and weakest in Brazil. The most striking
country-level difference relates to the lack of a significant relationship
between a conspiracist mind-set and perceived disinformation in Brazil.
Although this is the only country where there is a strong positive associa-
tion between populist attitudes and perceived disinformation salience,
participants with a more pronounced conspiracist mind-set are not more
likely to arrive at higher estimates of perceived disinformation in Brazil.
Against this backdrop, it can be concluded that Brazil deviates strongest
from the other countries included in the sample.

The country-specific findings suggest an intricate dynamic between
individual-level and country-level resilience to higher disinformation esti-
mates: In countries where contextual resilience to misinformation is lower,
such as in Brazil (e.g., Humprecht et al., 2020), individual-level differences
in conspiracy mentalities may play a smaller role considering that such
beliefs are more salient and more cultivated in the country across the board.
Yet, in countries with higher resilience, such as the Netherlands, individual-
level differences play a stronger role as conspiracist mind-sets are not
salient in the socio-political context.

Discussion

Early 2024, the World Economic Forum declared Al-powered disinforma-
tion as the world’s largest immediate threat. In line with this, many public
debates, policy initiatives, and governmental organizations constantly
sounded the alarm on mis- and disinformation. This alarming state reso-
nates with public opinion: More than half of all people across the globe
reported to be very concerned about mis- and disinformation, and are
unsure how to detect disinformation (Newman et al., 2023). Yet, at the
same time, empirical evidence has not offered clear indications that mis-
and disinformation are highly salient in people’s regular newsfeeds, as false
information is estimated to make up less than 1% of the information people
consume online (Acerbi et al., 2022).

In this setting, this comparative survey study aimed to explore the main
drivers of potentially inflated risk perceptions of mis- and disinformation.
Confirming the central expectation that anti-establishment reality percep-
tions are related to higher estimates of misinformation prevalence, we
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found that media distrust, populist attitudes, and conspiracist mentalities all
corresponded with higher estimates of perceived mis- and disinformation.
Our findings are in line with extant literature indicating that perceptions of
fake news are most prevalent among people with more pronounced popu-
list attitudes (e.g., Fawzi, 2018; Schulz et al., 2020). In addition, our results
align with the affinity between media distrust and both actual
(Zimmermann & Kohring, 2020) and perceived disinformation
(Hameleers et al., 2022). Extending these findings, our comparative survey
demonstrates not just general beliefs related to mis- and disinformation as
threats, but also estimates of its prevalence in individuals’ media diets are
related to distrusting views on established institutions. We further contri-
bute to existing mis- and disinformation research by revealing a central
affinity between conspiracist mentalities and the perceived prevalence of
mis- and disinformation: People with a stronger conspiracist mentality are
most likely to arrive at disproportionally high estimates of mis- and disin-
formation salience.

Yet, there are some noteworthy country-level differences. Only in Brazil,
stronger populist attitudes clearly corresponded with higher estimates of
both mis- and disinformation. Yet, only in that country, conspiracists
mentalities did not correspond to higher estimates of mis- and disinforma-
tion. In the Latin American region, there was a consistent relationship
between distrust in the media and higher estimates of the prevalence of
mis- and disinformation. In the Netherlands and the United States, the
relationship between media distrust and perceived estimates of mis- and
disinformation was weakest, whereas conspiracist mentalities related
strongly to heightened risk estimates. Thus, it can be concluded that the
relationship between populist attitudes and media trust on the one hand,
and estimated prevalence of misinformation and disinformation on the
other hand, is subject to regional variances. Arguably, these factors differ
strongly across the more and less resilient countries included in the survey
(Humprecht et al., 2020). In addition, the targets of populist blame attribu-
tions may vary across countries, which makes populist attitudes a more or
less likely antecedent of perceived mis- and disinformation exposure.

The stronger association between populist attitudes and misinformation
perceptions found in Brazil may specifically correspond to a hostile national
discourse emphasizing delegitimizing attacks on the media in this country,
fueling the idea that people are surrounded by false and deceptive informa-
tion. As undermining forces targeted at the established media are also
central in the socio-political setting of the Latin American countries
included, the more pronounced relationship between distrust in the
media and mis- and disinformation salience can also be rooted in the
feeding ground of mis- and disinformation in this region. Finally, the
more consistent relationship between conspiracist mentalities and estimates



MASS COMMUNICATION AND SOCIETY 403

of mis- and disinformation can be explained as conspiracist mentalities are
more stable traits that relate to an individual-level rather than a context-
bound orientation. Beyond support for individual conspiracy theories,
conspiracy mentalities relate to an overall tendency to perceive that there
are evil forces at play that are hidden from the people (Bruder et al., 2013;
Sutton & Douglas, 2020). This mind-set can be applied to the many
different issues that were salient in the different countries at the time of
data collection.

Extending the resilience framework for global misinformation
(Humprecht et al., 2020), our findings suggest that the perceived omnipre-
sence of high volumes of mis- and disinformation may be rooted in
contextual factors related to delegitimizing factors on the country-level,
such as the centrality of conspiracy beliefs, the success of populist move-
ments, and overall levels of trust in the media. In settings where attacks on
the press and established information are more visible, and in countries
where populist movements that cultivate a delegitimizing and polarized
discourse are more successful, citizens may become more uncertain about
the factual status of information. In such cases, the epistemic status of
factual information is under constant threat, whereas opposed factual
claims are delegitimized. This may correspond to polarization around
truth claims: In a setting where polarizing figures promote counterfactual
claims on reality whilst referring to established information as fake news,
the idea of omnipresent deception and disinformation may be triggered
among citizens who no longer know what to believe when everything
surrounding them can be dubbed as fake.

Expanding on current literature suggesting that people’s estimates of
mis- and disinformation are often disproportional to the estimated threat
(Knuutila et al., 2020), we reveal which segments of society may be most
vulnerable to holding disproportional beliefs related to mis- and disinfor-
mation. Based on existing research on resilience to mis- and disinforma-
tion, we postulate that these more distrusting, cynical, populist, and
conspiracist groups are also least resilient to actual mis- and disinformation
(Humprecht et al., 2020). Hence, when people distrust established institu-
tions that are actually least likely to spread (intentionally) false information
whilst believing that most information they encounter is inaccurate or
deceptive, they may either systematically avoid established information or
approach alternative (hyper-partisan) information sources that align with
their cynical views (Hameleers & Yekta, 2023). Paradoxically, these sources
are most likely to contain disinformation, as well as delegitimizing fake
news accusations.

Against this backdrop, we propose that perceived mis- and disinforma-
tion, actual mis- and disinformation, and weaponized accusations of fake
news reinforce each other in a downward spiral of distrust. Based on
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existing uncertainty related to the honesty of information (Newman et al,,
2023), people may gradually expose themselves to alternative or hyper-
partisan sources that offer a cynical explanation for their uncertainty, in
the most extreme cases, in the form of conspiracy narratives. These alter-
native and counterfactual claims on reality may in turn further fuel the
uncertainty and the perception of being flooded by mis- and disinforma-
tion. After all, if elite actors, including the mainstream media, are seen as
being involved in orchestrating fake realities and cannot be trusted to
inform the public in an honest manner, all information people may come
across can be seen as false or deceptive. This may contribute to a further
erosion of factual consensus on key issues, such as climate change, immi-
gration, and global health.

Although these questions reach beyond the scope of this paper, the
spiraling mechanism in which perceived, actual, and discursive threats of
mis- and disinformation are involved warrants further empirical investiga-
tion. In particular, the longer-term consequences of mis- and disinforma-
tion can be regarded as increasing epistemic polarization: We should not
just regard polarization as revolving around ideological or identity-based
conflicts, as it increasingly revolves around deep factual conflicts in which
opposed camps interpret the world from separate sets of factual beliefs.
Given that over 50% of the population is uncertain about how to detect
deceptive or false information (Newman et al., 2023), whereas this study
indicates that people think that more than half of all information they see is
mis- or disinformation, there may be an important political opportunity
structure to fuel deep factual disagreements. As an example, in tandem with
the growing appeal of populist movements throughout the globe, delegiti-
mizing accusations of fake news targeting mainstream media, expert knowl-
edge, and other institutions may become increasingly more effective in
fueling epistemic cleavages in society. An important take-away from our
findings is that both research and practice should do more than just
focusing on the identification and countering of disinformation narratives,
as the perceptual crisis of trust and delegitimization surrounding mis- and
disinformation is also important to consider.

Related to this, our findings also have important implications for
policy and practice, in particular regarding preventative approaches
that should instill resilience to mis- and disinformation. First, although
many academic and policy-oriented publications are promoting inocula-
tion and pre-bunking initiatives (e.g., Roozenbeek & Van der Linden,
2019), such interventions may, under some conditions, lower trust in
factually accurate information (e.g., Modirrousta-Galian & Higham,
2023). In that sense, they may contribute to the problem highlighted
in this paper, as they may further boost disproportionate risk percep-
tions related to mis- and disinformation. Against this backdrop, we
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suggest that approaches to mis- and disinformation resilience should not
only focus on misinformation as a genre, but also focus on the discur-
sive and perceptual components of the issue. Concretely, media literacy
interventions may highlight that fake news is also prominent as
a weaponized label (Egelhofer & Lecheler, 2019), and that risk percep-
tions and dangers are often inflated or not backed up with clear
estimates.

This study is not without limitations. First and foremost, our findings
are based on self-perceived exposure to mis- and disinformation.
Although we suggest that, based on existing estimates of misinformation
prevalence (Acerbi et al., 2022), these estimates are disproportional, we
cannot directly compare perceived versus actual misinformation. It may
be the case that some participants have been exposed to more mis- and
disinformation because they expose themselves more to high-risk infor-
mation sources (i.e., visual content on unmoderated social media)—
potentially justifying higher estimates. Future research needs to rely on
more refined individual-level media exposure measures paired with con-
tent analyses of people’s actual mis- and disinformation diets. Second, our
survey data does not allow us to tease out the causality between perceived
mis- and disinformation on the one hand and cynical perceptions toward
the media and established actors on the other hand. We need longitudinal
research design (i.e., panel studies) to tease out causal mechanisms
beyond the theoretical level. In addition, future research may rely on
more context-bound measures of perceived mis- and disinformation pre-
valence. It may be extremely difficult for participants to arrive at estimates
of their entire information diets, given the fragmented nature of digital
information settings. We suggest future research to explore the role of
question wording and context in relation to perceived risks of encounter-
ing mis- and disinformation. Finally, to take more advantage of
a multicounty set-up, we suggest future research to integrate indicators
of country-level resilience into the analyses to also predict the relative
contribution of individual-level and country-level factors. Although the
resilience framework is largely based on aggregated individual-level data,
it can be extended by taking other country-level factors into account, such
as economic performance indicators, press freedom, and the strength of
democracy.

Despite these limitations, we believe that our comparative study makes
an important contribution to understanding which segments of society may
be most at risk for potentially harmful inflated risk perceptions related to
mis- and disinformation salience. Given that such perceptions have real
democratic and societal consequences, it is important to relativize perceived
mis- and disinformation in ongoing interventions and discussions about
the topic.
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