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Abstract. In the realm of novelty detection, accurately identifying out-
liers in data without specific class information poses a significant chal-
lenge. While current methods excel in single-object scenarios, they strug-
gle with multi-object situations due to their focus on individual objects.
Our paper suggests a novel approach: redefining ‘normal’ at the object
level in training datasets. Rather than the usual image-level view, we
consider the most dominant object in a dataset as the norm, offering a
perspective that is more effective for real-world scenarios. Adapting to
our object-level definition of ‘normal’, we modify knowledge distillation
frameworks, where a student network learns from a pre-trained teacher
network. Our first contribution, DEFEND (Dense Feature Fine-tuning on
Normal Data), integrates dense feature fine-tuning into the distillation
process, allowing the teacher network to focus on object-level features
with a self-supervised loss. The second is masked knowledge distillation,
where the student network works with partially hidden inputs, honing its
ability to deduce and generalize from incomplete data. This approach not
only fares well in single-object novelty detection but also considerably
surpasses existing methods in multi-object contexts.

1 Introduction

The goal of novelty detection is to recognize samples at test time that are improb-
able to have originated from the training distribution [29,33,36,38]. Samples
identified as deviating from the norm are labeled as anomalous, whereas the
dataset used for training is considered normal. During the training phase, access
is limited exclusively to normal data without utilizing any class label information.
Progress on common novelty detection benchmarks, such as CIFAR-10 [23], and
CIFAR-100 [23], has been impressive owing to employing the pre-trained features
of foundational models [8], generating fake samples through diffusion models [28§],
or utilizing self-supervised techniques [31]. However, all these methods implic-
itly rely on the assumption that the normal distribution is object-centric and
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Fig.1. A new setting and new method. On the left, the likelihood of object
existence for different datasets is shown. COCO, as opposed to MNIST and CIFAR-
10, shows less object-centric biases. In the middle, we introduce a multi-object novelty
detection setting, where we define the ‘normal’ class as the predominant object in the
dataset. In contrast to previous object-centric datasets, images can include objects of
other categories (e.g., a human or a sheep for the dog class). On the right, we introduce
a novel method that not only obtains the state-of-the-art in this setting but also excels
in the classic single-object and object-centric settings.

solely contains normal information in each input, which is due to evaluating on
conventional datasets such as CIFAR-10. Hence, they will fail in more realistic
multi-object settings.

In examining state-of-the-art novelty detection methods, it appears the
object-centric assumption is (unintentionally) exploited. For instance, in meth-
ods such as Transformaly [8], KDAD [37], or RD4AD [11], a pre-trained network
serves as a teacher, and a student network is trained to mimic the teacher’s
output on normal training samples. The discrepancy between the teacher and
student outputs is then used to detect anomalies at test time. However, the pre-
trained networks are usually trained on object-centric datasets as well, hence
would produce non-informative features for multi-object inputs [47]. This limi-
tation also applies to self-supervised methods like MSAD [31] or CSI [41], which
may focus on a single object and overlook others. Figure 1 illustrates this issue
where we apply a salient object segmentation method [39] on each dataset and
provide the averaged foreground segmentation map locations. In contrast, in
this paper, we wish to investigate the more realistic setting, which is multi-
object novelty detection. As in the real-world application of novelty detectors,
it’s impractical to filter test inputs to only contain normal or abnormal content;
unlike controlled datasets like CIFAR-10, we propose redefining the normal train-
ing distribution to reflect the most prevalent object in a dataset. For instance,
if ‘cat’ images are dominant, this should be considered the norm, even if other
objects are present in some inputs.

In our efforts to progress from single-object to multi-object novelty detec-
tion, we build upon knowledge distillation-based frameworks; yet, unlike previ-
ous methods [8,11,37,40], our approach involves a teacher model that is fine-
tuned with a self-supervised loss to learn object-level features. Importantly, our
self-supervised learning loss avoids the object-centric assumptions common in
past methodologies [31,41]. As the first major contribution, we introduce DEnse
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FEature fine-tuning on Normal Data (DEFEND), a self-supervised fine-tuning
stage. DEFEND, drawing inspiration from [35,47], shifts the focus from merely
optimizing the image representation of two input views to be similar. Instead, it
emphasizes ensuring that representations of any two patches are similar if they
represent the same object, thus refining the fine-tuning process with a more
targeted approach. This approach offers several advantages. Firstly, it bridges
the domain gap between pre-trained features and the given normal distribution,
making features more distinct for different objects — a crucial aspect in scenar-
ios involving multi-object inputs. Secondly, as noted in [47], classification-based
pre-trained dense features often show inconsistencies across different inputs for
the same objects; for instance, patches representing dogs in two distinct images
may not have identical dense feature representations. This inconsistency poses
a challenge in the knowledge distillation phase for the student model, which has
to predict varying targets for the same content. Aligning dense features, there-
fore, not only resolves this inconsistency, but also enhances the student’s feature
representation.

In addition, as our second contribution, we improve the robustness of the
features learned by the student in the knowledge distillation by feeding it a
masked input, in contrast to the teacher network that processes the complete,
unaltered one. This approach boosts computational efficiency as the student
network handles fewer tokens. More importantly, it forces the network to infer the
teacher’s knowledge from partial information, considerably improving the quality
of the feature representation. Finally, we demonstrate that with appropriate
feature normalization and distillation functions, our framework achieves high
performance by solely distilling the last layer features, simplifying the knowledge
distillation-based approaches.

Overall, this paper makes the following contributions:

— We introduce DEnse FEature fine-tuning on Normal Data (DEFEND), a novel
self-supervised fine-tuning stage that aligns dense feature representations
more effectively across different inputs, particularly benefiting multi-object
scenarios.

— We develop an innovative knowledge distillation technique where the student
network receives a masked input, enhancing computational efficiency and the
quality of feature representation, leading to improved performance in the
semantic novelty detection task.

— We propose redefining ‘normal’ in novelty detection training datasets by
focusing on the most prevalent content, introducing the first multinomial
novelty detection benchmark, and evaluating state of the art methods on it.

2 Related Works

Pixel-Level Anomaly Detection. These methods usually address the prob-
lem of industrial defect detection, in which intact input samples are given during
training, and the goal is to detect test time defections. One popular benchmark
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for such methods is MVTecAD [4]. Two dominant approaches are embedding-
based and synthesizing-based methods. Embedding-based methods [2,17,18,26]
focus on embedding normal image features into a compressed space to dis-
tinctly identify anomalous features, utilizing ImageNet pre-trained networks like
PaDiM [10] and PatchCore [32]. These methods excel in distinguishing anoma-
lous inputs at the pixel-level; yet suffer from poor performance on the semantic-
level inputs.

Synthesizing-based [24,45,46] methods train on synthetic anomalies to estab-
lish a boundary between normal and anomalous features. However, their reliance
on unrealistic synthesized images can lead to significant deviations from normal
features and a loosely defined normal feature space, making it challenging to
accurately distinguish subtle anomalies. Also, such methods require specific syn-
thetic data generators, which do not work on semantic-level datasets. Different
from these methods, we are addressing the problem of semantic novelty detec-
tion, in which an anomaly is defined as a different semantic category.

Semantic Novelty Detection. These methods aim to detect novel semantic
inputs that are unlikely to come from the training distribution. Self-supervised
methods and pre-trained feature utilization are the leading techniques used for
this problem. Self-supervised methods such as [16,22,31,34,41] learn a normal
representation that is further used to detect abnormal inputs. The other category
of approaches leverages existing pre-trained features through adaptation [28,30].
They can involve two main strategies: fitting either parametric or non-parametric
distributions to normal training inputs [3], or training a student network. The
goal of the student network is to predict the teacher’s output of different layers for
normal data, while failing when faced with abnormal inputs [5,8,11,37]. Trans-
formaly [8], the most closely related lies in this category. It utilizes a knowledge
distillation framework based on vision transformers and achieves state-of-the-art
results. Our method, however, diverges in several significant ways. Firstly, unlike
Transformaly where the teacher model remains static and unchanged through-
out the training, we introduce a refinement step where the teacher is fine-tuned
to better handle multi-object inputs. Secondly, we propose a novel adaptaion
of the usual knowledge distillation loss by introducing ‘guided masked knowl-
edge distillation’. This advancement not only markedly enhances performance
but also elevates the computational efficiency of the model. Finally, we simplify
the architecture and show distilling only the last layer is enough if appropriate
feature normalization is applied.

All the explained methods have primarily been assessed using datasets
focused on single objects, often presupposing a singular dominant category or
object in the input. As we will show, this assumption results in diminished
performance when applied to multi-object datasets featuring multiple objects.
To overcome this limitation, our approach introduces a novel framework that
pushes the current state-of-the-art methods to effectively accommodate multi-
object datasets.



A Novel Object-Level Approach for Multi-object Novelty Detection 449

3 Method

Our method primarily addresses two key challenges: firstly, learning object-level
features for a normal distribution that potentially includes multi-object images,
and secondly, utilizing these features to detect abnormal inputs effectively. To
tackle the first challenge, we introduce DEFEND, a DEnse FEature fine-tuning
approach using Normal Data. This self-supervised module focuses on learn-
ing patch-level features rich in object-level information, which are represented
through the patches.

We begin with a pre-trained network and fine-tune its last two layers. This
process is designed to create an output feature space where object-level features
are encoded at corresponding spatial locations. This approach contrasts with the
initial state, where all information was encoded in a single embedding, namely
the ‘classification token’ of vision transformers.

Next, to address the second challenge, we adopt a knowledge distillation-
based framework. Here, we distill the information of normal objects into a ran-
domly initialized student model. The student is designed to emulate the teacher’s
output on normal test-time inputs and to deliberately fail to do so for abnormal
inputs. To prevent the student model from overfitting to shortcut solutions, we
introduce a novel approach: masking the student’s input, guided by the teacher,
as opposed to using the unaltered input provided to the teacher. This method
further encourages the student to concentrate on object-level features. The over-
all architecture of our proposed method is depicted in Fig.2 and is elaborated
upon in the subsequent sections.

3.1 Dense Feature Tuning on Normal Data

The primary goal of this fine-tuning is to enable the network to generate con-
sistent and meaningful semantic patch-level feature representations. These rep-
resentations should be similar for various inputs only if they portray identical
objects or object parts. By doing so, we significantly improve the network’s pro-
ficiency in object-level novelty detection tasks.

Consider an image represented as x € R*>*#*W  From this image, a random
crop, denoted as 2’ € R3*H ,XW/, is extracted. Subsequently, both z and z’ are
decomposed into patches of size P x P, resulting in N :%x% patches for x
and M:%XWTI patches for 2/, labeled as x;,i € 1,..., N, and 27,5 € 1,..., M,
respectively. These patches are then processed through a pre-trained encoder
¥, generating a set of spatial tokens and one classification token. Since the
spatial features contain more object-level features compared to the classifica-
tion token, we solely focus on fine-tuning the spatial features, expressed as
U(x)=[¥(z1),...,¥(znN)] for x and ¥(z')=[¥(x}),...,¥(zh,)] for 2. The goal is
to make ¥(z') similar to the features in ¥(z) for the overlapping regions in the
two images. However, inducing the feature similarity naively can lead to trivial
solutions where all spatial features become indistinctly similar. To prevent this,
we first initialize a set of K learnable random prototypes p € RE*P similar
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to [47]. Following this, the spatial tokens are processed through an MLP projec-
tion head g, which is equipped with L2-normalization. This procedure generates
image projection features z € RV*P and crop projection features 2’ € RM*P,

Crucially, instead of directly aligning individual pairs of features (z;, 2%), our
focus shifts to align the distributions of their similarities with the prototypes.
This process can be seen as a matching problem, which can be addressed by
optimal-transport [9], utilized in works such as SeLa [1] and SwAV [6]. This
ensures a more nuanced and effective matching, which facilitates a balanced
and equitable assignment of features to prototypes, avoiding lopsided or trivial
associations that could impair the model’s discriminative power and resulting
in an optimal cluster-map @ € RV*X . However, as gradients cannot be directly
propagated through the cluster-map ), we determine the similarity distribution
between the crop projection features and the prototypes, denoted as Q' € RM*K
through the computation of cosine similarity. This step ensures that the model
maintains its learning capability while achieving a comprehensive representation
of feature relationships.

Having found the optimal cluster-map @’ and the cluster-map @, the goal
is to make corresponding regions similar. To do so, we define a(-) as a function
that gets (Q and returns the M patches that correspond to the area from which
the crop is taken. Now, the final loss function is defined as follows:

laense(z,2") = H(Q', a(Q)) = H (9(¥(2))"p,(Q)) , (1)

where H is a 2D cross-entropy loss function.

3.2 Masked Knowledge Distillation

Having crafted a dense feature space that contains object-level information of
normal inputs, we need another module that can detect whether a normal object
is present in a given input. To do so, we employ knowledge distillation methods
to distill the knowledge of normal objects into a randomly initialized student
network. Intuitively, a student trained solely on normal distributions is able to
emulate the teacher’s output for normal test-time inputs; yet, it fails to do so
for abnormal ones. To enhance the student’s feature space, we mask its input,
guided by leveraging the teacher’s attention map to concentrate more on the
informative regions:

Ft, ATTNt = Qt(x)
Tmasked = MaSk(xv ATTNt)v (2)

where ATTN is the Vision Transformer’s attention map with regard to its [CLS]
token. Next, the input and the masked one are passed to the teacher and student
to produce the last layer’s embeddings, Fs = ¥s(Zmasked ), which are subsequently
both Lo normalized:

FNerm — 1,2-Norm(F)
FNerm — 12.Norm(F}). (3)
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Finally, the loss is given by the Squared Error between the student’s and the
teacher’s normalised features:

ldist — HFtNorm _ F;Norm”2 ) (4)

This loss can be interpreted as forcing the student to infer the full context by
only partially observing the input, which is beneficial from several angles. Firstly,
by requiring the student to infer the teacher’s output with reduced context, it
avoids the student’s reliance on shortcuts, thus enhancing the representation of
normal features. Secondly, considering the distillation phase involving two for-
ward passes, using large teacher and student architectures naively could become
problematic due to the self-attention operations of ViTs scaling quadratically
in memory with the number of input patches. Masking emerges as an effective
solution to this challenge, reducing memory and increasing speed. Note that, as
opposed to [8,37], which need to distill multiple layers, our model only needs to
distill the last layer, further increasing simplicity and training speed.

3.3 Computing Novelty Score

At test time, every input x is processed by both the teacher and the student
networks to calculate lgist, which is then considered as the novelty score. Novel
inputs are subsequently identified based on a predefined threshold tailored to the
specific use case. For evaluation, this threshold is varied and AUROC calculated.

Features
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o ViT Model = y i Teacher
A g ‘ After tuning
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Fig. 2. The proposed method overview. In the first stage, the last two layers of
the pre-trained feature are fine-tuned on the inputs using a dense self-supervised loss to
provide consistent spatial features, output features except the CLS token, for different
object views. This is done by projecting the spatial features by a shared MLP head and
making the corresponding features similar while avoiding trivial solutions from happen-
ing. In the second stage, the knowledge distillation framework is employed, except the
input is masked by the guidance of the teacher’s attention map. The student’s input
is masked over the most informative regions by 50%. Finally, the discrepancy between
the student and teacher is used for the novelty detection task at the test time.
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4 Experiments

We describe implementation details, the benchmark settings and datasets that
we used, and present the results of the experiments in the following sub-sections.

4.1 Datasets

Here, we briefly explain the datasets used in our experiments.

CIFAR-10 and CIFAR-100 [23]: These datasets are benchmarks in the field of
novelty detection. CIFAR-10 comprises 60,000 32 x 32 color images in 10 classes,
while CIFAR-100 has the same number of images spread over 100 classes.

MNIST [12]: A classic dataset containing 70,000 28 x 28 grayscale images of
handwritten digits (0-9), widely used in the field so far.

Fashion-MNIST [42]: Providing a more challenging benchmark than MNIST,
this dataset includes 70,000 28 x 28 grayscale images across 10 fashion categories.

Pascal VOC12 [14]: A prominent dataset in object detection, containing a rich
set of images annotated for classification, detection, segmentation.

COCO [25]: Known for its complexity and variety, the Microsoft COCO dataset
is a large-scale benchmark for object detection, segmentation, and captioning.

MV TecAD [4]: Specialized in industrial applications for anomaly detection, this
dataset consists of high-resolution images across various objects and textures,
aimed at evaluating defect detection algorithms.

We evaluated our method on two different types of datasets, single-object
and multi-object. For single-object datasets, we use CIFAR-10 [23], CIFAR-
100 [23], MNIST [12], and Fashion-MNIST [42], which are commonly used. For
the multi-object, we use Pascal VOC12 [14] and COCO [25], which are widely
used in the object-detection domain as multi-object datasets yet have not been
explored in this domain so far. Our method works on training datasets where
normal objects dominate, which is achieved in single-object datasets by select-
ing all the images of a specific class, and in multi-object datasets by selecting
all the images containing a specific object. This helps DEFEND learn richer
representations of normal objects, leading to improved anomaly detection per-
formance. We argue that evaluating state-of-the-art methods on multi-object
datasets is crucial for making more real-world novelty detectors, since most real-
world scenarios usually have multiple objects involved [20]. Also, for the sake of
completeness, we evaluate our method on MVTecAD [4] as a famous industrial
defect detection dataset as well.
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4.2 Training Details

We use AdamW optimizer with a learning rate equal to le-5 for the last two
layers of the backbone and le-4 for the MLP head and prototypes in the dense
feature fine-tuning phase. The MLP head consists of three linear layers with
hidden dimensionality of 2048 and Gaussian error linear units as activation func-
tion [21] and the output dimensionality is 256. We use temperature scaling in
our cross-entropy loss functions with temperature equal to 0.1. We do not use
any augmentations during the dense tuning, except cropping. For the knowledge
distillation phase, no augmentation is used. The crops used during dense feature
fine-tuning are resized to 96.

4.3 Implementation Details

We utilize the Vision Transformer (ViT) [13] as the backbone. We have dis-
covered that pretraining variations and input size choices can lead to perfor-
mance differences of up to 10%, a fact that has been recently explored in [19].
Hence, for uniformity across our experiments, we adopt supervised pretraining
on ImageNet-21k with an input size of 224. Also, to have a fair comparison, we
apply the same modification to other methods such as Transformaly [8], which
uses a different pretraining and input size 384. For ablation studies, we use ViT-
S16, and for state-of-the-art comparisons, ViT-B16 has been used similarly to
[8,28]. We observed that for ViT-B16 with supervised pre-training, dense-tuning
is mainly effective in multi-class and multi-object datasets since the masked
knowledge distillation already gets very high single-object results. However, it is
still effective for other pre-trainings. The dense tuning phase is done for 3 epochs
for all the datasets except COCO with 10 epochs and the masking ratio is set
to 50% for image-level experiments as we found it an optimal point. We train
the knowledge distillation framework for 10 epochs. At last, we set the number
of prototypes to be twice the number of observed objects in each experiment, as
suggested by SwAV [6]. For ablation studies, the number of prototypes is set to
5.

4.4 Evaluation Settings

We examine our method in the uni-class and multi-class settings for both single-
object and multi-object datasets. For the uni-class scenario, we randomly des-
ignate one semantic class as normal and categorize the remainder as abnormal.
During training, the model is only exposed to the normal class’ samples. In the
multi-class case, a partition of the classes is considered as normal and the rest as
abnormal. During the test time, the goal is to distinguish samples that are simi-
lar to the training distribution as normal. Note that for the multi-object dataset,
it is ensured that all the training samples have the normal class; however, they
may also contain other objects sometimes revealed in the background as well.
This is closer to the real-world setting since, in the data-gathering process, it is

usually hard to filter the training set to only include specific content, such as
CIFAR-10.
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Table 1. Ablation studies of architectural changes. All the numbers are AUROC.
The performance for one semantic dataset, CIFAR-10 (C10) and one pixel-level dataset,
MVTecAD (MV) is reported. In Table 1¢ we show the effectiveness of replacing changing
the backbone @ of VGG-16 with vision transformers. In Table 1a we show that Distilling
the final layers is better for semantic datasets while not optimal for pixel-level ones.
In Table 1b we show that applying Lo normalization (norm.) on the features gets the
best results for CIFAR-10 (C10). In Table 1d we show that applying the mask to the
modified architecture is beneficial for both semantic-level and pixel-level datasets and
becomes even more effective when guided by the teacher.

(a) Number of layers  (b) Normalization (c) Backbone @ (d) Masking

Layer C10 MV  Norm.C10 MV P C10 MV Mask C10 MV
Topb 89.6 86.8 - 914 853 VGG-S1687.287.7 Without 92.687.4
Top3 90.8 86.1  Layer 91.5 87.1 ViT-16 89.686.8 Random93.087.7
Topl 91.4 85.3 L 926 87.4 Guided 93.488.1

4.5 Models and Baselines

We compare our method against FYTMI [28], which is state-of-the-art, particu-
larly in near-distribution novelty detection. The main advantage of this method
is employing diffusion models [43] to generate fake abnormal inputs, which are
then utilized to boost the performance. Since the generation process is expensive,
we could only re-run the method on small datasets such as MNIST. Also, we
compare against state-of-the-art methods that use knowledge distillation such as
Transformaly [8], KDAD [37], and RDAD [11] as well as self-supervised learning
methods such as MSAD [31]. We noticed that while MSAD is self-supervised, it
works best when initialized with pre-training. We compare with feature adap-
tation methods such as PANDA [30], and the methods that are particularly
designed for multi-class novelty detection such as UniAD [44]. Also, to show the
effectiveness of our method, we compare it with semi-supervised methods such as
FCDD [27] and FCC-OE [27], which employs outlier exposure in the multi-class
setting as well.

4.6 Ablation Studies

Here, we show the effectiveness of each component in our method. We start from
the original KDAD [37] framework and step-by-step change it to our transformer-
based architecture augmented with guided attention masking self-supervised
loss. We validate the performance boost on CIFAR-10 and MVTecAD datasets as
representatives of image-level and pixel-level novelty detection. Finally, we will
show the effectiveness of dense feature fine-tuning for two different pre-trainings
on CIFAR10. The results are shown in Table 1 and Table 3.

Architectural Changes. We begin by replacing the traditional backbone [37]
with a transformer architecture, employing an Ly (MSE) loss function on the top



A Novel Object-Level Approach for Multi-object Novelty Detection 455

5 blocks. This modification results in a structure akin to Transformaly, enhanc-
ing performance by approximately 2.4% on the image-level dataset. However,
it shows a slight decrease, about 1%, in the pixel-level tasks. Subsequently, we
delve into the impact of various loss functions and the effect of normalization
on the final layer, analyzing their performance across both datasets. Our exper-
iments reveal that for semantic datasets, the optimal outcome is achieved by
exclusively applying the mean square error to the last layer, especially when Lo
normalization is used for both teacher and student models. In contrast, pixel-
level tasks benefit more from employing the smooth L; loss function [15], with
normalization applied solely to the teacher features. As our task is semantic nov-
elty detection, we have only included ablation studies that are relevant to this
task, yet for the full tables please refer to the appendix.

Lastly, as the table shows, both guided and random masking show a marked
improvement in results. Guided masking, in particular, slightly outperforms ran-
dom masking. Notably, the use of masks not only enhances performance but also
reduces the computational cost of training by 50%. This efficiency is increasingly
significant given the growing size of pre-trained models used in teacher systems.
Efficient utilization of these large models is becoming a paramount concern in
our field.

Dense Fine-Tuning. We report the performance of dense fine-tuning for
every class of CIFAR-10 as Table3 presents. For completeness, we test with
both DINO [7] and supervised pretrainings. The proposed method consistently
improves the performance by 2.1% and 2.5% for the two pre-trainings on aver-
age. This shows the effectiveness of the dense self-supervised learning loss for
novelty detection.

Table 2. AUROC score of the multi-class, all-vs-one, setting. We compare
our method (rightmost column) against the alternative. * shows that the result is
reported by us. All the methods have supervised pre-training. This paper generally
shows a better performance compared to others. While the proposed method gets
slightly worse results on the single-object datasets, it passes other methods by a large
margin on multi-object datasets, which can be attributed to better understanding of
object-level information compared to others.

Method KDAD RDAD FITYMI MSAD Transformaly This paper
Backbone |[VGG-16WideRes-50 ViT-B16-224 ViT-B16-224ViT-B16-384/224 ViT-B16-224
CIFARIO |51.7* |60.1%* 82.1%* 85.3 90.4/85.5* 84.3

MNIST 71.4*  |75.6% 74.8% 74.2% 78.8% 86.0
FMNIST |66.5% |75.0% 71.6* 72.3 72.5/73.7* 77.6

Pascal VOC[58.1%  |40.4* - 48.0%* 54.1% 63.0

COCO 52.9%  |51.6* - 52.9% 46.0%* 70.2
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Table 3. Ablation studies of applying dense fine-tuning. All the numbers are
AUROC. The backbone is ViT-S16 with supervised pre-training. MKD shows the modi-
fied knowledge distillation framework. Each column shows the normal class in the one-
vs-all setting for CIFAR-10. As it is shown, DEFEND improves the novelty detection
performance consistently across two different pre-trainings.

Pertaining Method |0 |1 2 3 4 |5 6 |7 8 9 AVG
Supervised MKD 94.1/96.7/89.0/80.9/93.1/87.5/96.7/95.5/96.2|96.5/92.6
-+ DEFEND|95.6/97.5/93.2/84.2/95.3/90.8/97.7/97.6/97.6/97.7/94.7
DINO MKD 89.4/92.1/79.3/65.8/88.3/82.0/90.8/88.0/92.4/93.5/86.1
+DEFEND 92.9/96.0/83.8/70.7/90.3/80.3/92.8/90.7/93.9/94.5/88.6

4.7 Comparison to the State of the Art

Here, we compare the performance of this paper with the state-of-the-art in
uni-class and multi-class settings. Furthermore, by evaluating state-of-the-art
methods on multi-object datasets, we provide the first benchmark for multi-
object novelty detection on Pascal VOC and COCO datasets. We use the official
repositories provided by the methods to report the numbers.

Table 4. AUROC score of the single-class, one-vs-all, setting. * shows results
reproduced by this paper. All methods utilize supervisedly pre-training backbones. We
find that our proposed method closely matches the state of the art on object-centric
datasets such as CIFAR-10 and FMNIST. However, on multi-object datasets, we set
a strong new state-of-the-art that is roughly 4% and 8% higher on Pascal and COCO
datasets, respectively.

Method RDAD CSI FITYMI KDAD MSAD Transformaly This paper
Backbone ‘WideRes-50 ResNet-18/ViT-B16-224 VGG-16 | ViT-B16-224/ViT-B16-384/224 ViT-B16-224
Pre-training Supervised [Random |Supervised |Supervised|Supervised |Supervised Supervised
CIFARI10 36.1 94.3 99.1 87.2 97.2 98.3/94.9% 98.6
CIFAR100 - 89.6 98.1 80.6 96.4 97.3/93.0% 97.4
FMNIST 95.0 94.2 80.5* 94.5 94.2 94.4/92.7*% 94.4

Pascal VOC 58.6% - - 82.8% 91.8%* 82.5% 95.4

COCO Detection47.9% - - 75.4% 86.7* 75.4% 94.5

Single-Object Uni-Class Novelty Detection. We present the results in
Table4. As it is shown, this paper gets comparable results on single-object
datasets; yet it doesn’t rely on expensive approaches such as generating outliers
using diffusion models, employed in FITYMI [28]. Also, our method is substan-
tially simpler compared to Transformaly by only distilling last layer’s knowledge
compared to 10 layers used in their approach. Note that Transformaly gets even
lower results by only distilling the last layer, which has also been reported in the

paper [8].
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Table 5. AUROC score of the multi-class, half-vs-half, on CIFAR-10. Each
row shows the indices that are selected as the normal split. * indicate results reproduced
by this paper. All methods utilize supervisedly pre-training backbones. This paper
surpasses the state-of-the-art by a large margin of roughly 5% compared to the second-
best-performing method. This can be attributed to better covering different normal
modalities due to applying dense feature fine-tuning loss.

Method FCDD [FCDD+OEPANDA | KDAD UniAD Transformaly| This paper

Backbone |- - ResNet-152 VGG-16  |[EfficientNet-b4|ViT-B16-224 |ViT-B16-224

Pre-training RandomRandom  |Supervised |Supervised Supervised Supervised |[Supervised
Normal set/01234 55.0 71.8 66.6 64.2 84.4 78.1%* 94.7

56789 50.3 73.7 73.2 69.3 30.9 92.7* 90.9

02468 59.2 85.3 77.1 76.4 93.0 92.3%* 92.2

13579 58.5 85.0 72.9 78.7 90.6 90.7* 95.9

Mean 55.8 78.9 72.4 72.1 87.2 88.4% 93.4

Single-Object Multi-class Novelty Detection. We cover two different sets
of experiments for this setting. For the first one, we sample 5 classes of CIFAR-
10 dataset as normal distribution and the rest as abnormal. We repeat this
experiment for four different partitioning, as is shown by Table 5. This setup has
been previously used by the state-of-the-art method UniAD [44], from which we
take the numbers. The results show our superiority not only over the unsuper-
vised methods but also over FCDD, a semi-supervised method that uses outlier
exposure(OE) to boost its performance. For the second experiment, following
other works [8,31], we consider one class as abnormal and the rest as normal,
which is shown by Table 2. This paper improves or gets on-par results compared
to the state-of-the-art in this benchmark as well. The table shows at least 4%
improvement on FMNIST and MNIST datasets, while slightly lower results on
CIFAR-10. Interestingly, the results on CIFAR-10 are better than FMNIST and
MNIST datasets for all the methods, regardless of being self-supervised, using
pre-trained networks, or even generating outliers using generative models to
boost the performance. This is surprising since MNIST is generally considered
a relatively easy dataset. This observation shows that current state-of-the-art
models have been optimized for datasets such as CIFAR-10 while lacking an
equal generalization on other types of samples, the potential future research
direction toward creating better methods.

Multi-object Uni-Class Novelty Detection. In this experiment, we repli-
cated the uni-class test previously detailed in Table 2, this time using the Pascal
VOC and COCO datasets. The results demonstrate that our proposed method
outperforms others in accurately identifying normal objects, showing a 4%
improvement in performance for Pascal VOC and roughly 8% better results
for COCO datasets.

We observed that when faced with multi-object inputs, MSAD tends to lose
focus on the normal objects by attending to other objects to reduce the loss.
Additionally, Transformaly, which relies on pre-trained teacher models exclu-
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sively trained on object-centric datasets, faces challenges in correctly detecting
normal objects.

Multi-object Multi-class Novelty Detection. In this experiment, we eval-
uate the extreme case in which multiple classes of a multi-object dataset are
considered as the normal distribution. To make the training dataset, we select
all the images that have either of a specified set of normal objects as a normal
training sample, while the rest that do not have any normal objects are consid-
ered abnormal. Note that normal training samples may contain some abnormal
objects, for instance, in the background, but this is much less dominant com-
pared to the normal objects. This setting is very close to real-world settings,
which we expect to be noisier and more challenging for existing novelty detec-
tors. Table 5 shows the results on Pascal VOC and COCO datasets. This paper
surpasses the state-of-the-art by a large margin of 9% on Pascal VOC and by
18% on COCO. We demonstrate that especially for the settings that are closer
to real-world scenarios, our method consistently passes strong existing methods.
We hypothesize that the reason why MSAD fails considerably in this setting can
be attributed to the self-supervised objective function that is optimized by this
method. In the presence of multiple objects, the network is not required to focus
on the normal object to reduce the loss. Therefore, the normal object is not
properly captured by such methods. As for Transformaly, we observe worse per-
formance likely simply because it has not been designed to provide meaningful
features for multi-object inputs. Therefore, the normal representation has a very
loose boundary, which results in close to random performance. Although our
method shows a considerable improvement in this setting, the overall numbers
are still far behind the other datasets that have been common in the field, such
as CIFAR-10. This shows that this challenging setting offers room for further
improvement by future works to develop novel multi-object novelty detection
methods.

5 Conclusion

In this paper, we addressed the challenge of multi-object novelty detection,
proposing a paradigm shift towards a broader definition of ‘normal’ objects in
training datasets. To this end, we introduced two contributions: DEFEND, a dense
feature fine-tuning method, and a complementary masked knowledge distillation
strategy. In the first contribution, we show how dense feature fine-tuning can
improve the performance of knowledge distillation-based frameworks by enrich-
ing the features with object-level information, instead of holistic image-level
one. In the second contribution, we further boost the performance and efficiency
of knowledge distillation by forcing the student to infer the teacher’s output
by only partially observing the input. Finally, we show the effectiveness of our
approach by conducting comprehensive experiments on both single-object and
multi-object datasets.
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