UNIVERSITY OF AMSTERDAM
X

UvA-DARE (Digital Academic Repository)

False sense of security and a flurry of misplaced trust: the construction of trust
in and by Facebook

Bodo, B.; Bene, Marton; Boda, Zsolt

DOI
10.1080/1369118X.2025.2482651

Publication date
2026

Document Version
Final published version

Published in
Information, Communication & Society

License
CcCBY

Link to publication

Citation for published version (APA):

Bodo, B., Bene, M., & Boda, Z. (2026). False sense of security and a flurry of misplaced trust:
the construction of trust in and by Facebook. Information, Communication & Society, 29(4),
1061-1080. https://doi.org/10.1080/1369118X.2025.2482651

General rights

It is not permitted to download or to forward/distribute the text or part of it without the consent of the author(s)
and/or copyright holder(s), other than for strictly personal, individual use, unless the work is under an open
content license (like Creative Commons).

Disclaimer/Complaints regulations

If you believe that digital publication of certain material infringes any of your rights or (privacy) interests, please
let the Library know, stating your reasons. In case of a legitimate complaint, the Library will make the material
inaccessible and/or remove it from the website. Please Ask the Library: https://uba.uva.nl/en/contact, or a letter
to: Library of the University of Amsterdam, Secretariat, P.O. Box 19185, 1000 GD Amsterdam, The Netherlands.
You will be contacted as soon as possible.

UVA-DARE is a service provided by the library of the University of Amsterdam (https://dare.uva.nl)

Download date:05 9 8 2026


https://doi.org/10.1080/1369118X.2025.2482651
https://handle.uba.uva.nl/personal/pure/en/publications/false-sense-of-security-and-a-flurry-of-misplaced-trust-the-construction-of-trust-in-and-by-facebook(e5312cc5-17bd-4f3c-8604-25b68fa5ee13).html
https://doi.org/10.1080/1369118X.2025.2482651

INFORMATION, COMMUNICATION & SOCIETY 2
2026, VOL. 29, NO. 4, 1061-1080 = Routledge

https://doi.org/10.1080/1369118X.2025.2482651 a Taylor & Francis Group
a OPEN ACCESS W) Check for updates

False sense of security and a flurry of misplaced trust: the
construction of trust in and by Facebook

Balazs Bodo ©2, Marton Bene®< and Zsolt Boda®®

3nstitute for Information Law, University of Amsterdam, Amsterdam, The Netherlands; Center for Social
Sciences, HUN-REN, Budapest, Hungary; “Faculty of Law, ELTE E&tvés Lorand University, Budapest, Hungary

ABSTRACT ARTICLE HISTORY
In this research, we highlight the fundamental forces that shape the Received 6 May 2024
dynamics of trust in the digital society by examining how platform- Accepted 15 March 2025

specific and platform-mediated trust is constructed on Facebook.
We define three potential pillars of trust considerations on which Trust: . .

" . rust; Facebook; multi-
user trust in and on the platform may rest: (1) self-confidence in country survey:
recognizing and hedging platform-related risks, (2) trust in the trustworthiness safeguards;
platform’s self-regulatory capacity, and (3) governmental platform regulation; self-regulation
regulation. We test our hypotheses on a unique cross-national
survey covering seven European countries. Our results show that
platform-specific trust is based on the perceived trustworthiness
of the operating company and self-confidence in protection, but
these two factors are less effective in building trust when either
of them is lower, suggesting their amplifying rather than
complementing role in building trust.

KEYWORDS

Introduction

Trust lies at the heart of every human connection. At the same time, in an era marked by
the ubiquitous power of digital technologies that shape how we connect with the world,
trust is at its most fragile point. Understanding the mechanisms through which digital
technologies remediate trust in interpersonal relationships is critical. In this research,
we examine the role of social media in contemporary societal trust dynamics by answer-
ing two questions: (1) Are they a trustworthy mediator of trust relations, and (2) Where is
their trustworthiness anchored?

For that, we bring updates to our existing theories on trust in the digital society.
Although there has been extensive empirical work on trust and various digital technol-
ogies such as e-commerce systems (e.g., Chen & Dhillon, 2003; Corbitt et al., 2003;
McKnight et al., 2002), social media (e.g., Hakansson & Witmer, 2015; Wang et al,,
2016; Xiao et al., 2021), e-government platforms (e.g., Bodé & Janssen, 2022; Carter &
Bélanger, 2005; Lee et al., 2011), these studies lack an overarching theoretical framework
and vocabulary. The theory of trust in the context of technological and techno-social
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systems remains fragmented, compartmentalised, and technology-specific, focusing on
technical aspects of trust such as reliability, security, or user experience.

In our theoretical and empirical contribution, we focus on the non-technical aspects of
trustworthy technology. The question of the trustworthiness of digital technologies (such
as Al or self-driving cars) and the risks they pose has received special attention lately
(Laux et al., 2024; Vesnic-Alujevic et al., 2020). It is increasingly apparent that any answer
must consider how these technologies are governed. New regulations, such as the Euro-
pean Union’s regulations on data protection, Al, and digital markets and services, seek to
ensure the trustworthiness of technologies. Businesses also seek to establish their trust-
worthiness via self-regulation (Suzor, 2019). Users are also expected (and sometimes
even empowered) to stay vigilant in the face of online risks (Weitzenboeck, 2023). In
this paper, we develop a theoretical framework that defines the trustworthiness of a tech-
nological infrastructure from these societal/institutional perspectives.

Furthermore, digital technologies are not just purpose-specific tools (e-commerce sys-
tems, Al content generators, or social media platforms), but through their activities, they
also actively produce, destroy, or disrupt trust in society at large. Therefore, the question
of the trustworthiness of technological systems must go beyond their narrow (technical)
design or their role in their particular niche; their (dis)trust-producing capacity must also
be reconsidered in broader social relations (Bodd, 2020, 2021).

In this paper, we present an empirical study that is unique in its effort to study trust in and
trust by technology in concert. Our research goal is to build a preliminary model capable of
capturing the safeguards users rely on when they trust a trust-producing techno-social infra-
structure, namely the social media service Facebook. This study thus goes beyond previous
trust-in-technology studies by foregrounding the fact that the technology in question is an
important mediator of social trust relationships. We capture technology-specific trust
relationships in three dimensions. First, we consider how the social media platform Face-
book mediates trust, between its users and the information it disseminates. Second, we
investigate users’ trust in the platform to produce trust in user-user and user-information
interactions. Finally, we explain the source of that latter trust. We focus on platform-related
risk perceptions and three pillars of safeguards that can potentially protect users from harm:
users’ own efforts, the platform’s self-regulation, and government intervention.

We expect that these three pillars explain trust in platforms, and they can complement
each other if one falters. We also expect that such trust in platforms is the source of trust-
ing others (users, information) on the platform.

We test our hypotheses in a cross-national survey sample covering seven European
countries (Estonia, France, Germany, Greece, Hungary, Portugal, and the Netherlands)
conducted in 2022. We focus on Facebook as the only widely-used social media platform
in each country. Though we conducted a multinational survey, a cross-country analysis
of the data is beyond the scope of the current paper.

Theoretical background
Trust and trustworthiness

Let us first take a holistic approach to trust, defining it at a general level and pointing to
the many factors that may shape it! In the next two sub-sections, we will take a closer look
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at the specificities of trust in social media platforms and the conceptual framework we
propose. Common definitions of trust describe it as a relationship between a trustor
and a trustee. The trustor relies on the trustee, who can cause harm to the trustor, and
in the absence of other means to reduce that risk, the trustor needs trust to engage. Psy-
chologists define trust as an attitude held by individuals; it is a future-oriented expec-
tation that interaction with the trustee will produce positive outcomes for the trustor
(Gambetta, 1988; Hardin, 2002).

A trust relationship depends on the characteristics of both the trustor and the trustee.
Trust attitudes have been shown to be influenced by individual-level factors such as
income, education, or personal characteristics (Boda & Medve-Bdlint, 2014; Newton &
Zmerli, 2011). When it comes to trustees’ characteristics, namely their trustworthiness,
different theories boil down to two basic dimensions: competence and benevolence
(Levi et al., 2009; Mayer et al., 1995). First, trustworthiness requires the competence of
the trustee to deliver the expected outcomes in the domain in which trust is given.
Second, a trustee can be seen as benevolent, i.e., acting in the best interest of the trustor.
Furthermore, context also matters; macro-level factors such as income (GDP) or social
inequality can shape the extent to which people trust others (Medve-Balint & Boda,
2014).

On the interpersonal level, trust is rooted in personal familiarity and embedded in
social relationships (Misztal, 1996). Trust relationships can also exist between strangers
where such frameworks are lacking (Shapiro, 1987), and where ‘faceless and readily inter-
changeable individual or organizational agents exercise considerable delegated power
and privilege on behalf of principals who can neither specify, scrutinize, evaluate, nor
constrain their performance’ (Shapiro, 1987, p. 634). In such relationships, trustors can-
not rely on interpersonal trustworthiness signals and safeguards.

Under such conditions, trust is created through public and private institutions
(Shapiro, 1987; Zucker, 1985). Modern societies rely on abstract, institutionalized frame-
works designed to create trust in a society of strangers (Giddens, 1990). Public insti-
tutions, such as the legislative, judicial, and law enforcement agencies of the state,
create familiarity, control, and insurance in social relations that cross the boundaries
of networks of interpersonal trust (McKnight et al., 2002). Private parties produce
trust as a commodity to facilitate economic transactions: 1awyers, accountants, credit rat-
ing agencies, and insurers offer instruments of control, signals, and guarantees of trust-
worthiness for a fee (Zucker, 1985, p. 13). These institutional safeguards as well as the
communicative efforts of private parties to show commitment to ethical values and
the well-being of their stakeholders are meant to prove their trustworthiness (Bowen
et al.,, 2016). Whether and, if so, how this works concerning social media platforms is
the subject matter of the next sections.

Trust in the age of digital platforms

Initially, digital trust was framed as the question of the reliability of a technical system: its
security, its guarantees of reliability, and its predictable operation (Clarke, 2006; Nissen-
baum, 2001; Schneier, 2012). But as digital technologies increasingly mediate societal
trust relations and now function as a new class of trust producers, the theories of trust
and technology must look beyond technical reliability.
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Platforms (Gillespie, 2010, 2018), social media, dating apps, online reputation man-
agement services, distributed ledgers, and Al-based predictive systems replace old trust
relationships and create new ones by establishing frameworks of familiarity, control,
and insurance in the social and economic interactions they mediate. Algorithmic govern-
ance systems, such as those found in blockchains, and smart contract-based systems pro-
duce trustworthy relationships by limiting counterparty risk through the establishment
of automatically enforced algorithmic rules (Werbach, 2018). Al-based systems promise
to reduce future uncertainty - the very definition of trust. E-commerce systems create
trust by keeping track of reputation; providing fraud detection, dispute resolution, and
redress; and providing insurance to parties in commercial transactions. In fact, most plat-
forms are reputation management systems. They compile information about the trust-
worthiness of their users, make this information available (for free or for a fee), and
make their services a safe and trustworthy space by removing untrustworthy elements
(Gandini, 2019; Moéhlmann & Geissinger, 2018).

Social media services serve as private, technological trust producers. They both
remediate existing trust relationships (e.g., between family members, friends, acquain-
tances) and enable -hopefully- trustworthy interactions beyond pre-existing interperso-
nal trust networks. They produce trust by tracking the trustworthiness of both users and
the information they share; filtering untrustworthy elements from their systems; or
managing interactions and content exposure. In doing so, they directly influence user-
user and user-information trust relationships. Because of this intermediary role, these
services have a broader impact on trust relationships in society. On the one hand, trusted
intermediaries can create (potentially misplaced) trust in other users and information.
On the other hand, if they are seen as untrustworthy mediators, they can undermine
trust in otherwise trustworthy mediated interactions.

The trustworthiness of technological trust producers depends on multiple factors.
Digital service providers may be intrinsically (economically, ideologically) motivated
to be seen as trustworthy by, for example, filtering untrustworthy elements from their
systems. They may also face external pressures to do so through regulation. However,
these internal and external drivers face serious limits; being trustworthy may be too costly
or technically prohibitively complex, while being untrustworthy may be profitable (Liu
et al., 2022).

Research on trust in the context of digital technologies has a rich history, but it has
limited utility for our inquiry. In the context of social media, seminal studies (e.g.,
Acquisti & Gross, 2006; Dwyer et al., 2007) are dated. More recent studies focus only
on the narrow relationship between trust in specific concerns and domains, such as
news (Park & Lee, 2023), disinformation (Vaccari & Chadwick, 2020), expertise (van
Dijck & Alinejad, 2020), influencers (Dubois et al., 2020), privacy or information perso-
nalization (Rosenthal et al., 2020), news recommender systems (van Drunen et al., 2022),
or blockchains (De Filippi et al., 2020). A gap exists concerning the factors that shape
trust in digital technologies as mediators of social relationships. In this study, we fill
this gap by moving beyond the particular elements of digital technologies and by
adopting a more holistic approach to answer our research question: How is general plat-
form-specific trust constructed as a function of risk perceptions; the perceptions on plat-
form-specific and external institutional safeguards; and self-assessed capabilities to both
recognize and protect themselves against harmful developments?
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The next section will present our specific hypotheses that operationalize our research
question. However, we argue that the above factors interact with each other in complex
ways. These interactions are reflected both in our hypotheses and our methodology with
the use of moderator analysis. Also, while our framework focuses and combines those
factors behind trust that are stressed by the trust-in-technology literature, we include
in our analysis some further individual-level variables that reflect the arguments of the
general trust scholarship. We believe that our model is an encompassing one.

We take the social media platform Facebook as our case study. On social media, trust
can be related to different objects. According to the trust-in-technology approach (Li
et al.,, 2008; McKnight et al., 2011), people can be characterized by their level of trust
in the company that operates the service. The trust-by-technology approach (Bodd,
2020; Keymolen, 2016) focuses on the trust relationship within the context of technology.
While we can expect trust in these objects to overlap, they are not the same, as one can
distrust a service while trusting its users or content, and vice versa. In this study, we com-
bine the two approaches.

Perceived risks and the three pillars of platform-related trust

According to our conceptual framework, trust is a mechanism for dealing with risks that
arise from the trustee’s delegated authority. Accordingly, people who rely on technologi-
cally mediated trust relationships are likely to consider the risks and potential harms
introduced into society directly, through the design of the technological intermediary,
and indirectly, through their very existence. Consequently, we can expect risk perception
to be related to social media platform-related trust.

H1. The higher the perceived risk of using social media, the lower the trust in (a) the social
media platform, (b) its users, and (c) its content.

At the same time, we argue that since trust is based on how individuals feel that exist-
ing risks and resulting harms can be effectively managed, even risk-aware respondents
may still demonstrate some trust in and toward the system if they feel they have some
form of support to counteract those risks. As a result, some mechanisms can build
trust even when risks are perceived. We have defined three potential pillars of trust con-
siderations on which user trust may rest. These pillars are (1) trust in the self as an agent
that can protect itself from harm, (2) trust in the service provider that it protects its users,
and (3) trust in public institutions and their power to ensure the trustworthiness of the
service and protect its users from harm through regulation and oversight.

In the case of mediated trust relationships, social media services essentially simulate
what humans do in their trust-requiring relationships: questioning the trustworthiness
of potential trustees; identifying reasons for trust and distrust; building, maintaining,
and updating the reputation of others; and filtering out untrustworthy actors (Bodo,
2020). For users, this translates into a choice between effectively handing over some of
the work of trust to these intermediaries or maintaining their own vigilance in identifying
risks and protecting themselves from harm. In practice, however, trust in the digital
world is usually a hybrid of these two alternatives (Keymolen, 2016).

Therefore, in the first pillar, we focus on users’ vigilance or self-efficacy. Several
empirical studies (Kantowitz et al., 2020; Kim & Kim, 2005; Lee & Moray, 1994; Marafon
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et al., 2018; Voskobojnikov et al., 2021) have examined this factor and its relationship to
both risk and willingness to trust a technical intermediary. The common thread in these
studies is that self-efficacy moderates the negative effect of perceived risk and enhances
the positive effect of trust on adoption behavior. de Vries et al. (2003) examined the
relationship between these two factors in the context of route planning and found that
the more mistakes the machine makes, the more likely humans are to rely on their
own skills to solve problems, and that confidence in one’s own abilities is very robust.

While there are still significant gaps in the research on confidence, trust, and technol-
ogy use, the evidence suggests that confidence in identifying and managing technology-
specific risks plays a central role in technology use.

H2.1: Users will have more trust in (a) the platform, (b) the users, and (c) the information if
they are confident in their own ability to recognize risks.

H2.2: Users will have more trust in (a) the platform, (b) the users, and (c) the information if
they feel that they can protect themselves from harms in the system.

If we view the socio-technical intermediary as a trustee with its own agency, it is
appropriate to examine it through the Ability, Benevolence, Integrity framework
(McKnight et al., 2002). We argue that trust, as a second pillar, largely depends on per-
ceptions of the willingness of technology providers/operators to self-regulate and manage
risk on behalf of users. Self-regulation is a form of governance that lies between market
and government regulation. Swire (1997) argues that industry self-regulation can
increase the reputational capital, or perceived trustworthiness, of firms and the industry
as a whole. Priest (1997) lists several factors that determine the success of self-regulation,
one of which is whether consumers value firms’ compliance with voluntary codes. Since
self-regulation is still the dominant form of creating and enforcing rules on social media
platforms (Suzor, 2019), the question of whether such perceived self-regulatory efforts
actually increase trust is central to our investigation.

H3: Users will have more trust in (a) the platform, (b) the users, and (c) the information if
they feel they can trust the service operator to protect them from harm (through algorithmic
or human policing and moderation of harmful content).

Finally, various functions of the state can contribute to the (perceived) trustworthiness
of various social actors, including techno-social systems. Zucker (1985) documented the
development of formalized and institutionalized forms of trust production through
‘regulation, law, and legislation” (p. 63). These instruments produce standardized
requirements for diverse actors and practices and create homogeneous expectations
for the behavior of social actors in the role of trustees. Hall (2002) lists several ways in
which law can interact with trust: law can create trust in relationships where it does
not exist, it can support existing trust, or it can create institutional frameworks of distrust
where caution is warranted. Hult (2018) argues that regulation can promote trust in tech-
nical systems. Hill and O’Hara O’Connor (2006) argue that regulation can adjust the
potentially misplaced trust expectations of trustors.

In the context of digital technology, the regulatory frameworks in the EU digital
agenda explicitly aim to create trustworthy technologies. For example, according to reci-
tal (5) of the AI Act, ‘this Regulation supports the objective of the Union of being a global
leader in the development of secure, trustworthy and ethical artificial intelligence’
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(European Parliament, 2024; Laux et al., 2024), and recital (3) of the Digital Services Act
states that ‘Responsible and diligent behaviour by providers of intermediary services is
essential for a safe, predictable and trustworthy online environment’ (European Parlia-
ment, 2022). Ultimately, all of these cases are based on the expectation that regulation
is a way to create trust in techno-social systems and that the state is a trustworthy insti-
tution to create such regulation.

However, mistakes and failures could jeopardize societal trust in public institutions
and the ability of the state to produce trust through regulation and state intervention.
Moreover, whether the state can be trusted to possess the competence and benevolence
to implement such a regulatory intervention is highly controversial. In fact, as shown in
the Appendix, trust in different national and European public institutions varies greatly
both on a national level, as well as on an individual level. Therefore, we argue that what
really matters here is the preference for government regulation; those who believe that
the government should have a role in regulating platforms will trust them more.

H4: Users will have more trust in (a) the platform, (b) the users, and (c) the information if
they believe that the government should protect them from risks and harms through
regulation.

We also expect that these pillars do not operate independently. Arguably, the role of
one trust pillar may be stronger when the other pillar is deficient. For example, users who
perceive the service’s self-regulatory efforts as weak and do not support government
regulation, will build their trust more on their own agency than users who also rely on
other pillars.

H5: There is a significant substitution effect between the different trust pillars. Lower levels
in one pillar will imply that other pillars will have a stronger effect on trust in (a) the plat-
form, (b) the users, and (c) the information.

Finally, we can also hypothesize that the effects of the three trust pillars will not be the
same for users with different risk perceptions. We expect these pillars to play a more
important role in the trust levels of risk-conscious users.

He6. The effect of the three trust pillars in (a) the platform, (b) the users, and (c) the infor-
mation will be stronger for those who perceive a higher level of risks associated with plat-
form use.

Data and methods
Data

We conducted a survey in seven European countries: the Netherlands, Germany, France,
Portugal, Hungary, Greece, and Estonia. These countries demonstrate significantly
different patterns in terms of trust attitudes, societal trust, and trust in public institutions
(Medve-Balint & Boda, 2014). Estonia, Germany, and the Netherlands are high-trust
countries, while France, Hungary, and Portugal have medium-level trust, and Greece
is a low-trust country. The distribution of trust attitudes is highly unequal in Estonia,
Hungary and Greece, medium-level in France and Germany, and low in the Netherlands
and Portugal. The online survey was conducted by IPSOS between February 25 and
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March 10, 2022, and participants were recruited from their wide and diverse online pool.
Our respondent panel consists of 1,000 completed questionnaires from each country, and
quotas were applied by the company to represent the 18+ Facebook user population in
terms of age, education, and income. Minor imbalances were corrected by using weights
provided and calculated by the company (see details in the Appendix). The selection cri-
terion for our respondents was that they had a Facebook account in the past 12 months
(see Appendix for detailed information). Our aim was to test our theoretical expectations
in a heterogenous sample of EU member states with a diversity of trust levels and trust
cultures rather than conducting a cross-country comparative study, thus in this research,
we do not have space to discuss cross-country differences in detail. Our hypotheses were
tested in the case of the most widely used platform, Facebook. Facebook has the highest
penetration among social media services in all countries (See Appendix for details).
Given Facebook’s prominence and widely publicized scandals, we also expected a greater
familiarity with platform-related risks among our respondents. Also, Facebook is the pri-
mary target of a widely publicized European effort to bring very large digital online plat-
forms under stronger regulation.

Dependent variables

Our dependent variables are three Facebook trust variables that cover the trust-in-tech-
nology (platform) and trust-by-technology (users, content) aspects. Respondents had to
answer on a 7-point scale how much they agree with the statements that they can trust (a)
Facebook (M = 3.59; SD = 1.54), (b) most Facebook users (M =3.37; SD = 1.52), and (c)
most information on Facebook (M = 3.26; SD = 1.49).

The country-level descriptives show considerable variation between the different trust
objects and between the different countries (Figure 1). People tend to be distrustful in

Trust dimensions on Facebook by country
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Figure 1. Trust on Facebook, graph centered on the midpoint of a 7-point Likert scale.
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almost all countries and for each object, but the level of distrust is highest in Estonia and
France in each dimension, and lowest in Germany, Greece, and, in the case of the plat-
form, Portugal. People in almost all countries (except Germany) trust information less
than the platform, with trust in users in between.

For the full sample, we found a strong and significant (p<.001 in each pair) correlation
between the three dimensions (rplatform*users = 5% platform*information = :62; I'yserstinformation
=.70), but these levels also indicate that there is a substantial amount of unexplained var-
iance in each trust dimension, so they could not be considered equivalent dimensions.

Independent variables

Since trust is seen in the literature as a central tool for dealing with risk and harm, we
extensively surveyed risk perceptions. We surveyed three different types of risk with
12 statements: information flow', privacy’, and manipulation-related.” All were
measured on a 7-point Likert scale ranging from strongly disagree to strongly agree.
We constructed a composite risk perception index by taking the average of these 12
items (Cronbach’s alpha =.91; M =4.10; SD = 1.26).

Regarding the first pillar of trust, we measured two aspects of self-confidence: the self-
rated ability to identify risks and the perceived ability to protect oneself against these risks.
Five items were used for each dimension. Users were asked, on a 7-point scale, to what
extent they agree with the statements that they can usually tell (1) which users they can
trust on Facebook; (2) which information they can trust on Facebook; (3) if other users
are trying to manipulate them on Facebook; (4) if Facebook is trying to manipulate
them; and (5) if the government is trying to manipulate them on Facebook (composite
index based on mean; Cronbach’s alpha =.86; M =4.05; SD =1.25). Similarly, they had
to indicate their level of agreement on a 7-point scale with the statements that they can
protect themselves from (1) harmful content; (2) filter bubbles where they only see content
they already tend to agree with; (3) their messages being removed on Facebook; (4) being
spied on in Facebook; and (5) their activities being used against them on Facebook (com-
posite index based on mean; Cronbach’s alpha =.85; M =4.38; SD =1.23).

As for the second pillar, five items were used to measure perceptions of Facebook’s
self-regulatory capacity. Respondents indicated on a 7-point scale the extent to which
they agreed with statements that they trust Facebook to (1) help them identify fraudulent
content, (2) remove users who are not who they say they are, (3) prevent other users from
manipulating them, (4) prevent the government from manipulating them, and (5) pre-
vent the government from spying on them (composite index based on mean; Cronbach’s
alpha =.92; M =3.61; SD =1.43).

For the third pillar, related to the preference that the government should be responsible
for mitigating the risks of using the platform, we rely on an item that asked respondents, on
a 7-point scale, to what extent the government is responsible for ensuring that Facebook is
a safe and trustworthy platform (1 =not at all; 7 = completely; M =4.31, SD = 1.81).

Control variables

We controlled for numerous variables to obtain valid results. First, we might expect
that knowledge of Facebook-related scandals would undermine the levels of
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Facebook-related trust. Therefore, we asked respondents on a 5-point scale to what
extent they were aware of the reports that shed light on controversial internal practices
at Facebook, such as how they design their news feed, how they treat their users, or
what they do about misinformation (larger values indicate more knowledge, M = 2.35;
SD =1.25). Other dimensions of trust such as institutional trust®, technology-related
trust’, and generalized trust® may also be related to platform-specific trust. Finally,
the political background of individuals, such as their ideology’ and political interest®,
as well as their socio-demographic background, such as age (M =45.65; SD = 15.49),
gender (male =47%; female =53%), education (primary = 16%; secondary = 50%; uni-
versity = 34%), income’, and place of residence (city =38%; town =40%; village =
22%) are also controlled for.

Analysis strategy

To answer the research question and test our hypotheses, we use OLS regression models
with countries as fixed effect predictors and with robust standard errors (HC3). While
many argue that Likert scales can be treated as interval data (e.g., Carifio & Perla,
2007), as a robustness test, we also run our models as ordered logit regression (see
Appendix). The direction and the significance of the effects were almost the same
(only one minor difference related to hypotheses, see below), we opt for the OLS models
which are easier to interpret. Three models are fitted for each dependent variable (trust in
FB as a platform, trust in users, trust in information on the platform). The first model
includes only direct effects. The second model adds pillar-related interaction terms,
and the third model adds risk-related interaction terms (Figure 1, Table A1 in Appendix).

Each hypothesis, except for H5 and H6, is related to one independent variable and has
three sub-hypotheses concerning different dependent variables. Therefore, each depen-
dent variable (trust in FB as a platform, trust in users, and trust in information on the
platform) is analyzed in separate models. Additionally, three models are fitted for each
dependent variable. The first model includes only direct effects and is used to test H1-
H4. If a significant association (p < 0.05) in the predicted direction is found between
the respective independent and dependent variables, the corresponding sub-hypothesis
is accepted.

H5 and H6, however, capture a set of moderated effects tested using interaction
terms. The second model incorporates all pillar-related interaction terms (each pillar
with every other pillar), while the third model includes risk-related interaction
terms (risk perception with each pillar) (Figure 1, Table Al in the Appendix). H5a-
c is accepted if all five interaction terms for the respective dependent variable are sig-
nificantly and negatively related, indicating a substitution effect. H6 is accepted if all
four interaction terms for the respective dependent variable are significantly and posi-
tively related. Naturally, in discussing these hypotheses, we will also evaluate the pillars
separately (Figure 2).

Results

Interestingly, perceived risk associated with Facebook use decreases trust only in the plat-
form, but not in its users or information (H1a is supported, H1b and Hlc are rejected).
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OLS regression models explaining Facebook-related
trusts (only the main effects)
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Figure 2. Standardized beta coefficients of the OLS regression models.

This finding suggests that those who perceive that Facebook use is associated with mul-
tiple risks blame the platform for these risks but still have trust in the content it mediates.
It also suggests that risk perceptions remain at a general level and are not related to
specific potential problems with users or information. Higher levels of awareness do
not make people more skeptical or suspicious of what they see on the platform, even
if they have a less favorable view of the platform as a whole.

Our findings also suggest that when people believe they can be protected from
harm, they have a higher level of trust in Facebook. Protection can come from differ-
ent sources, but they are not equally effective in building trust. Trust in Facebook’s
ability to self-regulate is clearly the most important factor; when people believe that
Facebook will protect them from harm, they trust the platform, its users, and its
information more (H3a, H3b, and H3c are supported). Feelings of agency also uni-
formly affect all dimensions of Facebook-related trust: those who are confident that
they can protect themselves from the risks associated with the platform trust the
platform, its users, and its information more (H2.2a, H2.2b, and H2.2c are sup-
ported). However, the effect size is weaker than the effect of confidence in Face-
book’s ability to self-regulate. All else being equal, there is about a 2.2-2.6 point
difference in the different trust dimensions between those who are extremely confi-
dent and those who are extremely skeptical about Facebook’s ability and willingness
to protect users. In the case of self-protection, the maximum difference is 0.6-1.1
points.

It is also important to note that agency must be active to effectively build trust. The
ability to detect harms can only weakly increase trust in users (H2.1b is supported),
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but it is not significantly associated with trust in the platform and its information (H2.1a
and H2.1c are rejected). This implies that awareness per se is not protection and that
awareness of harms is not sufficient to develop trust in a platform.

Nevertheless, our evidence also suggests that trust is not built from ‘outside’ the plat-
form; people do not base their trust in Facebook on the regulatory capacity of external
institutional actors. The level of trust in the government’s regulatory capacity is not
associated with people’s trust in Facebook (H4a, H4b, and H4c are rejected). The govern-
ment is not the external actor that users expect to build platform-related trust.

When it comes to the interaction effects, we find interesting patterns. There is indeed a
moderated relationship between the two main predictors of trust, namely the belief in
Facebook’s self-regulatory capacity and the agency of self-protection. However, the direc-
tion of the relationship is the opposite of what we expected (Figure 3). Surprisingly, there
is an amplification effect rather than a substitution effect. The agency effect is higher
when people believe that Facebook will also protect them. In other words, people trust
Facebook more when they are confident that Facebook is doing its best to protect
them and that they are also able to protect themselves. In this case, the two protections
are linked and help build trust in the platform. In contrast, trust is less important when
the platform is perceived as doing little to protect its users. Even if people believe they can
protect themselves, they cannot trust the platform if it does not make such efforts. This
amplification effect is prevalent in every dimension of Facebook trust. This fact also
shows that perceptions of Facebook’s ability to self-regulate are key to understanding
platform-related trust.

The perceived level of government responsibility also significantly interacts with the
two key independent variables in an amplifying manner, but these effects are not uniform
across dimensions and are also much weaker. Government responsibility may contribute
slightly to trust in the platform when people perceive the platform to take effective pro-
tective measures, and self-protection also has a stronger effect on trust in users and infor-
mation when the perceived level of government responsibility is higher.'

However, we did find an interaction effect that supports our original hypothesis. As we
discussed above, the ability to detect harms does not contribute to trust in the platform.
However, when people do not feel that Facebook is protecting them, the role of this abil-
ity in user trust is enhanced. In this case, agency may slightly strengthen the positive
effect of Facebook’s self-regulatory efforts; when people know that Facebook does not
help them identify harms, their confidence in their own ability to identify harms may
contribute to higher trust in users (H5a, H5b, and H5c are rejected, but one interaction
follows the hypothesized direction.).

Finally, we tried to find evidence that these mechanisms work differently for people
who are aware of the risks associated with Facebook use (Figure 4). We argued that
believing in the protective capacities of different agencies has different meanings for
people who are aware of the risks compared to those who are not. Our results show
that the differences are small; most of the effects we found are consistent across people
with different risk perceptions. The only exceptions are related to the two agency vari-
ables in the case of platform trust. However, the directions of these interaction effects
are different. It seems that for people with higher risk perceptions, the perceived ability
to detect threats actually decreases trust in the platform, while people who perceive Face-
book as a less risky place can build trust from their confidence in detecting harms. In
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Figure 3. Significant interaction effects of the pillars of trust in the regression models.

other words, when there is nothing to worry about, trust can be built on the perceived
ability to be vigilant. On the other hand, for people who think Facebook is a dangerous
place, recognizing the dangers is not a pleasant experience. Instead, it is something that
makes people more skeptical about the platform. However, the ability to self-protect
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Figure 4. Significant interaction effects of the pillars of trust and risk perceptions in the regression
models.

seems to be more important in developing platform-related trust when Facebook is per-
ceived as risky. It is easy to see that when there are no threats at all, the ability to self-
protect does not seem to be a very useful skill. However, it is more valued when risks
are clearly perceived. This case shows that reflective self-protection is different from
unreflective self-protection, but it also shows that detection and protection are separate
dimensions of personal agency with different effects on platform-related trust (H6b and
Hé6c are rejected, while H6a is also rejected with the exception of self-protection).

Discussion

Our findings paint a complex, multi-dimensional picture of the forces shaping the
dynamics of trust in our digital societies, where various private technological intermedi-
aries, such as social media services, play a central role in interpersonal trust relationships.

General risk perceptions and users’ self-confidence in perceiving threats play a com-
plex role in users’ trust in the intermediary. Trust in the service decreases when users
associate more risk with it, and it hardly matters if people feel they can recognize those
risks. However, risk only plays a role in trust in the platform, not on the platform, even
though the sources of actual risk may be other users or disputed information. This
may mean that risk assessment is done at a generic level, and this platform-level risk is
then not necessarily further qualified on a case-by-case basis with respect to individual
users and pieces of information. This should be a warning to those efforts that attempt
to solve problems of misinformation and AI-generated misinformation through user edu-
cation. General awareness of risk does not necessarily translate into everyday vigilance.
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Nevertheless, the protections of platform-related trust work similarly for people at
different levels of risk awareness. Of the three pillars of trust, platform self-regulation
is the strongest, followed by users’ confidence that they can protect themselves. To us,
these findings are massive red flags that point to a dangerously misplaced trust in tech-
nology. Users expect tech companies to act in their best interests and to devote sufficient
resources to making these platforms a safe space. It is also clear that there is little empiri-
cal evidence that platforms are actually benevolent and able or willing to act with what
some call fiduciary care toward their users (Balkin, 2016; Bodd, 2020). There is also
ample evidence that Facebook has repeatedly and seriously violated its users’ trust by
actively acting against their interests (For an incomplete overview see (Valinsky et al.,
2018, ‘Criticism of Facebook’ 2024).). Users base their platform-related trust on a
demonstrably untrustworthy agent. This is a textbook case of potentially extremely
harmful misplaced or unreflective trust.

Confidence in one’s ability to protect oneself is a key resource. Without it, one is at the
mercy of the elements; with it, one may have a chance to be the master of one’s own des-
tiny. The significant and relatively strong effects of one’s ability to protect oneself can be
taken as a good sign. However, when asked, users rarely report taking active steps to
manage their information environment with the tools provided, and they rarely give sig-
nals to the platform to do so (Merten, 2021). This severely tempers our optimism. Taken
together, these findings raise the prospect of a scenario in which users delude themselves
into believing they are in control when in fact they are not.

Our data suggests that both pillars on which they base their trust in the platform may
be delusional: they trust Facebook to protect them, which it will not, and they think they
can protect themselves, which they don’t. They may feel confident, but they are really
standing naked in the storm.

While regulation can and does much to increase the trustworthiness of socio-technical
agents through the creation of clear rules, accountability, and oversight in the public
interest, users’ related expectations are not associated with their platform-related trust,
suggesting that technology regulation is an ‘invisible labor’ with little impact on users’
trust in and on platforms.

Finally, the fact that trust does not easily shift between the different trust pillars, but
instead one strengthens (and weakens) the other, raises the specter of self-reinforcing
trust dynamics. In the former scenario, the overall level of trust might at least have a
chance of remaining somewhat stable. In the latter, the weakening of one pillar seems
to weaken other sources of trust, allowing for a vicious and possibly virtuous cycle of
growing and collapsing trust.

Facebook is one of many social media platforms, even in the Meta portfolio. Our sur-
vey revealed substantial differences in risk perceptions and trust even amongst the var-
ious Meta platforms (see Appendix). Due to its history, prominence, and nature
(algorithmically curated content from strong social ties, as opposed to being a non-per-
sonalized communications platform like WhatsApp, or an algorithmically curated plat-
form for strangers, like Instagram), it most probably represents the best-case scenario in
terms of users’ ability to detect and deflect risks, and their expectations vis-a-vis platform
self-regulation. The providers of other services, such as Tik-Tok, are even less scrutable
than Meta, even though they operate under similar business models and priorities with
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regards to prioritizing their users’ interests against the interests of advertisers or owners.
For these reasons, our hypothesis, to be confirmed by future research, is that the overall
picture would be even more dire in other cases.

The study has several limitations. It was a one-time study in a very dynamic environ-
ment. We also asked about trust attitudes, which are notoriously difficult to measure.
These factors potentially introduce many unknown biases into our results. As the fate
of all social media platforms, from Myspace to Twitter, should warn us, trust is hard
to build but collapses extremely quickly. Our findings are likely less about long-term
trends than about the tensions within complex systems that can persist for a long time
before undergoing rapid, cascading transformations. Further research is needed to test
our theoretical contribution in a comparative manner, in different contexts, countries,
and populations, and to seek to substantiate it with broader empirical evidence. At the
same time, this provides an opportunity to work toward the development of a more gen-
eralizable theoretical framework of trust in today’s digital age.

Open scholarship

0

This article has earned the Center for Open Science badge for Open Data. The date are
openly accessible at https://doi.org/10.21942/uva.25029566.v1.

Notes

1. (1) T am concerned that Facebook creates a filter bubble around me, and only shows me
content I tend to agree with.’; (2) T am concerned that Facebook does not do enough to
limit the spread of harmful content such as hate speech, fake news, conspiracy theories,
etc.’; (3) ‘I am concerned that Facebook censors certain opinions based on its political
considerations.’

2. (1) T am concerned by the amount and scope of data Facebook collects on me.’; (2) ‘T am
concerned that my government may use my Facebook activities against me.’; (3) ‘I am con-
cerned that foreign governments or other political interests may use my Facebook activities
against me.’; (4) ‘T am concerned that business interests, such as advertisers, may use my
Facebook activities against me.’; (5) T am concerned that Facebook cooperates too closely
with the government when it comes to sharing user data or restricting content.”

3. (1) Tam concerned that Facebook manipulates me.’; (2) T am concerned that my govern-
ment manipulates me via Facebook.’; (3) T am concerned that foreign governments or other
political interests manipulate me via Facebook.’; (4) ‘T am concerned that business interests
manipulate me via Facebook.’

4. Items included in the aggregated variable (alpha =.88): How much do you personally trust
in ... (1) police; (2) legal system; (3) government; (4) politicians. (M =4.94; SD = 2.15)

5. Items included in the aggregated variable (alpha = .83): (1) I tend to trust new information tech-
nologies.; (2) I think new information technologies are generally trustworthy.; (3) I generally
give information technology the benefit of the doubt when I first use it. (M =4.19; SD = 1.14)

6. Would you say that most people can be trusted, or that you can’t be too careful in dealing with
people? (10-point scale, larger values indicate a higher level of trust; M = 5.06; SD = 2.64)

7. In politics, people sometimes talk of 'left’ and 'right’. Where would you place yourself on this
scale, where 0 means the left and 10 means the right? (M =6.12; SD =2.23)
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8. How interested would you say you are in politics? (1) Not at all; (2) hardly; (3) quite; (4) very
interested (M = 2.64; SD = 0.88).

9. What is the yearly total gross income of your household, earned by all the members of your
household? (Four groups are differentiated based on the quartile of people belonging to their
countries) (M =2.24; SD = 0.94).

10. In the ordinal logistic model, the interaction effect of government responsibility and recog-
nition is negative and significant, but it is not significant in the OLS model.
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