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Chapterr  6 
Quantumm Coin Flippin g 

Thiss chapter is based on joint research conducted with Ambainis, Buhrman, 
andd Dodis [12]. 

6.11 Introductio n 

Researchh into quantum cryptography is motivated by two observations about 
quantumm mechanics: 

1.. Nonorthogonal quantum states cannot be distinguished perfectly and 
partss of certain orthogonal quantum states cannot be distinguished if 
thee remaining parts are inaccessible; 

2.. Measurement disturbs the quantum state. This is the so-called "collapse 
off  the wave function." 

Thee second observation hints at the possibility of detecting eavesdroppers 
orr other types of cheaters, whereas the first property appears to allow hid-
ingg data. Both rely on assumptions about the physical world, but are un-
hamperedd by unproven computational assumptions. Indeed, for the task of 
cooperativelyy establishing a random bit string between two parties in the 
presencee of eavesdroppers, quantum key distribution [21, 89, 84] achieves se-
curityy against the most general attack by an adversary that has unbounded 
computationall  power but has to obey the laws of quantum mechanics. 

Initially ,, it was thought that these properties would admit protocols for 
thee cryptographic primitive bit commitment. In bit commitment, there are 
twoo parties Alice and Bob; in the initial phase of the protocol, Alice has a 
bitt b and communicates with Bob to "commit" to the value of 6 without 
revealingg it. At a later time, Alice "unveils" her bit, allowing Bob to perform 
checkss against the information obtained in the initial phase to test whether 
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thee revealed bit equals the committed bit. The properties sought of bit-
commitmentt protocols are that they are concealing and binding: Bob does 
nott learn anything about b in the initial phase and Bob will catch Alice trying 
too unveil 1 — 6 instead of b. 

Unfortunately,, Mayers [90] and Lo and Chau [83] proved that perfect 
quantumm bit commitment is impossible. Their impossibility result extends to 
strongstrong coin tossing [91, 83], a weaker cryptographic primitive where the two 
partiess want to agree on a random bit whose value cannot be influenced by 
eitherr of them. Moreover, the impossibility extends even to the case of weak 
coincoin tossing [10], where outcome b = 0 is favorable for Alice and outcome 
66 = 1 favorable for Bob, thus ruling out perfect quantum protocols for leader 
election.. However, what turned out to be possible are coin-tossing protocols 
wheree there are guarantees on how much a cheater can bias the outcome. 

Considerr k parties out of which at least g > 1 are honest and at most 
(k(k — g) are dishonest; which players are dishonest is fixed in advance but 
unknownn to the honest players. The players can communicate over broadcast 
channels.. Initially they do not share randomness, but they can privately flip 
coins;; the probabilities below are with respect to the private random coins. A 
coin-flippingg protocol establishes among the honest players a bit 6 such that 

 if all players are honest, Pr[6 = 0] - Pr[6 = 1] = 1/2 

 if at least g players are dishonest, then Pr[6 = 0], Pr[6 = 1] < 1/2 -f e 

ee is called the bias; a small bias implies that colluding dishonest players 
cannott strongly influence the outcome of the protocol. Players may abort the 
protocol.. This allows the bad players to block outcomes they do not desire; 
thereforee the quality of a coin-flipping protocol is measured in terms of the 
overalll  probability of forcing a fixed outcome. Frequent aborts reduce this 
figurefigure of merit. 

Classically,, if a weak majority of the players is bad then no bias < 1/2 can 
bee achieved and hence no meaningful protocols exist [104]. For example, if we 
onlyy have two players and one of them is dishonest, then no protocols with 
biass < 1/2 exist. For a minority of bad players, quite non-trivial protocols 
exist.. For example, Feige [52] elegantly showed that (̂  -f <f)-fraction of good 
playerss can achieve bias 5 — fl(<51,85), while achieving bias better than \— & 
iss impossible. 

Allowingg qubits to be sent instead of classical bits changes the situation 
dramatically.. Surprisingly, already in the two-party case coin flipping with 
biass < 1/2 is possible, as was first shown in [4]. The best known bias is 
1/44 and this is optimal for a special class of three-round protocols [10]; for 
aa bias of e at least fX(loglog(l/e)) rounds of communication are necessary 
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[10].. Kitaev (unpublished, see [79]) showed that in the two-party case no bias 
smallerr than l/\/2 — 1/2 is possible. 

AA weak version of the coin-flipping problem is one in which we know in 
advancee that outcome 0 benefits Alice and outcome 1 benefits Bob. In this 
case,, we only need to bound the probabilities of a dishonest Alice convincing 
Bobb that the outcome is 0 and a dishonest Bob convincing Alice that the out-
comee is 1. In the classical setting, a standard argument shows that even weak 
coinn flipping with a bias < 1/2 is impossible when a majority of the players 
iss dishonest. In the quantum setting, this scenario was first studied under 
thee name quantum gambling [63]. Subsequently, Spekkens and Rudolph [111] 
gavee a quantum protocol for weak coin flipping with bias l/\/2 —1/2, i.e., no 
partyy can achieve the desired outcome with probability greater than \/y/2. 
Noticee that this is a better bias than in the best strong coin flipping protocol 
off  [10]. 

Wee also remark that Kitaev's lower bound proof for strong coin flipping 
doess not apply to weak coin flipping. Thus, weak protocols with arbitrar-
ilyy small e > 0 may be possible. The only known lower bounds for weak 
coinn flipping are that the protocol of [111] is optimal for a restricted class of 
protocolss [11] and that a protocol must use at least Q(loglog(l/£r)) rounds 
off  communication to achieve bias e. This was shown in [10] for strong coin 
flippingflipping but the proof also applies to weak coin flipping. 

Inn this chapter, we focus on quantum coin flipping for more than two 
players.. However, for our multiparty quantum protocols we will will first need 
aa new two-party quantum protocol for coin flipping with penalty for cheating. 
Inn this problem, players can be heavily penalized for cheating, which will 
alloww us to achieve lower cheating probability as a function of the penalty. 
Thiss primitive and the quantum protocol for it are presented in Section 6.2; 
theyy may be of independent interest. 

Onee way to classically model communication between more than two par-
tiess is by a primitive called broadcast. When a player sends a bit to the other 
playerss he broadcasts it to all the players at once [18]. However, when we deal 
withh qubits such a broadcast channel is not possible since it requires to clone 
orr copy the qubit to be broadcast and cloning a qubit is not possible [117]. In 
Sectionn 6.3 we develop a proper quantum version of the broadcast primitive, 
whichh generalizes the classical broadcast. Somewhat surprisingly, we show 
thatt our quantum broadcast channel is essentially as powerful as a combina-
tionn of pairwise quantum channels and a classical broadcast channel. This 
couldd also be of independent interest. 

Usingg this broadcast primitive we obtain our main result: 

6.1.1.. THEOREM. Fork parties out of whichg are honest, the optimal achiev-
ableable bias is (§ - 9(f)). 
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Wee prove Theorem 6.1.1 by giving an efficient protocol with bias (̂  - fi(£)) 
inn Section 6.4 and showing a lower bound of (5 - 0(f)) in Section 6.5. Our 
protocoll  builds upon our two-party coin-flipping with penalties which we 
developp in Section 6.2, and the classical protocol of Feige [52] which allows 
too reduce the number of participants in the protocol without significantly 
changingg the fraction of good players present. Our lower bound extends the 
lowerr bound of Kitaev [79], 

6.22 Two-Party Coin Flippin g wit h Penalty for 
Cheating g 

Wee consider the following model for coin flipping. We have two parties: Alice 
andd Bob, among at least one is assumed to be honest. If no party is caught 
cheating,, the winner gets 1 coin, the loser gets 0 coins. If honest Alice catches 
dishonestt Bob, Bob loses v coins but Alice wins 0 coins. Similarly, if honest 
Bobb catches dishonest Alice, she loses v coins but Bob wins 0 coins. 

6.2.1.. THEOREM. If Alice (Bob) is honest, the expected win by dishonest Bob 
(Alice)(Alice) is at most \ + -4j, for v > 4. 

Proof.. The protocol is as follows. Let S = A^. Define \ijj a) = y/6\a)\a) + 

VT=7|2)|2). . 

1.. Alice picks a e {0,1}  uniformly at random, generates the state ĵ »a) 
andd sends the second register to Bob. 

2.. Bob stores this state in a quantum memory, picks fee {0,1}  uniformly 
att random and sends b to Alice. 

3.. Alice then sends a and the first register to Bob and Bob verifies if 
thee joint state of the two registers is |^a) by measuring it in a basis 
consistingg of \ipa) and everything orthogonal to it. If the test is passed, 
thee result of coin flip is a © 6, otherwise Bob catches Alice cheating. 

Theoremm 6.2.1 follows from the following two claims. 

6.2.2.. CLAIM . Bob cannot win with probability more than \ + -75, thus his 
expectedexpected win is at most ^ -I- -4«. 

Proof.. Let pa be the density matrix of the second register of \ipa). Then, for 
thee trace distance between po and pi we have ||po — pi\\t = 2<5. 



6.2.6.2. Two-party coin flipping with penalty for cheating 121 

Aharonovv et al. [3] showed that the trace distance is a measure for the dis-
tinguishabilityy of quantum states analogously to the total variation distance 
off  probability distributions; in particular, the probability of Bob winning is 
att most J + Jlfi-^il k = i + | = i + ; i_.

6.2.3.. CLAIM . Dishonest Alice's expected win is at most | + - ^. 

Proof.. Without loss of generality, we can assume that Alice is trying to 
achievee a ® 6 = 0, which is equivalent to a = 6. Since initially she has no 
informationn about the b that Bob is going to send, the state she sends in the 
firstfirst round is independent of 6. So she prepares some pure quantum state |̂ >), 
off  which a part is sent to Bob. We can assume that this state is of the form 

|^)-a0|0>|0)) + 0*11)11) + a2|2)|2) 

forr some CKQ, OJI, a2 > 0, because all that matters is the purification of the 
densityy matrix that Bob receives. Moreover, by symmetry we can assume 
thatt the amplitudes a\ and a.<i have the same magnitude so 

W)W) = vG|0)|0) + v£|l)|l> + vT^2^i2)|2) 

forr some e > 0. Since the state is symmetric with respect to switching |0) 
andd |1), the maximum expected win that Alice can achieve is the same is she 
receivess 6 = 0 from Bob and if she receives 6 = 1. 

Itt suffices to consider the case when she receives 6 = 0. After receiving 
66 = 0, Alice performs a measurement on her register. By |^) we denote 
thee projection of |V>) to the subspace in which Alice answers a = i. Hence, 
|^)) = | ^) + j<0£). By symmetry, we can assume that 

Wi)Wi) = y/T^\0)\0) + Vc^ëTWIl) + V l - x - e | 2 ) | 2) 

forr some £o,Siyx > 0. The best strategy for Alice is just to send the first 
registerr to Bob unchanged. The probability with which Alice succeeds is 
KV'ol̂ o)!22 for a = 0 and KV'ilV'i)! 2 f° r o = 1. If e\ > 0, then changing £\ to 
00 does not change K^ólV'o)!2 and increases K^il^i)! 2. Similarly, changing £0 

too e does not change K^ilV'i)! 2 and increases KV'ol̂ 'o)!2- Therefore, we can 
assumee that £o = e, e\ = 0 and the states are 

W>> = v£|0)|0) + V ^ 2 > | 2 ), 

\i/\i/ 11)) = V^\l)\l)-rVl-x-e\2)\2). 
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Lett |$') = VT^6\i)\i} - VS\2)\2) for i € {0,1} . Then |V") is orthogonal to 
|| fa), so we can assume that Bob's verification measurement has |^") as one of 
thee outcomes that indicate that Alice is cheating. Therefore, the probability 
off  Alice caught cheating is at least \(i>'ó\%)\2 + \{$"(V'i)l 2-

Lett d = max{x, 1 — x) — ^. Then the probability of Alice claiming a = 0 
(andd hence forcing outcome a 0 & = 0 as desired) is (V'óiV'ó) — x ^ | + d. 
However,, she may be caught cheating. We claim 

6.2.4.. CLAIM . The probability of Alice being caught by Bob is at least -sp. 

Proof.. Consider the two inner products 

WW)) = VëVT^- Vl-x-eVó 
Too compare their difference, note that 

JJ R v. r R x-{l-x) x - ( l - x ) 
y/Xy/X — £ — V l — X-€> y/X — V l — X= —=—^-=~= > ~ 

""  y/x + VY^X' >/2 
wheree the first inequality follows from convexity of square root function and 
thee second inequality follows from Cauchy-Schwartz. Therefore, (IPQ\IP'0) and 
(V»ii  |V>i) differ in absolute value by at least \x~^)\  ̂ = dy/28. This implies 
thatt one of |(V4'|V4>I2 ^ d IWIV'i)! 2 is a*  least 4*  ^ d Alice gets caught 
withh probability at least -jr . Ü 2 2 

Therefore,, Alice's expected win is at most 

11 J tföv 1 , 
-- + d = - +d 
22 2 2 (i-¥) ) 

Considerr two cases. If d<5v > 2, then 1 — ^ < 0 and the expected win is at 
mostt 5. If d8v < 2, then d < ^ = -^ and Alice's expected win is at most 
11 + -L 75--

6.33 The Multipart y Model 

6.3.11 Adversaries 
Wee assume computationally unbounded adversaries. However, they have to 
obeyy quantum mechanics and cannot read the private memory of the honest 
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players,, but they can communicate secretly with each other. Moreover, we 
assumee that they can only access the message space in between rounds or 
whenn according to the protocol it is their turn to send a message. 

6.3.22 The broadcast channel 

AA classical broadcast channel allows one party to send a classical bit to all the 
otherr players. In the quantum setting this would mean that a qubit would be 
sentt to all the other players. However, when there are more than two players 
inn total we would have to clone or copy the qubit in order to send it to the 
otherr players. Even if the sender knows a classical preparation of the state 
hee wants to send, we cannot allow him to prepare copies because he may 
bee a cheater and send different states to different parties. It is well known 
thatt it is impossible to clone a qubit [117], because cloning is not a unitary 
operation.. This means that we will have to take a slightly different approach. 
Quantumm broadcast channels have been studied in an information-theoretic 
contextt before [14,116] but not in the presence of faulty or malicious parties. 

Ourr quantum broadcast channel works as follows. Suppose there are k 
playerss in total and that one player wants to broadcast a qubit that is in 
thee state a|0> + /?|1). What will happen is that the channel will create the 
fc-qubitfc-qubit state a|0*> + fi\lk) and send one of the k qubits to each of the other 
players.. The state a\0k) + 0\lk) can be easily created from Q|0) -f j9[l) by 
takingg k — 1 fresh qubits in the state |0*-1). This joint state can be written 
ass a|0*) +#|10fc-1). Next we flip the last k -1 bits conditional on the first bit 
beingg a 1, thus obtaining the desired state a|0*) -I- /3|lfc). This last operation 
cann be implemented with a series of controlled-not operations. Note that this 
statee is not producing k copies of the original state, which would be the fc-fold 
productt state (a|0) + 0|1)) ® . .. ® (a|0) + /?|1)). 

6.3.1.. THEOREM. In the following sense, a quantum broadcast channel be-
tweentween k parties is comparable to models where the parties have a classical 
broadcastbroadcast channel and/or pairwise quantum channels: 

 If all parties are honest: 

1.1. One use of the quantum broadcast channel can be simulated with 
2(fcc — 1) uses of pairwise quantum channels. 

2.2. One use of a classical broadcast channel can be simulated with one 
useuse of the quantum broadcast channel 

3.3. One use of a pairwise quantum channel can be simulated by k + 1 
usesuses of the quantum broadcast channel. 
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 If all but one of the parties are dishonest, using one of the simulations 
aboveabove in place of the original communication primitive does not confer 
extraextra cheating power. 

Proof.. We first give the simulations and argue that they work in case all 
playerss are honest. 

1.. The sender takes k — 1 fresh qubits in state |0fe). He applies k — 1 times 
CNOTT where the subsystem to be broadcast is the control of the CNOT 
andd the fresh qubits are the destination. He then sends each of the k — \ 
qubitss via the pairwise quantum channels to the k - 1 other parties. 
Eachh recipient j flips a private classical random bit rj  and if r7 = 1 

performss a az phase flip on the received qubit. Here crz = ( J is 

thee Pauli matrix that multiplies the relative phase between the |0) and 
thee |1) state by —1. He then sends rj  back to the sender. The sender 
computess the parity of the T*J and if it is odd, he performs a oz phase 
flipflip  on his part of the broadcast state, thus restoring the correct relative 
phase.. This randomization is a countermeasure; its utility is explained 
below. . 

2.. When the sender wants to broadcast bit 6 € {0,1} , he uses the quantum 
broadcastt channel on qubit |6). The recipients immediately measure 
theirr qubit in the computational basis to obtain the classical bit. 

3.. The quantum broadcast channel can be used to create an EPR pair 
(|00)) + |l l))/\/2 between two players P» and Pj with the assistance of 
thee other (fc — 2) players, t and j are determined by the protocol. 

Firstt one player broadcasts the state (|0) 4- |l))/\/2, resulting in the Ar 
qubitt state \<p) = (|0*) + |lfe»/\/2. Now one after the other, the k - 2 
remainingg players perform a Hadamard transformation on their qubit, 
measuree it in the computational basis, and broadcast the classical result. 
Next,, if Pi receives a 1 he applies a phase flip <r z to his part of \cp) (Pj 
doess nothing). After this operation, \<p) will be an EPR state between 
PiPi and Pj unentangled with the other k — 2 parties. Using a shared 
EPRR pair, a protocol called teleportation [19] can be used to simulate 
aa private quantum channel between P» and Pj. Teleportation requires 
thee transmission of two bits of classical information. 

Forr the case of all but one party being dishonest: 

1.. If the sender is honest, the recipients obtain exactly the same subsys-
temss as for the quantum broadcast channel. 
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Iff  one of the recipients is honest, he may receive an arbitrary quantum 
subsystemm up to the randomized relative phase. However, exactly the 
samee can be achieved with a quantum broadcast channel with A; — 1 
cheatingg parties, who each perform a Hadamard transformation on their 
subsystemm followed by a measurement in the computational basis. 

2.. If the sender is honest, all recipients obtain the same computational-
basiss state. 

Iff  one of the recipients is honest, he obtains a classical bit that is possibly 
randomizedd in case the dishonest sender does not broadcast a basis 
state.. Since the sender can flip a coin himself, this does not give more 
cheatingg power. 

3.. If the sender is honest, we can assume without loss of generality that all 
cheatingg action is done after the EPR pair has been established, because 
thee merged cheaters can easily recreate the original broadcast state and 
alsoo compensate phase flips of the honest sender. However, after the 
EPRR pair has been established, the sender unilaterally performs his 
partt of the teleportation circuit and measurements and sends the two 
bitss of classical information. So the most general cheating action is 
too apply a quantum operation after the reception of the two classical 
bits.. Furthermore, we can even assume that the cheating action is 
donee after the correction circuit of teleportation. This is similar to the 
teleportationn of quantum gates [67], and, hence, amounts to cheating 
onn a pairwise quantum channel. 

Iff  one of the recipients is honest, the best the cheaters can aim for is to 
givee an arbitrary quantum state to the honest recipient. This they can 
alsoo achieve over a pairwise quantum channel. 

6.44 Multipart y Quantum Coin-Flippin g Pro-
tocols s 

Wee will first consider the case of only one good player, i.e., g = 1, and later 
extendd our results to general g. 

Onee honest player  Recall, we need to construct a protocol with bias 1/2— 
Q(l/fc).. Before proceeding to our actual protocol, let us consider a simple 
protocoll  which trivially extends the previous work in the two-party setting, 
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butt does not give us the desired result. The protocols is as follows: player 1 
flipsflips a random coin with player 2, player 3 flips a random coin with player 
44 and so forth. In each pair, the player with the higher id wins if the coin 
iss 1 and the one with the lower id if the coin is 0. The winners repeat the 
procedure.. With each repetition of the tournament, half of the remaining 
playerss are eliminated. If there is an odd number of players at any moment, 
thee one with the highest id advances to the next round. When there are only 
twoo players left, the coin they flip becomes the output of the protocol. Above 
wee assume we have private point-to-point quantum channels and a classical 
broadcastt channel, which is justified by Theorem 6.3.1. 

Now,, the elimination rounds can be implemented using the weak two-party 
coin-tossingg protocol by Spekkens and Rudolph [111] and the last round by 
thee the strong two-party coin-tossing protocol by Ambainis [10]. If there is 
onlyy one good player, the probability that he makes it to the last round is 
(11 — l/\Z2)r~1+logfcl ; in this case, the probability that the bad players can 
determinee the output coin is 3/4. In case the good player gets eliminated, the 
badd players can completely determine the coin. Hence, the overall probability 
thatt the bad players can determine the coin is 1 — | (1 — - ^ ) ^ _ 1 + l o g^ < 

11 — 4JX7S-1 which corresponds to bias | — fi(l/fc 1,78). 
Too improve the above naive bound to the desired value | — ft(l/fc), we will 

usee our coin-flipping protocol with penalty from Section 6.2. The idea is that 
inn current quantum coin-flipping protocols for two parties, there are three 
outcomess for a given player: "win," "lose," and "abort." Now, looking at the 
eliminationn tournament above, if an honest player loses a given coin flipping 
round,round, he does not "complain" and bad player win the game. However, if the 
honestt player detect cheating, he can and will abort the entire process, which 
correspondss to the failure of the dishonest players to fix the coin. Of course, 
iff  the are few elimination rounds left, bad players might be willing to risk 
thee abort if they gain significant benefits in winning the round. However, if 
thee round number is low, abort becomes prohibitively expensive: a dishonest 
playerr might not be willing to risk it given there are plenty more opportunities 
forr the honest player to "normally lose". Thus, instead of regular two-party 
coin-tossingg protocols, which do not differentiate between losing and abortion, 
wee can employ our protocol for coin flipping with penalty, where the penalties 
aree very high at the original rounds, and eventually get lower towards the end 
off  the protocol. Specific penalties are chosen in a way which optimizes the 
finalfinal bias we get, and allows us to achieve the desired bias 1/2 — S7(l/fc). 

6.4.1.. THEOREM. There is a strong quantum coin-tossing protocol for k par-
tiesties wth bias at most 1/2 — c/k for some constant c, even with (k - 1) bad 
parties. parties. 

Proof.. We assume that k = 2n for some n > 0, as it changes c by at most 
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aa constant factor. Let Qv be the maximum expected win in a two-party 
protocoll  with penalty v. Consider the following protocol with n rounds. 

Inn the i th round, we have 2n+1~* parties remaining. We divide them into 
pairs.. Each pair performs the two-party coin-flipping protocol with penalty 
(2n~**  — 1), with Alice winning if the outcome is 1 and Bob winning if the 
outcomee is 0. The winners proceed to (i 4-1)8*  round. 

Inn the (n - 2)nd round, there are just 8 parties remaining. At this stage, 
theyy can perform three rounds of regular coin flipping with no penalty of 
[10,, 77] in which no cheater can bias the coin to probability more than 3/4, 
whichh will result in maximum probability of 63/64 of fixing the outcome. The 
resultt of this last two-round protocol is the result of our 2n-party protocol. 

Assumee that the honest player has won the first (n — j) coin flips and 
advancedd to (j +l)8*  round. Assume that the all other players in the (j + l)8t 

roundd are dishonest. Let Pj be the maximum probability with which (2J — 1) 
dishonestt players can fix the outcome to 0 (or 1). 

6.4.2.. CLAIM . 

11 - P, > (1 - Pj .Otl - Qt f - i .0 (6.1) 

Proof.. Let pw, pi, pc be the probabilities of the honest player winning, losing 
andd catching the other party cheating in the (j + l)8t round of the protocol. 
Noticee that pw+pi+p c = 1. Then, the probability Pj of 2J - 1 dishonest 
partiess fixing the coin is at most pi +pwPj-i. If the honest player loses, they 
winn immediately. If he wins, they can still bias the coin in j — 1 remaining 
roundss to probability at most Pj-\. If he catches his opponent cheating, he 
exitss the protocol and the dishonest players have no more chances to cheat 
him.. Using pw = 1 — p\ — pc, we have 

PjPj < Pi +Pv,Pj-l = Pj-i + (1 - Pj-i)Pi ~ Pj-lPc 

^P^^P  ̂ + ̂ l - P ^ ^ - J ï ^ p  ̂ (6.2) 

Next,, notice that Pj-\ > 1 - ^ t r . This is because 2J -1 - 1 bad players could 
justt play honestly when they face the good player and fix the coin flip if two 
badd players meet in the last round. Then, the probability of the good player 
winningg all j - 1 rounds is ^ r - Therefore, 1f

>^ > 2J _1 - 1 and (6.2) 
becomes s 

PjPj < J>_x + (1 - P^OCm - (2*"1 - l)pc) (6.3) 

Finally,, the term in brackets is at most Q2i-1-i> which gives 

PjPj < Pj.i + (1 - JJ-OQtf-"-! (6-4) 

whichh in turn is equivalent to the desired (6.1). D 
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Byy applying the claim inductively, we get 

11 n 

l-Pn>öïl[(l-Q2>-i-l) l-Pn>öïl[(l-Q2>-i-l) 
j=4 j=4 

wheree the ^ term comes from the naive protocol we use in the last three 
rounds.rounds. Now, using the bound in Theorem 6.2.1 we have 

i-**sS«i-*-ossn(i-^) ) 

Thee last term in the brackets is at least 11^3(1 — ~J$Tï) w n^h is a positive 
constant.. Therefore, for some constant c> 0 we have 1 — Pn >  ̂ = ^, which 
meanss that the bias is at most \ — £l{\)-

Extendingg to many honest players We can extend Theorem 6.4.1 to 
everyy number g > 1 of good players by using the classical lightest-bin protocol 
off  Feige [52]. This protocol allows us to reduce the total number of players 
untill  a single good player is left without significantly changing the fraction of 
goodd players, after which we can run the quantum protocol of Theorem 6.4.1 
too get the desired result. Specifically, Lemma 8 from [52] implies that starting 
fromfrom g = 5k good players out of k players, the players can classically select a 
sub-committeee of 0(1/<S) = 0(k/g) players containing at least one good player 
withh probability at least 1/2. Now, this sub-committee can use the quantum 
protocoll  of Theorem 6.4.1 to flip a coin with bias 1/2 — £2(<jr/fc), provided 
itt indeed contains at least one honest player. But since the latter happens 
withh probability at least 1/2, the final bias is at most 1/2 — (1/2)  Sl(g/k) = 
1/22 — ft(g/k), as desired. 

6.55 Lower  Bound 

6.5.11 The two-party bound 

Forr completeness and to facilitate the presentation of our generalization, we 
reproducee here Kitaev's unpublished proof [79] that every two-party strong 
quantumm coin-flipping protocol must have bias at least l/\/2- The model here 
iss that the two parties communicate over a quantum channel. 
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6.5.1.. DEFINITION. Let H :=  A <8> M ® B denote the Hubert space of the 
coin-flippingg protocol composed of Alice's private space, the message space, 
andd Bob's private space. A 2JVr-round two-party coin-flipping protocol is a 
tuple e 

(̂ A,l>>  > UA,N, UB,1,  » UB,N, Il4,o,IU,i, 110,0, I IB,I ) 

where e 

 UA,J is a unitary operator on A <8> M for j = 1,. . ., JV, 

 UBJ is a unitary operator on M <8> B for j = 1,. . ., N, 

 11,4,0 and 11,4,1 are projections from A onto orthogonal subspaces of A, 
representingg Alice's final measurements for outcome 0 and 1, respec-
tively, , 

 IIB (O and HB,I are projections from B onto orthogonal subspaces of B} 

representingg Bob's final measurements for outcome 0 and 1, respectively, 

soo that for 

\M\M := {1A ® UB,N)(UA,N ® 1 B ) (U <8> UB,N-i)(UAtN-i ® 1B)

) ) 

holds s 

(IUoo ® 1^ ® 1S)I^JV) = (IA ® IJM ® nB,o)|0iv) (6.5) 
( I WW <8> IA I ® ls)j^jv) = (U ® lju <8> nB,i)|^iv> (6.6) 

11(0,1,00 ® 1^ <8> le)|V/v)|| = | |(nA 1 <8> 1M ® 1BMN)\\ (6.7) 

Thee first two conditions ensure that when Alice and Bob are honest, they 
bothh get the same value for the coin and the third condition guarantees that 
whenn Alice and Bob are honest, their coin is not biased. A player aborts if 
herr or his final measurement does not produce outcome 0 or 1; of course, it 
iss no restriction to delay this action to the end of the protocol. 

6.5.2.. LEMMA . Fix an arbitrary two-party quantum coin-flipping protocol 
LetLet pu and p*i denote the probability that Alice or Bob, respectively, can 
forceforce the outcome of the protocol to bel if the other party follows the protocol. 
DenoteDenote by p\ the probability for outcome 1 when there are no cheaters. Then 
Pi*P*iPi*P*i  > Pi-

Hence,, if p\ = 1/2, then max{pi„,p*i }  > l/\/2. To prove Lemma 6.5.2, 
wee construct the view of a run of the protocol from an honest Alice's point 
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off  view, with Bob wanting to bias the protocol towards 1. The problem of 
optimizingg Bob's strategy is a semidefinite program (SDP). 

Semidefinitee programming is a generalization of linear programming. In 
additionaddition to the usual linear constraints, it is allowed to require that a square 
matrixx of variables is positive semidefinite, i.e., all its eigenvalues are non-
negative.. The proof below makes use of the well-developed duality theory for 
SDPs.. Let A, B, and C denote square matrices of the same dimension. If A 
iss positive semidefinite, we write A > 0. We define A> B :&  A — B > 0. 
Thee following properties are straightforward to verify: 

AA > B & V|V> : MAW) > (ip\B\4>) 
A>A> B ^> try A > try B for every subspace V 

AA = B + CtmdC>Q=ïA>B 

6.5.3.. LEMMA . The optimal strategy of Bob trying to force outcome 1 is the 
solutionsolution to the following SDP over the semidefinite matrices PA,O>  -,PA,N 
operatingoperating on A® M: 

maximizee tr((IlA, i <S> IM)PA,N) subject to (6.8) 

tTtTMMpAfipAfi = \0){0\A (6.9) 

titiMM pA,j = tiM UAJPA^UZJ (l<j<  N) (6.10) 

Proof.. Alice starts with her private memory in state \0)A. and we permit Bob 
too determine the M part of the initial state. Therefore all Alice knows is that 
initially,, the space accessible to her is in state PA,O with tr^f PA,Q = |0)(0| .̂ 
Alicee sends the first message, transforming the state to p'A 0 := UA,\PA,QUA I-
Noww Bob can do an arbitrary unitary operation on M <£> B leading to PA,U SO 
thee only constraint is t r^ PA,I = ^M PA,O- ^n * ne n e xt r o u nd, honest Alice 
appliess UA,2I then Bob can do some operation that preserves the partial trace, 
andd so forth. The probability for Alice outputting 1 is tr((IU,i <E> 1M)PA,N) 
becausee the final state for Alice is PA,N and she performs an orthogonal 
measurementt on A with projections II^o, ^A,U and 1.4 - n^.o — 11^,1, which 
representss "abort." D 

6.5.4.. LEMMA . The dual SDP to the primal SDP in Lemma 6.5.3 is 

minimizee (OlZx.olO) subject to (6.11) 

ZZAtjAtj ®1M> UAJ+I(ZAJ+I ® IMWAJ+I (0 < j < N - 1) (6.12) 

ZZAA,N,N = nA ,i (6.13) 

overover the Hermitian matrices ZA$, .  ZA,N operating on A. 
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Proof.. In the Lagrange-multiplier approach, a "primal" optimization prob-
lem m 

reformulatedd as 

maxx f(x) subject to g(x) < a with a > 0 

maxx inf f(x) - A  (g(x) - a) , 
xx A>0 

whichh is bounded from above by minA>o A  o subject to (ƒ — A  g)(x) < 0 for 
alll  x > 0. In linear programming, (ƒ - A * (?)(ar) < 0 for all x > 0 if and only if 
ƒƒ — A  g < 0, therefore the preceding optimization problem can be simplified 
too min^>o A  a subject to ƒ —  g < 0. The same construction can be applied 
too SDPs; we form the dual of the SDP in Lemma 6.5.3 as follows: the dual is 
equivalentt to maximizing over the pAjj the minimum of 

tr({Iltr({Il AA,i,i <g> 1M)PA,N) - ti(ZAt0(tTM PA,O - |0}<OU)) 
NN N 

~~ ^2tT(Z^tTM(PAJ ~ UA,jPAtj-lUX,j))  ~ ^2tl(YjpA,j) (6.14) 
i « ll j=0 

subjectt to the operators ZA,j on M being Hermitian and the operators Yj 
onn A ® M being positive semidefinite, for 0<j<N. In the above sum, the 
termss containing pAji for 0 < j < N are 

-- tr(ZAj(tiM PAJ)) + tr{ZAtj+1 tTM(UA,j+ipA,jUAi:J+l)) - ti(YjpAfj) = 

**  (HZAJ ® 1M) + U1\J+I(ZAJ+I  ® IMWAJ+I  ~ Yj) PAJ) (6-15) 

Sincee the primal constraints (6.9) and (6.10) are equality constraints, the dual 
constraintt (6.15) must be equal to 0. However, since Yj is positive semidefinite 
andd does not appear anywhere else, we can drop it from (6.15) to arrive at 
thee inequality (6.12). 

Forr j = JV, we obtain the dual equality constraint (6.13) and the dual 
objectivee function becomes the only summand of (6.14) that does not involve 
anyy pA4. D 

Prooff  of Lemma 6.5.2. Let ZAtj and ZBj (0<j<  N) denote the optimal 
solutionss for the dual SDPs for a cheating Bob and a cheating Alice, respec-
tively.. For each j , 0 < j < N, let |V>j) := ( U ® UBJ){UAJ ® 1B)  ( U $ 
UB,I)(UA,IUB,I)(UA,I ® 1B) |0) denote the state of the protocol in round j when both 
partiess are honest. Let Fj := {tpj\(ZAtj <8> %M ® ZBS^J)- We claim 

Pi*P*ii  = Fo (6.16) 

Fj>FFj>F j+1j+1 (0<j<N) (6.17) 

FFNN== PlPl.. (6.18) 
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Combiningg (6.16)-(6.18), we obtain the desired pi*j»»i > p\. We now proceed 
too prove these claims. 

Notee that the primal SDP from Lemma 6.5.3 is strictly feasible: Bob 
playingg honestly yields a feasible solution that is strictly positive. The strong-
dualityy theorem of semidefinite programming states that in this case, the 
optimall  value of the primal and the dual SDPs are the same, and therefore 
Pi**  = (OU^.olO)̂  andp*i = {0|BZB,O|0)B and 

Pi*P*ii  = <OUZA(O|0).A  <0|^1^|0)M  <0|eZB)0|0)ö 

== {0|(^,o ® 1M ® ZBfi)\0) = F0. 

Thee inequalities (6.17) hold because of the constraints (6.12). Equality (6.18) 
holdss because by constraint (6.13) we have 

(V\{Z(V\{ZAA,N,N ®1M® ZB,N)\<P) = ||(nAt i ® lM ® l s ) (U <8> ljw <S>nB)1)|^)||2 

forr every \ip)\ \I}>N)  is the final state of the protocol when both players are 
honest,, so by equation (6.6), 

\\(n\\(nAA,l®lM®lB)(U®lM®nB,l)\M\\,l®lM®lB)(U®lM®nB,l)\M\\ 22 = \WA,l®lM®lB)\i>N)\\2 =Pl-

D D 

6.5.22 Mor e than two parties 
Wee will now extend Kitaev's lower bound to k parties. As with the upper 
bounds,, we first start with a single honest player (g = 1), and then extend 
thee result further to every g. 

6.5.5.. THEOREM. Every strong quantum coin-tossing protocol for k parties 
hashas bias at least 1/2 - (ln2)/fc - 0(1/A;2) if it has to deal with up to (k - 1) 
badbad parties. 

Wee consider the model of private pairwise quantum channels between the 
parties;; by Theorem 6.3.1 the results immediately carry over to the quantum 
broadcastt channel. Before proving Theorem 6.5.5, we make the following 
detour. . 

6.5.6.. DEFINITION. Let H := A\ <8>  <8> Ak <8> M denote the Hilbert space 
composedd of the private spaces of k parties and the message space. An iV-
roundd A-party coin-flipping protocol is a tuple 

( i i , . . . ,, iN, Ui,..., UN, IIi to, III,!,... , nfc,o, njt,i) 

where e 
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 ij  with 1 < %j < k, 1 < j < JV, indicates whose turn it is to access the 
messagee space in round j , 

 Uj is a unitary operator on Aii ®M for j = 1, . . ., JV, 

 for 1 < i < k, Uito and ÏI<,i are projections from At to orthogonal 
subspacess of Ai, representing the measurement that party i performs 
too determine outcome 0 or 1, respectively, 

soo that for \IJ>N) := Üifl  -C/jjO) and each pair 1 < i < i' < k and every 
bb e {0,1}  holds 

ni,6|^Ar>> = Üi',b\M (6.19) 

| |ni t 6 |^) j || = | | nu_6 | ^ ) | |. (6.20) 

Heree Uj denotes the extension of Uj to all of H that acts as identity on the 
tensorr factors Av for i ' ^ ij\  fU^b -= 0-Ai®- <8>lAi+1®-  ®l^ fc) 
iss the extension of TU,b to H. 

6.5.7.. LEMMA . Fix an arbitrary quantum coin flipping protocol. For b e 
{0,1} ,, let pb be the probability of outcome b in case all players are honest. 
LetPijbLetPijb denote the probability that party i can be convinced by the other parties 
thatthat the outcome of the protocol is b € {0,1} . Then 

PiPittbb  Pk,b > Pb 

Prooff  of Lemma 6.5.7. The optimal strategy for k — 1 bad players trying 
too force outcome 1 is the solution to the SDP from Lemma 6.5.3 where all 
thee cheating players are merged into a single cheating player. 

Lett (Zij)o<j<N  denote the optimal solution for the dual SDP for good 
playerr i, 1 < i < k. For each j , 0 < j < N, let \ty) := Uj-- #i|0) denote 
thee state of the protocol in round j when all parties are honest. Let Fj := 
(i>j\(Zij(i>j\(Zij  ®  <8> Zfij ® 1M)Ü>J)- By a similar argument as in the proof of 
Lemmaa 6.5.2, we have 

Pi,i-'--Pk,i=FoPi,i-'--Pk,i=Fo (6.21) 
Fj>FFj>F j+lj+l  (0<j<N)  (6.22) 
FFNN=pi=pi  (6.23) 

Hence,, p\t\  .'Pk,\ > Pi- Repeating the argument with the cheaters aiming 
forr outcome 0 completes the proof. D 

Now,, Theorem 6.5.5 is an immediate consequence. 
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Prooff  of Theorem 6.5.5. Using the notation of Lemma 6.5.7, we have 
PoPo = 1/2. Let q — maxip ô denote the maximum probability of any player 
forcingg output 0. By Lemma 6.5.7, qk > pl j 0 . * Pk,o > 1/2, from which 
followss that q > (1/2)1/*  > 1 - (ln2)/fc - 0(l/fc2). By Theorem 6.3.1 this 
resultt applies both to private pairwise quantum channels and the quantum 
broadcastt channel. D 

Extendingg to many honest players Extension to any number of hon-
estt players follows almost immediately from Theorem 6.5.5. Indeed, take a 
protocoll  II for A; parties tolerating (k — g) cheaters. Arbitrarily partition our 
playerss into k' = k/g groups and view each each as one "combined player." 
Wee get an induced protocol II ' with fc' "super-players" which achieves at 
leastt the same bias e as II , and can tolerate up to (A;' — 1) bad players. By 
Theoremm 6.5.5, e > 1/2 - 0(1/k') = 1/2 - 0(g/k). 

6.66 Summary 
Wee showed that quantum coin flipping is significantly more powerful than 
classicall  coin nipping. Moreover, we give tight tradeoffs between the number 
off  cheaters tolerated and the bias of the resulting coin achievable by quantum 
coin-flippingg protocols. We also remark that the fact that we obtain tight 
boundss in the quantum setting is somewhat surprising. For comparison, such 
tightt bounds are unknown for the classical setting. 


