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Chapter 5

Fault Analysis

In Chapter 3, we presented a voting perspective on the inference process, and we
gave a definition of model accuracy under this perspective. Namely, we said that
a model is accurate if it causes adequate supports. In this chapter, we investigate
the probability of encountering such adequate supports.1 In particular, we show
under which conditions we can assume a certain lower bound on this probability.
This lower bound has important implications with respect to the properties of
the voting algorithm from Chapter 3. Using this lower bound, we also derive two
algorithms to detect inaccurate model parts. The first is a filtering method that
indicates when the confidence in the accuracy of a state estimation result is low.
The second is a method to localize network CPTs that (i) are in a particular case
inadequate, or (ii) contain modeling errors that render them inadequate in most
cases. The approach is based on monitoring the consistency among supports.

5.1 Introduction

The success of state estimation with Bayesian networks depends on the quality
of the model. Faults can be introduced in a Bayesian network through a variety
of reasons, such as bad or insufficient training data, or biased human domain
experts. We emphasize here the difference between the generalization accuracy
and the state estimation accuracy. The generalization represented by a Bayesian
network is accurate if it precisely describes the true distributions over its variables.
State estimation accuracy deals with correctly estimating the state of a variable in
a particular case. In a rare case, a set of observations could result in an erroneous
state estimation, even if the model precisely describes the true distributions.

1Parts of the material in this chapter have appeared in [NP06, PN06, NP07].
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5.1.1 Related Work

Several authors have addressed the problems with reliable inference and modeling
robustness. Sensitivity based approaches focus on the identification of modeling
components that have a significant impact on the estimation outcome [CvdG98,
CGH97]. We must take special care of such components, since eventual modeling
errors will have a great impact as well. Sensitivity analysis is carried out prior to
the operation and can deal with the accuracy of the generalizations.

Another class of approaches, is focusing on determination of the model quality
or performance in a given situation at runtime, such as the data conflict [JCNJ90]
and straw model [Las91, KV95] methods. The data conflict approach is based on
the assumption that given an adequate model all observations should be correlated
and p(e1, . . . , en) > p(e1) · · · p(en). If this inequality is not satisfied then this is
an indication that the model does not ‘fit’ the current set of observations [Jen01].
A generalization of this method, [KV95], is based on the use of straw models.
Simpler (straw) models are constructed through partial marginalization. These
models should, in a coherent situation, be less probable than the original model.
Situations in which the evidence is very unlikely under the original model and
more probable under the straw model indicate a data conflict. Their disadvantage
is that the conflict scores are difficult to interpret; it is unclear at which score an
action should be undertaken, or what the probability is that a positive score
indicates an error. The properties of the method under different model structures
are also unknown.

In addition, many of the other approaches focus on the net-performance of
models and do not directly support detection of inaccurate parts of a model (for
example [vdGR01b]). Exceptions are approaches such as [CDS93], which is based
on logarithmic penalty scores. However, in this case the scores can be determined
only for the nodes corresponding to observable events, while we want to reason
about the nodes modeling hidden events.

5.1.2 Our Approach

We can assume that every variable in a model has a hidden true state, which we
are trying to find through inference. In Chapter 3, we presented a perspective
based on the conditionally independent fragments in a Bayesian network. Each
fragment corresponds to a factor in the posterior probability equation for the
variable in which these fragments are rooted. If a factor supports the true state
we call it adequate in this particular case (Definition 4).

This is a key difference with respect to the related approaches. We directly
connect our notion of adequacy with the hidden truth. We are interested in the
probability of encountering such an adequate support. Although it is difficult to
compute this probability directly, we can however obtain a lower bound on this
probability. We can show that under certain conditions, this lower bound will be
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greater than 0.5. We are interested in this lower bound for two reasons.
Firstly, it has important consequences for the convergence of the accuracy of

state estimation. Namely, if each support is adequate with at least 0.5 probability,
then adding more supports increases the probability that the state with the most
supports is the true state. In turn, this has consequences for the robustness of
Bayesian networks with many conditionally independent fragments.

Secondly, in certain applications, state estimations are critical to the further
course of events. Therefore, it seems prudent to develop methods that, at a
relatively low extra cost, can monitor a Bayesian network during run-time, and
detect estimation errors. We cannot directly detect whether a factor is adequate
or not, because we do not know the true state of all variables. However, based
on the lower bound mentioned above, we can derive a measure that can indicate
whether a factor is likely to be adequate or not, in a given case. It is based
on the following principle: Fragments can be seen as different ‘experts’ giving
independent votes about the state of a variable. The degree to which they agree
on a state is a measure for their adequacy.

Based on this lower bound we present two algorithms. The first is a filtering
algorithm that uses the number of supports for a state as a degree of confidence in
the state estimation result. In this way, potentially inaccurate state estimations
can be filtered out.

The second is a fault localization method that compares the supports at dif-
ferent nodes in the network to be able to detect network parts that are likely to be
inadequate. The advantage of our method over the ones mentioned above, is that
we can give a lower bound on its effectiveness, and show that this lower bound
has asymptotic properties with respect to the network structure.

5.2 Adequate Factors

A central issue in this chapter is the lower bound psup on the probability of
encountering an adequate factor support, as defined in Section 3.3. Since this
depends on the true state of variables, which are typically hidden, it is not possible
to give a direct value to this probability. However, as we will show, under certain
conditions a lower bound can be found.

In Section 3.3 we defined an accurate fragment as one whose CPT is support-
equivalent to the true distribution (Definition 6). In other words, an accurate
CPT always gives the same factor supports as the true distribution would. We
also argued in Section 3.3.2 that it should be easy for model builders to find these
CPTs.

In Definition 4 we said that a factor is adequate if it supports the true state
of a variable, in a particular case. An accurate CPT does not guarantee ade-
quate supports in every case. For example, consider the CPT p(E|C) shown in
Figure 5.1(a). Suppose this CPT is equal to the true distribution, and thus by
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(a)

c1 c2

e1 0.7 0.4
e2 0.2 0.3
e3 0.1 0.3

(b)
c1 c2

e1 0.8 0.4
e2 0.2 0.6

(c)
c1 c2

e1 0.7 0.6
e2 0.3 0.4

(d)
c1 c2 c3

e1 0.9 0.6 0.4
e2 0.1 0.4 0.6

Figure 5.1: Conditional probability tables.

definition the CPT is accurate. If we would observe E = e1, factor φ1(C) is equal
to the first row of the CPT. Thus φ1(C) = (0.7, 0.4), and it supports state c1 (the
maximum element of the factor). Similarly, observing either E = e2 or E = e3

would make factor φ1(C) support state c2. Suppose that c1 is the true state of C
in a particular case, then there is a probability of 0.3 that it causes either E = e2

or E = e3. In those cases the factor will support c2. Since c1 was the true state,
the support is inadequate, even though the CPT was accurate. These kind of
situations are sometimes called rare cases.

The question is what is the probability of encountering an adequate factor from
a particular fragment, given that the CPT is accurate. In the above example it
was 0.7 if c1 was the true state. If c2 had been the true state, observing E = e2

or E = e3 would have resulted in an adequate support. The probability of that
observation is 0.6. So if we know the true CPT, we can compute a lower bound on
this probability (0.6 in the example’s case). We formalize this in the next section.

5.2.1 Lower Bound

The probability of getting an adequate factor support depends on the true dis-
tributions and simple relations between the true distributions and the CPT pa-
rameters (support-equivalence). In this section we give conditions under which
its lower bound psup is guaranteed to be greater than 0.5.

We first introduce support sets. Consider a CPT p(E|C). For any state ci,
its support set Sci

is the set of states of E that, when observed, support this
particular ci:

Sci
= {ek|ci = arg max

cj

p(ek|cj)}. (5.1)

Each set Sci contains the states of E that, when observed, give the greatest
likelihood to ci. We assumed that the CPT was accurate, and thus support-
equivalent to the true CPT. Therefore, the true CPT would result in the same
support sets. For the example CPT in Figure 5.1(a), the sets are: Sc1 = {e1} and
Sc2 = {e2, e3}.
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A factor is adequate if it supports the true state. This will happen if the
following condition is met: the true state c∗ of C causes a state of E that makes
the factor to support c∗. In other words, c∗ causes one of the states of E from its
support set. For each possible state ci, we can express the probability ps|ci

that
a state from the support set Sci will be observed:

ps|ci
=

∑
ej∈Sci

p̃(ej |ci). (5.2)

Note that here we use the true distribution p̃.
We do not know the true state of C beforehand. However, given the prior over

the states of C, p̃(C), the probability of encountering an adequate factor from the
fragment corresponding to the CPT, equals

p∗cpt =
∑
ci

p̃(ci)ps|ci
. (5.3)

This involves the true prior probability on the different states of C, which we do
not know. However, the expression has the lower bound

pcpt = min
ci

ps|ci
≤ p∗cpt. (5.4)

For the CPT in Figure 5.1(b) we get ps|c1 = 0.8 and ps|c2 = 0.6, so pcpt = 0.6.
For each fragment rooted in a node C, the pcpt can be different. We are

interested in the probability that any support, coming from any of the fragments,
is adequate. We do not know this probability, however we can assume a lower
bound psup on it. For example, if all fragments have a pcpt > 0.5, then we know
that the probability that any arbitrarily chosen support is adequate is also greater
than 0.5. In general, the lower bound is given by

psup = min
ΦC

pcpt, (5.5)

where ΦC is the set of fragments rooted in C.
For the algorithms presented in this chapter, and for the properties of the

voting algorithm presented in Chapter 3, we need to assume that psup > 0.5.
Given the equations above, this would require that for all ci, ps|ci

> 0.5. The
values of Sci

and ps|ci
both depend on the true distribution. Hence, the true CPT

needs to satisfy certain conditions to let psup be greater than 0.5.

Definition 7 We call a CPT p̃(E|C) well distributed if pcpt > 0.5, in other
words, if

∀ci ∈ C, ps|ci
> 0.5 (5.6)



78 Fault Analysis

We illustrate this with the example CPT from Figure 5.1(a) again. We assume
that this CPT is equal to both the model parameters and the true distribution.
Suppose that c2 is the true state of C. We would obtain an adequate factor if we
observed either e2 or e3. Thus, for state c2 we have the support set Sc2 = {e2, e3}.
The probability ps|c2 that either of these observations is caused by c2 is ps|c2 =
p̃(e2 ∨ e3|c2) = 0.6. Similarly, if c1 were the true state of C, then observation of
e1 would result in an adequate factor support; i.e. Sc1 = {e1}. The probability
of observing e1 given event c1 is ps|c2 = p̃(e1|c1) = 0.7. Thus, for this example we
get pcpt = 0.6.

Note that in this example the true CPT was well distributed. Therefore,
pcpt > 0.5 irrespective of the actual CPT parameters, as long as they are support-
equivalent to the true CPT. This is an important property, as it allows some room
for sub-optimal parameter values.

We can also encounter cases where the relations are such that the lower bound
pcpt is less than 0.5. For example, consider the CPT depicted in Figure 5.1(c).
We see that for c2, the support set consists of Sc2 = {e2}. We will in only 40% of
the cases observe e2 if c2 is the true state. In other words, there exist domains in
which the true distribution is such that the expected state estimation performance
can be very poor, even if we had accurate models.

Even more extreme cases are possible. For the CPT in Figure 5.1(d), ps|c2 = 0,
since c2 will never become the supported state, no matter which state of E we
observe. In fact, suppose the model would only consist of these two variables,
and the priors over C would be uniform. If c2 were the true state, then the
posterior probability of c2 would decrease in 60% of the cases. This is likely to
occur when the parents in a CPT have more states than the child, i.e. a CPT
has more columns than rows. In a sense, information is lost when C causes
a state of E and is then inferred back from observing that state. A solution
could be to decrease the number of parent states, by grouping states together. In
[PHP+96] it is experimentally shown that this will not significantly decrease the
state estimation quality.

If we assume that the CPTs in a model are equal to the true distributions,
we can compute the probability of encountering an adequate support for all its
CPTs. Since we know the true prior probabilities in this case, we can use p∗cpt.
Table 5.1 shows this probability for several networks, with the minimum, mean,
and maximum taken over all CPTs. We see that all networks, except for the
water network, have CPTs with a very low probability and CPTs with very high
probability. However, most networks have on average probabilities that are higher
than 0.5.

The probability of getting an adequate support has a significant influence on
the accuracy of the voting algorithm from Chapter 3. If we look at experiments
from that chapter in Table 3.4, we see that the networks with a low accuracy
score (Barley, Hailfinder, and Water), also have a low mean value in Table 5.1.

This analysis can be extended to whole fragments by considering that each
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p∗cpt

network minimum mean maximum
alarm 0.03 0.80 0.99
barley 0.00 0.58 1.00
hailfinder 0.00 0.38 1.00
insurance 0.05 0.52 0.91
car-starts 0.75 0.93 1.00
water 0.00 0.23 0.56

Table 5.1: Value of p∗cpt for several networks, assuming that their parameters are
equal to the true distributions. The minimum, mean, and maximum is taken over
all CPTs.

fragment can be represented by a CPT p(Evidence|Root), which maps evidence
variables to the fragment root variable. This CPT can be computed by multiplying
all CPTs in the fragment and marginalizing out all other variables. The values
in this CPT do not correspond directly to model parameters. However the lower
bound psup can be verified once the CPTs have been set.

5.3 Voting Properties

In this section we derive several properties of the voting perspective, based on the
assumption that psup > 0.5.

First, we have to define a support counter for each state of a variable:

Definition 8 The support counter nhi of state hi of a variable H is equal to the
number of factors that support hi:

nhi
= |{φk|hφk

= hi}|, (5.7)

where | · | denotes set cardinality and hφk
denotes the supported state from the

k-th fragment of H (Definition 2). Thus, variable H with m states is associated
with a support counter set NH = {nh1 , . . . , nhm

}.
These counters are the number of votes each state got, in the voting perspective
from Chapter 3.

For example, consider a variable H with three fragments and a sequence of
factor supports hφ1 = h1, hφ2 = h1 and hφ3 = h2. If H has 3 states, then we
would obtain the counter set NH = {2, 1, 0}.

Recall that psup denotes the lower bound on the probability that any obtained
support is adequate. We can express the probability that a certain state of a
variable H is the true state, given psup and the observed support counters. First
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we consider the case where all pcpt are equal, and thus psup is equal to all pcpt. In
this case, psup is exactly the probability of getting an adequate support.

Suppose that h1 is the true state of a variable H. If we would observe a
sequence of supports

{h3, h1, h1, h2, h1}, (5.8)

the adequacies of the supports in this sequence are, given that h1 was the true
state,

seq = {inadequate, adequate, adequate, inadequate, adequate}. (5.9)

Since psup is the probability of getting a support for the true state, and 1 − psup

the probability of getting a support for any of the other states, the probability of
this particular sequence is

(1 − psup) · psup · psup · (1 − psup) · psup = p 3
sup (1 − psup)2. (5.10)

In general, the probability of observing a certain sequence of adequacies, de-
noted by seq, given that the true state is hi, can be expressed as

p(seq|h∗ = hi) = p
nhi

sup (1 − psup)N−nhi , (5.11)

where nhi
is the number of supports for state hi, and N is the total number of

supports.
From this expression we can show an interesting property of the voting per-

spective from Chapter 3. Namely, we can write the probability that a certain state
wins the voting, given that it is the true state. The winner is the state with the
greatest support counter, hwin = arg maxhi

nhi
. In other words, the probability

that the true state got the greatest counter is

p(hwin = hi|h∗ = hi) =
∑
seq

p(hwin = hi, seq |h∗ = hi) (5.12)

=
∑
seq

p(hwin = hi|seq) p(seq |h∗ = hi) (5.13)

=
∑

seq:hi

p(seq |h∗ = hi) (5.14)

≥
N∑

m=�N/2�

∑
seq:nhi

=m

p(seq |h∗ = hi) (5.15)

=
N∑

m=�N/2�

(
N

m

)
p m

sup (1 − psup)N−m. (5.16)

We applied the following steps: First, we write the expression as a marginalization
of the joint probability over all possible sequences. This joint is then factorized,
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and simplified because the probability that a certain state wins is conditionally
independent of the true state, given a sequence. The probability that hi wins the
voting, given a certain sequence, is a deterministic relation, and we can combine
it with the sum. Namely, seq : hi denotes all sequences in which hi is the winner.
We then apply a lower bound. Namely, we restrict the sum to all sequences in
which hi got at least half of the votes. This is a subset of all sequences in which hi

won. We then split the sum, into a sum over the number of votes hi got (m), and a
sum over seq : nhi = m, which denotes all sequences in which the support counter
for hi is equal to m. From (5.11), we see that the probability p(seq |h∗ = hi) is
equal for equal nhi

. Hence, we can replace summing over seq : nhi
= m with

multiplying with the number of sequences in which hi has m votes, which is given
by the binomial coefficient. Lastly, we filled in the expression from (5.11).

We see that the lower bound (5.16) is a form of a cumulative binomial distri-
bution. This expression has the known property that its value is greater than psup

if psup > 0.5 [LS97]. We can conclude from this derivation that if psup > 0.5, then
voting will, with at least 0.5 probability, choose the true state of H. Furthermore,
this probability will converge to 1 if psup increases. The probability also in general
increases with the number of supports (votes). It can also be shown that if not
all pcpt are equal, and psup is the smallest pcpt, then the same lower bound holds
[WM04].

This result indicates a relation between the values in Table 5.1 and the accu-
racy scores of the voting algorithm in Table 3.4. It explains why the accuracy of
voting algorithm is high for the networks which have a high psup.

Equation (5.16) implies that voting can be accurate as long as we know that
psup > 0.5. This has an important implication for cases in which we have very
little training data to estimate the model parameters on. In such cases, we are very
unsure about the quality of the estimated parameters, and about the accuracy
of state estimation using those parmeters. However, even for small training data
sets, it is often possible to assume a lower bound on psup with high confidence.
The parameter estimates are based on frequencies of observations in the data
set, sampled from the true distribution in nature. If the sample size is small,
the frequencies might not represent the true distribution well. However, through
binomial proportion confidence intervals [BCD01] we can compute intervals of
values in which the true frequencies lie with high confidence. By taking the lower
bound of those intervals, we can make a confident estimate of a lower bound on
psup. This in turn implies a lower bound on the accuracy of the voting perspective.

If the voting algorithm from Chapter 3 is applied on a Bayesian network tree,
this result implies that if pcpt > 0.5 for every CPT in the tree, the accuracy of
the algorithm’s state estimation is also greater than 0.5. A tree Bayesian network
corresponds to a factor graph where each factor node has at most 2 neighbors. If
each incoming message at a variable node is correct with probability greater than
0.5, then the outgoing messages to the neighboring factor nodes are also correct
with probability greater than 0.5. If the incoming message at a factor node is
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correct, then outgoing message to the other neighbor is correct with probability
of at least pcpt. This reasoning can be followed from the evidence nodes to every
other node in the factor graph. The state estimation accuracy increases with the
pcpt’s and with the branching factor of the tree.

To continue the main line of thought, we can use Bayes’ rule on (5.11) to write

p(h∗ = hi|seq) =
p

nhi
sup (1 − psup)N−nhi p(h∗ = hi)∑

j p
nhj

sup (1 − psup)
N−nhj p(h∗ = hj)

. (5.17)

The value of this expression is the basis for the confidence measure on the
state estimation result. The priors p(h∗ = hi) depend on the precise parameter
values in the Bayesian network. However, we want to avoid having the confidence
measure depend directly on the precise parameter values, since they can be wrong.
Therefore, we choose to set the priors p(h∗ = hi) to be uniform. This also
simplifies the derivations in the next sections. Given this choice,

p(h∗ = hi|seq) =
p

nhi
sup (1 − psup)N−nhi∑

j p
nhj

sup (1 − psup)
N−nhj

. (5.18)

From this we can make the following observation. p(h∗ = hi|seq) is propor-
tional to p(seq|h∗ = hi), and the latter increases monotonously with the support
counter nhi

. Therefore, the state with greatest counter (the voting winner) is the
one with the greatest probability of being the true state.

5.3.1 Filtering

Given the derivation from the previous sections, we present an algorithm that can
filter out wrong state estimation results. It is based on the idea that the number
of factors supporting a state can be used as a confidence measure.

From (5.18) we can see that for a fixed N , an increase of the support counter for
a specific state hi will increase the probability that hi is the true state, assuming
that psup > 0.5. Thus, we can use the support counters as a confidence measure
for the state estimation result. Namely, we reject the state estimation, if the state
with the maximum posterior probability is not associated with a support counter
that exceeds some threshold τ . This approach is implemented by Algorithm 3.

Essentially, this algorithm compares the outcome of state estimation based
on exact inference, with state estimation through voting on supports. If the two
methods disagree on the estimation, the algorithm rejects the estimation. Shifting
the threshold τ is essentially shifting the minimum votes required to win the voting
part.

Shifting τ makes the voting more (or less) critical. Namely, if τ is lower than
�N/2�, it can accept more than 1 state as the state estimation. For example, if
N = 7 and τ = 2, and two states get 4 and 3 votes, both win. In this case, it
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Algorithm 3: Filtering Algorithm
Compute p(H|E) over variable H;
Compute set of support counters NH = {nh1 , . . . , nhm

};
Determine the state with the highest posterior probability:
hmax = arg maxhi

p(hi|E);
if nhmax

< τ then
Reject the state estimation based on p(H|E);

end

is easier for exact inference and voting to agree. On the other hand, making τ
larger than �N/2�, creates cases where the voting does not let any state win. If
τ = 5, and the number of votes are 3 and 4, neither state wins, and in this case
voting and exact inference always disagree.

Since the confidence measure depends on the voting scheme, it inherits the
voting properties outlined in the previous section. One of these properties is the
insensitivity to small parameter value changes. Namely, a measure that depends
directly on a posterior distribution over is more sensitive to small errors in the
model parameters. If the model contains slight errors, such a confidence measure
can be erroneous as well. The measure presented here is insensitive to small
changes in parameter values, and therefore it will work equally well on models
with small errors.

By increasing τ we raise the minimum required support counter for the most
probable state. Since a greater support counter implies a greater probability of
that state being the true state, increasing τ improves the expected accuracy of
the cases that pass through the filter. That is, the state estimations that pass
the filter are more likely to be correct. For a set of state estimations, this means
that the fraction of true positives and negatives compared to false positives and
negatives that pass through the filter grows. The downside of increasing τ is that
it creates a larger set of undecided cases.

If we fix τ to �N/2�, then we accept state estimation hmax if it got at least
half of the supports. Equation (5.16) implies that the probability that the true
state will get at least half of the supports is greater than 0.5. This probability
increases with psup and with the number of supports. Similarly, we would reject
state estimation hmax if it got less than half of the supports. From (5.16) it
also follows that the probability that a non-true state will get more than half of
the votes is less than 0.5, and decreasing with psup and the number of supports.
Thus, any cases that pass through the filter are most likely to be correct state
estimations, and any cases that are rejected by the filter are most likely to be
incorrect state estimations. This holds for any value of τ . However, higher τ
creates more rejected cases, which might be unwanted, while lower τ does not
reject many cases at all.
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Figure 5.2: State estimation accuracy as a function of different thresholds τ .
Stars, diamonds and circles correspond to psup = 0.6, psup = 0.7 and psup = 0.8,
respectively.

5.3.2 Experiments

The filtering effectiveness is illustrated in an experiment. Data was sampled from
a fictitious generative model, a Bayesian network with a tree topology, consisting
of 3 layers and a branching factor of 7. All variables had two states, and the CPTs
are chosen such that psup could be controlled. Each sampled set of observations
was inserted in a network that was identical to the generative model; thus we
used the true model for the state estimation.

Figure 5.2 shows the state estimation accuracy, after rejecting the cases that
did not reach the threshold. The horizontal axis represents threshold τ while the
vertical axis represents the percentage of correct state estimations. The curves
correspond to different values of psup, namely 0.6, 0.7, and 0.8. The curves show
that the filtering effectiveness is a function of psup and threshold τ . For example,
the curve with diamonds corresponds to psup = 0.7. By using τ = 5 the percentage
of incorrect state estimations was reduced by approximately 50%.

With higher thresholds, the number of estimations that get rejected also grows.
Figure 5.3 shows the percentage of rejected estimations, as a function of the
threshold, for different values of psup.

If we had large amounts of real world data we could obtain an optimal rejec-
tion threshold with the help of ROC curves [DH73]. However, we often deal with
applications where the available quantity of data does not allow reliable deter-
mination of the thresholds. The objective of the filter is to find incorrect state
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Figure 5.3: Percentage of rejected state estimations as a function of different
thresholds τ . Stars, diamonds and circles correspond to psup = 0.6, psup = 0.7
and psup = 0.8, respectively.
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Figure 5.4: Confusion matrix for the filtering algorithm.

estimations, because these can have disastrous consequences. So a true positive
is a case in which the state estimation was incorrect, and the filter rejected it. A
true negative is a case in which the state estimation was correct, and the filter
accepted it, as shown in Fig. 5.4. For this experiment, the ROC curves are shown
in Figure 5.5. The figure tells us that for this experiment, τ = 5 is the optimal
threshold.

A filtering method like this is useful in applications where an incorrect state
estimation could have devastating consequences, while investigating estimations
that are rejected is less costly. For example, a fire in a remotely observed section
of a chemical plant can be detected with relatively unreliable sensors. A failure
to detect the fire could result in a catastrophe. Activation of a flag indicating a
potentially incorrect state estimation could prompt a human operator to zoom
in with a camera or send a remotely controlled robot. In this case, the damage
caused by an incorrect state estimation outweighs the cost of an alternative mode
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Figure 5.5: ROC curves for the filtering algorithm. Stars, diamonds and circles
correspond to psup = 0.6, psup = 0.7 and psup = 0.8, respectively.

of observation involving manual work. Of course, this will not work when the
number of false alarms are too high.

5.4 Localization of Inadequacies

5.4.1 Factor Adequacy

In this section we present an algorithm that can localize the causes of inadequate
factor supports. First we introduce a new measure, factor consistency, which
describes the degree to which factors ‘agree’ with each other. Given a variable H,
we call a set of factors ΦH consistent iff they support the same state

∀φk, φl ∈ ΦH hφk
= hφl

(5.19)

Since there is only one true state h∗, it is clear that if each factor in ΦH is
adequate, then that set must be consistent.

Consequently, if a set of factors is not consistent, then some of the factors
in that set are inadequate, that is they violate (3.17). In that case we should
determine which of the factors in an inconsistent set are inadequate. For this, we
derive a consistency measure, indicating how consistent a certain factor is with
the rest of the factors.

Recall Equation (5.18), the expression for the probability of a state being the
true state, given a sequence of factor supports. We are interested in the conditions
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under which this probability is greater or smaller than 0.5.
Let us first look at p(h∗ = hi|seq) > 0.5. For brevity, let p denote psup here,

and ni denote nhi
. The lower bound is satisfied if

pni(1 − p)N−ni∑
j pnj (1 − p)N−nj

>
1
2

⇔

2pni(1 − p)N−ni > pni(1 − p)N−ni +
∑
j �=i

pnj (1 − p)N−nj , (5.20)

⇔ pni(1 − p)N−ni >
∑
j �=i

pnj (1 − p)N−nj . (5.21)

Note that the right hand side sums over all states j, except for i. This inequality
is difficult to simplify further, because of the sum term. However, we can take an
upper bound of the right hand side of the inequality. An upper bound for the sum
over a set x is the size of the set times the maximum element: |x|maxx ≥ ∑

x.
Recall that m denotes the number of states of H. Inequality (5.21) is true if the
following inequality is true

⇐ pni(1 − p)N−ni > (m − 1)max
j �=i

pnj (1 − p)N−nj . (5.22)

⇔ (1 − p)N

(
p

1 − p

)ni

> (1 − p)N (m − 1) max
j �=i

(
p

1 − p

)nj

. (5.23)

Let c denote p/(1 − p). Note that p = psup > 0.5 implies c > 1. Then this
becomes:

⇔ cni > (m − 1)cmaxj �=i nj , (5.24)

and taking the logarithm, we get:

⇔ ni − max
j �=i

nj >
log(m − 1)

log c
. (5.25)

Next we consider p(h∗ = hi|seq) < 0.5. Taking the same steps as above, we
get

pni(1 − p)N−ni <
∑
j �=i

pnj (1 − p)N−nj . (5.26)

We now take a lower bound of the right hand side of the inequality. A lower
bound for the sum over a set x is the maximum element of the set: maxx ≤ ∑

x.
Inequality (5.26) is true if the following is true

⇐ pni(1 − p)N−ni < max
j �=i

pnj (1 − p)N−nj . (5.27)
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Applying the same steps as above, we get

⇔ cni < cmaxj �=i nj , (5.28)

⇔ ni − max
j �=i

nj < 0. (5.29)

Recall that ni denoted nhi . Apparently either bound is satisfied depending on
the value of the expression nhi

− maxj �=i nhj
. It’s value is the support counter of

a state hi minus the maximum counter among the other states. In this sense it is
a measure for the consistency of any factor that supports hi. Namely, the greater
the consistency measure value, the more factors ‘agree’ with this factor, hence it
is more consistent.

Definition 9 The consistency measure for a factor φk ∈ ΦH is expressed as:

CH(φk) = nhi − max
j �=i

nhj , (5.30)

where hi is the state supported by factor φk.

We now have the following implications:

CH(φ) < 0 ⇒
p(h∗ = hφ|seq) < 0.5 (5.31)

CH(φ) >
log(m − 1)

log[psup/(1 − psup)]
⇒

p(h∗ = hφ|seq) > 0.5 (5.32)

These implications give bounds on the probability of an adequate factor support,
given its consistency measure. This consistency measure is an easily observable
quantity (through the counters nhi

), that can indicate whether a particular sup-
port is adequate. For example, if a factor support has a negative consistency
measure, it is probably inadequate.

Implication (5.32) is not trivial to interpret, since the condition depends on
the unknown value c = psup/(1 − psup). Note that the consistency measure can
only take integer values. For example, if log(m − 1)/ log c = 0.2, then CH = 1 is
sufficient to satisfy the inequality. If log(m − 1)/ log c = 0.7, then CH = 1 is also
sufficient. It is clear that the value of the consistency measure that satisfies the
inequality is quite insensitive to the precise value of c. For each value of CH and
m, we can compute the interval of values for c (or psup) for which the inequality is
satisfied. Table 5.2 shows the lower boundary of that interval for different values
of CH and m. For example, if the number of states m = 4, then psup has to be
greater than 0.63 in order to have CH = 2 satisfy (5.32). If the variable is binary
(m = 2), then CH = 1 is always sufficient.
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CH = 1 CH = 2
m = 2 0.50 0.50
m = 3 0.66 0.58
m = 4 0.75 0.63
m = 5 0.80 0.66

Table 5.2: Minimum value of psup that is sufficient to satisfy (5.32) given a certain
value of CH and number of states m.

5.4.2 Localization

Using the derivation results from the previous section, we can identify parts of
fragments that are likely to contain the cause of an inadequate support. The
method is based on a comparison of the support adequacy at different nodes in
the graph. This comparison gives an indication of the existence of causes in the
part between the nodes.

First we need to define a more local notion of adequacy.

Definition 10 (Adequate CPT) A CPT p(A|B) is adequate (in a particular
case) if the following is true: if one of the two variables is instantiated to its true
state, then the true state of the other variable is the most likely state, i.e. the
supported state.

Essentially, Definition 4 of adequacy for factors is a specific case of this definition.
After all, we can capture an entire fragment in one CPT p(Evidence|Root), and
the evidence variables are always set to their true state. Hence, if the factor is
adequate and supports the true state of the root variable, the CPT is adequate
following the above definition. Another observation we can make is that every
CPT in a fragment is adequate in a given case, the factor corresponding to that
fragment is also adequate. The opposite is not necessarily true.

Consider a network section as shown in Figure 5.6(a). It contains at least
two nodes, X and Y , both being the root of several fragments (denoted by small
circles). One of the fragments of X connects X to Y .

First we consider one particular fragment FY
k rooted in Y , and its correspond-

ing factor φk (see Figure 5.6(b)). Given the evidence inserted in this fragment,
we can compute the consistency measure CY (φk) at node Y . Implications (5.31)
and (5.32) can then indicate whether the factor FY

k is likely to be adequate.
Next, let F ′ be fragment FY

k plus the part between X and Y (see Fig-
ure 5.6(c)). F ′ would be a fragment of X if we would remove all fragments
of Y except FY

k from the graph. Let φ′
k be its corresponding factor. Let the value

of this factor be computed by instantiating variable Y with the state supported
by φk. With the value of the factor we can determine the consistency measure
CX(φ′

k) at node X for fragment F ′ (see Figure 5.6c). This gives an indication of
the adequacy of factor φ′

k.
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Figure 5.6: (a) Network section. X and Y are nodes, the small circles denote ar-
bitrary (conditionally independent) network parts, and the double arrows denote
arbitrary connections (possibly through other nodes). (b) Consistency at node Y .
(c) Consistency at node X.

Multiplying the CPTs of all nodes in the part between X and Y , including Y ,
and marginalizing all variables except X and Y , results in a CPT p(Y |X). The
combination of the adequacies of the two factors tells us about the adequacy of
this CPT.

First, we consider the case where both X and Y are binary variables. With
respect to the CPT p(Y |X), two situations are possible: either (i) observing
Y = y1 supports X = x1, and y2 supports x2, or (ii) observing y1 supports x2,
and y2 supports x1. An adequate CPT maps the true state of Y to the true state
of X, and therefore also the other (non-true) state of Y to the non-true state
of X. If a factor is adequate up to Y , i.e. it supports the true state of Y , and
the extended fragment supports the true state of X, the CPT is adequate. If a
fragment supports the false state at Y , but the extended fragment will support
the true state at X, the CPT must be inadequate. Using this reasoning, we can
derive a localization rule for every combination, as shown in Table 5.3.

In the case of multi state variables, the mapping from true state to true state,
and from non-true to non-true, does not always hold. Therefore, we can only
judge the adequacy of the CPT if the support at Y is adequate. In other cases,
the adequacy of the CPT is unknown. These localization rules are shown in
Table 5.4. If the consistency measure values were not high or low enough to use
(5.32) or (5.31), then the adequacy of the CPT is also considered unknown.
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factor φ′
k(X) factor φk(Y ) p(Y |X) is adequate?

adequate adequate ⇒ yes
adequate inadequate ⇒ no

inadequate adequate ⇒ no
inadequate inadequate ⇒ yes

Table 5.3: Localization rules if X and Y are binary variables.

factor φ′
k(X) factor φk(Y ) p(Y |X) is adequate?

adequate adequate ⇒ yes
adequate inadequate ⇒ unknown

inadequate adequate ⇒ no
inadequate inadequate ⇒ unknown

Table 5.4: Localization rules for multi state variables.

In other words, we compare the consistency at two adjacent fragment roots
and classify the CPT between those nodes as either (i) inadequate, (ii) adequate,
or (iii) unknown. We can show that if a CPT is not classified as unknown, then
the classification is correct in the majority of cases.

Proposition 1 (Fault Localization) Given psup > 0.5, the localization rules
in Table 5.3 and 5.4 will correctly determine whether CPT p(Y |X) is adequate or
not with more than 0.5 probability.

Proof Consider an arbitrary node A. If for this node and factor φ we observe
CA(φ) > log(m−1)

log c then we assume that the state supported by φ is equal to the
true state of A, a∗. Equation (5.32) says that, given psup > 0.5, the probability
that this assumption is correct, p(a∗ = aφ|seq), is larger than 0.5. seq is the
sequence of supports as defined in Section 5.3.

Analogously, if for an arbitrary node A and factor φ we observe CA(φ) < 0
then we assume that the state supported by φ does not equal a∗. Equation (5.31)
implies that, given psup > 0.5, the probability that this assumption is correct,
1 − p(a∗ = aφ|seq), is larger than 0.5.

Thus, we make the correct assumption about the (in)adequacy of a factor with
probability pc > 0.5.

First, consider the case that X and Y are binary variables. We correctly
classify the CPT, if the assumption about the factor (in)adequacy is correct at
both variables. If the assumption at both variables is incorrect, we will make the
same classification. Therefore, the probability of making the correct classification
id p 2

c + (1 − pc)2. This probability is greater than 0.5 if pc > 0.5.
Next, consider the multi-state case. Suppose factor φk of Y was really in-

adequate. Then it would only be correct to classify p(Y |X) as unknown. This
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will happen if φk is correctly assumed to be inadequate, which has a probability
pc > 0.5.

Suppose factor φk was really adequate. Then wrongly assuming this factor to
be inadequate will lead to a classification as unknown, which is not considered
wrong. The correctness of the classification will depend on correctly assuming the
(in)adequacy of factor φ′

k of X, which has a probability of pc > 0.5. �

This procedure can be repeated for each fragment rooted in Y , each time
getting an adequacy classification of the part corresponding to p(Y |X). These
classifications can be combined through majority voting, ignoring all unknown
classifications. We can apply fault localization to all non-leaf nodes by running
Algorithm 4.

Algorithm 4: Localization Algorithm
for each fragment root X do

for each fragment FX
k of X do

Let Y be the nearest fragment root within FX
k ;

for each fragment FY
l of Y do

Compute CX(φ′) and CY (φ) for FY
l ;

Using (5.32), (5.31), and the rules in Table 5.3 and 5.4, classify
CPT p(Y |X);

end
Use majority voting on all classifications of CPT p(Y |X) based on
different FY

l ;
end

end

We observe the following property of Algorithm 4: The effectiveness of the al-
gorithm is increased by the majority voting at the end of the algorithm. Since each
vote is correct with more than 0.5 probability (see Proposition 1), the expected
localization accuracy increases. Furthermore, this accuracy converges asymptoti-
cally to 1 if the branching factors increase, because this amounts to more votes.
These kind of properties cannot be shown for the related data conflict and straw
model approaches.

Getting a classification as unknown is not likely to occur. Namely, psup > 0.5
implies that in the majority of cases the support at Y will be adequate. Further-
more, the majority voting in Algorithm 4 can compensate for a classification as
unknown, if the other fragments of Y produce non-unknown classifications.

Consider the situation where a fragment of X does not contain a fragment
root node Y . In that case, we can use the consistency measure of the factor
corresponding to that fragment to directly determine the adequacy of the factor.
This allows us to also localize inadequacies in leaf node CPTs.
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5.4.3 Experiments

To verify our claims and illustrate some of the properties of Algorithm 4 we applied
it to several synthetic networks, in which we purposely introduced inadequacies.
We also applied it to a real network, which we adapted such that it represents an
oversimplification of the problem domain, thus introducing additional inadequa-
cies.

Synthetic Networks

We generated Bayesian networks with a tree-shaped graph with fixed branching
factor and 4 layers. We initialized all CPTs randomly, but such that the prob-
ability of a CPT being adequate in a particular case could be controlled. We
call this probability pcpt and let it take values 1, 0.95, . . . , 0.4. Then we generated
1000 data cases from each generated network, making all variables hidden, ex-
cept for the leaves. We then ran inference on each case, applied the Localization
Algorithm, and observed its output.

The output was then compared with the ground truth, i.e. which CPTs really
were inadequate for the given data case. This ground truth was known to us from
the complete sampled data set, without hidden variables. Given the inadequate
CPTs that were present for a given case, we recorded the percentage of inadequate
CPTs that the algorithm managed to detect (hit rate) and the percentage of
detections that turned out to be false alarms.

We applied this procedure on networks with varying branching factors (but
the same general structure). The results are plotted in Figure 5.7. The three top
curves show the hit rate, and the three bottom curves correspond to false alarm
percentage. Each of the three lines correspond to different values of pcpt. The
figure confirms that higher branching factors increase the algorithm’s effectiveness,
for all values of pcpt. The effectiveness also seems to converge to 1 for higher
branching factors.

Next, we varied the number of states per variable in Figure 5.8. The different
curves correspond to different numbers of states, and the horizontal axis to pcpt.
One observation we can make is that at a certain point the effectiveness of the
algorithm becomes too low to be usable. This is the point where on average almost
half of the CPTs are inadequate. In that situation the inadequate CPTs cannot
be discerned from the adequate CPTs anymore. However, in such a situation, the
network is not likely to be useful for state estimation anymore.

Figure 5.8 also shows that the algorithm performs better on networks with
more variable states. This can be explained by the fact that in such cases inad-
equate factor supports are spread over more states. For example, suppose that
in a certain case a variable is in state 1, but an inadequate fragment supports
a different state. If a variable has more than 2 states, this inadequate factor
can support one state among more alternatives. Thus, on average, the difference
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Figure 5.7: The effect of branching factors on a network with 4-state variables, for
different values of pcpt: 0.9 (dash-dotted), 0.7 (solid), 0.5 (dashed). Top curves
show hit rate (HR), bottom curves show percentage of false alarms (FA).
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Figure 5.8: The effect of variable states on a network with branching factor 5, for
different values of pcpt. Number of states: 2 (dashed), 3 (solid), 4 (dash-dotted).
Top curves show hit rate (HR), bottom curves show percentage of false alarms
(FA). The dotted line shows the worst case scenario for 3 and 4 states.
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Figure 5.9: Network structure used for the experiment with the real network.

between the support counter of the true state and the other counters increases,
making the true state more easily distinguishable. For example, given counters
N = {3, 2}, a factor supporting state 1 would have a consistency measure of 1,
while for N = {3, 1, 1} it would be 2. Note that the amount of spread also in-
fluences the quality, as can be seen from the dotted line in Figure 5.8. This line
shows the effectiveness if we fix only one alternative state. That is, if a factor
is inadequate it will always support the same alternative state, which on aver-
age decreases the value of the consistency measure. For example, N = {3, 0, 2}.
This worst case scenario is equivalent to localization in binary state Bayesian net-
works. We expect real networks to be somewhere in between the worst and best
case scenario.

Real Data

Next, we tested the algorithm on a real network, namely a subgraph of the Munin
medical diagnosis network [AJA+89] (see Figure 5.9 for the subtree structure).
This tree is a simplification of the Munin problem domain. We first chose the
network structure and then set the parameters to their maximum likelihood value
using a data set sampled from the original network. Obviously, when we would
attempt to classify cases using this simple Bayesian network, many wrong state
estimations will occur because of the simplification. The question is whether the
algorithm can detect these wrong estimations and localize their causes.

We applied the algorithm on the tree network for a set of sample cases gen-
erated by the complete network. Since the state of all (hidden) variables in all
cases was known to us (but not to the network), we knew which CPTs were inad-
equate. On the tree network, the algorithm found 75.7% of all inadequate CPTs,
while producing 20.9% false positives, which confirms that the algorithm can be
effective in a real world setting, even for an oversimplified model.
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5.4.4 Inadequacy or Inaccuracy

We can distinguish between inadequate CPTs due to rare cases, and inaccurate
fragments due to modeling errors only by their frequency of occurrence (as they
both violate (3.17)). Inaccurate are those CPTs that do not satisfy (3.19), and
thus are not support-equivalent to the true distribution. The frequency can be
observed by performing fault localization on a Bayesian network for a large set
of cases. If a certain CPT is identified as inadequate for a large number of those
cases, this is an indication that the CPT parameters might not correctly capture
the relations as described by (3.19). Note that the assumption that psup > 0.5
for a particular fragment is still valid if a sufficient majority of the CPTs in that
fragment correctly capture those relations. This is a plausible assumption, since
we can expect that experts or learning algorithms can easily identify such simple
relations for most CPTs.

Alternatively, it might be possible to find model errors by localizing faults on
a case from the domain which one knows is not rare. In other words, a case for
which we know that the true state of every node is the most likely state given the
evidence. This excludes the possibility for inadequacies due to a rare case. Any
found inadequacies are then probably caused by modeling errors.

5.5 Conclusion

This chapter expanded the voting perspective from Chapter 3. In that chapter,
we defined an adequate factor (or vote) as one that supports the true state of a
variable. In this chapter we focussed on the probability psup of encountering such
an adequate factor. We derived conditions under which this probability is greater
than 0.5. CPTs that satisfy these conditions were called ‘well-distributed’.

This lower bound of 0.5 has important consequences for the properties of
voting perspective. We showed that the probability that the true state wins the
voting is greater than 0.5, and converges to 1 if psup increases.

We derived an expression for the probability that a certain state is the true
state given the observed votes. Voting always chooses the state for which this
expression has the greatest value. We showed that the value of this expression for
the true state increases as the number of votes increases. The number of votes
depends on the number of fragments rooted in a node, and hence this branching
factor has an significant influence on the quality of the algorithms that use the
voting perspective.

Based on that expression, we proposed to use the number of supports for a
particular state as a coarse confidence measure for the state estimation result. The
coarseness of the measure makes it less sensitive to small changes in parameter
values. We showed that a filtering algorithm based on that measure is effective in
rejecting incorrect state estimations. On a tree network where 20% of the supports
are inadequate, the algorithm can find 90% of incorrect state estimations, while
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producing only 15% false alarms. If a large set of data is available, we can use
ROC curves to determine the optimal threshold on the confidence measure.

Finally, we introduced a measure for the consistency among a set of supports.
We derived implications that set bounds on the probability that a certain state is
the true state, given the observed consistency measure. These implications are the
basis for an algorithm that can localize inadequate CPTs in a Bayesian network.
On networks where 20% of the CPTs are inadequate, the algorithm found 90% of
all inadequate CPTs, while producing only 5% false alarms. An advantage of this
method is that the effectiveness of the algorithm can be shown to increase and
converge to 1 with increasing number of fragments (votes), and with increasing
psup.

The localization algorithm can discover CPTs that are inadequate in a partic-
ular case. By applying the localization algorithm to many different cases obtained
in different situations, we can localize CPTs which are inadequate in the majority
of the cases. Such CPTs represent modeling errors. That is, they do not satisfy
inequality relations (3.19) with the true distributions in ‘nature’. Such erroneous
CPTs can then be repaired manually or through learning.

Errors cannot be avoided if a model is used in changing domains and the
learning examples or expertise that generated the model did not capture the
characteristics of the new domain. Fault localization can be especially useful in
domains which change sufficiently slowly, allowing us to discover inadequate CPTs
and adapt the model gradually to the new domain.

In a given case, the inadequate CPTs most likely form a minority. When
certain CPTs contain errors they will likely be inadequate in most cases. However,
as long as the number of modeling errors remains low, the inadequate CPTs
remain a minority, and the algorithm can still be effective. The experiments
illustrate this. The existence of an error will slightly decrease psup, but if it
remains high enough, inadequate CPTs can still be localized.

5.5.1 Network Limitations

The presented approach is suitable for networks with a ‘tree-like’ structure and
many conditionally independent network fragments. Such models can be rel-
evant for a variety of applications. For example, for monitoring systems that
are based on fusing large quantities of heterogeneous and uncertain information
[dOPH07, PdOM+07, PdOM+08]. In such settings, we can assume that each event
is significantly influenced by only a small fraction of other events. For example,
in monitoring systems, hardware components or reports from one sensor do not
influence hardware or reports from another sensor. The corresponding Bayesian
networks typically consist of several network fragments which are conditionally
independent given small sets of variables.

In more connected networks, the instantiation of certain variables can cause
parts of the network to become conditionally independent. In some application



98 Fault Analysis

we could for example assume that variables associated with risk factors will be
instantiated. Furthermore, simple tree networks with high branching factors,
such as naive Bayesian networks, have been reported to perform well, despite
oversimplifying the problem domain.


