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Chapter 1

Quantum cryptography

Cryptography is the art of secrecy. Nearly as old as the art of writing itself, it
concerns itself with one of the most fundamental problems faced by any society
whose success crucially depends on knowledge and information: With whom do
we want to share information, and when, and how much?

1.1 Introduction

Starting with the first known encrypted texts from 1900 BC in Egypt [Wik], cryp-
tography has a fascinating history [Kah96]. Its goal is simple: to protect secrets
as best as is physically possible. Following our increased understanding of physi-
cal processes with the advent of quantum mechanics, Wiesner [Wie83] proposed
using quantum techniques for cryptography in the early 1970’s. Unfortunately,
his groundbreaking work, which contained the seed for quantum key distribu-
tion, oblivious transfer (as described below), and a form of quantum money, was
initially met with rejection [Bra05]. In 1982, Bennett, Brassard, Breitbart and
Wiesner joined forces to publish “Quantum cryptography, or unforgeable subway
tokens” which luckily found acceptance [BBBW82], leading to the by now vast
field of research in quantum key distribution (QKD). Quantum key distribution
allows two remote parties who are only connected via a quantum channel to gen-
erate an arbitrarily long secret key that they can then use to perfectly shield their
messages from prying eyes. The idea is beautiful in its simplicity: unlike with
classical data, quantum mechanics prevents us from copying an unknown quan-
tum state. What’s more is that any attempt to extract information from such a
state can be detected! That is, we can now determine whether an eavesdropper
has been trying to intercept our secrets. Possibly the most famous QKD protocol
known to date was proposed in 1983 by Bennett and Brassard [BB83], and is more
commonly known as BB84 from its 1984 full publication [BB84]. Indeed, many
quantum cryptographic protocols to date are inspired in some fashion by BB84.
It saw its first experimental implementation in 1989, when Bennett, Bessette,
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4 Chapter 1. Quantum cryptography

Brassard, Salvail and Smolin built the first QKD setup covering a staggering
distance of 32.5 cm [BB89, BBB+92]! In 1991, Ekert proposed a beautiful alter-
native view of QKD based on quantum entanglement and the violation of Bell’s
theorem, leading to the protocol now known as E91 [Eke91]. His work paved the
way to establishing the security of QKD protocols, and led to many other inter-
esting tasks such as entanglement distillation. Since then, many other protocols
such as B92 [Ben92] have been suggested. Today, QKD and its related problems
form a well-established part of quantum information, with countless proposals
and experimental implementations. It especially saw increased interest after the
discovery of Shor’s quantum factoring algorithm in 1994 [Sho97] that renders al-
most all known classical encryption systems insecure, once a quantum computer is
built. Some of the first security proofs were provided by Mayers [May96a], Lo and
Chau [LC99], and Shor and Preskill [SP00], finally culminating in the wonderful
work of Renner [Ren05] who supplied the most general framework for proving
the security of any known QKD protocol. QKD systems are already available
commercially today [Qua, Tec]. The best known experimental implementations
now cover distances of up to 148.7 km in optical fiber [HRP+06], and 144 km in
free space [UTSM+] in an experiment conducted between two Canary islands.

Figure 1.1: Encrypted pottery glaze
formula, Mesopotamia 1500 BC

Figure 1.2: QKD today

Traditional cryptography is concerned with the secure and reliable transmis-
sion of messages. With the advent of widespread electronic communication, how-
ever, new cryptographic tasks have become increasingly important. We would
like to construct secure protocols for electronic voting, online auctions, contract
signing and many other applications where the protocol participants themselves
do not trust each other. Two primitives that can be used to construct all such
protocols are bit commitment and oblivious transfer. We will introduce both
primitives in detail below. Interestingly, it turns out that despite many initially
suggested protocols [BBBW82, Cré94], both primitives are impossible to achieve
when we ask for unconditional security. Luckily, as we will see in Chapter 11
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we can still implement both building blocks if we assume that our quantum op-
erations are affected by noise. Here, the very problem that prevents us from
implementing a full-scale quantum computer can be turned to our advantage.

In this chapter, we give an informal introduction to cryptography in the quan-
tum setting. We first introduce necessary terminology, before giving an overview
over the most well-known cryptographic primitives. Since our goal is to give
an overview, we will restrict ourselves to informal definitions. Surprisingly, even
definitions themselves turn out to be a tricky undertaking, especially when en-
tering the quantum realm. Finally, we discuss what makes the quantum setting
so different from the classical one, and identify a range of open problems.

1.2 Setting the state

1.2.1 Terminology

In this text, we consider protocols among multiple participants P1, . . . , Pn, also
called players. When considering only two players, we generally identify them
with the protagonists Alice and Bob. Each player may hold a private input, that is
classical and quantum data unknown to the other players. In addition, the players
may have access to a shared resource such as classical shared randomness or
quantum entanglement that has been distributed before the start of the protocol.
We will refer to any information that is available to all players as public. A subset
of players may also have access to shared information that is known only to them,
but not to the remaining players. Such an input is called private shared input. In
the case of shared randomness, this is also known as private shared randomness.
The players can be connected by classical as well as quantum channels, and use
them to exchange messages during the course of the protocol. A given protocol
consists of a set of messages as well as a specification of actions to be undertaken
by the players. At the end of the protocol, each player may have a classical as
well as a quantum output.

A player is called honest, if he follows the protocol exactly as dictated. He is
called honest-but-curious, if he follows the protocol, but nevertheless tries to gain
additional information by processing the information supplied by the protocol in
a way which is not intended by the protocol. An honest player, for example, will
simply ignore parts of the information he is given, as he will do exactly as he
is told. However, a player that is honest-but-curious will take advantage of all
information he is given, i.e., he may read and copy all messages as desired, and
never forgets any information he is given.1 Yet, the execution of the protocol itself
is unaffected as the player does not change any information used in the protocol,

1Note that since an honest-but-curious player never forgets any information, he effectively
makes a copy of all messages. He will erase his memory needed for the execution of the protocol
if dictated by the protocol: his copy lies outside this memory.
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he merely reads it. But what does this mean in a quantum setting? Indeed,
this question appears to be a frequent point of debate. We will see in Chapter 2
that he cannot copy arbitrary quantum information, and extracting non-classical
information from a quantum state will necessarily lead to disturbance. Evidently,
disturbance alters the quantum states during the protocol. Hence, the player
actually took actions to alter the execution of the protocol, and we can no longer
regard him as honest. After examining quantum operations in Chapter 2 we will
return to the definition of an honest-but-curious player in the quantum setting.
Finally, a player can also be dishonest : he will do anything in his power to break
the protocol. Evidently, this is the most realistic setting, and we will always
consider it here.

An adversary is someone who is trying to break the protocol. An adversary
is generally modeled as an entity outside of the protocol that can either be an
eavesdropper, or take part in the protocol by taking control of specific players.
This makes it easier to model protocols among multiple players, where we assume
that all dishonest players collaborate to form a single adversary.

1.2.2 Assumptions

In an ideal world, we could implement any cryptographic protocol described be-
low. Interestingly though, even in the quantum world we encounter physical
limits which prevent us from doing so with unconditional security. Unconditional
security most closely corresponds to the intuitive notion of “secure”. A protocol
that is unconditionally secure fulfills its purpose and is secure even if an attacker
is granted unlimited resources. We happily provide him with the most powerful
computer we could imagine and as much memory space as he wants. The main
question of unconditional security is thus whether the attacker obtains enough
information to defeat the security of the system. Unconditional security is also
called perfect secrecy in the context of encryption systems, and forms part of
information-theoretic security .

Most often, however, unconditional security can never be achieved. We must
therefore resign ourselves to introducing additional limitations on the adversary:
the protocol will only be secure if certain assumptions hold. In practise, these as-
sumptions can be divided into two big categories: In the first, we assume that the
players have access to a common resource with special properties. This includes
models such as a trusted initializer [Riv99], or another source that provides the
players with shared randomness drawn from a fixed distribution. An example of
this is also a noisy channel [CK88]: Curiously, a noisy channel that neither player
can influence too much turns out to be an incredibly powerful resource. The sec-
ond category consists of clear limitations on the ability of the adversary. For ex-
ample, the adversary may have limited storage space available [Mau92, DFSS05],
or experience noise when trying to store qubits as we will see in Chapter 11. In
multi-player protocols we can also demand that dishonest players cannot commu-
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nicate during the course of the protocol, that messages between different players
take a certain time to be transmitted, or that only a minority of the players is
dishonest. In the quantum case, other known assumptions include limiting the
adversary to measure not more than a certain number of qubits at a time [Sal98],
or introducing superselection rules [KMP04], where the adversary can only make
a limited set of quantum measurements. When introducing such assumptions,
we still speak of information-theoretic security : Except for these limitations, the
adversary remains all-powerful. In particular, he has unlimited computational
resources.

Classically, most forms of practical cryptography are shown to be computa-
tionally secure. In this security model, we do not grant an adversary unlimited
computational resources. Instead, we are concerned with the amount of com-
putation required to break the security of a system. We say that a system is
computationally secure, if the believed level of computation necessary to defeat it
exceeds the computational resources of any hypothetical adversary by a comfort-
able margin. The adversary is thereby allowed to use the best possible attacks
against the system. Generally, the adversary is modeled as having only polyno-
mial computational power. This means that any attacks are restricted to time
and space polynomial in the size of the underlying security parameters of the
system. In this setting the difficulty of defeating the system’s security is often
proven to be as difficult as solving a well-known problem which is believed to be
hard. The most popular problems are often number-theoretic problems such as
factoring. Note that for example in the case of factoring, it is not known whether
these problems are truly difficult to solve classically. Many such problems, such
as factoring, fold with the advent of a quantum computer [Sho97]. It is an inter-
esting open problem to find classical hardness assumptions, which are still secure
given a quantum computer. Several proposals are known [Reg03], but so far none
of them have been proven secure.

In the realm of quantum cryptography, we are so far only interested in in-
formation-theoretic security: we may introduce limitations on the adversary, but
we do not resort to computational hardness assumptions.

1.2.3 Quantum properties

Quantum mechanics introduces several exciting aspects to the realm of cryptog-
raphy, which we can exploit to our benefit, but which also introduce additional
complications even in existing classical primitives whose security does not de-
pend on computational hardness assumptions. Here, we give a brief introduction
to some of the most striking aspects, which we will explain in detail later on.

1. Quantum states cannot be copied: In classical protocols, an adversary
can always copy any messages and his classical data at will. Quantum
states, however, differ: We will see in Chapter 2 that we cannot copy an
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arbitrary qubit. This property led to the construction of the unforgeable
subway tokens [BBBW82] mentioned earlier.

2. Information gain can be detected: Classically there is no way for an
honest player to determine whether messages have been read maliciously
outside the scope of the protocol. However, in a quantum setting we can
detect whether an adversary tried to extract information from a transmit-
ted message. This property forms the heart of quantum key distribution
described below. It also allows us to construct cheat-sensitive protocols, a
concept which is foreign to classical cryptography: even though we cannot
prevent an adversary from gaining information if he intends to do so, we
will be able to detect such cheating and take appropriate action. We will
return to this aspect in Chapter 2.

3. Uncertainty relations exist: Unlike in the classical world, quantum
states allow us to encode multiple bits into a single state in such a way
that we cannot extract all of them simultaneously. This property is closely
related to cheat-sensitivity, and is a consequence of the existence of uncer-
tainty relations we will encounter in Chapter 4. It is also closely related to
what is known as quantum random access codes, which will we employ in
Chapter 8.

4. Information can be “locked”: Another aspect we need to take into
account when considering quantum protocols is an effect known as lock-
ing classical information in quantum states. Surprisingly, the amount of
correlation between two parties can increase by much more than the data
transmitted. We will examine this effect for a specific measure of correlation
in more detail in Chapter 5.

5. Entanglement allows for stronger correlations: Entanglement is an-
other concept absent from the classical realm. Whereas entanglement has
many useful applications such as quantum teleportation and can also be
used to analyze the security of quantum key distribution, it also requires
us to be more cautious: In Chapter 9, we will see that the parameters of
classical protocols can change dramatically if dishonest players share entan-
glement, even if they do not have access to a full quantum computer. In
Chapter 10, entanglement will enable an adversary to break any quantum
string commitment protocol.

6. Measurements can be delayed: Finally, we encounter an additional ob-
stacle, which is also entirely missing from classical protocols: Players may
delay quantum measurements. In any classical protocol, we can be assured
that any input and output is fixed once the protocol ends. In the quan-
tum case, however, players may alter their protocol input retroactively by
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delaying quantum measurements that depend on their respective inputs.
Essentially, in a classical protocol the players will automatically be “com-
mitted” to the run of the protocol, whereas in the quantum setting this
property is entirely missing. This can make an important difference in re-
ductions among several protocols as we will see in Section 1.3.2 below.

1.3 Primitives

We now present an overview of the most common multi-party protocol primitives,
and what is known about them in the quantum setting. We already encountered
quantum key distribution (QKD) in the introduction. In this thesis, our focus
lies on cryptographic protocols other than QKD.

1.3.1 Bit commitment

Possibly the most active area of quantum cryptography in the early stages next
to QKD was quantum bit commitment: Imagine two mutually distrustful parties
Alice and Bob at distant locations. They can only communicate over a channel,
but want to play the following game: Alice secretly chooses a bit c. Bob wants to
be sure that Alice indeed has made her choice. Yet, Alice wants to keep c hidden
from Bob until she decides to reveal c. To convince Bob that she made up her
mind, Alice sends Bob a commitment. From the commitment alone, Bob cannot
deduce c. At a later time, Alice reveals c and enables Bob to open the commit-
ment. Bob can now check if Alice is telling the truth. This scenario is known as
bit commitment. Commitments play a central role in modern-day cryptography.

Figure 1.3: Schematic run of a BC protocol when Alice and Bob are honest.

They form an important building block in the construction of larger protocols
in, for example, gambling and electronic voting, and other instances of secure
two-party computation. In the realm of quantum mechanics, it has been shown
that oblivious transfer [BBCS92b] (defined in Section 1.3.2) can be achieved pro-
vided there exists a secure bit commitment scheme [Yao95, Cré94]. In turn,



10 Chapter 1. Quantum cryptography

classical oblivious transfer can be used to perform any secure two-party compu-
tation defined below [CvdGT95]. Commitments are also useful for constructing
zero-knowledge proofs [Gol01] and lead to coin tossing [Blu83]. Informally, bit
commitment can be defined as follows:

1.3.1. Definition. Bit commitment (BC) is a two-party protocol between Al-
ice (the committer) and Bob (the verifier), which consists of three stages, the
committing and the revealing stage, and a final declaration stage in which Bob
declares “accept” or “reject”. The following requirements should hold:

• (Correctness) If both Alice and Bob are honest, then before the committing
stage Alice picks a bit c. Alice’s protocol depends on c and any randomness
used. At the revealing stage, Alice reveals to Bob the committed bit c. Bob
accepts.

• (Binding) If Alice wants to reveal a bit c′, then

Pr[Bob accepts |c′ = 0] + Pr[Bob accepts |c′ = 1] ≤ 1.

• (Concealing) If Alice is honest, Bob does not learn anything about c before
the revealing stage.

Classically, unconditionally secure bit commitment is known to be impossi-
ble. Indeed, this is very intuitive if we consider the implications of the concealing
condition: This condition implies that exactly the same information exchange
must have occurred if Alice committed herself to c = 0 or c = 1, otherwise
Bob would be able to gain information about c. But this means that even if
Alice initially made a commitment to c = 0, she can later reconstruct the run
of the protocol as if she had committed herself to c = 1 and thus send the
right message to Bob to reveal c = 1 instead. Unfortunately, even quantum
communication cannot help us to implement unconditionally secure bit commit-
ment without further assumptions: After several quantum schemes were sug-
gested [BB84, BC90a, BCJL93], quantum bit commitment was shown to be im-
possible, too [May96b, LC97, May97, LC96, BCMS97, CL98, DKSW06], even in
the presence of superselection rules [KMP04], where the adversary can only per-
form a certain restricted set of measurements. In the face of the negative results,
what can we still hope to achieve?

Evidently, we need to assume that the adversary is limited in certain ways. In
the classical case, bit commitment is possible if the adversary is computationally
bounded [Gol01], if one-way functions exist [Nao91, HR07], if Alice and Bob are
connected via a noisy channel that neither player can influence too much [CK88,
DKS99, DFMS04], or if the adversary is bounded in space instead of time, i.e., he
is only allowed to use a certain amount of storage space [Mau92]. Unfortunately,
the security of the bounded classical storage model [Mau92, CCM98] is somewhat
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unsatisfactory: First, a dishonest player needs only quadratically more memory
than the honest one to break the security. Second, as classical memory is very
cheap, most of these protocols require huge amounts of communication in order
to achieve reasonable bounds on the adversaries memory.

Do we gain anything by using quantum communication? Interestingly, even
without any further assumptions, quantum cryptography at least allows us to
implement imperfect forms of bit commitment, where Alice and Bob both have
a limited ability to cheat. That is, we allow Alice to change her mind, and
Bob to learn the committed bit with a small probability. These protocols are
based on the fact that quantum protocols can exhibit a form of cheat sensitiv-
ity unavailable to classical communication [HK04, ATSVY00]. Exact tradeoffs
on how well we can implement bit commitment in the quantum world can be
found in [SR02a]. Protocols that make use of this tradeoff are cheat-sensitive,
as described in Section 1.2.2. Examples of such protocols have been used to im-
plement coin tossing [Amb01] as described in Section 1.3.2. In Chapter 10, we
will consider commitments to an entire string of bits at once. Whereas this task
turns out to be impossible as well for a strong security definition, we will see that
non-trivial quantum protocols do exist for a very weak security definition. Bit
commitment can also be implemented under the assumption that faster than light
communication is impossible, provided that Alice and Bob are located very far
apart [Ken99], or if Alice and Bob are given access to non-local boxes [BCU+06]
which provide superstrong non-local correlations.

But even a perfect commitment can be implemented, if we make quantum
specific assumptions. For example, it is possible to securely implement BC pro-
vided that an adversary cannot measure more than a fixed number of qubits
simultaneously [Sal98]. With current-day technology, it is very difficult to store
states even for a very short period of time. This leads to the protocol presented in
[BBCS92a, Cré94], which shows how to implement BC and OT (defined below) if
the adversary is not able to store any qubits at all. In [DFSS05, DFR+07], these
ideas have been generalized in a very nice way to the bounded-quantum-storage
model, where the adversary is computationally unbounded and is allowed to have
an unlimited amount of classical memory. However, he is only allowed a limited
amount of quantum memory. The advantages over the classical bounded-storage
model are two-fold: First, given current day technology it is indeed very hard to
store quantum states. Secondly, the honest players do not require any quantum
storage at all, making the protocol much more efficient. It has been shown that
such protocols remain secure when executed many times in a row [WW07].

1.3.2 Secure function evaluation

An important aspect of modern day cryptography is the primitive known as secure
function evaluation, and its multi-player analogue, secure multi-party computa-
tion, first suggested by Yao [Yao82]. Imagine that Alice and Bob are trying to
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decide whether to attend an unpopular administrative event. If Alice attends,
Bob feels forced to attend as well and vice versa. However, neither of them
wants to announce publicly whether they are planning to attend or whether they
would rather make up an excuse to remain at home, as this may have dire conse-
quences. How can Alice and Bob solve their dilemma? Note that their problem
can be phrased in the following form: Let x be Alice’s private input bit, where
x = 1 if Alice is planning to attend and x = 0 if Alice skips the event. Similarly,
let y be Bob’s private input bit. Alice and Bob now want to compute OR(x, y) in
such a way that both of them learn the result, but neither of them learns anything
more about the input of the other player than can be inferred from the result.
In our example, if OR(x, y) = 1, at least one of the players is planning to attend
the event. Both Alice and Bob now attend the event, and both of them can
safely claim that they really did plan to do so in the first place. If OR(x, y) = 0,
Alice and Bob learn that they both agree, and do not need to fear any political
consequences.

Secure function evaluation enables Alice and Bob to solve any such task. Pro-
tocols for secure function evaluation enable us to construct protocols for electronic
voting and secure auctions. Informally, we define:

1.3.2. Definition. Secure function evaluation (SFE) is a two-party protocol
between Alice and Bob, where Alice holds a private input x and Bob holds a
private input y such that

• (Correctness) If both Alice and Bob are honest, then they both output the
same value v = f(x, y).

• (Security) If Alice (Bob) is dishonest, then Alice (Bob) does not learn more
about x (y) then can be inferred from f(x, y).

A common variant of SFE is so-called one-sided SFE: Here, only one of the two
players receives the result of the computation, f(x, y). Sadly, we cannot imple-
ment SFE for an arbitrary function f classically without additional assumptions,
akin to bit commitment. Even in the quantum world, the situation is equally
bleak: SFE remains impossible in the quantum setting [Lo97]! Fortunately, the
situations improves when we consider multi-party protocols as mentioned below.

Oblivious transfer

A special case of secure function evaluation is the problem of oblivious transfer,
which was first introduced by Rabin [Rab81]. The variant of 1-2 OT appeared in a
paper by Even, Goldreich and Lempel [EGL85] and also, under a different name,
in the well-known paper by Wiesner [Wie83]. 1-2 OT allows Alice and Bob to solve
a seemingly uninteresting problem: The sender (Alice) secretly chooses two bits
s0 and s1, the receiver (Bob) secretly chooses a bit c. The primitive of oblivious
transfer allows Bob to retrieve sc in such a way, that Alice cannot gain any



1.3. Primitives 13

information about c. At the same time, Alice is ensured that Bob only retrieves
sc and gets no information about the other input bit sc̄. Oblivious transfer can
be used to perform any secure two-party computation [Kil88, CvdGT95], and is
therefore a very important primitive.

Figure 1.4: Schematic run of a 1-2 OT protocol.

Unlike in the classical setting, oblivious transfer in the quantum world requires
additional caution: We want that after the protocol ends, both of Alice’s inputs
bits s0, s1 and Bob’s choice bit c have been determined. That is, they are fixed
and the players can no longer change their mind. In particular, we do not want
Bob to delay his choice of c indefinitely, possibly by delaying a quantum measure-
ment. Similarly, Alice should not be able to change her mind about, for example,
the parity of s0 ⊕ s1 after the end of the protocol by delaying a measurement.
Informally, we define

1.3.3. Definition.
(
2
1

)
-oblivious transfer (1-2 OT(s0, s1)(c)) is a two-party pro-

tocol between Alice (the sender) and Bob (the receiver), such that

• (Correctness) If both Alice and Bob are honest, the protocol depends on
Alice’s two input bits s0, s1 ∈ {0, 1} and Bob’s input bit c ∈ {0, 1}. At the
end of the protocol Bob knows sc.

• (Security against Alice) If Bob is honest, Alice does not learn c.

• (Security against Bob) If Alice is honest, Bob does not learn anything about
sc̄.

After the protocol ends, s0, s1 and c have been chosen.

Classically, 1-2 OT can be obtained from the following simpler primitive, also
known as Rabin-OT [Rab81] or erasure channel. Conversely, OT can be obtained
from 1-2 OT.

1.3.4. Definition. Rabin Oblivious transfer (Rabin-OT) is a two-party proto-
col between Alice (the sender) and Bob (the receiver), such that
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• (Correctness) If both Alice and Bob are honest, the protocol depends on
Alice’s input bit b ∈ {0, 1}. At the end of the protocol, Bob obtains b with
probability 1/2 and knows whether he obtained b or not.

• (Security against Alice) If Bob is honest, Alice does not learn whether Bob
obtained b.

• (Security against Bob) If Alice is honest, Bob’s probability of learning bit
b does not exceed 1/2.

After the protocol ends, b has been chosen.

The fact that Alice and Bob may delay their measurements makes an impor-
tant difference, as the following simple example shows: Consider the standard
reduction of Rabin-OT to 1-2 OT: Alice uses inputs sk = b and sk̄ = 0 with
k ∈R {0, 1}. Bob uses input c ∈R {0, 1}, for a randomly chosen c. The players
now perform 1-2 OT(s0, s1)(c) after which the receiver holds sc. Subsequently,
Alice announces k. If k = c, Bob succeeded in retrieving b and otherwise he
learns nothing. This happens with probability p = 1/2 and thus we have con-
structed Rabin-OT from one instance of 1-2 OT. Clearly, this reduction fails if
we use an 1-2 OT protocol in which Bob can defer his choice of c, possibly by
delaying a quantum measurement that depends on c. He simply waits until Alice
announces k, to retrieve sk with certainty. This simple example makes it clear
that implementing 1-2 OT is far from a trivial task in the quantum setting. Even
the classical definitions need to be revised carefully. In this brief overview, we
restricted ourselves to the informal definition given above, and refer to [Wul07]
for an extensive treatment of the definition of oblivious transfer.

Note that oblivious transfer forms an instance of secure function evaluation
with f : {0, 1}2×{0, 1} → {0, 1} satisfying f(s0, s1, c) = sc, where only one player
(Bob) learns the output. Hence by Lo’s impossibility result for SFE discussed
earlier, oblivious transfer is not possible in the quantum setting either without
introducing additional assumptions. Indeed, note that there exists a classical
reduction of bit commitment to oblivious transfer (up to a vanishing probability),
where we reverse the roles of Alice and Bob for bit commitment: Alice simply
chooses two n-bit strings x0 ∈R {0, 1}n, and x1 ∈R {0, 1}n. Alice and Bob now
use n rounds of 1-2 OT, where Bob retrieves xc when he wants to commit to
a bit c. To reveal, he then sends c and xc to Alice. Intuitively, one can thus
hope to use the impossibility proof of bit commitment to show that oblivious
transfer is impossible as well, without resorting to [Lo97]. However, note that we
would first have to show the security of this reduction with respect to a quantum
adversary. Fortunately, oblivious transfer becomes possible if we make the same
assumptions as for bit commitment described in Section 1.3.1. We will consider
how to implement oblivious transfer if the adversary’s quantum storage is subject
to noise in Chapter 11.
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Coin tossing

Another example of SFE is the well-known primitive of coin tossing [Blu83],
which can be viewed as an instance of randomized secure function evaluation
defined in [Gol01]. Imagine that Alice and Bob want to toss a coin, solely by
communicating over a classical and a quantum channel. We thereby want to
ensure that neither party can influence the outcome of the coin toss by too much.
Unfortunately, we cannot implement this primitive classically without relying on
additional assumptions.

What assumptions do we need to implement coin tossing? It is easy to see that
we can implement one form of coin tossing, if we could perform bit commitment:
Alice chooses a random bit b ∈R {0, 1} and commits herself to b. Subsequently,
Bob chooses a random bit b′ ∈R {0, 1} and sends it to Alice. After receiving
b′, Alice opens her commitment and reveals b. Both parties now output c =
b ⊕ b′ as their outcome. Thus, any assumptions that enable us to implement
bit commitment also lead to coin tossing. Some assumptions even allow for very
simple protocols: If we assume that Alice and Bob are located far apart and
faster-than-light communication is impossible, they can simply both flip a coin
themselves and send it over the channel. They then take the xor of the two bits
as the outcome of the coin flip. If Alice and Bob do not receive the other’s bit
within a certain time frame they reject this execution of the protocol and restart.
Since it takes the bit a specific time to travel over the channel, both parties can
be sure that it must have been sent before a certain time, i.e., before receiving
the other’s bit.

Many definitions of coin tossing are known in the literature, which exhibit sub-
tle differences especially whether aborts are allowed during the protocol. In the
quantum literature, strong coin tossing2 has been informally defined as follows:

1.3.5. Definition. A quantum strong coin tossing protocol with bias ε is a two-
party protocol, where Alice and Bob communicate and finally decide on a value
c ∈ {0, 1,⊥} such that

• If both parties are honest, then Pr[c = 0] = Pr[c = 1] = 1/2.

• If one party is honest, then for any strategy of the dishonest player Pr[c =
0] ≤ 1/2 + ε and Pr[c = 1] ≤ 1/2 + ε.

Sadly, strong coin tossing cannot be implemented perfectly with bias ε =
0 [LC98]. However, one might hope that one could still achieve an arbitrarily
small bias ε > 0. Many protocols have been proposed for quantum strong coin
tossing and subsequently been broken [MSC99, ZLG00]. Sadly, it was shown that
strong coin tossing cannot be implemented with an arbitrarily small bias, and
ε = 1/

√
2 − 1/2 ≈ 0.207 is the best we could hope to achieve [Kit02]. So far,

2Unfortunately, these names carry a slightly different meaning in the classical literature.
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quantum protocols for strong coin tossing with a bias of ε ≈ 0.42 [ATSVY00] and
finally ε = 1/4 [Amb01, SR02a, KN04, Col07] are known. No formal definition of
strong coin tossing in the quantum setting is known to date, that specifies how
to deal with an abort in the case when the protocol is executed multiple times.

To circumvent this problem, a slightly weaker primitive has been proposed,
which carries the name weak coin tossing in the quantum literature. Here, we
explicitly allow the dishonest party to bias the coin entirely in one direction, but
limit his ability to bias the coin the other way. This scenario corresponds to a
setting where, for example, Alice wins if the outcome is c = 0 and Bob if c = 1.
However, we do allow each player to give in and loose at will. Intuitively, this
setting makes more sense in all common practical examples when considering a
standalone run of such a protocol, where each player has a preferred outcome.
Informally, we define

1.3.6. Definition. A quantum weak coin tossing protocol with bias ε is a two-
party protocol, where Alice and Bob communicate and finally decide on a value
c ∈ {0, 1,⊥} such that

• If both parties are honest, then Pr[c = 0] = Pr[c = 1] = 1/2.

• If Alice is honest, then for any strategy of Bob

Pr[c = 1] ≤ 1/2 + ε.

• If Bob is honest, then for any strategy of Alice

Pr[c = 0] ≤ 1/2 + ε.

Weakening the definition in this way indeed helps us! It has been shown
that we can construct a quantum protocol for weak coin tossing that achieves
a bias of ε ≈ 0.239 [KN04], ε ≈ 0.207 [SR02b], ε ≈ 0.192 [Moc04], and ε ≈
0.167 [Moc05]. Very recently, however, a protocol with an arbitrarily small bias
has been suggested [Moc07b]! To date, there is also no formal definition of weak
coin tossing in the quantum setting.

Multiple players

Secure multi-party computation (SMP) concerns an analogous task to SFE, in-
volving n players P1, . . . , Pn, where Pj has a private input xj. Their goal is to
compute f(x1, . . . , xn), such that none of them can learn more about the input of
any other player than they can infer from f(x1, . . . , xn). Fortunately, the situa-
tion changes dramatically when extending the protocol to multiple players. SMP
can be implemented with unconditional security even classically, provided that
t < n/3 of the players are dishonest [Gol01]. If the adversary is not dishonest,
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but merely honest-but-curious, it is possible to increase t up to t < n/2 [Gol01].
We refer to [Cra99] for an overview of classical secure multi-party computation.

Quantumly, one can generalize secure multi-party computation to the follow-
ing setting. Each player Pj holds an input state ρi ∈ H (see Chapter 2 for details).
Let ρ ∈ H1 ⊗ . . . ⊗Hn denote the joint state of players P1, . . . , Pn. Then quan-
tum secure multi-party computation (QSMP) allows the players to compute any
quantum transformation U to obtain UρU †, where player Pj receives the quantum
state on Hj as his output. QSMP can be implemented securely if t < n/2 of the
players are dishonest [CGS02, CGS05].

Coin tossing has also been studied in the multi-party setting. Classically,
multi-party coin tossing forms part of secure multi-party computation [Gol01],
and can thus be implemented under the same assumptions. Quantumly, multi-
party coin tossing has been studied in [ABRD04].

1.3.3 Secret sharing

Another interesting problem concerns the sharing of a classical or quantum secret.
Imagine Alice holding an important piece of information, for example the launch
code to her personal missile silo. Alice would like to enable members of her
community to gain access, but wants to prevent a single individual from launching
a missile on his own. Secret sharing enables Alice to distribute some secret data
d among a set of n players, such that at least t > 1 players need to combine their
individual shares to reconstruct the original secret d. A trivial secret sharing
scheme for a bit d ∈ {0, 1} involving just two players is as follows: Alice picks
r ∈R {0, 1} and hands s1 = d ⊕ r to the first player, and s2 = r to the second
player. Clearly, if r is chosen uniformly at random from {0, 1}, none of the
individual players can gain any information about d. Yet, when combining their
individual shares they can compute s1 ⊕ s2 = d.

General secret-sharing schemes were introduced by Shamir [Sha79] and Blakey
[Bla79]. They have found a wide range of applications, most notably to construct
protocols for secure multi-party computation as described in Section 1.3.2. Many
classical secret sharing schemes are known today [MvOV97]. Quantum secret
sharing was first introduced in [HBB99] and shortly after in [CGL99], which
also formed a link between quantum secret sharing schemes and error correcting
codes. Quantumly, we can distinguish two types of secret sharing schemes: The
first allows to share a quantum secret, i.e., Alice holds a quantum state ρ and
wants to construct n quantum shares σ1, . . . , σn such that when t such shares are
combined ρ can be reconstructed [HBB99, CGL99, Got00]. The second allows us
to share classical secrets using quantum states that have very nice data-hiding
properties [DLT02, DHT03, EW02, HLS05]: it is not sufficient for n parties to
perform local measurements and communicate classically in order to reconstruct
the secret. To reconstruct the secret data they must communicate quantumly to
perform a coherent measurement on their states. It is an exciting open question
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whether such schemes can be used to implement quantum protocols for secure
multi-party computations with classical inputs that remain secure as long as the
dishonest players can only communicate classically, but not quantumly.

1.3.4 Anonymous transmissions

In all applications we considered so far, we were concerned with two aspects: ei-
ther, we wanted to protect protocol participants from being cheated by the other
players, or, we wanted to protect the secrecy of data from a third party as in
the setting of key distribution described in Section 1.1. In the problem of key
distribution, sender and receiver know each other, but are trying to protect their
data exchange from prying eyes. Anonymity, however, is the secrecy of identity.
Primitives to hide the sender and receiver of a transmission have received consid-
erable attention in classical computing. Such primitives allow any member of a
group to send and receive data anonymously, even if all transmissions can be mon-
itored. They play an important role in protocols for electronic auctions [SA99],
voting protocols and sending anonymous email [Cha81]. An anonymous channel
which is completely immune to any active attacks, would be a powerful prim-
itive. It has been shown how two parties can use such a channel to perform
key-exchange [AS83].

A considerable number of classical schemes have been suggested for anony-
mous transmissions. An unconditionally secure classical protocol was introduced
by Chaum [Cha88] in the context of the Dining Cryptographers Problem. Such
a protocol can also be considered an instance of secure multi-party computation
considered above.

Boykin [Boy02] considered a quantum protocol to send classical information
anonymously where the players distribute and test pairwise shared EPR pairs,
which they then use to obtain key bits. His protocol is secure in the presence
of noise or attacks on the quantum channel. In [CW05a], we presented a proto-
col for anonymous transmissions of classical data that achieves a novel property
that cannot be achieved classically: it is completely traceless. This property is
related, but stronger than the notion of incoercibility in secure multi-party pro-
tocols [CG96]. Informally, a protocol is traceless, if a player cannot be forced to
reveal his true input at the end of the protocol. Even when forced to hand out his
input, output and randomness used during the course of the protocol, a player is
able to generate fake input that is consistent with all other data gathered from
the run of the protocol. The protocols suggested in [Boy02] are not traceless, but
can be modified to exhibit this property. It would be interesting to see whether it
is possible to make general protocols for secure multi-party computation similarly
traceless.

The first protocol for the anonymous transmission of qubits was constructed
in [CW05a]. Whereas the anonymous transmissions of classical bits can be im-
plemented via secure multi-party computation, the scenario is different when we
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wish to transmit qubits: as we will see in Chapter 2, qubits cannot be copied.
Thus we cannot expect each player to obtain a copy of the output. New protocols
for creating anonymous entanglement and anonymously transmitting qubits have
since been suggested in [BS05, BBF+].

1.3.5 Other protocols

Besides the protocols above, a variety of other primitives making use of particular
quantum effects have been proposed. One of the oldest suggested applications
is the one of quantum money that is resistant to copying [Wie83], also proposed
as unforgeable subway tokens [BBBW82]. Quantum seals [BP03, Cha03, SS05]
employ the notion of cheat sensitivity in order to provide data with a seal that
is “broken” once the data is extracted. That is, we can detect whether the data
has been read. Perfect quantum seals that allow us to detect tampering with
certainty have been shown to be impossible [BPDM05]. Nevertheless, non-trivial
constructions are can be implemented.

Furthermore, quantum signature schemes [GC01] have been proposed which
exhibit unconditional security: here Bob can verify Alice’s signature using a public
key given to him ahead of time. Sadly, such a scheme slowly consumes the
necessary public key. Finally, protocols have been suggested for the encryption
of quantum data which allow n qubits to be encoded using a 2n bit key achieving
perfect secrecy [BR03, AMTdW00]. Much smaller keys are possible, if we allow
for small imperfections [DN06, AS04]. Such encryption schemes have also been
used to allow for private circuit evaluation [Chi05]: Here, Alice encrypts her
quantum state before handing it to Bob who is capable of running a certain
quantum operation that Alice would like to apply. This allows Alice to let her
quantum operations be performed by Bob without revealing her quantum input.

1.4 Challenges

As we saw in Section 1.2.3, introducing quantum elements into cryptography leads
to interesting new effects. Much progress has been made to exploit these quantum
effects, although many open questions remain. In particular, not much is known
about how well quantum protocols compose. That is, when we use one protocol as
a building block inside a larger application, does the protocol still remain secure as
expected? Recall from Section 1.2.3 that especially our ability to delay quantum
measurements has a great influence on composition. Fortunately, quantum key
distribution has been shown composable [BOHL+05, Ren05, RK05]. However,
composability remains a particularly tricky question in protocols where we are
not faced with an external eavesdropper, but where the players themselves are
dishonest. Composability of quantum protocols was first considered in [vdG98],
followed by [CGS02] who addressed the composability of QSMP, and the general
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composability frameworks of [Unr04, BOM04] applied to QKD [BOHL+05]. Great
care must also be taken when composing quantum protocols in the bounded
quantum storage model [WW07]. Even though these composability frameworks
exist, very few protocols have been proven secure when composed.

Secondly, we need to consider what happens if an adversary is allowed to
store even small amounts of quantum information. There are many examples
known where quantum memory can prove much more useful to an adversary than
classical memory [GKK+06], and we will encounter such examples in Chapters 3
and 5.

In addition, it is often assumed that the downfall of computational assump-
tions such as factoring is the only consequence that quantum computing has on
the security of classical protocols. Sadly, this is by no means the only problem.
Classical protocols where the security depends on the fact that different players
cannot communicate during the course of the protocol may be broken when the
players can share quantum entanglement and perform even a very limited set of
quantum operations, well within the reach of current day technology. We will
encounter such an example in Chapter 9.

Furthermore, we may conceive new primitives, unknown to the classical set-
ting. One such primitive is the distribution of shared quantum states in the
presence of dishonest players. Here, our goal is to create a protocol among n
players such that at the end of the protocol m ≤ n players share a specified state
ρ, where the dishonest players may apply any measurement to their share. It is
conceivable to extend the QSMP protocol of [CGS02] to address this problem,
yet, much more efficient protocols may be possible. Such a primitive would also
enable us to build up the resources needed by other protocols such as [CW05a].

Finally, it is an interesting question by itself, what cryptographic primitives
are possible in a quantum mechanical world. Conversely, it has even been shown
that the axioms governing quantum mechanics can in part be obtained from
the premise that perfect bit commitment is impossible [CBH03]. Perhaps such
connections may lead to novel insights.

1.5 Conclusion

Quantum cryptography beyond quantum key distribution is an exciting subject.
In this thesis, we will investigate several aspects that play an important role in
nearly all cryptographic applications in the quantum setting.

In part I, we will examine how to extract information from quantum states.
We first consider the problem of state discrimination. Here, our goal is to deter-
mine the identity of a state ρ within a finite set of possible states {ρ1, . . . , ρn}.
In Chapter 3, we will examine a special case of this problem that is of particular
relevance to quantum cryptography in the bounded quantum storage model: How
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well can we perform state discrimination if we are given additional information
after an initial quantum measurement, i.e., after a quantum memory bound is
applied? In Chapter 4, we address uncertainty relations, which play an impor-
tant role in nearly all cryptographic applications. We will prove tight bounds
for uncertainty relations for certain mutually unbiased measurements. We will
also present optimal uncertainty relations for anti-commuting measurements. Fi-
nally, in Chapter 5, we then examine a peculiar quantum effect known as locking
classical information in quantum states. Such effects are important in the secu-
rity of QKD, and also play a role in quantum string commitments which we will
encounter in part III. In particular, we address the following question: Can we
always obtain good locking effects for mutually unbiased measurements?

In part II, we turn to investigate quantum entanglement. In Chapter 7,
we show how to find optimal quantum strategies for two parties who cannot
communicate, but share quantum entanglement. Understanding such strategies
plays an important part in understanding the effect of entanglement in otherwise
classical protocols. In Chapter 8, we then present some initial weak result on
the amount of entanglement such strategies require. Finally, in Chapter 9, we
show how the security of classical protocols can be affected considerably in the
presence of entanglement.

In part III, we investigate two cryptographic problems directly. In Chap-
ter 10, we first consider commitments: Quantumly, one may hope that committing
to an entire string of bits at once, and allowing Alice and Bob a limited ability
to cheat, may still be within the realm of possibilities. This does not contradict
that bit commitment itself is impossible. Unfortunately, we will see that for any
reasonable security measure, string commitments are also impossible. However,
non-trivial protocols do become possible for very weak notions of security.

In Chapter 11, we then introduce the model of noisy-quantum storage that in
spirit is very similar to the setting of bounded-quantum storage: Here we assume
that the adversary’s quantum operations and storage are subject to noise. We
show that oblivious transfer can be implemented securely in this model. We give
an explicit tradeoff between the amount of noise and the security of our protocol.




