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Chapter 2

Introduction

To investigate the limitations and possibilities of cryptographic protocols in a
physical world, we must familiarize ourselves with its physical theory: quantum
mechanics. What are quantum states and what sets them apart from the classical
scenario? Here, we briefly recount the most elementary facts that will be necessary
for the remainder of this text. We refer to [Per93] for a more gentle introduction
to quantum mechanics, to Appendix A for linear algebra prerequisites, and to the
symbol index on page 249 for unfamiliar notation. In later chapters, we examine
some of the most striking aspects of quantum mechanics, such as uncertainty
relations and entanglement in more detail.

2.1 Quantum mechanics

2.1.1 Quantum states

A d-dimensional quantum state is a positive semidefinite operator ρ of norm
1 (i.e., ρ has no negative eigenvalues and Tr(ρ) = 1) living in a d-dimensional
Hilbert space1 H. We commonly refer to ρ as a density operator or density matrix.
A special case of a quantum state is a pure state, which has the property that
rank(ρ) = 1. That is, there exists some vector |Ψ〉 ∈ H such that we can write
ρ = |Ψ〉〈Ψ|, where |Ψ〉〈Ψ| is a projector onto the vector |Ψ〉. If {|0〉, . . . , |d− 1〉}
is a basis for H, we can thus write |Ψ〉 =

∑d−1
j=0 αj|j〉 for some coefficients αj ∈ C.

Note that our normalization constraint implies that Tr(ρ) =
∑

j |αj|2 = 1. We
also say that |Ψ〉 is in a superposition of vectors |0〉, . . . , |d − 1〉. Clearly, for a
pure state we have that ρ2 = ρ and thus Tr(ρ2) = 1.

Let’s first look at an example of pure states. Suppose we consider a d =
2 dimensional quantum system H, also called a qubit. We call {|0〉, |1〉} the

1A complete vector space with an inner product. Here, we always consider a vector space
over the complex numbers.
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26 Chapter 2. Introduction

computational basis, where

|0〉 =

(
1
0

)
and |1〉 =

(
0
1

)
.

Any pure qubit state can then be written as |Ψ〉 = α|0〉+ β|1〉 for some α, β ∈ C

with |α|2 + |β|2 = 1. We take an encoding of ’0’ or ’1’ in the computational basis
to be |0〉 or |1〉 respectively, and use the subscript ’+’ to refer to an encoding in
the computational basis. An alternative choice of basis would be the Hadamard
basis , given by vectors {|+〉, |−〉}, where

|+〉 =
1√
2
(|0〉+ |1〉) and |−〉 =

1√
2
(|0〉 − |1〉).

We use ’×’ to refer to an encoding in the Hadamard basis. We will often consider
systems consisting of n qubits. If H is a 2-dimensional Hilbert space correspond-
ing to a single qubit, the system of n qubits is given by the n-fold tensor product
H⊗n with dimension d = 2n. A basis for this larger Hilbert space can easily be
found by forming the tensor products of the basis vectors of a single qubit. For
example, the computational basis for an n-qubit system is given by the basis vec-
tors {|x1〉⊗ . . .⊗ |xn〉 | xj ∈ {0, 1}, j ∈ [n]} where [n] = {1, . . . , n}. We will often
omit the tensor product and use the shorthand |x1 . . . xn〉 = |x1〉 ⊗ . . .⊗ |xn〉.

If ρ is not pure, then ρ is a mixed state and can be written as a mixture of pure
states. That is, for any state ρ there exist λj ≥ 0 with

∑
j λj = 1 and vectors

|Ψj〉 such that

ρ =
∑

j

λj|Ψj〉〈Ψj|.

Since ρ is Hermitian, we can take λj and |Ψj〉 to be the eigenvalues and eigenvec-
tors of ρ respectively. We thus have for any quantum state that Tr(ρ2) ≤ 1, where
equality holds if and only if ρ is a pure state. We can also consider a mixture of
quantum states, pure or mixed. Suppose we have a physical system whose state
ρx depends on some value x ∈ X of a classical random variable X drawn from X
according to a probability distribution PX . For anyone who does not know the
value of X (but does know the distribution PX), the state of the system is given
as

ρ =
∑

x

PX(x)ρx.

We also call the set E = {(PX(x), ρx) | x ∈ X} an ensemble, that gives rise to
the density matrix ρ. We generally use the common shorthand E = {PX(x), ρx}.
Clearly, for any state ρ we can take its eigendecomposition as above to find one
possible ensemble that gives rise to ρ. With this interpretation in mind, it is now
intuitive why we wanted ρ ≥ 0 and Tr(ρ) = 1: the first condition ensures that ρ
has no negative eigenvalues and hence all probabilities λj are non-negative. The
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second condition ensures that the resulting distribution in indeed normalized. We
will use S(H) and B(H) to denote the set of all density matrices and the set of
all bounded operators on a system H respectively.

Let’s look at a small example illustrating the concept of mixed quantum states.
The density matrices corresponding to |0〉 and |1〉 are ρ0+ = |0〉〈0| and ρ1+ =
|1〉〈1|, and the density matrices corresponding to |+〉 and |−〉 are given by ρ0× =
|+〉〈+| and ρ1× = |−〉〈−|. Let’s suppose we are now told that we are given a ’0’
but encoded in either the computational or Hadamard basis, each with probability
1/2. Our quantum state corresponding to this encoding of ’0’ is now

ρ0 =
1

2
(ρ0+ + ρ0×).

The state corresponding to an encoding of ’1’ is similarly given by

ρ1 =
1

2
(ρ1+ + ρ1×).

It is important to note that the same density matrix can be generated by two
different ensembles. As a simple example, consider the matrix ρ = (2/3)|0〉〈0| +
(1/3)|1〉〈1|. Clearly, ρ ≥ 0 and Tr(ρ) = 1 and thus ρ forms a valid one qubit quan-
tum state. However, E1 = {(2/3, |0〉), (1/3, |1〉)} and E2 = {(1/2, |φ0〉), (1/2, |φ1〉)}
with |φ0〉 =

√
2/3|0〉+√

1/3|1〉 and |φ1〉 =
√

2/3|0〉 −√
1/3|1〉 both give rise to

ρ:

ρ =
2

3
|0〉〈0|+ 1

3
|1〉〈1| = 1

2
|φ0〉〈φ0|+ 1

2
|φ1〉〈φ1|.

Classical vs. Quantum
Quantum states exhibit an important property known as “no-cloning”: very much
unlike classical states, we cannot create a copy of an arbitrary quantum state!
This is only possible with a small probability. We refer to [SIGA05] for an excel-
lent overview of known results.

In the following, we call an ensemble classical if all states ρx commute. This
is an interesting special case, we discuss in more detail below.

2.1.2 Multipartite systems

We frequently need to talk about a quantum state shared by multiple players
in a protocol. Let H1, . . . ,Hn denote the Hilbert spaces corresponding to the
quantum systems of players 1 up to n. As outlined in the case of multiple qubits
above, the joint system H1⊗ . . .⊗Hn of all players is formed by taking the tensor
product. For example, suppose that we have only two players, Alice and Bob. Let
HA and HB be the Hilbert spaces corresponding to Alice’s and Bob’s quantum
systems respectively. Any bipartite state ρAB shared by Alice and Bob is a state
living in the joint system HA ⊗ HB. Bipartite states can exhibit an interesting
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property called entanglement, which we investigate in Chapter 6. In short, if
|Ψ〉 ∈ HA ⊗HB is a pure state, we say that |Ψ〉 is separable if and only if there
exist states |ΨA〉 ∈ HA and |ΨB〉 ∈ HB such that |Ψ〉 = |ΨA〉⊗|ΨB〉. A separable
pure state is also called a product state. A state that is not separable is called
entangled. An example of an entangled pure state is the so-called EPR-pair

1

2
(|00〉+ |11〉).

For mixed states the definition is slightly more subtle. Let ρ ∈ S(HA⊗HB) be a
mixed state. Then ρ is called a product state if there exist ρA ∈ HA and ρB ∈ HB

such that ρ = ρA⊗ρB. The state ρ is called separable, if there exists an ensemble
E = {pj, |Ψj〉} such that |Ψj〉 = |ΨA

j 〉⊗ |ΨB
j 〉 with |ΨA

j 〉 ∈ HA and |ΨB
j 〉 ∈ HB for

all j, such that

ρ =
∑

j

pj|Ψj〉〈Ψj| =
∑

j

pj|ΨA
j 〉〈ΨA

j | ⊗ |ΨB
j 〉〈ΨB

j |.

Intuitively, if ρ is separable then ρ corresponds to a mixture of separable pure
states according to a classical joint probability distribution {pj}. We return to
such differences in Chapter 6. From a cryptographic perspective, it is for now
merely important to note that if the state ρAB shared between Alice and Bob is a
pure state, then ρAB is not entangled with any third system HC held by Charlie.
That is, ρAB does not depend on any classical random variable X held by Charlie
whose value is unknown to Alice and Bob. An important consequence is that the
outcomes of any measurement (see below) that Alice and Bob may perform on
ρAB are therefore independent of X, and hence secret with respect to Charlie.

Given a quantum state in a combined, larger, system, what can we say
about the state of the individual systems? For example, given a state ρAB

shared between Alice and Bob, the reduced state of Alice’s system alone is given
by ρA = TrB(ρAB), where TrB is the partial trace over Bob’s system. The
partial trace operation TrB : B(HA ⊗ HB) → B(HA) is thereby defined as
the unique linear operator that for all A ∈ B(HA) and all B ∈ B(HB) maps
TrB(A⊗B) = ATr(B). We also say that we trace out Bob’s system from ρAB to
obtain ρA. Furthermore, given any state ρA ∈ HA, we can always find a second
system HB and a pure state |Ψ〉 ∈ HA ⊗ HB such that ρA = TrB(|Ψ〉〈Ψ|). We
call |Ψ〉 a purification of ρA.

Classical vs. Quantum
In the quantum world, we encounter a particular effect known as entanglement.
Intuitively, entanglement leads to very strong correlations among Alice and Bob’s
system, which we will examine in detail in Chapter 6.
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2.1.3 Quantum operations

Unitary evolution

The evolution of any closed quantum system is described by a unitary evolution
U that maps

ρ→ UρU †.

It is important to note that unitary operations are reversible: We can always apply
an additional unitary V = U † to retrieve the original state since V (UρU †)V † =
U †UρU †U = ρ. In particular, we often make use of the following single qubit
unitaries known as the Pauli matrices

σx =

(
0 1
1 0

)
, σy =

(
0 −i
i 0

)
, σz =

(
1 0
0 −1

)
.

Note that σy = iσxσz. Furthermore, we also use the Hadamard, and the K-
transform given by

H =
1√
2

(
1 1
1 −1

)
and K =

1√
2

(
1 i
i 1

)
.

Note that K = (I + iσx)/
√

2.

Measurements

Besides unitary operations, we can also perform measurements on the quantum
state. A quantum measurement of a state ρ ∈ S(H) is a set of operators {Mm}
acting on S(H), satisfying

∑
mM

†
mMm = I. We will call operators Mm measure-

ment operators. The probability of obtaining outcome m when measuring the
state ρ is given by

Pr[m] = Tr(M †
mMmρ).

Conditioned on the event that we obtained outcome m, the post-measurement
state of the system is now

ρm =
MmρM

†
m

Tr(M †
mMmρ)

.

Most measurements disturb the quantum state and hence ρm generally differs
from ρ. We will discuss this effect in more detail below. Note that we have∑

m Pr[m] = Tr
((∑

mM
†
mMm

)
ρ
)

= 1, and hence the distribution over outcomes
{m} is appropriately normalized.

A special case of a quantum measurement is a projective measurement , where
all measurement operators Mm are orthogonal projectors which we write as Pm =
Mm = M †

mMm. Projective measurements are also described via an observable
A =

∑
mmPm, where m ∈ R. Note that A is a Hermitian matrix with eigenvalues
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{m}. For any given basis B = {|x1〉, . . . , |xd〉} we speak of measuring in the
basis B to indicate that we perform a projective measurement given by operators
Pk = |xk〉〈xk| with k ∈ [d].

If we are only interested in the measurement outcome, but do not care about
the post-measurement state, it is often simpler to make use of the POVM (positive
operator valued measure) formalism. A POVM is a set of Hermitian operators
{Em} such that

∑
mEm = I and for all m we have Em ≥ 0. Evidently, from a

general measurement we can obtain a POVM by letting Em = M †
mMm. We now

have
Pr[m] = Tr(Emρ).

The advantage of this approach is that we can easily solve optimization prob-
lems involving probabilities Pr[m] over the operators Em, instead of considering
the individual operators Mm. Since Em ≥ 0 such problems can be solved using
semidefinite programming, which we describe in Appendix A. Finally, it is im-
portant to note that quantum measurements do not always commute: it matters
crucially in which order we execute them. Indeed, as we will see later it is this
property that leads to all the interesting quantum effects we will consider.

Let’s consider a small example. Suppose we are given a pure quantum state
|Ψ〉 =

√
2/3|0〉+

√
1/3|1〉. When measuring |Ψ〉 in the computational basis, we

perform a measurement determined by operators P0 = |0〉〈0| and P1 = |1〉〈1|.
Evidently, we have

Pr[0] = Tr(P0|Ψ〉〈Ψ|) = 〈Ψ|P0|Ψ〉 =
2

3
,

and

Pr[1] = Tr(P1|Ψ〉〈Ψ|) = 〈Ψ|P1|Ψ〉 =
1

3
.

If we obtained outcome ’0’, the post-measurement state is given by

ρ0 =
P0|Ψ〉〈Ψ|P0

Pr[0]
= |0〉〈0|.

Similarly, if we obtained outcome ’1’, the post-measurement state is

ρ1 =
P1|Ψ〉〈Ψ|P1

Pr[1]
= |1〉〈1|.

Quantum channel

The most general way to describe an operation is by means of a CP (completely
positive) map Λ : HA → HB, whereHA andHB denote the in and output systems
respectively. We also call Λ a channel. Any channel Λ can be written as Λ(ρ) =∑

m VmρV
†
m where Vm is a linear operator fromHA toHB, and

∑
m V

†
mVm ≤ I. Vm

is also referred to as a Kraus operator . Λ is trace preserving if
∑

m V
†
mVm = I. Any
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quantum operation can be expressed by means of a CPTP (completely positive
trace preserving) map . We sometimes also refer to such a map as a superoperator ,
a quantum channel, or a (measurement) instrument , if we think of a POVM with
elements {Vm}. A channel is called unital , if in addition

∑
m VmV

†
m = I: we then

have Λ(I) = I.

We give two simple examples. Consider the unitary evolution U of a state ρ:
here we have Λ(ρ) = UρU †. When we perform our single qubit measurement in
the computational basis described above, and ignore the measurement outcome,
we implement the channel Λ(ρ) = P0ρP0 + P1ρP1. Since P0 and P1 form a
measurement and are projectors we also have that P0P

†
0 + P1P

†
1 = I and hence

the channel is unital.

Any quantum channel can be described by a unitary transformation on the
original and an ancilla system, where the ancilla system is traced out to recover
the original operation. More precisely, given a channel Λ : HA → HB we can
choose a Hilbert space HC identical to HB, a pure state ρ̂ ∈ S(HB ⊗ HC) and
a unitary matrix UΛ acting on HA ⊗ HB ⊗ HC such that for any ρ ∈ S(HA)
Λ(ρ) = TrA,CUΛ(ρ⊗ ρ̂)U †Λ. This is all that we need here, and we refer to [Hay06]
for detailed information.

Of particular interest, especially with regard to constructing cheat-sensitive
protocols, is the following statement which specifies which operations leave a
given set of states invariant. Clearly, any cheating party may always perform
such operations without being detected. It has been shown that

2.1.1. Lemma. (HKL) [HKL03] Let Λ : H → H be a unital quantum channel
with Λ(ρ) =

∑
m VmρV

†
m, and let S be a set of quantum states. Then

∀ρ ∈ S,Λ(ρ) = ρ if and only if ∀m∀ρ ∈ S, [Vm, ρ] = 0.

Indeed, the converse direction is easy to see. If we have that for all m and
for all ρ ∈ S [Vm, ρ] = 0, then Λ(ρ) =

∑
m VmρV

†
m =

∑
m VmV

†
mρ = ρ, since

Λ is unital. If a quantum channel is not of this form, i.e. it does not leave
the state invariant, we also say that it disturbs the state. The statement above
has interesting consequences: consider an ensemble of states E = {px, ρx} with
ρx ∈ H, and suppose that there exists a decomposition H =

⊕
jHj such that

for all x we have ρx =
∑

j ΠjρxΠj where Πj is a projector onto Hj. If we
perform the measurement given by operators {Πj} then (ignoring the outcome)
the states ρx are invariant under such a measurement, since clearly [Πj, ρx] = 0
for all j and x. The outcome of the measurement tells us which Hj we reside
in. However, Lemma 2.1.1 tells us a lot more: We will see in Chapter 3.5.1
that if the measurement operators from a projective measurement commute with
all the states ρx, they are in fact of this very form (see also Appendix B). In
the following, we call the information about which Hj we reside in the classical
information of the ensemble E . Any attempt to gain more information, i.e. by
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performing measurements which do not satisfy these commutation properties,
necessarily leads to disturbance and can be detected.

An adversary can thus always extract this classical information without affect-
ing the quantum state. Looking back at Chapter 1, we can now see that for unital
adversary channels we can define an honest-but-curious player to be honest-but-
curious with regard to the classical information, and honest with regard to the
quantum information: he may extract, copy and memorize the classical infor-
mation as desired. However, if he wants to leave the protocol execution itself
unaltered, he cannot perform any other measurements and must thus be honest
on the remaining quantum part of the ensemble.

Classical vs. Quantum
Clearly, Lemma 2.1.1 also tells us that if all the states ρx in our ensemble com-
mute, i.e. the ensemble is classical as defined above, then we can always perform
a measurement in their common eigenbasis “for free”. Furthermore, if our en-
semble is classical we have dim(Hj) = 1, i.e. Hj itself is also classical: it is
just a scalar. We thus see that such an ensemble has no quantum properties:
we can extract and copy information at will. Informally, we may think of the
different states within the ensemble as different classical probability distributions
over their common eigenstates. We will return to this idea shortly.

Furthermore, we can look at measurements or observables themselves. Note
again from the above that since a quantum measurement may disturb a state, it
matters in which order measurements are executed. That is, quantum operations
do not commute. It is this fact that leads to all the interesting effects we observe:
uncertainty relations, locking and Bell inequality violations using quantum entan-
glement are all consequences of the existence of non-commuting measurements in
the quantum world. This lies in stark contrast to the classical world, where all
our measurement do commute, and we therefore do not encounter such effects.

2.2 Distinguishability

How can we distinguish several quantum states? Suppose we are given states
ρX where X is a random variable drawn according to a probability distribution
PX over some finite set X . Our goal is now to determine the value of X given
an unknown state ρ ∈ {ρx | x ∈ X}. Cryptographically, this gives an intuitive
measure on how well we can guess the value of X. The problem of finding the
optimal distinguishing measurement is called state discrimination, where optimal
refers to finding the measurement that maximizes the probability of successfully
guessingX. For two states, the optimal guessing probability is particularly simple
to evaluate. To this end, we first need to introduce the trace distance, and the
trace norm:
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2.2.1. Definition. The trace distance of two states ρ0 and ρ1 is given by

D(ρ0, ρ1) =
1

2
||ρ0 − ρ1||1,

where ||A||1 = Tr(
√
A†A) is the trace norm of A.

Alternatively, the trace distance may also be expressed as [Hay06]

D(ρ0, ρ1) = max
M

Tr(M(ρ0 − ρ1)),

where the maximization is taken over all M ≥ 0. Indeed, D is really a “distance”
measure, as it is clearly a metric on the space of density matrices: We have
D(ρ0, ρ1) = 0 if and only if ρ0 = ρ1, and evidently D(ρ0, ρ1) = D(ρ1, ρ0). Finally,
the triangle inequality holds:

D(ρ0, ρ1) = max
M

Tr(M(ρ0 − ρ1)) = max
M

(Tr(M(ρ0 − σ)) + Tr(M(σ − ρ1)))

≤ D(ρ0, σ) +D(σ, ρ1).

When considering single qubits (such as for example in Chapter 11) it is often
intuitive to note that for a single qubit, the trace distance has a particularly
simple form. Note that I, σx, σy and σz form a basis for the space of 2 × 2
complex matrices. Since we have Tr(ρ) = 1 for any quantum state, we can thus
write any single qubit state as

ρ =
I + �r · �σ

2
=

I + rxσx + ryσy + rzσz

2

where �σ = (σx, σy, σz) and �r = (rx, ry, rz) is the Bloch vector as given in Figure 2.1.
For τ = (I + �t · �σ)/2 with �t = (tx, ty, tz) we then have

D(ρ, τ) =
1

2
||ρ− τ ||1 =

1

2

∣∣∣∣∣∣
∣∣∣∣∣∣

∑
j∈{x,y,z}

(rj − tj)σj

∣∣∣∣∣∣
∣∣∣∣∣∣
1

=
1

2

√ ∑
j∈{x,y,z}

(rj − tj)2,

where we used the fact that all Pauli matrices anti-commute. Thus, the trace dis-
tance between ρ and τ is exactly half the Euclidean distance of the corresponding
Bloch vectors.

Using the trace distance, we can address the problem of distinguishing two
quantum states:

2.2.2. Theorem (Helstrom [Hel67]). Suppose we are given states ρ0 with
probability q, and ρ1 with probability 1 − q. Then the probability to determine
whether the state was ρ0 and ρ1 is at most

p =
1

2
[1 + ||qρ0 − (1− q)ρ1||1] .

The measurement that achieves p is given by M0, and M1 = I−M0, where M0 is
the projector onto the positive eigenspace of qρ0 − (1− q)ρ1.
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Figure 2.1: Bloch vector (rx, ry, rz) = (cosψ sin θ, sinψ sin θ, cos θ)

For q = 1/2, this gives us p = 1/2 + D(ρ0, ρ1)/2. Indeed, it is easy to see
why such M0 and M1 form the optimal measurement. Note that here we are only
interested in finding a POVM. To find the optimal POVM we must solve the
following optimization problem for variables M0 and M1:

maximize qTr(M0ρ0) + (1− q)Tr(M1ρ1)
subject to M0,M1 ≥ 0,

M0 +M1 = I.

We can rewrite our target function as

qTr(M0ρ0) + (1− q)Tr(M1ρ1) = qTr(M0ρ0) + (1− q)Tr((I−M0)ρ1)

= Tr(M0(qρ0 − (1− q)ρ1)) + 1− q

= Tr

⎛
⎝M0

⎛
⎝∑

λj≥0

λj|uj〉〈uj|
⎞
⎠
⎞
⎠

+Tr

⎛
⎝M0

⎛
⎝∑

λj<0

λj|uj〉〈uj|
⎞
⎠
⎞
⎠ + 1− q,

where qρ0− (1− q)ρ1 =
∑

j λj|uj〉〈uj|. Hence, to maximize the above expression,
we need to choose M0 =

∑
λj≥0 |uj〉〈uj|.

Unfortunately, computing the optimal measurement to distinguish more than
two states is generally not so easy. Yuen, Kennedy and Lax [YKL75] first showed
that this problem can be solved using semidefinite programming, a technique
we describe in Appendix A. This technique has since been refined to address
other variants such as unambiguous state discrimination where we can output
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“don’t know”, but are never allowed to make a mistake [Eld03]. Evidently, we
can express the optimization problem for any state discrimination problem as

maximize
∑

x PX(x)Tr(Mxρx)
subject to ∀x ∈ X ,Mx ≥ 0,∑

x∈X Mx = I.

In Chapter 3, we will use the above formulation. We also show how to address
a variant of this problem, where we receive additional classical information after
performing the measurement.

Closely related to the trace distance is the notion of fidelity.

2.2.3. Definition. The fidelity of states ρ and σ is given by

F (ρ, σ) = Tr
√
ρ1/2σρ1/2.

Note that if ρ = |Ψ〉〈Ψ| is a pure state, this becomes

F (|Ψ〉, σ) =
√
〈Ψ|σ|Ψ〉.

The fidelity is closely related to the trace distance. In particular, we have that
for any states ρ and σ

1− F (ρ, σ) ≤ D(ρ, σ) ≤
√

1− F (ρ, σ)2.

A proof can be found in [NC00, Section 9.2.3]. If ρ = |Ψ〉〈Ψ| is a pure state, the
lower bound can be improved to

1− F (|Ψ〉, σ)2 ≤ D(|Ψ〉, σ).

Many other distance measures of quantum states are known, which may be a
more convenient choice for particular problems. We refer to [Fuc95, Hay06] for
an overview.

Classical vs. Quantum
Suppose again we are given a classical ensemble of states ρ and σ. That is, both
operators commute and hence have a common eigenbasis {|u1〉, . . . , |ud〉}. We can
thus write ρ =

∑
j λj|uj〉〈uj| and σ =

∑
j γj|uj〉〈uj|, which allows us to write the

trace distance of ρ and σ as

D(ρ, σ) =
||∑j(λj − γj)|uj〉〈uj|||1

2
=

1

2

∑
j

|λj − γj| = D(λj, γj),

where D(λj, γj) is the classical variational distance between the distributions
{λj} and {γj}. Again, we see that there is nothing quantum in this setting. We
can view ρ and σ as two different probability distributions over the set {|uj〉}.
Similarly, it is easy to see that

F (ρ, σ) = Tr

√∑
j

λjγj|uj〉〈uj| =
∑

j

√
λjγj = F (λj, γj),

where F (λj, γj) is the classical fidelity of the distributions {λj} and {γj}.
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2.3 Information measures

2.3.1 Classical

We also need the following ways of measuring information. Let X be a random
variable distributed over a finite set X according to probability distribution PX .
The Shannon entropy of X is then given by

H(X) = −
∑
x∈X

PX(x) logPX(x).

Intuitively, the Shannon entropy measures how much information we gain on
average by learning X. A complementary view point is that H(X) quantifies the
amount of uncertainty we have about X before the fact. We will also use H(PX),
if our discussion emphasizes a certain distribution PX . If |X | = 2, we also use
the term binary entropy and use the shorthand

h(p) = −p log p− (1− p) log(1− p).

Let Y be a second random variable distributed over a finite set Y according to
distribution PY . The joint entropy of X and Y can now be expressed as

H(X, Y ) = −
∑

x∈X ,y∈Y
PXY (x, y) logPXY (x, y),

where PXY is the joint distribution over X × Y . Furthermore, we can quantify
the uncertainty about X given Y by means of the conditional entropy

H(X|Y ) = H(X, Y )−H(Y ).

To quantify the amount of information X and Y may have in common we use
the mutual information

I(X, Y ) = H(X) +H(Y )−H(X, Y ) = H(X)−H(X|Y ).

Intuitively the mutual information captures the amount of information we gain
about X by learning Y . The Shannon entropy has many interesting properties,
summarized, for example, in [NC00, Theorem 11.3], but we do not require them
here. In Chapter 5, we only need the classical mutual information of a bipartite
quantum state ρAB, which is the maximum classical mutual information that can
be obtained by local measurements MA ⊗MB on the state ρAB [THLD02]:

Ic(ρ
AB) = max

MA⊗MB
I(A,B), (2.1)

where A and B are the random variables corresponding to Alice’s and Bob’s
measurement outcomes respectively.
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In a cryptographic setting, the Shannon entropy is not always a desirable
measure as it merely captures our uncertainty about X on average. Often, the
Rényi entropy allows us to make stronger statements The Rényi entropy [Rén60]
of order α is defined as

Hα(X) =
1

1− α
log

[∑
x∈X

PX(x)α

]
.

Indeed, the Shannon entropy forms a special case of the Rényi entropy by taking
the limit α → 1, i.e., H1(·) = H(·), where we omit the subscript. Of particular
importance is the min-entropy , for α→∞:

H∞(X) = − log

(
max
x∈X

PX(x)

)
,

and the collision entropy

H2(X) = − log
∑
x∈X

PX(x)2.

We have
log |X | ≥ H(X) ≥ H2(X) ≥ H∞(X).

Intuitively, the min-entropy is determined by the highest peak in the distribution
and most closely captures the notion of “guessing” x. Consider the following
example: Let X = {0, 1}n and let x0 = 0, . . . , 0 be the all 0 string. Suppose that
PX(x0) = 1/2 + 1/(2n+1) and PX(x) = 1/(2n+1) for x �= x0, i.e., with probability
1/2 we choose x0 and with probability 1/2 we choose one string uniformly at
random. Then H(X) ≈ n/2, whereas H∞(X) = 1! If x would correspond to an
encryption key used to encrypt an n bit message, we would certainly not talk
about security if we can guess the key with probability 1/2! Yet, the Shannon
entropy is quite high. We refer to [Cac97] for an in-depth discussion of security
measures in classical cryptography.

2.3.2 Quantum

Similar to the Shannon entropy, the von Neumann entropy of a quantum states
ρ is given by

S(ρ) = −Tr(ρ log ρ).

Taking the eigendecomposition of ρ =
∑

x λx|x〉〈x| we can also write

S(ρ) = −
∑

x

λx log λx,

which corresponds to the Shannon entropy arising from measuring ρ in the basis
given by {|x〉〈x|}. We refer to [NC00, Section 11.3] for the properties of the von
Neumann entropy.
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Here, we will only be concerned with the accessible information [Per93, Eq.
(9.75)] of an ensemble E = {px, ρx} which we encounter again in Chapter 5.

Iacc(E) = max
M

(
−

∑
x

px log px+
∑

j

∑
x

pxαjTr(Mjρx) log
pxTr(Mjρx)

Tr(Mjρ)

)
,

where ρ =
∑

x pxρx and the maximization is taken over all POVMs M = {Mj}.
It has been shown that we can take all POVM elements to be of rank 1 [Dav78].
However, maximizing this quantity still remains a hard task [Per93]. Some upper
and lower bounds are known [Fuc95], but sadly none of them are generally very
strong. The most well-known upper bound is given by the Holevo quantity , which
is given by

χ(ρ) = S(ρ)−
∑

x

pxS(ρx).

Holevo’s theorem [NC00] states that

Iacc(E) ≤ χ(ρ). (2.2)

Classical vs. Quantum
Equality in Eq. (2.2) is achieved if all states ρx have a common eigenbasis (i.e.,
all ρx commute). Hence, for classical ensembles we do not have a gap between
these two quantities. The fact that quantumly we can obtain such a gap leads
to a peculiar effect known as locking classical information in quantum states
in Chapter 5. However, even if the states ρx do not commute, we can still
extract the “classical information” of the ensemble: Suppose for all ρx ∈ H
from our ensemble there exists a decomposition H =

⊕
jHj such that for all

x, ρx =
∑

j ΠjρxΠj, where Πj is a projector onto Hj. That is, there exists
a way to simultaneously block-diagonalize all states. Note that for any mea-
surement maximizing the accessible information above, we can find an equiva-
lent measurement with measurement operators M̂ =

∑
j ΠjMΠj, since evidently,

Tr(M̂ρx) =
∑

j Tr(ΠjMΠjρx) = Tr(Mρx). Intuitively, this means that we can
always first determine which block we are in “for free”, followed by our original
measurement constrained to this block. Note that [Πj, ρx] = 0 for all Πj and ρx.
Hence, looking back at Section 2.1.3 this is not so surprising: the measurement
leaves our states invariant. In general, such commutation relations lead to inter-
esting structural consequences which we examine in more detail in Appendix B
and also exploit in Chapter 3. Finally, it will be useful in Chapter 10 that the
accessible information is additive [Hol73, DLT02]: For m independent draws of
an ensemble E of separable states (see Chapter 6), i.e., we choose m states from
m identical ensembles independently, we have Iacc(E⊗m) = mIacc(E).
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2.4 Mutually unbiased bases

In the following chapters, we will be particularly concerned with measurements in
mutually unbiased bases (MUBs). MUBs were initially introduced in the context
of state estimation [WF89], but feature in many other problems in quantum
information. The following definition closely follows the one given in [BBRV02].

2.4.1. Definition. [MUBs] Let B1 = {|b11〉, . . . , |b1d〉} and B2 = {|b21〉, . . . , |b2d〉}
be two orthonormal bases in C

d. They are said to be mutually unbiased if
|〈b1k|b2l 〉| = 1/

√
d, for every k, l ∈ [d]. A set {B1, . . . ,Bm} of orthonormal bases

in C
d is called a set of mutually unbiased bases if each pair of bases is mutually

unbiased.

As an example, consider the computational and the Hadamard basis defined
above, and note that we can write |+〉 = H|0〉 and |−〉 = H|1〉. We then have
for x ∈ {0, 1}n that

|〈x|H⊗n|x〉|2 =
1

2n
.

Hence, the computational and the Hadamard basis are mutually unbiased in
dimension d = 2n.

We use N(d) to denote the maximal number of MUBs in dimension d. In
any dimension d, we have that N(d) ≤ d + 1 [BBRV02]. If d = pk is a prime
power, we have that N(d) = d+1 and explicit constructions are known [BBRV02,
WF89]. If d = s2 is a square, N(d) ≥ MOLS(s) where MOLS(s) denotes the
number of mutually orthogonal s× s Latin squares [WB05]. In general, we have
N(nm) ≥ min{N(n),N(m)} for all n,m ∈ N [Zau99, KR03]. It is also known
that in any dimension, there exists an explicit construction for 3 MUBs [Gra04].
Unfortunately, not much else is known. For example, it is still an open problem
whether there exists a set of 7 MUBs in dimension d = 6. We say that a unitary
Ut transforms the computational basis into the t-th MUB Bt = {|bt1〉, . . . , |btd〉}
if for all k ∈ [d] we have |btk〉 = Ut|k〉. In the next two chapters, we will be
particularly concerned with two specific constructions of mutually unbiased bases.
There exists a third construction based on Galois rings [KR04], which we do not
consider here.

2.4.1 Latin squares

First, we consider MUBs based on mutually orthogonal Latin squares [WB05].
Informally, an s × s Latin square over the symbol set [s] is an arrangement of
elements of [s] into an s× s square such that in each row and each column every
element occurs exactly once. Let Lij denote the entry in a Latin square in row i
and column j. Two Latin squares L and L′ are called mutually orthogonal if and
only if {(Li,j, L

′
i,j)|i, j ∈ [s]} = {(u, v)|u, v ∈ [s]}. Intuitively, this means that if

we place one square on top of the other, and look at all pairs generated by the
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overlaying elements, all possible pairs occur. An example is given in Figures 2.2
and 2.3 below. From any s × s Latin square we can obtain a basis for C

s ⊗ C
s.

First, we construct s of the basis vectors from the entries of the Latin square
itself. Let

|v1,�〉 =
1√
s

∑
i,j∈[s]

EL
i,j(�)|i, j〉,

where EL is a predicate such that EL
i,j(�) = 1 if and only if Li,j = �. Note

that for each � we have exactly s pairs i, j such that Ei,j(�) = 1, because each
element of [s] occurs exactly s times in the Latin square. Secondly, from each
such vector we obtain s − 1 additional vectors by adding successive rows of an
s×s complex Hadamard matrix H = (hij) as coefficients to obtain the remaining
|vt,j〉 for t ∈ [s], where hij = ωij with i, j ∈ {0, . . . , s − 1} and ω = e2πi/s. Two
additional MUBs can then be obtained in the same way from the two non-Latin
squares where each element occurs for an entire row or column respectively. From
each mutually orthogonal Latin square and these two extra squares which also
satisfy the above orthogonality condition, we obtain one basis. This construction
therefore gives MOLS(s) + 2 many MUBs. It is known that if s = pk is a prime
power itself, we obtain pk +1 ≈ √d MUBs from this construction. Note, however,
that there do exist many more MUBs in prime power dimensions, namely d+ 1.
If s is not a prime power, it is merely known that MOLS(s) ≥ s1/14.8 [WB05].

1 2 3
2 3 1
3 1 2

Figure 2.2: Latin Square (LS)

1 2 3
3 1 2
2 3 1

Figure 2.3: Mutually Orthogonal LS

As an example, consider the 3×3 Latin square depicted in Figure 2.2 and the
3× 3 complex Hadamard matrix

H =

⎛
⎝ 1 1 1

1 ω ω2

1 ω2 ω

⎞
⎠ ,
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where ω = e2πi/3. First, we obtain vectors

|v1,1〉 =
1√
3
(|1, 1〉+ |2, 3〉+ |3, 2〉)

|v1,2〉 =
1√
3
(|1, 2〉+ |2, 1〉+ |3, 3〉)

|v1,3〉 =
1√
3
(|1, 3〉+ |2, 2〉+ |3, 1〉).

With the help of H we obtain 3 additional vectors from the ones above. From
the vector |v1,1〉, for example, we obtain

|v1,1〉 =
1√
3
(|1, 1〉+ |2, 3〉+ |3, 2〉)

|v2,1〉 =
1√
3
(|1, 1〉+ ω|2, 3〉+ ω2|3, 2〉)

|v3,1〉 =
1√
3
(|1, 1〉+ ω2|2, 3〉+ ω|3, 2〉).

This gives us basis B = {|vt,�〉|t, � ∈ [s]} for s = 3. The construction of another
basis follows in exactly the same way from a mutually orthogonal Latin square.
The fact that two such squares L and L′ are mutually orthogonal ensures that the
resulting bases will be mutually unbiased. Indeed, suppose we are given another
such basis, B′ = {|ut,�〉|t, � ∈ [s]} belonging to L′. We then have for any �, �′ ∈ [s]
that |〈u1,�′|v1,�〉|2 = |(1/s)∑i,j∈[s]E

L′
i,j(�

′)EL
i,j(�)|2 = 1/s2, as there exists exactly

only one pair �, �′ ∈ [s] such that EL′
i,j(�

′)EL
i,j(�) = 1. Clearly, the same argument

holds for the additional vectors derived from the complex Hadamard matrix.

2.4.2 Generalized Pauli matrices

The second construction we consider is based on the generalized Pauli matrices
Xd and Zd [BBRV02], defined by their actions on the computational basis C =
{|0〉, . . . , |d− 1〉} as follows:

Xd|k〉 = |k + 1 mod d〉
Zd|k〉 = ωk|k〉, ∀|k〉 ∈ C,

where ω = e2πi/d. We say that (Xd)
a1 (Zd)

b1 ⊗ · · · ⊗ (Xd)
aN (Zd)

bN for ak, bk ∈
{0, . . . , d− 1} and k ∈ [N ] is a string of Pauli matrices.

If d is a prime, it is known that the d + 1 MUBs constructed first by Woot-
ters and Fields [WF89] can also be obtained as the eigenvectors of the matrices
Zd, Xd, XdZd, XdZ

2
d , . . . , XdZ

d−1
d [BBRV02]. If d = pk is a prime power, consider

all d2−1 possible strings of Pauli matrices excluding the identity and group them
into sets C1, . . . , Cd+1 such that |Ci| = d − 1 and Ci ∩ Cj = {I} for i �= j and
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all elements of Ci commute. Let Bi be the common eigenbasis of all elements of
Ci. Then B1, . . . , Bd+1 are MUBs [BBRV02]. A similar result for d = 2k has also
been shown in [LBZ02]. A special case of this construction are the three mutually
unbiased bases in dimension d = 2k given by the unitaries I

⊗k,H⊗k and K⊗k (as
defined on page 29) applied to the computational basis.

2.5 Conclusion

We summarized the most important elements of quantum theory that we need
here. We refer to [Per93, NC00, Hay06] for more information about each topic.
In Chapters 4 and 6 we investigate the two most striking aspects of quantum
theory in detail: uncertainty relations and entanglement. But first, let’s examine
the case of state discrimination with additional post-measurement information.


