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Google Spain.5
1

3
rights in relation to their personal data, such as the

determining who is (or better, are) responsible for
observing data protection obligations in networked

are granted in relation to the organisations that are
of data controller in networked settings; and (2) of
system of rights to function, it should be possible to
determine who counts as the data controller for the
the end, it is the data controller who has obligations
towards the data subject. And it is towards the data

now tackled the issues by applying the principle of
“effective and complete protection”.
4

2

the Data Protection Directive (DPD) (95/46/EC) and

this case, many more actors in networked settings
European Court of Justice (ECJ) questions regarding

previously considered. We conclude that under the

broad interpretations are in line with the principle
of “effective and complete protection”, a principle
5
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Chair ‘Fundamental Rights and the Digital Transformation’;
Joris van Hoboken, chair ‘Fundamental Rights and Digital
Transformation’ at Vrije Universiteit Brussel (VUB) and

in Google Spain and since in the judgments on Weltimmo,
Schrems, Wirtschaftsakademie and Jehovan todistajat.
6

EC’ (2012) 28 Computer Law & Security Review 25.) and in

Science Technology & Society (LSTS), with the support of
Microsoft; Hadi Asghari, assistant professor department
Technology, Policy and Management (TPM) at Delft
University of Technology.

Delimiting the Ambit of Responsibility for Third-Party

1

Technology 1.) such as hosting providers, search engines,
blogging services and social media (Patrick Van Eecke and
Maarten Truyens, ‘Privacy and Social Networks’ (2010) 26
Computer Law & Security Review 535.) on which this paper
builds. However, the Wirtschaftsakademie judgement as well
as the introduction of the GDPR merit a new look at the
situation.

A Critical Assessment of the Second Wave of Global
de Hert and Vagelis Papakonstantinou, ‘The New General
Security Review 179.
2

Regulation (EU) 2016/ 679 of the European Parliament
and of the Council - of 27 April 2016 - on the protection of
natural persons with regard to the processing of personal
data and on the free movement of such data, and repealing
Directive 95/ 46/ EC (General Data Protection Regulation)

3

Case C-131/12 Google Spain SL, Google Inc v Agencia Española
de Protección de Datos (AEPD) and Maria Costeja González [2014]

4

Case C-210/16 Wirtschaftsakademie Schleswig-Holstein [2018]

Electronic copy available at:

There has been academic work on the responsibility
in European data protection regulation in general (e.g.
Brendan Van Alsenoy, ‘Allocating Responsibility among

7

The Article 29 Working Party is an independent advisory
body comprising of members from the national Data
Protection Authorities, which writes opinions interpreting
documents are not legally binding they do tend to have
impact (Christoper Kuner, European Data Protection Law:
Corporate Compliance and Regulation
the decision of the Administrative Court of Schleswig and
the opinion of Advocate General Bot on ECJ C-210/16 (2017).
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6

11

the development of the legal framework

in networked settings comes directly from the Data

Fashion ID.9
5
in this section.
transparency.10
taken from our earlier empirical work on this topic.

7
an analysis of the key concepts of the responsibility
Party opinions in which it develops a more detailed

in separated specialised units.

basic concepts, and also focused on the application
ECJ, Wirtschaftsakademie, in which the Court came to
concept of data controller, and the criteria for joint

8
independent European body, which contributes to the
consistent application of data protection rules throughout
the European Union and promotes cooperation between the
EU’s data protection authorities.
9

Fashion ID deals with similar questions as Wirtschaftsakadmie,
but this case is not yet decided by the Court. An opinion
in this case has recently been delivered by Advocate
Request for a preliminary ruling from the
Oberlandesgericht Düsseldorf (Germany) lodged on 26 January
2017 — Fashion ID GmbH & CoKG v Verbraucherzentrale NRW eV
(C-40/17)
this case.

10

Previous work on the responsibility for data access rights

look if the open questions that were laid bare by the
joint control.

8
data protection legislation are the data subject and

data subject, of determining who the data controller is. See
Xavier Duncan L’Hoiry and Clive Norris, ‘The Honest Data

operations on behalf of others (data controllers).
11
contact details of the data controller. Similarly, Jef Ausloos
further research in order to investigate how such different
frameworks fare with regards to the complicated issues we
raise in this paper.

Data Privacy Law 4. This paper reports on the amount of
controllers. However, in these instances it is presupposed
that, with regards to the data processing taking place, it is
clear from the legal point of view, who the data controller
is. And the problem presented is how the data subject can
numerous cases in which it is ambiguous who the data
controller is, or who the right data controller is for a data
subject to turn to in the case of a number of different
networked data processing operations.

Electronic copy available at:

12

The genealogy of the key legal actors (data controller, data
processor, data subject) can be traced back to the 1970s
(See Paul de Hert and Vagelis Papakonstantinou, ‘The New
Security Review 179, 184). However, its current formulation
of the legal interpretation can be applied to the GDPR.
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9
the obligations following from data protection law

controller. Moreover, data controllers are liable to

protection obligations.
12
major implications for data protection and privacy
governance more generally. The shift from shrinkwrap software to software as a service, and the rise

being processed across multiple actors has changed
dramatically. Software is becoming more modular,
meaning that most applications, websites and other

Member State law”.14
10

party software. Many of these modules are offered

processor model.
11

13 The Article 29 Working Party provided guidance on
how to apply the basic concepts of data protection
law in its opinion 1/2010 on the concepts of “controller”

might use or integrate the systems and services of
16

13

Processors can also be liable but only if they did not comply
with the instructions given to it by the controller (Article
82(2) GDPR). Article 23(1) DPD assigned liability for damages
to data subject to the data controller.

14
authority, agency or any other body which alone or jointly
with others determines the purposes and means of the
processing of personal data”.
15

The role of the processor is also discussed in Recital 81
GDPR. See similarly art.16 and art.17 DPD.

Electronic copy available at:

This framework can be compared to the situation where
a contractor that uses subcontractors in the building of a
house, and the car manufacturer being responsible for the
whole car even when much of the parts may be built by
suppliers.

17

See Christoper Kuner, European Data Protection Law: Corporate
Compliance and Regulation
2007) 72; Brendan van Alsenoy, ‘Allocating Responsibility
among Controllers, Processors, and “Everything in
95/46/EC’ (2012) 28 Computer Law & Security Review 25,
35; Paul de Hert and Vagelis Papakonstantinou, ‘The New
Security Review 179, 184.
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asks a security company to install cameras in order
analytical framework developed in this opinion was

personal data, is considered a data processor.
(1)
17
“functional concept”; and
well delegated to processors (e.g. ‘which hardware
(2)
which are traditionally and inherently reserved to
the determination of the controller such as ‘which

controllers; and
(3)

so on.”23
they are liable.

18
which an entity must determine the purposes and

14 We will see in the discussion of recent case law (in
protection law as intended. However, there are also

this responsibility.
controller.26 So while the wording of the law seems
means of processing are required to be considered
the non-essential means and the controller decides
only on purposes. Moreover, an entity that decides
on essential means is also a controller. Effectively,

15

processing of personal data.20
16 About determining the purposes, the Working Party

essential means.27
19
written in a contract, are leading to establish who is
the controller. “The concept is […] functional in the
sense that it is intended to allocate responsibilities

21

22
on the Concepts of “Controller” and “Processor”’ (2010), 14.
23

18

on the Concepts of “Controller” and “Processor”’ (2010), 14.

on the Concepts of “Controller” and “Processor”’ (2010), 2.
19

See Frederik J Zuiderveen Borgesius, Improving Privacy
Protection in the Area of Behavioural Targeting (Kluwer Law

24
on the Concepts of “Controller” and “Processor”’ (2010),14.
25

the area of behavioral targeting. Borgesius does not discuss
the question of responsibility distribution in networked
settings.

26

on the Concepts of “Controller” and “Processor”’ (2010), 14.

on the Concepts of “Controller” and “Processor”’ (2010), 13.

27

on the Concepts of “Controller” and “Processor”’ (2010), 14,
23 and 25.

20
21
on the Concepts of “Controller” and “Processor”’ (2010), 8.
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See also Patrick van Eecke and Maarten Truyens, ‘Privacy
and Social Networks’ (2010) 26 Computer Law & Security
Review 535, 539.
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21
determining if there is joint (or pluralistic) control
cases, control over the purposes and means follows
the contract between the parties states, but by the
means of processing.
when the necessity of data processing follows from
22 Furthermore, the Working Party stresses that there

contract in place to determine the data controller,
situation does not correspond with its stipulations
Party, remains relevant today, as it is being applied
in court cases as well as enforcement action by Data
Protection Authorities (DPAs).30

personal information regarding their visitors to the
The Working Party later says that when publishers
such a way that the user’s browser is redirected to
an ad-network provider website— they have “data

20
controller. This limited articulation of joint control

from “data controller responsibilities”. And do they
controller, a joint-controller, or even in spite of not

interconnectedness of digital service offerings, as a
result of cloud computing and service integration,
23
framework to attribute responsibility, it is unclear
purposes and means to some extent and for some part
of the data processing. However, it remains unclear to
data protection law.32
as a joint controller.

28
on the Concepts of “Controller” and “Processor”’ (2010), 1.
29
simply make some organisation a controller or processor by
stipulating it in a contract, if the actual control is not in line
with the contract.
30

The continued relevance of the concept of “functional
on the Concepts of “Controller” and “Processor”’ (2010),
18; See also Christoper Kuner, European Data Protection
Law: Corporate Compliance and Regulation

general Bot in Wirtschaftsakademie
to determining where the location of an establishment of
has been used by DPAs, moreover, in deciding that an

31

of these unclear situations is not a mere theoretical concern.

they are a processor (Autoriteit Persoonsgegevens (2018)
pp.11-12).

33

Although it was a step in the right direction as the DPD

34

joint control at all. See Article 29 Data Protection Working

35

“Processor”’ (2010), 17

36

on the Concepts of “Controller” and “Processor”’ (2010), 18.
on the Concepts of “Controller” and “Processor”’ (2010), 19.

32
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of the data subject.42
24

27
Party notes that different actors can be involved in
controller is to determine who shall be responsible
for compliance with data protection rules and how
allocate responsibility.”37

25
opinion 10/2006 on the processing of personal data

joint responsibility, although to differing degrees.44
However, it does not offer principles to determine

organisation that operates the infrastructure.
45

26
protection obligations.40 They develop two ways of
full responsibility.
28

degrees
actors may only be responsible for the stages they

[...].”41
responsibility, and there is no coherent guidance of
and looking at the question of responsibility more
legal uncertainty.
share responsibility for transparency towards data
29
able to work together to make sure that all relevant
37
on the Concepts of “Controller” and “Processor”’ (2010), 4.
Emphasis in the original.
38

42
43
on the Concepts of “Controller” and “Processor”’ (2010), 1,

“Processor”’ (2010), 22 and 24. “Parties acting jointly have

10/2006 on the Processing of Personal Data by the Society

obligations and responsibilities among them, as long as they
ensure full compliance”.
39
on the Concepts of “Controller” and “Processor”’ (2010), 23.

44
10/2006 on the Processing of Personal Data by the Society

40
these reasons, publishers will have some responsibility as
data controllers for these actions”.

45
10/2006 on the Processing of Personal Data by the Society

41
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meeting the minimum responsibilities would be.
30 The last question that the Working Party discusses
is how liability for compensating damages (Article
23 PDP and Article 82 GDPR) should be attributed in

32

the Working Party introduces the concept of “joint
and several liability”.47 This means that when a data
all joint controllers are liable in relation to the data

decided in 2014, which deals with the responsibility

how they had determined their obligations among
certain distribution of the cost of non-compliance,
controller, and the responsibility that follows from
being a joint controller.
33 The key facts of Wirtschaftsakademie are as follows.
called fan page. When users visited the fan page, a
cookie was placed on their computer, but users did
which this is not the case.
31
the fan page because not informing the user of the
the interpretation of the concept of controller and

46

We note that the concepts of responsibility and liability are
sometimes used as if they are synonyms, but they are not.
Responsibility is much broader concept which includes the

51
European Court of Justice’s Judgment in Case C-131/12,

accountable can be either through enforcement actions
by the DPA, or by the courts after an enforcement action
initiated by the DPA or a data subject. Liability only refers
to the obligation to pay compensation to data subjects in
case they have suffered damage as a result of infringements
of the law by the data controller. (i.e. Article 82 GDPR and
Article 23 DPD). See for a detailed of liability under EU

271.
47
on the Concepts of “Controller” and “Processor”’ (2010), 22.
48

The Working Party is not precise enough in its use of the
term joint and several liability to unambiguously determine
how they interpret it.

49
on the Concepts of “Controller” and “Processor”’ (2010), 24.
50

Christoper Kuner, European Data Protection Law: Corporate
Compliance and Regulation
2007), 10.
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Proteccion de Datos’ (2014) 14 Human Rights Law Review

52

Case

C-210/16

Wirtschaftsakademie

Schleswig-Holstein,

53

Case

C-210/16

Wirtschaftsakademie

Schleswig-Holstein,

54

Case

C-210/16

Wirtschaftsakademie

Schleswig-Holstein,

55

Case

C-210/16

Wirtschaftsakademie Schleswig-Holstein,
The German national

did not have any mention of the possibility of joint control.
However, from the very early stages of the procedure the
DPA refers to the formulation of joint control in the DPD
as well as in the Working Party’s opinion on the concepts
of ‘controller’ and ‘processor’. None of the parties involved

://ssrn.com/abstract=3256743

court asked in preliminary questions to the ECJ if a

35
responsibility does not imply equal responsibility,61
should be assigned.

relationships”.56
36
34

that the premise underlying the question asked by
the German court, i.e. that the administrator is not
a data controller, is wrong. The administrator of a
follow a “functional approach”.57 The AG argues in
two ways that the fan page administrator should be

argues that the goal of the DPD is to “ensure a high

the administrator made the choice to use Facebook

freedoms of natural persons”.62 To ensure this aim,

means of the data processing.65

of processing, and therefore leads to the conclusion
that the administrator has to be considered a (joint)
the administrator as a controller, Bot notes that if

its target audience and the objectives of managing

because they cannot decide on the further contract

the purposes and means of processing the personal
data of the visitors to its fan page.”66

they will start to demand adequate data protection

61

Case

C-210/16

Wirtschaftsakademie

Schleswig-Holstein,

62

Case

C-210/16

Wirtschaftsakademie

Schleswig-Holstein,

63

Case C-210/16 Wirtschaftsakademie Schleswig-Holstein,
The principle of “effective and complete

56

Case

C-210/16

Wirtschaftsakademie

Schleswig-Holstein,

of controller, but also for arguing for the broad scope
Google Spain
principle is invoked to decide if “processing of personal

57

Case

C-210/16

Wirtschaftsakademie

Schleswig-Holstein,

establishment of the controller on the territory of a

the question is if the concept applies to this case.

the light of the objective of Directive 95/46 of ensuring
effective and complete protection of the fundamental
rights and freedoms of natural persons, and in particular
their right to privacy, with respect to the processing of

to the term “functional approach” in its analysis of the
concept of data controller neither in this case nor in any
other.
58

Case

C-210/16

Wirtschaftsakademie

of an establishment”] cannot be interpreted restrictively.
Case C-131/12 Google Spain SL, Google Inc v Agencia Española
de Protección de Datos (AEPD) and Maria Costeja González [2014]
EU:C:2014:317, para 53.

Schleswig-Holstein,

he agrees to the means and purposes of the processing
administrator must be regarded as having participated in
the determination of those means and purposes.”

64

Case

C-210/16

Wirtschaftsakademie

Schleswig-Holstein,

59

Case

C-210/16

Wirtschaftsakademie

Schleswig-Holstein,

65

Case

C-210/16

Wirtschaftsakademie

Schleswig-Holstein,

60

Case

C-210/16

Wirtschaftsakademie

Schleswig-Holstein,

66

Case

C-210/16

Wirtschaftsakademie

Schleswig-Holstein,
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37

41

the relevant circumstances of the particular case”.68
38

an effect on the processing, and can even initiate a
particular processing operation, that it contributes
to determining the purposes and means.
42 This move from what we would call a “macroscopic

means”, beyond how it has so far been interpreted.
39
The Court goes out of its way to argue that the fan

on the grounds that it decided neither the purposes

means as it was given by the Working Party.71
would seem to point to.

43 With this far reaching interpretation, the ECJ wants

40 The Court deviates from the conventional doctrine
that only actors who determine the reasons and the

“effective and complete protection” of the right to
protection of personal data, while at the same time
legislation is primarily assigned to data controllers.

according to the Google Spain judgment, Google was

70

Wirtschaftsakademie

Schleswig-Holstein

[2013]

vorliegend fehlt es sowohl hinsichtlich der Zwecke als auch
allein oder gemeinsam mit der Beigeladenen bestehenden

possibilities, and system of ends that it can be used
for, such as the ability to compile statistics on users,

entscheidet sie [the school] nicht gemeinsam über
die Zwecke und Mittel der Verarbeitung” and
Bundesverwaltungsgericht, case BVerwG 1 C 28.14 [2016]

comes to the conclusion that the fan page operator
is a joint controller.
67

Case

C-210/16

Wirtschaftsakademie

Schleswig-Holstein,

68

Case

C-210/16

Wirtschaftsakademie

Schleswig-Holstein,

69

Case C-131/12 Google Spain SL, Google Inc v Agencia Española
de Protección de Datos (AEPD) and Maria Costeja González [2014]

- allein oder gemeinsam mit der Beigeladenen - über die
Zwecke, Bedingungen und Mittel der Verarbeitung von
Abs. 7 BDSG”.
71
LB 20/13, paras 78 and 79.
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in light of the purpose of the DPD.72

46
purposes and means in the opinion of the Working

44
processing system will have a large variety of joint
controllers. The potential consequence of applying
effectiveness is that while it indeed helps to defend
That uncertainty would have been less if the Court

both the purposes and the means of that processing
operation.75

actor accepts the purposes and means of the second
actor (even if the actor has no choice but to accept
47
the purposes and means and should therefore also
be considered a data controller.
45
enshrined in the law. The Court rules that an actor
to that actor, thereby contributing to effective and
allocating responsibility in cases of joint control.
to handle in practice, more general in formulation

48

lower bar to meet, because it does not include the

law predominantly caused by Facebook but did not
the case. The ECJ does comment that joint control

seems to us that this condition is of little relevance,
as it seems unreasonable that if Facebook would not

that] operators may be involved at different stages
of that processing of personal data and to different
degrees, so that the level of responsibility of each of

administrator would no longer have responsibility
conclusion that more actors are data controllers.74
72

Case C-131/12 Google Spain SL, Google Inc v Agencia Española
de Protección de Datos (AEPD) and Maria Costeja González [2014]

73

For a similar argument with respect to the invocation of the
need to for effective and complete protection in the Google
Spain

Wirtschaftsakademie SchleswigHolstein,
a similar way to Bot, for the responsibility of the publishers,
who by allowing for cookies on their websites trigger the
processing of data by ad-networks, while visitors only
Behavioural Advertising’ (2010), 11.
75

Both the AG and the Court do mention that the administrator
also has its own purpose (i.e. reasons) for using the service,
but this is not presented as a necessary condition for being a
controller. Moreover, it seems unlikely that there are cases
where an actor uses/integrates a service without having a
purpose for it.

76

Case

Agencia Espanola de Proteccion de Datos’ (2014) 14 Human
Rights Law Review 761.
74
the responsibility of the fan page administrator is greater
because through the fan page, Facebook also processes

C-210/16

Wirtschaftsakademie

argument is central, then it should not matter if the fan

Electronic copy available at:
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Schleswig-Holstein,

at all. This is the main reason the AG argues that by
assigning responsibility to less powerful economic
opinion of the Working Party.77

will start to demand adequate data protection from

49
Party is far from clear on this point. The only clear
principle of effective and complete protection. The
of joint control formulated by the Working Party is

services they implement live up to data protection
a risk. This can create a much needed incentive for
the decision, the DPAs do not assign any particular
do comply with data protection regulation.79
53
respective responsibilities for compliance with the
obligations.
50
responsibilities among themselves—which remains

data protection obligation that can clearly only be
provided by Facebook, such as providing an option
and therefore, using this criterion, Facebook should
be responsible.
51

80

79

the general lack of enforcement of privacy rules, especially
in the EU. And similarly, Seda Gürses & Joris van Hoboken
note in particular the lack of enforcement on “curators” in
Seda Gürses and Joris van Hoboken, ‘Privacy after the Agile

contingent, however, on the fact that in a situation
publisher. Since in this case the way that personal
primarily controlled by Facebook, it would still lead
to the conclusion that it is Facebook who should be
responsible, as they can implement the appropriate
52

Jonathan R Mayer and John C Mitchell, ‘Third-Party Web
2012 IEEE Symposium on
Security and Privacy (2012), 416-418, note the current lack

(eds), Cambridge Handbook of Consumer Privacy (Cambridge
University Press 2017), 16.
80
that according to the law there should be a possibility to opt
out of processing. Facebook does not offer this possibility
and the fan page administrator has no way to meet this
obligation. Therefore, the only way to halt the noncompliant processing of personal data is by ordering the
fan page operator to close the website. “Zur Begründung

protection obligations should be assessed, it seems

77

Case

C-210/16

Wirtschaftsakademie

Schleswig-Holstein,

78

über eine Widerspruchsmöglichkeit unterrichte. Eine
Facebook Fanpages’ (2018).
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54
in Facebook-ID that responsibility should be limited

their right to privacy, may actually be achieved”.85

purposes and means.81 The website-operator which
integrates a Facebook like button would only have

Wirtschaftsakademie case all
enforced through Facebook.86
56
how partial responsibilities should be assigned. The

collect

practice.
controller is responsible for what it is able to do—
even without proper coordination with other joint

55
different actors who are involved in processing the

the infringing service.
57
for assigning responsibilities are inconclusive with
respect to the question of how far the responsibility
distinguished from and is additional to that of the
distribute responsibilities but does not specify what
[...] affects the data subject’s rights additionally”.84
to that of the original processor, and the processing
affects the data subject’s rights as well, Google must
directive may have full effect and that effective and
bestehe nicht, da Facebook hierfür keine technische
Möglichkeit bereitstelle, sodass allein deshalb bereits ein

to be used in situations of joint control.

85

Case C-131/12 Google Spain SL, Google Inc v Agencia Española
de Protección de Datos (AEPD) and Maria Costeja González [2014]
EU:C:2014:317, para 38.

86

Which raises the question why the German DPA did not go
may not have the competency to initiate enforcement
actions against Facebook, because that competency is
given to the DPA in the county where the company has

eines Widerspruchsmechanismus habe, gleichwohl aber

81

Case C-40/17 Fashion ID GmbH & Co. KG v Verbraucherzentrale
NRW e.V.,

82

Case C-40/17 Fashion ID GmbH & Co. KG v Verbraucherzentrale
NRW e.V.,

83

Case C-131/12 Google Spain SL, Google Inc v Agencia Española
de Protección de Datos (AEPD) and Maria Costeja González [2014]
EU:C:2014:317, para 35.

84

Case C-131/12 Google Spain SL, Google Inc v Agencia Española
de Protección de Datos (AEPD) and Maria Costeja González [2014]
EU:C:2014:317, para 38.

Electronic copy available at:

the German regulator to go after the fan page instead of
Facebook is therefore the issue of jurisdiction.
87

Case C-131/12 Google Spain SL, Google Inc v Agencia Española
de Protección de Datos (AEPD) and Maria Costeja González
[2014] EU:C:2014:317, paras 38 and 83. This criterion is also
referenced by AG Bot in Case C-210/16 Wirtschaftsakademie
Schleswig-Holstein,

88

Although even providing information cannot be done well
without proper information being provided by the other
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58
both liable and risk enforcement action if not.
system of determining who is responsible for data

62

show these additions do not solve the uncertainties
59

the same processing that part of the compensation
situations of joint control.
60

and several liability which was already proposed by
the Working Party.
63

1.

GDPR, which is a major addition when compared to
joint control.89
obligations under this Regulation, in particular
64
information referred to in Articles 13 and 14, by

among joint controllers. As a consequence, national

and in so far as, the respective responsibilities

void and it seems likely that further questions will
still have to be settled by the ECJ.

are subject. The arrangement may designate a
contact point for data subjects.
2.
65
deal with joint control, the GDPR does not solve the
data subjects. The essence of the arrangement
shall be made available to the data subject.

a sustained critique within the academic literature

referred to in paragraph 1, the data subject may

DPD,90 the key aspects of the framework remain in
place. The basic dichotomy between controller and

3.

system for allocating responsibilities between joint
61
responsibilities, the main rule still is that actors are

joint controllers should determine their respective

89

Article 83(1) GDPR only postulates as a general principle

90
A Critical Assessment of the Second Wave of Global
de Hert and Vagelis Papakonstantinou, ‘The New General
Security Review 179.
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assessment that was part of the legislative process
light of the developments in the way that personal
‘processor’ remain themselves relevant, they need

this assessment in which the European Commission
66
be considered a missed opportunity that the GDPR
does not provide more clarity on the distribution of
responsibilities for joint controllers.
complete protection” of the protection of personal
69
the means of the processing are no longer the only

67
to determine how to deal with situations in which
operation non-compliant, it seems likely that such
circumstances have to be taken into account when

internally, as long as all the obligations are covered.
With regards to data subject rights, the data subject
each controller involved in the processing of their
which is a highly relevant question in practice. The

Moreover, according to the AG, it neither matters if

between joint controllers. However, we have shown
that the framework for assigning responsibilities to
different stages of processing and different degrees
of responsibilities is underdeveloped; there are no

for continuing to make use of services that do not

will develop the direction given by the ECJ.
actions) to particular levels of responsibility.
93

68

protection of individuals with regard to the processing
of personal data and on the free movement of such data
(General Data Protection Regulation)”
94
protection of individuals with regard to the processing
of personal data and on the free movement of such data

91
approach on personal data protection in the European
Union adopted on 4 November 2010”, 10.
92
approach on personal data protection in the European
Union adopted on 4 November 2010”, 10.
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Following this
line of reasoning we would add it should not matter if any
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answers with regards to the recipients of personal
70
without information about who accessed the data,
an important aspect of the lawfulness of processing
in networked settings cannot be assessed.

processing to data subjects (Article 13 and 14 GDPR)
at what technical and organisational arrangements
organisations need to have in place, to comply with

74
mentioned study is Bol.com, a Dutch online retailer

to be compliant. Rather than trying to aim at a full

was shared with Accountor Nederland BV in order
BV for shipment. But even Bol.com did not share all
the information about the transfer of data to other

observed by relevant parties.
placing third-party cookies.
71
75 Most internet users are familiar with notices about
personal data is disclosed, which seems to indicate

transparent data processing in networked settings.

used, as well as a list of the third party advertising

of an organisation that records in great detail how
data is being shared. Subsequently, we will look at
provided information about the personal data that
had been collected by third-parties through the use
of cookies.

on the implications on the systems design for data
subject rights. Finally, we look at the debate about
76
their AdSense network.

cases. Bot discusses this situation in his opinion in
72
overview of all the inter-organisational streams of
97

have this information in order to be able to inform
data subjects.
73

10 <
February 2019.

>

accessed

26

98
99

Electronic copy available at:

René LP Mahieu, Hadi Asghari and Michel van Eeten,

Case

C-210/16

Wirtschaftsakademie

Schleswig-Holstein,
For a discussion
of how Facebook’s plug-ins function through the use of
cookies see Güne Acar and others, ‘Facebook Tracking

://ssrn.com/abstract=3256743

79
their website.” 100 According to the AG, this leads to
that even when a system is built in this way, there
like button.101 Since the arguments by the AG were
a joint controller for the processing of data through
the Facebook like button.

personal data is shared.
80

77 The question that follows is which responsibilities

Dutch municipalities stood out in the level of detail
they provided on the recipients of personal data.103
their data, including a complete overview of which
particular data was accessed by which organisation.

done by the website administrator, while Facebook

should distribute their respective tasks.

way that any access to and/or transfer of the data is
recorded.104
of personal data in response to an access request is
supplemented by a website which contains general

78
102
A
key aspect of Article 26(3) GDPR is that while joint

These legal documents under Dutch law create the
legal basis for granting access for the organisations
that the personal data is collected through the use

Moreover, the source code for the system is openly

practically by redirecting the request to Facebook.

103 See René LP Mahieu, Hadi Asghari and Michel van Eeten,

on the contrary argues that that responsibility for
data access rights should be restricted to Facebook
operator do not have to make an agreement about
this.

and 20 <
February 2019.
104

Basis Registratie Persoonsgegevens, BRP), the centralised
governmental database of personal data in the Netherlands.
municipality of residence. Another interesting feature
of the system is that the code is available open source on
GitHub. English language information about the system

privacy 2017) Version 1.1.
100 Case
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> accessed 26
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persoonsgegevens/vraag-en-antwoord/wie-krijgen-mijnpersoonsgegevens-uit-brp>.
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a Ten Country Study’ in Clive Norris and others (eds), The
Unaccountable State of Surveillance: Exercising Access Rights in
Europe
argue that Facebook does not comply adequately with its
obligation to provide access.
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81 Even with such a system in place, a clear view of the

situation would not occur.110

employers, to the individual court bailiffs that seek
84
bailiff accessed the data. Without knowledge of the
the lawfulness of the processing. However, SNG was

setup affects the effective use of the right of access.

82
share the same grid.
85
processing will have to coordinate how to deal with
of data sharing can also lead to a lack transparency
subjects are requested to send their access requests
the intermediary does not retain the log of personal
organisations that run the technical infrastructure
responsibility for data access requests is along the
should enable data subjects to follow who processes
their personal data and verify the lawfulness of the

demands of the GDPR.112
86

party in the chain processes the data.

transportation system, which has transitioned to a
centralised dedicated Smart-card travel system for

83 Does the responsibility framework under European
based system, similar to systems in use worldwide,
actor would be directly accountable for solving this
manage the infrastructure for a centralised digital
up a new organisation, Trans Link Systems BV. This
court bailiffs determine the purposes and means of
all the processing by SNG. The answer depends on
a functional analysis, stipulating that this depends
on which party has the actual control, and that the

transport providers.
110 According to recital 64 of the GDPR, controllers “should not
retain personal data for the sole purpose of being able to
react to potential requests.” The GDPR does not regulate

107
data should be retained. But if we would apply the guiding
principle of effective and complete protection, actors
should be responsible for making sure there will be no gaps
in the data trail.

108 Following a change in the law, SNG now retains records of
found.
111

109
data processed by the government, in the insurance

on the Concepts of “Controller” and “Processor”’ (2010), 23.
112 Article 26 GDPR.
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90
demands that organisations apply “data protection
personalised card, which has their name and photo,
most movement patterns are directly connected to
an individual person.114

participating organisations have to critically assess

88 Another aspect of the system, which we found out
about by sending access requests to multiple actors
in this system, is that the system is built in such a
way that not all transport providers have access to
personal data. When a traveller has a personalised
card from transport provider A, this provider A has

the joint-controller doctrine.

91
transactions that traveller has with other transport
providers. When that same traveller then uses the
the market is that providers of digital services may
present “take it or leave it” offers that do not leave
B, this provider B cannot access any travel pattern.
dispute between a group of trade associations that
represent major news publishers117 and Google118 is
to show the potentially far reaching consequences
of the Wirtschaftsakademie ruling, as well as the legal
most employees of the company cannot access the
location data.
89

while the non-digital / non-centralised system that
for asking for consent for their data processing, and
third for allocating liability to them.
of data protection by design used in such systems,
in order for data subjects to understand how their
systems.
113

117
Poullet and Paul De Hert (eds),
World (Springer Netherlands 2010), 289, 293.
about/our-values/>, News Media Alliance and News Media
Association. They represent many major digital content
companies such as Associated Press, New York Times and
Slate, Volkskrant and Reuters.

114
TLS_Corporate/media/Beeldbank/Headerfoto’s/Cijfers%20
2017/Jaarverslag-2017-Translink.pdf>.

118 Google is the biggest player in behavioural advertising and

115

www.emarketer.com/content/google-and-facebook-sdigital-dominance-fading-as-rivals-share-grows>.

Poullet and Paul De Hert (eds),
World (Springer Netherlands 2010), 289, 292.
119

116

ad-policies-to-comply-with-the-GDPR/>.
the organisation that does most to threaten privacy—for
sharing travel data with the Dutch organisation responsible
court order.
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for compliance.124 Also when the relationship would
in the terms offered by Google,

121

both Google and
details of the conditions under which the processor

an “independent controller”. The publishers claim
laid down in a contract.125 But if two controllers are
truly independent controllers, there is no reason to
make a contract stipulating who is responsible for

over data too broadly. Moreover, they believe that

on their behalf, Google gives - contrary to what the
agreement states - another indication that there is
a situation of joint control.

of data controller as a functional concept, the terms
publishers would serve as an input, but would not

94
the publishers. They argue that they cannot take on
the responsibility of asking for consent for Google’s

be the case. AdSense has a reporting function that

criteria developed by the ECJ are not very clear, the
determination cannot be made with certainty, but
given the prominence of the effective and complete
not transparent. The lack of transparency of many
of these systems for end-users is well established,127
but these systems are quite likely similarly opaque
to business partners like the publishers. As long as
business partners have no transparency regarding

processing going on.
93

data by these elements cannot be made transparent
considered joint controllers. When two controllers
are joint controllers they are obliged to determine
in an arrangement their respective responsibilities

that reason in itself, the use of these elements is in
clear tension with the requirement of transparency
under the GDPR.
95

121
and the associated ‘Google Ads Controller-Controller Data

“4. Roles and Restrictions on Processing

(a) is an independent controller of Controller Personal Data
under the Data Protection Legislation;
(b) will individually determine the purposes and means of its
processing of Controller Personal Data; and
(c) will comply with the obligations applicable to it under the
Data Protection Legislation with respect to the processing of
Controller Personal Data”.

122
on the Concepts of “Controller” and “Processor”’ (2010), 18.
123
your ad units were viewed on broken down by country,
you would select the Platforms report and then add the
Countries dimension”.
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analytics, maps integration and many others, have
Wirtschaftsakademie opens the door to enforcement
the services into their offerings in case of potential

limits of the enforcement in such cases.

97

a (joint) data controller. However, notwithstanding

discussion of responsibility for access rights shows

data governance is often taking place in separated

services they choose.
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