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General Introduction and
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General Introduction and Dissertation Outline

In today’s digital world, advertisers and marketers have the opportunity to access a
wide range of data about consumers1. They can collect demographic data, information
about friends, browsing history and location, and can use such data to infer consumers’
interests and personal situation (Boerman, Kruikemeier, & Zuiderveen Borgesius, 2017;
Smit, Van Noort, & Voorveld, 2014). Insights gained from these collected and inferred
data have enabled organizations to move away from generic mass communication
with homogenous groups to more targeted forms of communication with consumers
as single individuals (Maslowska, Van Den Putte, & Smit, 2011; Sundar, Kaluanaraman,
& Brown, 2003). This phenomenon is called personalized marketing communication
(PMC) and, as part of a broader phenomenon of personalization, can be defined as
“the strategic creation, modification, and adaptation of content and distribution to
optimize the fit with personal characteristics, interests, preferences, communication
styles, and behaviors” (Bol et al., 2018. p. 373). PMC should be understood as a dynamic
process based on an interactive, technology- and data-mediated relationship between
the sender of the personalized message and its receiver (Vesanen, 2007). In a simple
example, based on items viewed in a web shop and gender, an advertiser can infer
that a consumer is interested in female fashion. The advertiser can then personalize
communication with this consumer in paid and owned media, for example by paying
for fashion-related banners on different websites (which are often run by marketing
platforms) or by ranking content related to fashion higher in their own newsletter sent
to this consumer. This way, two consumers are not seen as a homogenous group, but
they get to see different ads on websites and newsletters, both tailored to their inferred
interests. Advertisers and marketing platforms are obliged to inform the consumer
that these messages have been personalized based on data (as required by current
laws and regulations). Interactions of consumers with these personalized messages
(e.g., clicking on banners or not opening an email) deliver data that are central to the
process as they can be used for future personalization.
PMC is commonly seen as one of the most important new online ways of reaching
target audiences. Online advertising has grown rapidly (Interactive Advertising Bureau
2016), and it is believed that PMC is a substantial part of this growth (eMarketer 2010;
Chen & Stallaert, 2010). For example, a study conducted in 2013 showed that as much
as 90 per cent of advertising networks used data to personalize online ads (eMarketer,
2013). In 2016, in a survey among advertising and marketing professionals worldwide,
conducted by the consulting firm Winterberry Group, more than 60 per cent of
respondents predicted that in the upcoming years PMC spendings would increase
1

The term consumer has been chosen in this dissertation to represent non-professional
users who are (potential) consumers (see Scammel (2000) for a detailed discussion on the
conceptualization of the term consumer and its relation to other terms, such as citizen).
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even further (eMarketer, 2016). These trends from the advertising and marketing
practice clearly show the growing proliferation of PMC.
In academic research, interest in PMC has also been growing. A number of scholars
have studied how personalization of marketing messages impacts consumer responses,
what attitudes consumers hold towards PMC, and how these attitudes are formed.
The impact has been studied in different media contexts: personalized emails have
been concluded to be more effective than generic emails (Maslowska et al., 2011);
on social networking sites such as Facebook, PMC has been shown to be perceived
more positively than generic marketing communication (Tran, 2017) and lead to more
intention to click such ads (De Keyzer, Dens, & De Pelsmacker, 2014). Such studies
have thus shown a positive effect of PMC on consumer responses across media. At the
same time, as PMC involves collecting and processing personal data, it raises privacy
concerns, which have been commonly studied in research. Indeed, it has been shown
that privacy concerns and trust play important roles in consumer attitude towards,
acceptance of, and the effectiveness of PMC (e.g., Bleier & Eisenbeiss, 2015; Kim &
Huh, 2017; Youn & Shin, 2019). Academic research has thus studied both the positive
(e.g., increased relevance and effectiveness) and the negative (e.g., threat to privacy
and trust breach) consequences of the phenomenon for consumers.
The importance of PMC is also reflected in the public debate in the Netherlands.
More specifically, an automated content analysis of media coverage by the biggest
Dutch quality newspapers on this issue between 2006 and 2015 (Strycharz, van Noort,
Smit, Vliegenthart, & Helberger, 2017), has shown a remarkable increase in attention
to this topic over the years. Particularly, after 2010 the number of articles doubled
and it remained at this level. Regarding the valence of the public debate, media
reporting about PMC was on average negative. The study has also identified specific
topics that media reported on in relation to PMC. The debate mostly focused on
data protection standards and corresponding regulations in the EU and the US, data
collection methods (such as cookies and mobile apps), collection and use of sensitive
data for marketing purposes (such as medical data and banking data) as well as how
data can be a source of income for the industry. These findings indeed underline the
centrality of PMC in today’s public debate and hint at negative public perceptions of
this technique as well as a perspective of worry.
Recent legal developments in the EU and the Netherlands reflect this public debate.
In May 2018, the General Data Protection Regulation (GDPR) has been introduced
with the aim to increase and standardize privacy protection of EU residents as well
as to increase trust in the data economy. This regulation has had a great impact on
ways in which organizations collect and process data for PMC purposes and how they
11
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communicate with consumers (Tankard, 2016). Consumers have been given numerous
rights that they can use to influence and object to data collection by the industry as
well as the use of such data for profiling and automated decision making. To make
the regulations even more applicable to the constant developments in PMC, the EU
also plans an update to the so-called ePrivacy Directive. According to the plans, the
directive will among others include a broader definition of marketing communication
and amended rules about the placing of (tracking) cookies (Council of the European
Union, 2019). Along these line, the Council of Europe adopted a “Declaration on the
manipulative capabilities of algorithmic processes” in which it calls member states to
consider the development of additional protective frameworks to address the impacts
of the targeted use of data (Council of Europe, 2019).
Looking at the described developments in PMC, this phenomenon cannot be studied in
isolation, but only as the interplay between: (1) consumers whose data is collected and
used for personalization purposes and who are targeted with personalized marketing
messages; (2) the industry that monetizes the impact of PMC, including intermediaries
such as platforms that facilitate personalization as well as advertisers, advertising
agencies, and publishers that design and disseminate personalized messages; and
finally (3) the regulators, who are responsible for setting data protection standards and
corresponding regulations that impact the way data is collected and used for PMC
purposes. What connects these three perspectives is the data collected and processed
for PMC purposes. While past research has strongly focused on factors related to
consumers and effectiveness of personalization, i.e., consumer perceptions and how
these impact PMC effectiveness, a broader perspective that takes into account all three
perspectives and the centrality of data is missing. More specifically, as Boerman et al.
(2017) argued in their literature review on advertising based on behavioral data, this field
lacks integrative research approaches combining insights from different perspectives.
At the same time, recent legal developments such as the introduction of the GDPR
and the debates around the revision of the ePrivacy Directive put emphasis on the
role of the regulators. They in fact have a strong impact on how the industry applies
PMC tactics (Tankard, 2016) and influence consumer perceptions and behaviors by
offering them more protection (Zuiderveen Borgesius, 2014) and potentially fostering
consumer empowerment (Boerman et al., 2017). Combining different perspectives
is crucial in research on digital phenomena in the society as the perspective of
consumers, industry, regulators, and others “define the problems, set the parameters
within which solutions to problems will be sought, and determine what results will
be acceptable” (Cutcliffe, 1989, p. 424). Therefore, the aim of this dissertation is to
bring the three perspectives (consumers, industry and regulators) together in order
12

to draw an integrative picture of the utility and impact of PMC on consumers and the
industry, as well as to scrutinize the role of the law in this “personalization landscape”.
More specifically, this dissertation investigates 1) PMC application in the industry, 2)
consumer reactions to PMC application by the industry, 3) impact of regulations on PMC
application by the industry, and 4) consumer and industry reactions to regulations. In
order to meet these research aims, this dissertation applies an interdisciplinary view on
the personalization landscape by combining theoretical insights from communication
science with insights from legal scholarship. Figure 1.1 depicts the three perspectives
integrated in this dissertation, while this introductory chapter introduces definitions
and past research on each of the perspectives, and gives an overview of the chapters
included in this dissertation as well as their positioning within the landscape.

Figure 1.1 Multi-perspective view on personalized marketing communication and
overview of the dissertation

Regulators

Consumers - Regulators:
Chapter 6
Chapter 7

Industry
Chapter 2

Consumers
Chapter 4

Consumers - Industry:
Chapter 3
Chapter 5
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THREE PERSPECTIVES ON THE
PERSONALIZATION LANDSCAPE
The advertising landscape has always been subject to change with the introduction
of new technologies and techniques available to advertisers (Almeida, Abreu, Reis,
& Cardoso, 2013). Regarding online advertising, Evans (2009) attempted to describe
the online advertising landscape and concluded that it was populated by multi-sided
actors that facilitated connecting advertisers to viewers. We argue that these multisided actors also inhabit the personalization landscape, but that the centrality of
consumer data is a new factor that has reformed the landscape. The relation between
consumers and industry becomes reciprocal, with consumers “producing” data
necessary for personalization and the industry trying to successfully reach consumers;
platforms that enable personalization become a central industry actor. While Evans
(2009) did not include regulators as a player in the online advertising landscape, he
underlined the importance of among others privacy dilemmas for the landscape. As
the regulations impact collection and processing of consumer data as well as the
reciprocal relation between consumers and the industry, this dissertation goes a step
further by including regulators as a crucial actor in the personalization landscape. This
section introduces perspectives of each of the actors on PMC highlighting their unique
angle presented in academic research in isolation as well as available insights on the
overlap of perspectives (i.e., consumer empowerment and impact of regulators on
consumers and the industry). This lays the foundation to the remaining chapters of this
dissertation that aims to bring these three separate perspectives together to draw an
integrative picture of PMC application.
Consumer perspective. Consumers are a part of a dynamic feedback loop in the
personalization landscape as they are the targets of data-driven personalized messages
and at the same time they ‘produce’ data that are at the heart of personalization (Finn &
Wadhwa, 2014). In fact, consumers receive content and services in return for their data
and for being targeted with advertising messages (Evans, 2009). While from the industry
perspective, PMC has been shown as highly beneficial, research into the consumer
perspective on the phenomenon draws a more nuanced picture. On the one hand,
consumers do enjoy benefits stemming from PMC. Past studies have demonstrated
that they experience personalized messages as more relevant (e.g., Krafft, Arden, &
Verhoef, 2017) and appreciate additional convenience, i.e. non-monetary benefits such
as improved service, personalized recommendations, and support in online decision
making as well as reduction of information overload (Chellappa & Sin, 2005; Prince,
2017; Strycharz, van Noort, Smit, & Helberger, 2019). On the other hand, the majority of
14

consumers seem to be skeptical towards PMC and find it invasive and “creepy” (Smit
et al., 2014; Ur, Leon, Cranor, Shay, & Wang, 2012). This is commonly brought back to
the notion of privacy invasion and ethical concerns: consumers have become more
concerned about PMC practices due to worries about their privacy and decrease of
trust in such advertising tactics (Boerman et al., 2017). In fact, the nuanced perception
of PMC among consumers has been described as the “personalization paradox”,
which states that receiving personalized messages has both positive and negative
effects for consumers (Lee & Cranage, 2011).
In the personalization landscape, consumers have a possibility to take an active role as
they are not only the passive recipients of PMC, but also “data producers”. They can
thus possibly impact PMC application by the industry. Past research has indeed shown
a movement towards consumer empowerment. For example, consumers are generally
willing to take action (Boerman, Kruikemeier, & Borgesius, 2018; Smit et al., 2014)
by installing ad blockers, which has had a great impact on personalized messages
online. Simultaneously, consumers often do not have sufficient knowledge to take such
protective actions and also do not understand the workings of PMC (Boerman et al.,
2017).
Industry perspective. In the context of online advertising, Evans (2009) concluded
that advertisers, advertising agencies, intermediaries such as ad networks and
publishers constitute the industry. Similar groups can be identified in the context
of personalization, while platforms have become a central intermediary between
advertisers and consumers (Evans, 2008). Industry applies personalization to reach the
target audience by reducing the amount of irrelevant advertising (Vesanen, 2007). In
fact, business benefits for all industry groups are the drivers of the raising prevalence
of personalization. Past research suggests that these benefits can be summarized as
being better able to reach consumers (e.g., Jung, 2017; C. Li, 2016). More specifically,
there are multiple benefits that applying PMC can bring to the industry: data enable
agencies and publishers to provide higher-quality content to advertisers and to therefore
charge more for the services they supply, advertisers observe higher response rates,
gain loyal customers, and differentiate themselves from competition, while platforms
facilitate this data-driven marketing communication (Baek & Morimoto, 2012; Evans,
2009; Postma & Brokke, 2002). In general, personalizing marketing communication
and advertising helps publishers attract the right consumers to the right content and
advertisers to share their message with the right target audience.
Legal perspective. Due to the privacy implications of PMC, a legal perspective is
necessary to better understand PMC (Official Journal of the European Union, 2016;
FTC, 2012). More specifically, regulators aim to empower consumers by on the one
15
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hand, providing them with extensive rights and on the other hand, by requiring
industry to offer transparency and choices regarding data collection and processing
(Boerman et al., 2017).
In the context of this dissertation, the General Data Protection Regulation (GDPR)
introduced in the European Union in May 2018 is of central relevance. This regulation
aims to empower consumers who are given a high degree of control over their data
online, which should fulfill their fundamental right to the protection of their personal
data. At the same time, the regulation puts high requirements for data controllers
and processors who are obliged to inform consumers about collecting and using their
data for PMC (Li, Yu, & He, 2019). The regulators can thus potentially have substantial
impact on both consumers and the industry. More specifically, the GDPR has had a
great impact on many companies around the world as it has changed how and what
consumer data are collected online, and how consumers are informed about PMC
practices. For consumers, the regulation has brought more possibility for control
over their data that is reflected in for example, increased number of cookie opt-out
possibilities on websites (Degeling et al., 2019).

DISSERTATION OUTLINE
Concluding, the aim of this dissertation is to better develop our understanding of PMC
by bringing together three perspectives crucial in the personalization landscape. This
is examined by posing the following questions:
•W
 hat is the consumer perspective on the personalization landscape and its
actors?
•W
 hat is the relation between the consumer perspective and the perspectives of
the industry and the regulators on the personalization landscape?
This dissertation consists of six empirical chapters, each based on different datasets
and each focusing either on a single perspective (Chapter 2 & 4) or on the interplay
between perspectives (between consumers and the industry: Chapter 3 & 5; between
consumers and regulators: Chapters 6 & 7; between the industry and regulators:
Chapter 6). Every chapter is published or submitted for publication as an individual
research paper. Hence, each chapter is self-contained (containing its own abstract,
theoretical background, method, results, and conclusions) and can be read
independently from other chapters. Figure 1.1 shows how the empirical chapters relate
16

to the three perspectives and the relations between them. A summary of all chapters
is presented below.
The first empirical study reported in Chapter 2 explores the application of PMC by
the industry. It sets the scene for this dissertation by mapping PMC application by the
industry and bridging the consumer and practitioner perspective on personalization.
This study enters into a dialogue about the practical application of personalization in
the industry. It takes the Personalization Process Model by (Vesanen & Raulas, 2006)
as the starting point. This model portrays personalization as an interactive process
that revolves around consumer data. PMC application in the industry is investigated
through the means of expert interviews conducted with eleven experts (marketers,
market researchers and online privacy specialists)
Chapter 3 and Chapter 4 focus on the consumer perspective. Chapter 3 examines
what benefits of PMC consumers see, and what related concerns they have. Most of
past research has been centered on benefits stemming from relevance of personalized
messages and privacy-related concerns caused by them. This chapter advances past
research by answering the question if this focus on relevance and privacy sufficiently
represents the social mood. By means of a thought-listing exercise, 900 valid
responses were collected and coded (according to a codebook developed based on
past literature). Chapter 4 focuses on consumer knowledge about industry application
of PMC and influence of regulators on PMC, and their subsequent attitudes towards it.
More specifically, the aims of this chapter are threefold: first, it furthers our understanding
of consumer knowledge about PMC; second, it investigates if knowledge and feelings
are related to the attitude towards PMC by applying an attitude formation model
(Eagly & Chaiken, 1993); third, in order to examine how knowledge about PMC is
related to feelings such as privacy concerns and resignation, direct relations between
these constructs are examined. A survey was conducted among 1,217 respondents to
study these issues.
Chapter 5 and chapter 6 focus on consumer empowerment. Chapter 5 examines if
technical knowledge of application of PMC by the industry can motivate consumers
to exercise their rights and opt-out from allowing the industry (platforms) to process
their data for PMC purposes. The chapter applies the Protection Motivation Theory
(Rogers, 1975) to explain the underlying mechanisms of motivation to use such opt-out
functions. An online experiment in which consumers technical knowledge about PMC
was manipulated (N = 425), was combined with behavioral data from a plug-in that
tracks consumer online behavior and potential opt-out decisions (N = 80). Chapter 6
further explores consumer knowledge and empowerment by focusing on transparency
requirements put forward by the regulators in the GDPR and studying in the context
17
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of different websites. Again, the Protection Motivation Theory is applied to explain
mechanisms underlying the empowerment through knowledge. An online experiment
(N = 294) examined if having legal knowledge about consumer rights and technical
knowledge about details of online data collection for PMC, motivated consumers to
reject data collection by the industry.
Chapter 7 shifts the attention to the relation between regulators and consumers and
focuses on individuals’ reactions to the GDPR. The aim of this chapter is to investigate
attitude and reactance to the law as well as understanding of and perceptions of
efficacy of the individual rights introduced by the GDPR. This extends past research on
this topic that mostly focused on awareness of the regulation and simple usage of the
rights (Deloitte, 2019; Eurobarometer, 2019). To investigate individuals’ reactions to the
GDPR, a survey was conducted among 1,288 respondents.
After these six empirical chapters, Chapter 8 presents the main conclusions of this
dissertation. In this chapter chapter, the three perspectives are brought together
and the relation between the consumer perspective and the perspectives of the
industry and the regulators on the personalization landscape is discussed. Based
on the conclusions, practical implications for consumer empowerment and for the
personalization industry are provided. Moreover, suggestions for future research are
discussed.

18
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Contrasting perspectives
– practitioner’s viewpoint
on personalised marketing
communication

This chapter is published as: Strycharz, J., van Noort, G., Helberger,
N., & Smit, E. (2019). Contrasting perspectives–practitioner’s viewpoint on
personalised marketing communication. European Journal of Marketing, 53(4),
635-660.
An earlier version of this chapter has been presented at the International Conference on
Research in Advertising 2017.

Practitioner's viewpoint on personalised marketing communication

PURPOSE The purpose of this paper is to provide insights into personalisation
from a practitioner’s perspective to bridge the practitioner-academia gap and steer
the research agenda. A wide scope of research has investigated personalisation
from a consumer perspective. The current study aims at bridging the consumer and
practitioner perspective by entering into a dialogue about the practical application
of personalisation. It takes the personalisation process model by Vesanen and Raulas
(2006) as the starting point.

METHODOLOGY Lead by the exploratory character of the study, semistructured expert interviews were conducted with marketers, market researchers and
online privacy specialists.

FINDINGS The results showcase how practitioners view the issues present in
consumer research. First, they are overly positive about personalisation. Second, they
are aware of constraining factors; findings showcase best practices to mitigate them.
Finally, practitioners are aware of controversies surrounding personalisation and thus,
engage in ethical discussions on personalisation.

PRACTICAL IMPLICATIONS Insights into the practice of personalisation
contribute to a shared understanding of this phenomenon between involved
actors, such as marketers, advertisers, and consumer representatives. In addition,
implications for lawmakers are discussed, suggesting that the implementation of
privacy laws needs more clarity and that actions aiming at improving consumer
knowledge are needed.

ORIGINALITY/VALUE The paper contributes to the literature first, by drafting a
descriptive map of personalisation from a practitioners’ perspective and contrasting
it with the perspective stemming from consumer research and, second, by offering
insights into the current developments as well as direct implications for practice and
future research.

KEYWORDS personalised marketing, conceptualization, personalisation
effectiveness, privacy concerns, expert interviews
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INTRODUCTION

The last several years have seen a sudden rise in the use of personalised communication
in marketing. With the real-time accessibility of data, marketers can use information
that directly refers to the recipient as a single individual (Kalyanaraman & Sundar,
2006). Thus, advertising is no longer directed at a wide audience; using profiles
created for Internet users based on a wide range of data, advertisers can currently
include the name of the target and use demographic characteristics or information on
Internet habits to reach individual members of the target audience (Smit, Van Noort, &
Voorveld, 2014). A survey among professionals working in the digital marketing sector
in the United States showed that ninety percent of advertising platforms and more
than eighty percent of advertisers made use of data to personalize their advertising
(eMarketer, 2013), and these numbers are expected to grow.
In academic research, the term personalisation is used to describe a varied pool
of actions. Vesanen and Raulas (2006) have proposed to treat this phenomenon as
a process that involves interactions with consumers, data collection and processing and
delivering marketing output. At the same time, Vesanen (2007) underlined that these
actions could take various forms, which he called “the many faces of personalisation”
(p. 410). First, one can use a variety of data to construct customer profiles. Second,
various aspects of the marketing output can be personalised, including banners (Bang
& Wojdynski, 2016), address lines (Maslowska, Van Den Putte, & Smit, 2011), and website
content (Tam & Ho, 2005). Finally, personalised marketing output can be delivered to
the consumer via manifold media. The lack of a common framework of personalisation
can be seen as a risk for misunderstanding — for example, between parties offering
personalised services and their clients. Furthermore, it hinders the development of
common knowledge concerning personalised marketing (Vesanen, 2007).
From a business perspective, personalisation is applied in practice to reach the target
audience by reducing the amount of irrelevant advertising (Vesanen, 2007). More
specifically, past research has shown multiple benefits that personalisation can bring
to marketers: a higher price for their services, higher response rates, loyal customers,
differentiation from competition or higher persuasive impact (Baek & Morimoto,
2012; Postma & Brokke, 2002; Wind & Rangaswamy, 2001). In general, personalised
marketing communication (PMC) is often presented as the “key to success” in the
digital world (eMarketer, 2018).
At the same time, consumer research has shown a very different picture of personalisation: it has been portrayed as one of the most controversial practices used by
marketers right now. An extensive body of research has shown that targeting indeed
can be experienced as beneficial by consumers, but the fact that it is based on
23
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personal information causes discomfort in them. In particular, one can differentiate
between two main issues streaming from consumer research. First, Internet users worry
about their privacy online (TRUSTe, 2016). In the same vein, 69% of Europeans believe
that commercial organisations may misuse the personal information they collect
(Eurobarometer, 2015). Second, one can observe raising negativity among consumers,
which lowers the effectiveness of personalisation and leads to so-called chilling effects
(TRUSTe, 2016). More specifically, 74% of Americans have limited their online activities
due to concerns about their data, while 51% refrain from clicking on personalised ads.
Interestingly, it has not been investigated how the main findings stemming from
consumer research, namely the many faces of personalisation, the benefits that accrue
from personalisation and mostly the controversies surrounding this phenomenon
— are perceived by practitioners who are engaged in the personalisation process.
The practitioner perspective on personalisation is particularly interesting in light
of the well-known academician-practitioners divide in marketing (Nyilasy, Kreshel,
& Reid, 2012) and practitioner knowledge autonomy in the field (Nyilasy & Reid,
2007). Nyilasy and colleagues (2012), who investigated professionalization within the
advertising profession, identified the need to explore the ecosystem of practitioner
thinking by academics. Thus, the aim of the current study is to map personalisation
use by contrasting findings from the existing consumer research with the “other
side of the coin,” i.e., insights into the conceptualization and use of personalisation
from the perspective of the practitioner as well as their view on the related consumer
concerns and best practices in dealing with them. By doing so, we contrast the
common academic framework with personalisation practice and add a practitioners’
perspective to the widely-covered consumer perspective, which will develop a deeper
understanding of personalisation in marketing and will be a step towards bridging the
consumer-practitioner gap.
Through qualitative expert interviews, we enter into a dialogue with professionals who
are involved into designing and applying personalisation strategies on a daily basis,
i.e., marketers, market researchers and privacy specialists. The focus lies in such a broad
scope of practitioners because different groups involved in this phenomenon might
have different experiences and report different challenges. Topics of inquiry in the
interviews are based on personalisation as a process view introduced by Vesanen and
Raulas (2006), as well as on past consumer research. However, the conceptualisation
and past research are treated merely as a starting point for the interviews as the aim of
the paper is an open dialogue and a revision to the current academic discourse. Thus,
the topics of inquiry are adopted in the course of data collection.

24

Our study makes multiple contributions. First, it contrasts the consumer perspective
stemming from past research with practitioners’ perspective on personalisation, which
allows to identify practitioners’ reactions to consumer concerns and negativity and best
practices to mitigate them. Also, we contrast the most common operationalisations of
personalisation with practice which allows us to see to what extent they correspond
and identify new developments in the field that go beyond the process view of
personalisation. Second, providing insights into the less-researched practitioners’
perspective contributes to the creation of shared knowledge in the field of personalised
marketing communication (PMC). This will reduce misunderstandings between parties
that use the term ‘personalisation’ as well as will allow the accumulation of knowledge
within this domain. Third, it models the personalisation process in practice, going
beyond previous accounts that looked at various aspects of personalisation in isolation.
Fourth, it discusses controversial personalisation methods, which delivers implications
for policy makers regarding current laws and their implementation. Finally, it provides
insights into the current practice as well as trends identified in the field, which can
serve as inspiration for future consumer research.
The article opens with a brief description of the consumer and business context
of the current study. In this section, we also introduce research questions and the
personalisation process view. Next, we present findings from expert interviews and
place them in relation to academic research. The findings are presented in the form of
six insights. Finally, we discuss both the theoretical and practical implications of these
findings.

CONTEXT AND RESEARCH QUESTIONS
CONCEPTUALIZATION OF PERSONALISED MARKETING
Personalisation lacks a unified definition in academic research (Kemp, 2001). Vesanen
(2007) pointed out that the term personalisation was often used to describe a
fragmented set of ideas: “The company that bought a service, sold as personalisation,
may get something other than what it thought it was buying.” (p. 410) His literature
review showed that the term personalisation could be used as an umbrella term for
phenomena such as segmentation, targeting, and customization, depending on the
data used and the initiator of it.
Regarding the execution of PMC, Vesanen and Raulas (2006) named it an interactive
process and described elements of it. They divided them into objects, i.e., elements
needed for personalisation (such as customer data, customer profiles and marketing
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output) and operations, i.e., actions that need to be undertaken by marketers (namely,
interactions with consumer and data collection, data analysis, creation of marketing
outputs) and related them to one another.
Concerning the last operation in the process, i.e., the delivery of a personalised
message to the consumer, Vesanen (2007) extended the model with the addition of
benefits and costs for the consumer. They included “better preference match, better
products, better service, better communication and better experience,” while costs
may include “privacy risks, spam risks, spent time, extra fees and waiting time” (p.
415). Such benefits and costs are central in consumer research on PMC. Moreover,
he added benefits and costs for the businesses that applies personalisation, which
included “higher prices from the product/service, better response rates, customer
loyalty, customer satisfaction and differentiation from competitors” on the benefits
side and “investments in technology and education, the risk of irritating customers,
and brand conflict” (p. 415) on the risks side.
The abovementioned definition can be indeed commonly observed in empirical
research on personalisation. Such studies usually focus on a certain element of the
personalisation process, looking into for example, different types of customer data
(Brinson, Eastin, & Cicchirillo, 2018) or different delivery channels (Cheng, Blankson,
Wang, & Chen, 2009).

BUSINESS PERSPECTIVE ON PERSONALISED MARKETING
Business benefits for organisations are the drivers of the rise of PMC. They can be
summarized as better reach to the customers. First, PMC has been shown to be
effective in increasing click-through rates (CTR): Postma and Brokke (2002) showed that
8.8% of customers exposed to a newsletter with personalised links clicked on them,
while only 1.9% of the non-personalised control group did so. Other studies have also
shown better scores on attention measures to personalised banners online (Bang &
Wojdynski, 2016). In general, such findings have been substantiated by the notion
that personally salient information attracts people’s attention (Harris & Pashler, 2004),
which mitigates blindness to advertising. At the same time, personal relevance and
involvement offset such negative responses as ad avoidance (Baek & Morimoto, 2012).

CONSUMER PERSPECTIVE ON PERSONALISED MARKETING
While PMC in all its various facets has been shown as beneficial for organisations,
research into consumer perspective on the phenomenon is more nuanced. On
the one hand, consumers perceive numerous benefits of PMC. Past studies have
demonstrated that consumers report increased convenience, i.e. non-monetary
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benefits such as improved service, personalised recommendations, personalised
goods, decision support and faster communication (Chellappa & Sin, 2005; Prince,
2017). Moreover, consumers expect to receive economic benefits from PMC in form
of coupons, discounts and vouchers (Zhu, Ou, Van Den Heuvel, & Liu, 2017). Third,
personal relevance is often reported by consumers (Krafft, Arden, & Verhoef, 2017).
Finally, past consumer research reports added advertising value, namely personalised
advertising being experienced as more informative, entertaining and less irritating
(Schade, Piehler, Warwitz, & Burmann, 2017).
On the other hand, with the rise of modern data-driven algorithmic forms of
personalisation, collection and processing of personal data have become more central
for consumers. This, in turn, leads to an increase in perceived privacy costs and risks
(Aguirre, Mahr, Grewal, de Ruyter, & Wetzels, 2015). Consequently, despite potential
benefits, personalisation also leads to the so called “personalisation paradox”
(Awad & Krishnan, 2006), which states that personalisation has positive and negative
effects. First, PMC leads to increased perceived internet privacy risk. When exposed
to it, consumers feel that, for example, their personal information could be misused
or sold to third parties (Dinev & Hart, 2006). Second, consumers show fear to be
bothered too much by personalised messages (Krafft et al., 2017). Third, consumer
research has concluded increased processing cost. More specifically, it can be higher
volume of advertising or emails or the capacity needed to process all the messages
(Krishnamurthy, 2006). Finally, while economic benefits are one of the advantages that
consumers report, they also fear costs in form of for example, discriminatory price
based on their data (Zhu et al., 2017). Such negative sides of PMC lead to the fact
that 55% of users between 18 and 24 years old do not want to be targeted based on
their personal data (Turow, King, Hoofnagle, Bleakley, & Hennessy, 2009), while, 46% of
respondents claim that they see personalisation based on past browsing behaviour as
“creepy” (McDonald & Cranor, 2010).
Next to benefits and costs, PMC is unfamiliar to many consumers. Multiple studies
have shown that their knowledge about data collection techniques and various
personalisation practices is scarce. Smit et al. (2014) concluded that Internet users have
only some knowledge about online behavioural targeting and know even less about
data collection practices. Similarly, Turow, Hennessy and Draper (2015) concluded that
American Internet users do not have basic knowledge about how their personal data
are used for personalisation purposes. The question raised by academics is whether
the lack of knowledge makes the consumer more vulnerable to personalisation.
In summary, three conclusions can be drawn from consumer research on PMC, namely
first, consumers perceive PMC as beneficial, second they see more and more costs
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of this phenomenon, and third, they have little knowledge about it. However, it has
not yet been investigated whether and how practitioners use the fact that consumers
perceive benefits to their advantage, how they deal with the lack of knowledge and
what types of solutions practitioners see for the perceived costs. Thus, topics of inquiry
of the current study involve examination of the perceptions that practitioners have on
these issues and their influence on their daily work. Moreover, practitioners are also
asked about other factors they see as important in the application of personalisation
that may have not been investigated in consumer research.

RESEARCH QUESTIONS
We use the elements mentioned in the personalisation process and the mechanisms
connecting them introduced by Vesanen and Raulas (2006) as an inspiration for a model
that permits personalisation description from the practitioners’ perspective. Moreover,
to fulfil the aim of contrasting consumer and practitioner perspectives, costs and
benefits for the consumer and organisation, and varied applications of personalisation
described before were used to extend the model. The following research questions
are posed:
RQ1a: How do practitioners conceptualize and apply personalisation and
personalised output?
RQ1b: How do practitioners justify the application of PMC from the perspective of
the consumer?
RQ2a: How do practitioners see the effectiveness of PMC or lack thereof?
RQ2b: How do practitioners mitigate the factors constraining PMC effectiveness?
RQ3a: What are practitioners’ perceptions of the costs and benefits of personalisation
for the organisation concluded in past research?
RQ3b: What are practitioners’ perceptions of costs and benefits of personalisation
concluded in past consumer research?
The research questions are used as initial topics for inquiry in the interviews with
practitioners. However, it has to be noted that to give the voice to practitioners, we
kept the interviews semi-structured and also adjusted the topics of enquiry in the
course of data collection and initial coding.
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METHODOLOGY

To match the exploratory character of the study, qualitative expert interviews were
conducted with individuals representing organisations that are involved in designing
and applying PMC or are seen as experts in the field of online privacy.

PARTICIPANTS
To recruit participants, purposive sampling was used, which can be seen as appropriate
as the recruited participants had to strictly fulfil certain characteristics (Riff, Lacy &
Fico, 2014). With regard to this study, experts had to be affiliated with organisations
that either specialise in personalised marketing or specialise in online privacy issues
related to personalisation. Initial contacts with organisations were established through
the benefactors of an independent foundation that stimulates academic research and
aims at sharing academic knowledge with practitioners. Moreover, internet search
was conducted to find organisations that specialize in PMC or issues related to it.
Initially, marketing professionals were contacted. Next, snowball sampling was applied
– each interviewee was asked to think of other potential experts. Also, based on initial
analyses, it was decided to include not only professionals coming from marketing
agencies that specialise in personalisation, but also market researchers and experts
from advertising networks as well as legal specialists on privacy issues as they emerged
as important for the aims of the study.
To determine the optimal number of participants, the principle of data saturation was
applied. Data collection stopped when no new themes that would add to the existing
results appeared (Glaser & Strauss, 1967). Data was analysed after each interview and
these preliminary analyses lead to inviting more interviewees and to the decision on
the number of interviews (11 interviews - for details see Table 2.1). Two practitioners
decided to take part in the study on an anonymous basis.

PROCEDURE
The interviews were conducted face-to-face. Before each interview, the purpose of
the study was explained to the participants, and if they consented to participate, they
were given the right to withdraw from the study at any time and to stay anonymous.
All interviews took place at a location chosen by the interviewee, being either the
company or a university location. The interviews lasted 45 minutes on average and
were semi-structured. The questions were developed based on past research but were
adapted based on initial results.
An interview guide with a topic list was developed based on the research questions
presented before. It started with general questions about the organisation (e.g.,
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Table 2.1 Organizations participating in the expert interviews
Category

Organizations

Digital marketing agency

6

Market research agency

1

Advertising network

1

Inter-branch organization

1

Privacy specialists

2

activities, size, clients), the conceptualization of personalisation, their experiences
with the practice (e.g., applied strategies, example campaigns), effectiveness of
personalisation (e.g., methods of measurement), the costs and benefits experienced
by the organisation (e.g., economic or legal considerations), perceived users’ attitudes
towards personalisation (e.g., costs and benefits and users’ lack of knowledge), best
practices of dealing with consumer negativity and concerns, and, finally, trends for the
future in the field of personalisation. In the course of data collection and initial analyses,
the list was adopted. For example, as in modern personalisation strategies not only
consumer profiles, but also data turned out to be central, additional questions about
data acquisition, processing and quality control have been added. Similarly, the role
of algorithms was mentioned in the initial interviews resulting in an additional topic of
inquiry. This way, automated personalisation and real-time bidding have emerged to
be central in the field.
The expert interviews were recorded, transcribed and analysed.

DATA ANALYSIS
The interviews were analysed in two steps. First, the transcripts were initially read and
open codes were assigned to bits of data. Example of such codes include: “E-mail
personalisation”, “Segmentation,” “Filter bubbles.” Initial properties of categories
were defined in this step. During the process of open coding, multiple memos were
created to describe how codes from different transcripts were related to each other
and to reflect the first results against the existing literature on personalisation (Strauss &
Corbin, 1990). For example, one memo was created about typology of personalisation
in which codes assigned to information how personalisation is applied were compared
to each other. In the second step, with the help of the initial codes and the memos,
axial codes were assigned to group the initial codes into the main six insights from
the topic list (conceptualization of personalisation, application and marketing output,
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benefits and costs both for organisation and consumers and factors constraining
effectiveness), as well as future developments.
Quotations from the interviews were consulted with the interviewees and are introduced in italics in the current paper.

FINDINGS AND DISCUSSION
INSIGHT ONE – PERSONALISATION AND TARGETING
Looking at the literature, defining personalisation is not easy; past studies provide
us with a number of definitions that are often dramatically different from each other.
Following (Peppers, Rogers, & Dorf, 1999), one can define personalisation as any
differentiation of a product or service for the benefit of the consumer. On the other hand,
Allen, Kania and Yaeckel (2001) limit personalisation to the web experience. Wind and
Rangaswamy (2001) include customization initiated by the consumer in the definition of
personalisation. What connects those and other definitions is the fact that personalised
messages are targeted to a specific person and that marketers see the customer as a
single individual (for a conceptual framework on the definition of personalisation, see
Vesanen, 2007).
According to Kemp (2001), practitioners stumble upon the same issues as academics
when attempting to define personalisation; it has a different definition for each
marketer who claims to apply it. However, from the interviews, one can derive a
definition consisting of three main elements: To reach the right person with the right
content at the right time (CEO, digital marketing agency 1).
First, the corresponding target group has to be identified; second, identification of
the demand is necessary, and the sender should be able to produce the appropriate
personalised message: Relevance of the message is at the heart of personalisation
(country manager, digital marketing agency 3); third, the content has to be provided
at the appropriate time when the receiver is interested in it and needs it. Moreover,
regarding commercial organisations, a fourth condition came up — a measurable
return on investment (ROI): Regarding commercial organisations, we can say that
relevance for the client is central as well as a measurable return on investment for the
organisation (CEO, digital marketing agency 1). However, even though all those four
elements define personalisation, a CEO from digital marketing agency 2 underlines
that they do not all have to be met at all times: Once the right person and the right
personalised message have been identified and one observes a positive ROI, then
delivering the message at the right time is less of importance. It is all about making
your advertising more relevant.
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Thus, in contrast to academics, practitioners take a more pragmatic perspective on
the phenomenon. The core, namely aiming a message at a right person with the right
content is shared by practitioners and academics, but in practice the channel is less
important. Also, all practitioners admitted that when talking with their clients, they
do not differentiate between who has started the personalisation process (thus, they
do not see customisation as a separate personalisation form). Regardless if initiated
by the customer or happening online or offline, as long as effective, personalisation
works. Moreover, it was not described as a process (Vesaenen, 2007) by any of the
interviewees. Professionals do not see PMC as an interaction with consumers, but
as an improved form of sender-receiver communication. It is the company sending
a personalised message via a chosen channel with the aim of improving ROI, while
the customer is the passive recipient. Thus, even though online tools offer companies
possibilities to move away from the traditional one-way communication towards more
dialogic and interactive dynamics, in the current state, the field fails to recognise them
and uses personalisation as a stream for dissemination of marketing messages. This
can be seen as a lack of maximisation of the potential of digital media platforms (Pang,
Shin, Lew, & Walther, 2018).
Besides searching for a definition of personalisation, academics have also attempted
to categorize different types of this phenomenon (see Vesanen, 2007). In a similar
effort, some agencies introduce differentiations between types of personalisation.
The categorization applied by some agencies differentiates between personalisation
based on the data used. Personalisation (also called non-anonymous targeting) is in
this case defined as relying on data that can be traced back to a single individual:
Personalisation involves working with personal data of individuals such as a name,
address, email address, phone number (CEO, digital marketing agency 2), while
targeting (also called anonymous targeting) is based on profiling and reaching out to
a group: An example of targeting is reaching out to women in their twenties who live
in Amsterdam without having any knowledge on single individuals that are targeted
(CEO, digital marketing agency 2). Following these definitions, personalisation can
be ascribed to the so-called own media (e.g., newsletters), while targeting is usually
applied in paid media (e.g., banners). Applying personalisation in paid media, for
example using information about someone’s family size in a social media ad, is risky for
organisations. Such personal form of contact may lead to reactance among consumers
and should be avoided. Practitioners recommend to base messages on personal
data only when they are send via owned media and apply targeting when it comes to
banner ads or social media advertising.
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INSIGHT TWO – SEVEN TECHNIQUES OF PERSONALIZING
MARKETING MESSAGES
Most academic research on personalisation focuses on consumers, i.e., so-called
B2C communication (e.g., Baek & Morimoto, 2012; Maslowska et al., 2011). However,
even though they are mentioned most often, these are not the only ways in which
personalisation is applied. B2C, but also B2B companies engage in personalisation.
As some practitioners underline, Behind every company there is a person, so
the communication has to be aimed at a person and not an anonymous company
(CEO, marketing automation agency). It is also worth noting that B2B agencies have
different considerations and face different obstacles when applying personalisation
compared to B2C communication: when personalised messages are aimed at a
company and not at an individual, no personal data are involved, which considerably
decreases the privacy concerns that practitioners have to consider. Even though the
differences between the B2B and B2C contexts are noticeable, academic research
into B2B personalisation is rare; examples such as Zahay and Griffin’s study (2002)
into customization and personalisation in B2B services or Jensen’s (2006) call to B2B
companies for “new systematic methods for online communication planning” (p. 357),
among others personalisation, are rather exceptional.
Looking at both B2C and B2B communication, practitioners mention two sectors
as the most advanced regarding personalisation: When you consider who is best at
personalisation, these are usually online players. The travel sector is at the top, and so
is the gambling sector (CEO, digital marketing agency 1). Prompted why specifically
these sectors are doing well, the interviewees name the target group, namely
experienced users of online services as less reactant to PMC. Thus, they name the
positive role of consumer knowledge and experience.
In all sectors, the method of using customer data and the actual marketing output
can take various forms: it can be promotional material, the product or service itself,
the price of the product or its delivery (Vankalo, 2004). The following section examines
various strategies that have been treated in the literature concerning personalisation
and discussed by the practitioners. The techniques are not categorized by channel
because this categorization is not used by most agencies: Consumers do not think in
channels; they think in terms of convenience (CEO, marketing automation agency).
Lack of such differentiation shows that digital media facilitate integration of marketing
communication and that personalisation requires shift of paradigm from organisations
applying it (see integrated marketing communication, Manser Payne, Peltier, & Barger,
2017).
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Technique 1: Online behavioural targeting. One of the most widely investigated forms
of personalisation in consumer research is online behavioural targeting, which can
be defined as “adjusting advertisements to previous online surfing behaviour” (Smit
et al., 2014, p. 15). To do so, data are collected with so-called ‘cookies,’ which are
text files that are stored on users’ devices (including both PCs and mobile devices)
(Smit et al., 2013). Next to cookies, advertisers use data about users’ behaviour on
social media such as Facebook. Based on the available behavioural data, advertisers
can infer which topics are likely to be interesting for a certain individual and select
advertising to display accordingly (McDonald & Cranor, 2010). Past consumer research
has shown that OBA is effective at mitigating ad avoidance (Baek & Morimoto, 2012)
and maximizes advertising effects (Smit et al., 2014; Van Doorn & Hoekstra, 2013).
What academics define as OBA, was named “automated personalisation” by
practitioners. They called it the simplest way of applying PMC as it is purely based
on past behaviour and happens mechanically. Using cookies saved on the visitors’
devices, advertisers know if someone has looked at a specific product in an online
shop in the past and advertise it accordingly. Automated personalisation is based
on matching the ID of the product with the ID of the consumer profile. (CEO, digital
marketing agency 1) It happens automatically, with the help of algorithms. Advertisers
believe that Automated personalisation allows us to be more effective and reduce the
amount of waste (CEO, digital marketing agency 1), it being both wasted time of the
consumer as well as wasted resources of the organisation. Automated personalisation
is most commonly applied by organisations that sell their products or services online
It works best when the customer can directly go back to previously viewed products
(owner, digital marketing agency).
Closely related to this is the phenomenon of real-time bidding, which according to
practitioners is one of the most important developments of the last years. An example
can best explain this procedure: There is a free banner on a news website. Thanks
to cookies the publisher and advertisers have information about the visitor. It turns
out that the visitor is planning a trip and has visited a website of an airline. This is a
potential client, thus, the airline offers to pay 5 cents for the banner. On the other hand,
ID matching shows that the person has also visited a web shop where he or she has
put a pair of shoes in the basket but did not complete the purchase. Thus, the web
shop offers 3 cents for the banner. Finally, as the article content is about nature, an
NGO working in the field of wilderness preservation offers 1 cent for the banner. These
offers go to bidding and the highest bid wins (the airline in this example) (CEO, digital
marketing agency 2). This development stems from the advancements in algorithmic
personalization. It does not follow the personalization process as described by
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Vesanen and Raulas (2006). In fact, data is not only used to find the right target group
for the right message, but also to purchase advertising space. Also, new players are
involved in this process – the role of advertising networks that manage such algorithms
increases. One could argue that with the power of algorithms not the customer, but
data (personal, but also contextual) become central in the personalization process.
Technique 2: Email marketing. Email is one of the most researched personalisation
channels. Indeed, numerous scholars have investigated the effects of personalizing
names (Maslowska et al., 2011) and content (Postma & Brokke, 2002) of emails on
consumers. While Posta and Brokke (2002) have found a positive effect on CTR, other
research has failed to prove that personalised emails improve advertising effects
(Maslowska et al., 2011)
According to the interviewed practitioners, personalizing emails is particularly
common: Currently all emails are personalised. It is a standard procedure (operations
manager, digital marketing agency). So-called identification strategies are commonly
used in newsletters. In this case, personalisation happens by including information
about the recipient in the email, for example, using the opening line “Dear John,” or
sending emails with birthday wishes and special offers for this occasion. The aim of this
type of personalisation is to make the message more meaningful and has been shown
to increase open rates.
Moreover, interviewed practitioners underline that personalisation of emails is
becoming increasingly advanced. For example, not only the inclusion of name, but
also personalisation of the email content, be it the items included or the email text
itself, is gaining popularity. Such personalisation can be based on either demographic
data or behavioural data. For example, an e-mail marketing agency does not use
data provided by the consumer to personalize the content of the email but bases
personalisation on his/her click behaviour. Once you receive the newsletter and interact
with it, your behaviour tells us more about you than the information you have provided.
(CEO, e-mail marketing agency) Such personalisation of content is particularly often
applied by bigger organisations as it requires considerable resources. At the same
time, it is the most effective email personalisation that leads to up to triple increase in
open and click through rates.
Technique 3: Social media advertising. One of the major advantages of social media
for personalisation activities is the new types of public data and metadata they offer,
such as tags, comments, and explicit personal relationships, all of which can be utilized
to personalize advertising that appears on social media as well as to determine a target
group (Guy, Zwerdling, Ronen, Carmel, & Uziel, 2010). Past consumer research has
shown multiple positive effects of personalisation on social media, namely effectiveness
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in mitigating ad scepticism and improving ad credibility and attitude (Tran, 2017).
At the same time, the so-called personalisation paradox has been unveiled in this
context, namely the increase of concerns among consumers exposed to personalised
ads (Aguirre et al., 2015).
According to practitioners, advertising on social media is exclusively based on
targeting – social media makes it simple to look for lookalikes and approach them.
One can barely observe personalisation (i.e., use of personal data) as it leads to more
reactance. The conclusion is thus that personalisation leads to a paradox, which can
be avoided by applying more general targeting. Moreover, social media advertising
does not generate high costs – particularly for smaller companies, it is cheaper and
gives them access to data. Moreover, according to practitioners, the so-called banner
blindness is lower compared to, for example, news websites. Social media are often
visited during purposeless browsing (owner, digital marketing agency).
Technique 4: Apps and notifications. Personalisation of the content of applications is
a new phenomenon that has not been widely investigated in the consumer context.
Mobile apps are usually investigated in relation to privacy concerns and their role in
decisions to download an app because mobile app systems are vulnerable to privacy
invasiveness (see Guy et al., 2010). Personalisation of the app content and usability has
been shown to positively influence trust and loyalty for hotel booking apps while also
raising privacy concerns (Ozturk, Nusair, Okumus, & Singh, 2017).
The interviewed practitioners acknowledge the relationship between personalisation
of apps and privacy concerns. In particular, they mention notifications shown on mobile
devices. Some organisations, based on consumer research, choose not to personalize
app elements: We never personalize push notifications from apps. Notifications feel
closer to people and are more sensitive (country manager, digital marketing agency
3). There is thus a strong distinction between in-app and notification personalisation,
the earlier being more accepted among consumers and the latter raising considerable
reactance.
Technique 5: On-site personalisation. Regarding personalisation of entire websites,
so-called website morphing is a phenomenon discussed in the academic literature,
which relates to “inferring latent customer segments from clickstreams and then
changing websites’ look and feel to maximize revenue” (Hauser, Liberali, & Urban,
2014). Thus, the look, feel and content of the website can be adjusted to individual
visitors. A less advanced technique concerns the ranking of content that is shown on
the website according to the individual preferences of the visitor (Tam & Ho, 2005).
The interviewed practitioners admit that website personalisation is often too costly
for companies. Producing enough content is the first step to the personalisation of
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websites (operations manager, digital marketing agency). Producing more content
increases marketing costs, which is one of the largest thresholds for this technique.
Nevertheless, one can still observe on-site personalisation in the field. However, due
to the economic concerns, typically, only landing pages from emails are personalised
based on clickstreams. For example, some online stores personalize the landing page
from a newsletter based on the newsletter content. Such website personalisation aims
directly at increased sales. At the same time, full personalisation of website content
and design is desired by marketers with the aim of not directly increasing sales, but
with the aim of improving the customer experience (which in the end will make the
visitor stay on the website longer and will result in a positive ROI).
Technique 6: Customization. One strategy of personalisation often dis-regarded by
researchers is customization (Nunes & Kambil, 2001). This strategy also does not follow
the personalisation process model by Vesanen and Raulas (2006). Instead, rather than
using advanced data mining techniques and algorithms to find patterns of consumer
choices, it foresees allowing the user to choose their own parameters and filters to
adapt, for example, a website to his or her needs. The decisions on the relevant
content are not automated but are made by the consumer – personalisation is selfdriven. This technique uses the possibilities for active interaction that companies have
gained in the digital world (Pang et al., 2018). Past consumer research has proven that
this technique significantly improves visitors’ satisfaction (Barnes & Vidgen, 2003), but
the mechanism behind it remains undiscovered.
An example of customization comes from a company that has applied it on the website
of a sea rescue institute. Visitors can edit their profiles (age, location, their status (e.g.,
recreational or professional sailor) and whether they are contributors to the institute).
Based on this information, the site is personalised – different groups see different
content (operations manager, digital marketing agency). For example, different
content is shown to a sailor compared to a surfer because they have different interests.
The data provided is saved so that the page can be automatically personalised the
next time. The visitor is always given the option to opt out and see the general,
impersonalised page. Interestingly, the manager says it is not a coincidence that this
technique is applied by a non-profit organisation. Such an organisation is focused on
informing users, but also aims at collecting funds for its activities. Giving customization
option turns out to work well for both aims – users receive the right information and
thus are more willing to donate, and at the same time, they are given a personal
message asking them to do so. This method would work less well for online stores
which can work based on accounts of customers they already have on online users
and can directly show them offers. Thus, according to the interviewees, automated
personalisation leads to higher ROI for e-businesses compared to customization.
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There are two main drawbacks of this method mentioned by the interviewed practitioners: first, that much more content is needed to customize the website for various
individuals; second, not all internet users are willing to engage in the customization
process. On the other hand, according to practitioners, empowering the consumer
to identify their preferences has a positive influence on effectiveness and decreases
consumers’ concerns.
Technique 7: Price differentiation. A rather less commonly investigated form of personalisation does not concern a product or a message but its price. Price differentiation
can be described as “differentiating the online price for identical products or services
partly based on information a company has about a potential customer” (F. Zuiderveen
Borgesius & Poort, 2017, p. 2). Even in 2001, Baker, Marn and Zawada claimed that it
is possible for companies to identify customers who show greater willingness to pay.
Nevertheless, even though technically possible, price differentiation is rarely observed
in the field because companies fear backlash from the consumer (Odlyzko, 2009).
The same was found during the interviews; here, the law plays a large role because
unlawful discrimination is prohibited by the non-discrimination law. However, the
interviewees see a chance for future development of this technique: In general, prices
are flexible, and I can think of multiple factors that can move them (CEO, digital
marketing agency). Particularly for online stores, price personalisation is an attractive
way to attract customers and to maximize ROI. The question of what type of data can be
used to differentiate pricing without classifying the practice as unlawful discrimination
is open and unclear. Also, it is unclear to companies where the tipping point lies for
this technique.

INSIGHT THREE – RELEVANCE AND LESS ADVERTISING FOR
CONSUMERS
Another important aspect of the personalisation process concerns the justification
for applying it. Past research describes numerous benefits stemming from consumer
studies, ranging from relevance to monetary benefits. Practitioners are aware of them,
but also mention different justifications for PMC.
First, interviewed practitioners mention that PMC helps against information overload:
There is so much information online that it is difficult to decide what information one
needs (CEO, digital marketing agency 1). Second, practitioners claim that a consumer
feels more at home at a company when the information is personalised. They compare
personalised communication to interpersonal interactions in a regular shop where the
shop assistant has and uses information to interact with the customer: Earlier, one
would go to a shop, and the assistant knew information about the customer. We have
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lost this in the last years; people shop online. With personalisation, we take a step
back (country manager, digital marketing agency). For example, a travel company can
adjust its offer by knowing whether the customer has children. Companies try to go
back to more empathic interpersonal interactions, which was named one of the most
promising capabilities of interactive online media (Pang et al., 2018). Interestingly, such
claims are not reflected in public opinion research, where personalisation is found to
make consumers feel uncomfortable (McDonald & Cranor, 2010; Turow et al., 2009).
Third, practitioners claim that PMC can help reduce the amount of advertising online.
Organisations are ready to pay more for targeted advertising because they know the
audience they reach is less random. If I work for LG, once I know that my advertisement
will be shown to someone who is interested in phones and televisions, I would be
willing to pay more for an ad that reaches this specific person. (CEO, digital marketing
agency 1). Thus, earning more income from a smaller amount of advertising, publishers
can publish fewer advertisements on their pages. This is advantageous for advertisers
as well as for the consumers, who see fewer advertisements online.

INSIGHT FOUR – BENEFITS FROM TRANSACTION AND
PURCHASE FUNNEL PERSPECTIVE
Over the course of years, academic studies have attempted to test whether personalised
material is superior to non-personalised material. The question of whether PMC leads to
increased effectiveness, be it persuasiveness or lower avoidance, cannot be answered
easily as past studies show mixed results. Moreover, looking at different measures
used in the past research, it is also unclear how to best define the effectiveness of
personalised messages.
On the one hand, a number of studies has shown that applying a personalisation
strategy leads to higher persuasiveness. Tam and Ho (2005), for instance, showed that
personalised content led to greater elaboration of the message compared to nonmatched content and that personalisation had a positive effect on choice making by
the recipients. Likewise, Baek and Morimoto (2012) found that personalisation had
a direct negative effect on ad avoidance. Similarly, regarding personalised emails,
Postma and Brokke (2002) investigated click-through rates (CTR) and showed that
personalised emails increase this. Concerning banner advertising, greater attention is
paid to personalised content compared to generic banners (Bang & Wojdynski, 2015).
Summing up, a vast body of research has shown the positive effects of personalizing
messages on various behavioural outcomes.
On the other hand, a number of studies examining the effects of personalisation has
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shown no effect. For example, Maslowska et al. (2011) found that personalisation on
its own, particularly including the name of the recipient in newsletter texts, had no
significant effect on the amount of elaboration of the message, number of positive
or negative thoughts about the sender or purchase intention compared to generic
communication.
Contrarily, practitioners only notice improvement when personalisation is applied:
Personalised emails are opened 30% more often compared to generic emails (CEO,
e-mail marketing agency). The same goes for banners that are personalised, as well
as social media advertising – all generate significantly higher CTR. However, as one
practitioner notes, one has to keep in mind that CTR for all online ads remain low.
Regarding defining effectiveness, academics take different approaches – some focus on
more behavioural outcomes and define effectiveness as higher CTR (Postma & Brokke,
2002) or better scores on attention measures (Bang & Wojdynski, 2015). Conversely,
others apply attitudinal measures (Maslowska et al., 2011; Yu & Cude, 2009). Consumer
research does not show a clear pattern in application of those measures – both are
applied to different forms of PMC and various channels.
Interviewed practitioners identify two ways of defining effectiveness: transaction focus
and purchase funnel focus. In the first case, personalisation should lead directly to
higher sales and a higher number of customers (for example, the number of visitors in
the web shop), while the latter underlines creating awareness and encouraging interests
(such as staying on the page or increasing net promoter scores). Such classification can
be compared to the behavioural and attitudinal measures found in academic research.
There was no agreement among the experts on when each measure is applied.
When personalisation is applied automatically (e.g., OBA), transaction focus is more
common. The consumer is shown a product with the aim of increasing sales. Similarly,
personalised newsletters are also focused on transactions – they are supposed to
bring consumers to landing pages and convince them to purchase. The same applies
to social media advertising. Purchase funnel focus is at the centre of such techniques
as on-site personalisation and customization. These techniques can be seen in the
transaction context as aiming at driving sales, but they do so indirectly, by improving
customer experience.
However, not all practitioners would agree with these patterns. Two of the marketing
experts argued that measuring transactions belongs to the past; in the digital future,
all sales shall be driven by improved customer experience. Thus, they argued to look at
effectiveness exclusively from the purchase funnel perspective. Others, who do apply
behavioural measures, argued that Personalised marketing is one big A-B test. (CEO,
digital marketing agency).
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INSIGHT FIVE – FOUR FACTORS CONSTRAINING THE
EFFECTIVENESS OF PERSONALISATION
Most academic studies in the field of personalisation in marketing communication
have shown a positive effect. In addition, interviewed practitioners were overly positive
about the effects. However, studies on personalisation also identified factors that
constrain the effectiveness, i.e., contexts in which personalisation was not effective.
These factors were one of the topics of inquiry during the interviews with the aim of
finding out the ways organisations use to mitigate them.
Preference mismatch. Quality of arguments is particularly important regarding the
attention given to the personalised message and the way it is processed. Preference
matching, i.e., how appealing a personalised message is to the user, has been shown
to lead to a higher likelihood of processing of the content of the message and higher
persuasion levels (Tam & Ho, 2005). Similarly, Maslowska et al. (2011) suggest that when
personalisation does not match the preferences of the recipient, it has a relatively weak
effect.
Practitioners agree and notice this in their daily work as well. They focus not only on
data collection and analysis but also on creating an appealing personalised message
for the recipient: The importance of creative creation of content does not diminish
while applying personalisation (CEO, digital marketing agency). It is not enough to
present the content at the right time to the right person; the quality and creativeness
of content is valued more. In the A-B tests, interviewed practitioners notice that the
low quality of content and mismatch in preferences moderates the effectiveness of
personalisation in such a way that the positive effect of personalisation diminishes.
Scepticism towards advertising. Scepticism towards advertising, defined as the tendency to disbelieve advertising messages, has been shown to negatively influence
attitudes towards a specific ad and increase ad avoidance (Obermiller, Spangenberg,
& MacLachlan, 2005). This factor has also been found to moderate the personalisation–
effectiveness relationship such that scepticism decreases it (Baek & Morimoto, 2012).
Interviewed practitioners all cite the negative attitude towards advertising as a
moderator, but at the same time, they underline the following: If you ask people if
they like TV commercials, they would say no. On the other hand, there is plenty of
research showing that TV commercials do increase brand awareness — they work
(CEO, digital marketing agency 1). The same is true for all types of advertising, but
PMC techniques can be used to mitigate the negative effect of ad scepticism. In
particular, negative attitudes diminish when the consumer needs information and
wants to be helped: When a client has a certain question, he or she is more willing to
share information (CEO, digital marketing agency 1). This difference in attitude has
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been compared to the different attitudes towards push and pull marketing – in push
marketing, the marketers attempt to “push” their offers towards consumers, and in
this case, the attitude towards advertising plays a significant role, which becomes less
relevant in pull marketing, when the consumer looks for product and demands his or
her needs. Therefore, giving the consumer the feeling that they need the information
offered can reduce the negative effect of attitudes towards advertising and according
to the interviewed practitioners, PMC makes it possible. As the advertising is aimed
particularly at one consumer and fits with his or her needs, the need for information
can be created.
High cognitive demand. The extent to which the task the recipient is performing engages their cognition while seeing a personalised advertisement has been shown to
moderate the effect of personalisation in such a way that personalisation affects
attention more effectively compared to a generic message, when the recipient is highly
involved in his or her surfing task (Bang & Wojdynski, 2015). One could argue that this
process takes place in case of all online advertising. Indeed, but at the same time,
some PMC techniques can be used to alleviate it: When people read the news, they
do not notice advertisements; when they browse Facebook, they pay more attention
to them (CEO, digital marketing agency 1). This is related to the cognitive demand —
the less demanding Facebook is seen as a better medium to apply personalisation. For
this reason, social media has been cited by multiple practitioners as the best channel
to apply personalisation. In particular, practitioners mention the magnifying effect of
PMC and low cognitive demand – combining these two factors has been said to foster
effectiveness.
Privacy concerns. Multiple studies have found that concerns about one’s privacy
influence the effectiveness of personalised marketing. First, privacy concerns were
shown to lead to higher ad scepticism and ad avoidance (Beak & Morimoto, 2012).
Similarly, Maslowska et al. (2011) found a negative effect of privacy concerns on the
effectiveness of personalisation.
Interestingly, practitioners do not observe this effect in their daily work. Most interviewed practitioners believe that it only applies to older consumers: People over 40
have issues with privacy. It is a generation gap (CEO, e-mail marketing agency).
Individuals below the age of 40 are believed to be less concerned and more willing
to share their data. This is drastically different from past academic research results.
A Eurobarometer study (2015) showed that young adults are even more concerned
about lack of control over personal information online than older people (64% aged
15-24 vs. 48% aged 40-54). Hoofnagle, King, Li and Turow (2010) conducted a survey
among young and older Americans and concluded that young adults agree with older
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Americans on issues of information privacy. Similarly, Smit et al. (2014) did not find age
differences regarding negative attitudes towards OBA.
At the same time, practitioners do take privacy concerns into account while
designing marketing activities. First, informing consumers about data collection and
personalisation processes is an important way to tackle privacy concerns: To make
consumers aware of this, we participate in privacy protection certifications (CEO, e-mail
marketing agency). The certifications serve as a visual clue for the consumer about
high privacy protection standards. Another common way is to give the consumer an
opportunity to provide feedback, for example, by placing a question in a personalised
email about its content with a smiling or sad face as an answer or a pop-up on a
personalised landing page with the same question. Next, organisations also attempt
to offer the option to “turn personalisation off,” which means that the consumer is
given the choice as to whether he or she wants to see a personalised message or
generic message. This way, the consumer is empowered to decide whether he or
she wants to see content based on their personal or behavioural data. However, this
method was only mentioned in relation to the personalisation of websites or emails
and not banners or social media advertising.

INSIGHT SIX – LEGAL AND ETHICAL COSTS OF
PERSONALISATION
Various types of personal data are used by marketers to personalize communication;
some of it was collected voluntarily and some was collected involuntarily. When
personal data are involved, the notion of privacy comes into question.
Past research has investigated the consumer perspective on privacy concern regarding
PMC. A few descriptive studies (Turow et al., 2009; Ur, Leon, Cranor, Shay, & Wang,
2012) imply that consumers understand personalisation as a potential source of privacy
harm and that they mostly worry about the unintended and involuntary use of their
personal data. To the authors’ best knowledge, little consumer research shows clear
concerns related to privacy beyond personal information.
At the same time, privacy researchers describe privacy as a complex phenomenon,
and this article does not aim to develop a definition (for extensive work on privacy, see
Koops et al. (2016)). During the interviews, practitioners specialized in privacy agree that
this notion cannot be easily defined with a short explanation: Everyone has a different
vision regarding privacy (digital rights advocate, privacy specialized organisation).
Practitioner definitions indeed acknowledge the variety represented in research going
beyond information privacy present in consumer research: Privacy means more than
just data protection (privacy lawyer, privacy specialized organisation). It is not only
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control over personal information, but also the autonomy of an individual to develop
his or her identity and make mistakes without the worry that his or her steps may
be followed by commercial organisations and that these mistakes may have negative
consequences that cannot be predicted by the individual. The wide conceptualization
of privacy shall also be applied to PMC: on the one hand, informational privacy has
been mentioned in the context of data collection with the use of cookies, while on
the other hand, autonomy is the right to freely surf the web without the worry that
insurance companies may consequently use this information Thus, according to a
digital rights advocate, the discussion on privacy and its violation in the context of
marketing should not be limited to privacy policies and (in)voluntary data collection.
Regarding legal regulations in Europe, the right to privacy is set in the European
Convention on Human Rights and in the EU Charter of Fundamental Rights, and the
General Data Protection Regulation is laying down a harmonized legal framework
for data protection across the countries of the European Union, thereby replacing
the original 95/47 Data Protection Directive. Even though the regulations are well
developed, practitioners have named a number of legal concerns. Due to fast
development in the field, legal teams often have problems deciding what is allowed
and what is not. In some cases, the law comes after the practice: The whole world
is changing, and the regulator stays behind (CEO, e-mail marketing agency). Often,
organisations have already applied self-regulation. Law is also complex — it is difficult
to follow and requires significant effort from practitioners who apply personalisation
and work with data but who often do not have a legal background. Most confusion is
about the fundamental ideas of the law — when and to what extent an organisation
is allowed to collect and use data. To deal with those concerns, privacy officers, who
offer the help that is needed to understand and implement the current regulations,
are increasingly involved in planning and executing marketing activities. Moreover,
inter-branch organisations offer legal help to practitioners: We offer free advice to
organisations that have doubts about whether they follow the regulations (lawyer, interbranch organisation). This is particularly valued by smaller organisations who are at a
disadvantage regarding applying the law because they often cannot afford to involve
a privacy officer while also not having the required knowledge and understanding
themselves.
Since personalisation involves use of data and can be a threat to privacy, it raises a
number of legal and ethical concerns unknown to advertising otherwise. The literature
mentions three main concerns: first, the information asymmetry between individuals
and organisations leads to lack of individual control over personal information
(Zuiderveen Borgesius, 2013). Smit et al. (2014) showed that Dutch Internet users lack
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knowledge about cookies. Even though informing the users about cookie use is legally
required, many firms are not clear in their privacy policies. Second, the information
asymmetry leads to an unethical situation when the advertiser has a large amount
of information about an individual and can use it to exploit people’s weaknesses
(Zuiderveen Borgesius, 2013). Third, personalisation carries the risk of social sorting.
It can be defined as classifying people according to some criteria to determine
who deserves special treatment (Lyon, 2002). An advertiser might avoid advertising
a product to a riskier group of people — for example, not advertising expensive
products to poorer individuals.
Practitioners indeed agree that personalisation carries ethical and legal concerns.
An example given by an operations manager from a digital marketing agency was:
Is it ethical to decide not to advertise car insurance to a specific group, e.g., young
men? The aim of the study was to collect best practices of dealing with such issues.
However, there is no agreement on them. Best practice in some organisations is to
avoid misusing the power the information gives them, i.e. do not apply personalisation
to certain domains; for example, a supermarket would not advertise whiskey to an
individual who buys whiskey every week as this may indicate a problem that the
individual has. Moreover, practitioners acknowledge that consumers do not possess
sufficient knowledge about PMC, which may lead to lack of control and consequently
to more negative attitudes: What we don’t know, we fear (operations manager, digital
marketing agency). Multiple interviewees expressed the opinion that awarenessraising actions are needed to bring control to the consumers and at the same time,
improve their attitude.
Interestingly, some practitioners also acknowledge the issue of filter bubbles for the
advertising industry (i.e., “a unique universe of information for each of us.” (Pariser,
2011, p. 9): With personalisation, we create a world for you and a different world for
your neighbour (CEO, e-mail marketing agency). Some also actively work to prevent
this by including so-called “rescue boxes” in their personalised communication with
customers. A rescue box is space where impersonalised content is shown. For example,
newsletters contain not only the products and articles predicted to be interesting for
the receiver but also random unrelated content (country manager, digital marketing
agency 3). This tactic is beneficial for organisations that apply it. Consumers locked in
their bubbles not only have different experiences than others; they also do not have
the chance to, for example, purchase products that have not been predicted to be
interesting for them. This may be a disadvantage for advertisers as it limits the choices
given to the consumer. Thus, offering rescue boxes not only offers a solution to the
ethical dilemma, but also presents direct benefits to organisations.
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CONCLUSION AND IMPLICATIONS:
WHAT IS THE FUTURE OF
PERSONALISATION?
The aim of the current study was to advance our knowledge on personalised
communication by contrasting the widely researched consumer perspective on it with
the practitioner’s perspective. This study provides six insights into personalisation as a
process. The findings of the study are summarized in Table 2.2.

CONCEPTUALISATION OF PERSONALISED MARKETING
COMMUNICATION
One can conclude that personalised marketing communication is a wide concept
that includes several sub-issues (Vesanen, 2007). At the same time, the interviews
have shown that it is currently applied in marketing with the aim of sending out a
marketing message to the recipient. Personalised communication is still a one-way
communication, regardless of the potential of computer-mediated communication
(Pang et al., 2018). Not interaction and consumers, but big data and algorithmic
personalisation are currently central to the phenomenon.

INSIGHT ONE: PERSONALISATION AND TARGETING
Regarding different types of personalisation, the differentiation between personalsation (aimed at an individual) and targeting (aimed at a group), which was found in
the interviews, is particularly interesting for future research. Past studies have shown
that the level of personalisation (type of personal data and the amount of information
used) influences the feeling of intrusiveness (Van Doorn & Hoekstra, 2013), perceived
usefulness, reactions, and privacy concerns (Bleier & Eisenbeiss, 2015). Differentiating
between who is targeted (group vs. individual) instead of level of personalisation
can deliver new insights into the mechanisms behind the negative impact of some
personalised messages. Moreover, application of personalisation and targeting seems
to be channel-dependent. Future research should thus investigate the interaction
between data use and channel.
From a practical perspective, the findings give implications regarding best practices
regarding the channel-dependence of PMC. When applying it, companies should
consider who is the target audience not only to deliver the right message, but also
to lower reactance. The differentiation between paid, earned and owned media,
central for other types of marketing, remains important in PMC as applying the wrong
technique in the wrong medium can lead to significant reactance.
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Table 2.2 Overview of the six insights per perspective
Insight

Academic perspective

Practitioners’ perspective

1: Personalisation and
targeting

Consumer-centred view on
personalisation

Pragmatic perspective on
personalisation: To reach the right
person with the right content at
the right time to make profit

“Personalisation” used as
umbrella term with differentiation
Differentiation between nonbetween channels, context,
anonymous and anonymous
initiation
targeting
2: Seven techniques of
personalisation

Focus exclusively on B2C
personalisation

Focus on both B2C and B2B
personalisation

Differentiation of personalisation
by channel or data used

Integration of marketing
communication (regardless of
channel)
Growing role of algorithms and
big data in personalisation

3: Relevance and less
Monetary and non-monetary
advertising for consumers benefits for consumers

Personalisation as a remedy for
information overload
Application of personalisation for
dialogic, interpersonal, two-way
communication
Reduced amount of advertising
online due to growing revenues

4: Benefits from transaction
and the purchase funnel
perspective

5: Four factors constraining
the effectiveness of
personalisation

Mixed findings on benefits for
companies: personalisation
paradox

Clear positive effect of
personalisation on CTR, open
rates, and revenue

Measurement of effectiveness:
behavioural or attitudinal
outcomes

Measurement of effectiveness:
transaction focus and purchase
funnel focus (depending on
objectives)

Numerous boundary conditions
for the effectiveness of
personalisation

Four main constraining factors:
preference mismatch, scepticism,
high cognitive demand online,
privacy concern
Numerous strategies to mitigate
them, e.g., creating the need for
information

6: Legal and ethical costs of
personalisation

Focus on informational privacy

Broad view on privacy - beyond
data safety

Little knowledge about
personalisation and high concerns Struggle to meet legal
requirements
among consumers
Raising number of ethical
questions and development of
ethical commissions in marketing
agencies
“Advertising filter bubble” as
disadvantageous to companies
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INSIGHT TWO: SEVEN TECHNIQUES OF PERSONALIZING
MARKETING MESSAGES
The interviews identified seven different techniques where personalisation is applied.
The application of personalisation to B2B communication is particularly interesting as it
has not been investigated in the past. Interviewed practitioners notice major differences
between B2C and B2B personalisation regarding the use of data, constraining factors
and impact. More specifically, the constraining role of privacy concerns shown in
consumer research is not present in B2B communication. As academic research
into B2B personalisation is scarce, this topic deserves further attention in research.
Such research would provide managers insights into new innovative means of B2B
communication (Jensen, 2006) and the mechanisms behind them. Moreover, as B2B
personalisation leads to less controversies, companies are recommended to apply it
to a greater extent.
Across all the techniques, a clear importance of algorithms and big data can be noted.
Indeed, PMC fully relies on such techniques. It is not necessarily the interaction with
the consumer that companies need, but data points and computing power. In fact,
some experts argued that data self-delivered by the consumer is less valuable than
data collected online without the consumer intervention. While in some sectors userdriven personalisation is on the rise (e.g., news personalisation), we can conclude that
the opposite is happening in marketing. While customization is not becoming any
more common, automated personalisation definitely is. What the reason is for such
a strong contextual dependence of self-driven personalization by the consumer was
unanswered by practitioners and offers a possibility for further research into the area.
Concerning the discussed techniques, the personalisation of apps and notifications
delivers particularly interesting results. Practitioners mention increased privacy
concerns and a backlash effect when notifications are personalised, regardless of
how valuable an app is to the consumer. The question of why personalisation of
app notifications has such a negative impact arises. Possible explanations from past
research could be increased feelings of intrusiveness (Van Doorn & Hoekstra, 2013),
irritation (Baek & Marimoto, 2012) or risk perceptions (Ozturk et al., 2017).
From a practical point of view, the interviews offer best-practices regarding medium
choices. More specifically, we can conclude that personalization techniques can be
classified as more suitable for transaction purposes or for more general purchase funnel
(attention building) purposes. Behavioural advertising has been named as effective
particularly for closing transactions and is recommended for online organisations.
When an organisation does not offer services or goods directly online, it is rather
recommended to focus on other techniques, such as personalised newsletters or
website content personalisation as they lead to higher customer satisfaction in general.
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INSIGHT THREE: RELEVANCE AND LESS ADVERTISING FOR
CONSUMERS
The first rationale found in the interviews overlaps with the main element of this
phenomenon: relevance. This is also the most common benefit stemming from
consumer research. Interviewees argue that it reduces information overload and
is appreciated by the consumer, which is in line with past research on the role of
perceived usefulness in explaining personalisation effects (Bleier & Eisenbeiss, 2015;
Ur et al., 2012; White, Zahay, Thorbjørnsen, & Shavitt, 2008).
A more surprising rationale relates to the reduced amount of advertising online.
The way in which seeing less advertising in exchange for using data for personalised
advertising affects consumer attitudes has not been investigated. A more positive
attitude can be expected according to the privacy calculus theory, which says that
users measure costs of data sharing against benefits (Laufer & Wolfe, 1977). Thus,
the reduced amount of advertising as a moderator of the negative effect of privacy
concerns on the effectiveness of personalisation needs further investigation. Also, from
a practical perspective, companies could consider informing consumers about the
benefits. Following the privacy calculus theory, once the benefits outweigh concerns,
consumers would show a more positive attitude towards PMC.

INSIGHT FOUR: BENEFITS FROM TRANSACTION AND PURCHASE
FUNNEL PERSPECTIVE
All in all, practitioners are overly positive about the effects of personalisation. Even taking
constraining factors into account, they underline the positive impact of personalised
messages on measures such as sales, CTR and more attitudinal measures such as net
promotor scores. This is surprising in the light of past research that shows mixed results.
The discrepancy can be traced back to the methodical approaches applied in academic
research. Based on a literature review of OBA, Boerman, Kruikemeier and Zuiderveen
Borgesius (2017) concluded that the most applied research method is experimental
with many scenario-based studies. They call for innovative research methods, such
as tracking user behaviour online, which allows researchers and practitioners to see
responses such as clicks or measuring visual attention through eye tracking. Such new
approaches are needed to bring academia closer to the practice of advertising.
Contrarily to such calls for more behavioural approaches, some practitioners advocate
for both research and businesses to actually move away from behavioural measures
towards more purchase funnel (attitudinal) focus. This is expected to be more
appropriate way to measure effectiveness once personalization moves away from
drawing profiles and refining targeting, towards more dialogic and advanced forms of
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communication. From an academic perspective, it is worth investigating to what extend
the attitudinal measures relate to the behavioural ones and to study which has a bigger
impact on firm performance particularly in the context of PMC. For practitioners and
organization, it is recommended to adopt their ways of working in order to look further
than simple transactions.

INSIGHT FIVE: FOUR FACTORS CONSTRAINING THE
EFFECTIVENESS OF PERSONALISATION
The interviews identified four main factors that constrain the effectiveness of
personalisation, i.e., preference mismatch, scepticism towards advertising, high
cognitive demand, and privacy concerns. The findings inform both research and
practice how these issues can be counteracted.
Giving the consumer the feeling that he or she needs the personalised information
was frequently mentioned. The mechanism behind this is unknown. One possible
explanation can be traced back to the present bias theory (Acquisti & Grossklags,
2005) that describes that people disregard future costs when they can choose
immediate gratification. Thus, when people feel they need information immediately,
they disregard privacy concerns. The underlying mechanisms require further research.
Similarly, the mechanism behind the positive effect of providing space for feedback
and giving the consumer ways to turn personalisation off is unknown. The feeling of
control was concluded to mitigate the negative effect of privacy concerns. This can be
seen in light of the mitigating role of overtly informing users about data collection and
personalisation on persuasive impact (Aguirre et al., 2015). However, why feedback
and the ‘off button’ induce a similar effect is open to further investigation.

INSIGHT SIX: LEGAL AND ETHICAL COSTS OF PERSONALISATION
Aside from the material costs of content production, interviewees discussed multiple
ethical and legal costs and challenges, as well as ways to manage them. Best practices
applied by the sector (such as restraining from personalizing certain messages as well
as providing rescue boxes) can be seen as ideas for practice, and also for research
when investigating variables that may mitigate the influence of constraining factors.
Moreover, it is worth noting that the interviewed experts did not limit privacy in the
context of PMC to informational privacy. The fact that privacy is broader than just
purely access to information has been ignored both by marketing scholars and by
practitioners. It is thus worth investigating from consumer perspective how violation
of other types of privacy, e.g., right to identity development, impacts the effectiveness
of PMC.
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GENERAL CONCLUSIONS
AND LIMITATIONS
The current study contrasts the widely researched consumer perspective on PMC with
views of experts. However, it also has a limitation that can be overcome by future
research. On the one hand, the small purposive sample was appropriate for the
exploratory character of this study and for conducting expert interviews. On the other
hand, the conclusions are drawn from information provided by a limited number of
experts. The findings could be validated with a larger sample of, for example, a survey
among professionals in which the conclusions from the current study are discussed
with a larger group of practitioners.
All in all, from a theoretical perspective, the current study takes the first step to
move away from survey and experimental research of consumers and focuses on
practitioners. This allows not only to showcase the tensions between the two groups,
which is a contribution to the current literature on this topic, but also the creation
of shared knowledge on personalisation. Moreover, it showcases gaps between
consumer research and practice and how constraining factors and concerns identified
in past research are dealt with in the field.
From a practical perspective, implications for legislators have been identified. The
practitioners cite a number of legal thresholds that marketers face in their daily work.
One of the most important practical implications of this study is the call for better
accessibility of the current rules, i.e., making them more accessible to marketers
without a legal background. An example would be “manuals” or websites with clear
explanations of the current legal boundaries. Finally, actions that would increase
awareness and knowledge among consumers are needed. Interviewed practitioners
claim that the negative attitudes of consumers partially stem from a lack of knowledge
and believe that its increase would change the way the consumer views personalisation
practices.

FUTURE OF PERSONALIZATION
To conclude on the practitioners’ picture of personalisation use, interviewed practitioners were asked about their expectations for the future of this phenomenon. In
general, personalising communication becomes the new standard. More specifically,
they mention four main developments that they expect in the field.
First, dynamic advertising will become even more common with not only supply and
price but also personal data about the target audience playing a role. This also means
that algorithmic personalisation and big data will play a great role in the future of
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personalisation. It will be the use of many data points and powerful algorithms that
will bring the filed forward. However, the question of to what extent personal data will
be important for dynamic advertising depends on the attitudes of the consumer and
the law. If the law becomes more limiting and prevents advertisers from using specific
insights, this will have a significant influence on developments in the field.
Second, the relational scenario in which marketing agencies operate is likely to change.
The interviews have already shown the great role of legal practitioners in personalisation
processes. With the increase of data points availability and the rise of the so-called
statistics reality, the question about personalisation will move from technical issues
(“What can we do?”) to ethical and legal issues (“Is it ok to do so?”) will become
even more central. The interviewed experts have already noticed developments in this
direction (e.g., already existing ethical commissions in agencies), but the role of ethics
and law will increase leading to the need for new type of experts involved.
Third, chatbots are seen as the main trend by multiple agencies. They are also seen
as a “higher form of personalisation” because they bring the consumer-organization
relationship to an interpersonal level. Chatbots give an illusion of one-to-one
communication as in small stores when the shop assistants know their clients. Agencies
see them as a way to fully use the possibilities of the digital media to engage in
dialogic and interactive dynamics. It is also worth noting that such a move to interactive
personalised communication would mean a paradigm shift from the sender-receiver
view represented by experts currently to two-way communication flow (Pang et al.,
2018). It is also interesting to note that in other personalisation contexts, e.g., news
personalisation, more dialogic and self-driven forms of it are more common. Thus,
according to the experts, marketing communication will follow such examples.
Finally, the interviewed practitioners predict that online technology and possibilities
will move offline—for example regular shops will collect more information on their
clients and use it to personalise offers. First attempts are being made by one of the
interviewed agencies to use Wi-Fi signals to collect information about which store
sections are visited the most and when.
Summing up, these expected trends can be seen as inspiration for researchers who,
through investigation, will make advances in the field and explain impact of the new
facets of personalisation to an even greater extent.
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INTRODUCTION

In today’s digital world, activities that were once private or shared with a group of
selected others are open to public scrutiny as we leave our digital footprint when
we visit websites and submit information to online services (Acquisti, Brandimarte, &
Loewenstein, 2015). As a result, advertisers have access to a wide range of data about
consumers: demographic data, information on their interests, location, and more
(Smit, Van Noort, & Voorveld, 2014). Such data is commonly used by advertisers for
personalization, which has been defined as the strategic creation, modification, and
adaptation of content and distribution to optimize the fit with personal characteristics,
interests, preferences, communication styles, and behaviors (Bol et al., 2018).
Research on personalized advertising has underlined the paradoxical nature of the
phenomenon. “Personalization paradox” (Awad & Krishnan, 2006) refers to the diametrical positive and negative effects of personalization. In other words, personalization
typically fosters both benefits and concerns. On the one hand, personalized content
provides access to information that is personally relevant. This means that the
consumer receives a better preference match, better products, better service, better
communication, and better experience (Vesanen, 2007). In addition, past qualitative
research also reports monetary benefits, such as personalized discount coupons
(Treiblmaier & Pollach, 2007). On the other hand, personalization may also induce
concerns, such as users’ sense of vulnerability and privacy concerns. Online collection
of personal data, which is then used for all kinds of purposes including personalization,
poses challenges for consumer privacy (Awad & Krishnan, 2006). The fact that personal
data are used for personalization makes consumers feel uncomfortable and concerned;
they do not want to be targeted (Turow, King, Hoofnagle, Bleakley, & Hennessy, 2009).
Hence, personalized advertising is a paradox causing both positive and negative
outcomes.
The notion of benefits and concerns has been widely used in social scientific research
in order to understand self-disclosure behavior online as well as consumer attitude
towards personalized advertising. Most of the re-search has been centered around
benefits stemming from relevance of personalized messages and privacy-related
concerns caused by them. However, with the wide possibilities companies have to use
personal data, the question arises if such focus sufficiently represents the social mood.
Our recent research into the practitioners’ perspective on personalization suggests
that crucial benefits have been absent in consumer research (Strycharz, van Noort,
Helberger, & Smit, 2019). At the same time, legal scholars name other concerns related
to personalization online, such as the risk of discrimination (Zuiderveen Borgesius,
2014), which have not been investigated in the context of personalized advertising.
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Thus, the aim of the current study is to look deeper into the benefits and concerns that
arise in relation to personalization. In order to construct an inventory of benefits and
concerns, we post the following research questions:
RQ1: What benefits of personalized advertising do consumers see?
RQ2: What concerns do consumers have related to personalized advertising?
As this study is exploratory in nature, no scales were used, but respondents could voice
benefits and concerns themselves. More specifically, in order to get a comprehensive
list of benefits and concerns related to personalized advertising, we presented a large
representative sample of the population with a description of the phenomenon and
asked them to list their thoughts on benefits and concerns. These thoughts were coded
following a codebook constructed based on past literature on perceived benefits
and concerns. It allows us to see what benefits and concerns consumers report most
commonly and to identify ones that have not been investigated in consumer research.
The current study makes theoretical and practical contributions. First, the exploratory
nature gives us the possibility to investigate new benefits and concerns not included
in existing scales. This, in turn, allows the future construction of more comprehensive
scales and contributes to the advancement of theories for which bene-fits and
concerns are central, such as the personalization paradox. Second, from a practical
perspective, the findings can be seen as an indication for the advertising industry what
consumers feel about personalization and where actions may be needed to address
these concerns and make personalization strategies more acceptable to consumers.
Finally, the findings inform lawmakers, particularly about consumer concerns. So far,
much of the regulatory response to possible consumer concerns about personalized
advertising focuses on the area of data protection law, with, in Europe, the General
Data Protection Regulation (GDPR) being the main framework. The current study raises
the question how well the GDPR has really succeeded in addressing the concerns of
users that are affected by personalized advertising.

METHODOLOGY
PARTICIPANTS AND PROCEDURE
The online survey, which was administered through a panel company, was distributed
between May 15 and June 20, 2017. It was part of a greater data collection that
encompasses seven wave questionnaires about personalization in various contexts.
A total of 1,217 respondents participated (response rate = 79.5%). However, 68
participants (5.6%) filled in the survey in less than 50% of the estimated time, which
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indicates that they did not provide thought-through answers. These participants
were excluded from the final sample, which includes 1,149 respondents. Quota
sampling (on gender, age and education) was used to have data representative of the
population aged 18 years or older. The final sample in this study consists of 49% female
respondents, with a mean age 55.17 (SD = 16.64, range 18 – 90). Most had finished a
medium level of education (57.1%) or a higher level of education (36.4%).
In order to match the exploratory nature of the study, respondents were given a chance
to voice benefits and concerns freely. More specifically, in the questionnaire, they were
provided with a short description of personalized advertising. They were informed that
organizations personalize their messages based on personal data in the way that two
consumers can, for example, get different recommendations in a newsletter. They were
also made aware of different data sources used for personalization. The sentiment of
the description was kept as neutral as possible. Next, the respondents were asked to
list benefits and concerns that personalization causes in them.
All the answers provided by the respondents were split into single thoughts that
were subsequently coded according to the codebook (see Codebook construction.)
Following the principle of data saturation, the coding stopped when no new categories
were emerging from the data (Glaser & Strauss, 2000). This resulted in a subsample of
thoughts provided by 300 participants. To assure that this subsample was not different
that the entire pool of 1217 respondents, we conducted multiple t-test on key variables
and concluded that the subsample did not differ significantly from the full sample
when it comes to age, gender and education and thus, was truly random.
In the coding procedure, first, the number of benefits and concerns was counted to
consecutively code each benefit and concern according to the codebook. To conclude
what thoughts were prevalent among consumers, a t-test was conducted. Next,
frequencies were calculated to examine which concerns were most present among
consumers when they were confronted with personalized advertising. All answers that
did not fit in any of the pre-defined categories were collected and coded in two steps.
First, open codes were assigned to each answer. Initial properties of categories were
defined in this step. In the second step, with the help of the initial codes, axial codes
were assigned to group the initial codes into overarching categories (Strauss & Corbin,
1990). The newly identified concern categories are presented in the results with quotes
coming from the respondents (quotes are introduced in italics).
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CODEBOOK CONSTRUCTION
In order to answer our research questions, the open answers had to be coded. The
codebook was constructed based on existing academic literature. We performed a
keyword search of the most important electronic data-bases in communication science.
The keywords used were “personalized/personalised (online) advertising,” “online
behavioral/behavioural

advertising,”

and

“customized/customised

advertising”

in combination with “concerns” and with “benefits.” Articles that investigated
personalized advertising in the online context and operationalized benefits and
concerns related to it were included in the codebook. It resulted in 10 studies that
we included when creating the codebook (see * in the reference list). The benefits
and concerns coming from literature were first listed. Next, similar items were grouped
to create categories. It resulted in the previously described six categories of benefits
and eight categories of concerns. When a certain thought did not fit the pre-defined
categories, the coders were asked to include the entire answer. This allowed us to later
identify new concerns that have not been investigated in the context of personalization.
Next, answers provided by 30 respondents were randomly chosen to be coded by the
first author of the chapter and a second trained coder. To assess reliability, Krippendorf’s
alpha was computed for all the variables. It turned out to be problematic to code
certain concerns. The unclear cases were discussed by the coders, and it was decided
to remove categories where no agreement between coders could be reached as well
as to add explanations and illustrative examples for each category to facilitate the
coding process. Moreover, subcategories were added in order to enable more finegrain coding. For each subcategory an example was added. Table 3.1 and 3.2 show the
final list of main categories as well as the illustrative examples.
Table 3.1 Overview of reported benefits
Category

Illustrative example

N

Percentage

Convenience

Overview at a glance

56

16.4

Economic benefits

Better discounts

26

7.6

Personal relevance

Seeing information meant for me

175

51.2

Added advertising value

More informative ads

43

12.6

Less advertising

Less ads?

5

1.5

Higher brand Relatedness

I feel like they see me as a
person

6

1.8

Other

-

31

9.1

N = 324 benefits listed by 251 respondents
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Table 3.2 Overview of reported concerns
Category

Illustrative example

N

Percentage

Privacy risk

I do not want them to sell my
data

202

36.2

Intrusiveness

Irritating ads keep following me

37

6.6

Message
processing costs

I am overwhelmed with stuff I
don’t need

35

6.3

Discrimination

Higher price for me

10

1.8

Loss of control, Resignation I am unable to make choices

85

15.2

Manipulation

40

7.2

2

0.4

4

0.7

143

25.6

They influence my purchase
behavior

Lack of agency
Stereotyping

It’s like fitting you in a frame

Other
N = 558 concerns listed by 251 respondents

RESULTS AND DISCUSSION

This section presents an overview of the reported benefits and concerns and discusses
them in the context of past literature on positive and negative sides of personalized
advertising.

PREVALENCE OF CONCERNS AMONG CONSUMERS
Out of the 300 respondents whose answers were coded, 49 did not provide any
information (they could not leave the open answer field blank, but they filled it in
with random characters). The remaining 251 respondents provided us with 900 valid
responses, while 190 thoughts were marked as missing as they did not mention
benefits or concerns related to personalization. In total, 324 benefits and 558 concerns
were reported. Thus, on average, respondents reported 1.4 benefits and 2.2 concerns,
which means that they filled in significantly more concerns than benefits (t(299) = -8.67,
p < .00). Also, out of the 251, 72 respondents provided only concerns and were not
able to think of any benefits of personalized communication. Such differences are a
first indication of the lack of balance between costs and benefits of personalization
from the perspective of consumers – they report mostly the negative sides of the
phenomenon. On the one hand, this can be brought back to general consumer
negativity towards personalization. Indeed, past research has shown that consumers
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find it creepy and do not want to be a target of such practices (Ur et al. 2012). Along
these lines, Strycharz, van Noort, Smit, Vliegenthart, and Helberger (2017) concluded
a negative sentiment of the media coverage regarding personalized marketing and
privacy. Thus, it may not come as a surprise that negative thoughts are more salient
among consumers. On the other hand, the significant prevalence of concerns does
not necessarily mean that consumers are more negative, but it may be attributed to
their negativity bias. This theory commonly applied in social psychology assumes that
humans tend to give greater weight to negative entities (Rozin & Royzman, 2001). More
specifically, negativity dominance implies that combinations of negative and positive
entities lead to evaluations that are more negative than the simple sum of positives and
negatives would predict, while negative differentiation means that negative entities
are more varied, they yield more complex conceptual representations, and lead to
more responses. Thus, it is possible that consumers do notice positive and negative
sides of personalization equally, but the concerns are naturally more salient in them.

BENEFITS: RELEVANCE AT THE HEART OF PERSONALIZATION
Regarding benefits, the prevalence of relevance is not surprising. In fact, more than
half of the coded thoughts has been classified in this category. Relevance can be
defined as the degree to which the consumer perceives the personalized ad to be selfrelated or in some way instrumental to achieving their personal goals and values (Zhu
& Chang, 2016). Past studies on the effectiveness of personalization name relevance
as one of the main drivers of the effects that personalized ads have on consumers.
For example, in the context of Face-book, De Keyzer, Dens and Pelsmacker (2014)
showed that personalization improves responses to ads through perceived relevance.
Similarly, Jung (2017) concluded that perceived ad relevance increased attention to
ads and decreased ad avoidance. The current study also underlines the importance of
relevance for personalization.
As relevance is both the most salient benefit as well as the main mechanism behind
workings of personalization, we delved deeper into operationalization used in past
research as well as specific benefits mentioned by respondents. Through fine-grain
coding we concluded that more than half the relevance-related thoughts (88) can
be matched with relevance operationalized as advertising relevant to the needs
or interests of consumers (Kim & Huh, 2017). Consumers named They know what I
am interested in and show me such ads, I get to see offers that I might actually be
interested in. Relevance has also been operationalized as advertising created just for
the recipient (Kim & Huh, 2017). This was mentioned 54 times: These ads are made
with me as a target, Everything on the internet is personally for me. Other operationali61
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zations common in the literature such as personalized advertising being important or
meaningful (Kim & Huh, 2017) were barely present in the dataset.
Next, consumers consider personalized advertising not only as relevant to their needs
but also as convenient for fulfilling them. Chellappa and Sin (2005) in their study on
privacy paradox argued that personalization led to more convenience for consumers,
i.e., improved purchase experience and after-sale support, and to better (personalized)
goods such as software adjusted to the needs of the consumer. Indeed, our findings
show that personalization increases efficiency of internet users (I am more efficient
when surfing when I see only such ads for me), makes surfing easier (I feel like now,
Internet costs me less effort) and helps consumers make purchase decisions online (I
use ads as reminders when I need to buy something. This way, someone thinks along
with me). This shows that while relevance of the ads makes consumers pay attention
to them, at the same time, they consciously use personalized ads to their own benefit,
e.g., when they need to remember to purchase a product. Thus, it is not only how
consumers perceive and react to personalization that matters for benefits, but also
how they can use it to their own advantage and change the meaning of the ad.
Third most commonly reported benefit was classified as added advertising value.
In past research, personalized ads have been said to have more informative value,
be more entertaining and less irritable (Schade, Piehler, Warwitz, & Burmann,
2017). Indeed, respondents noted that nowadays they see No bullshit ads and that
Advertising is less annoying. Moreover, personalized ads are indeed appreciated
for their informativeness: Such ads have much more up-to-date information. Finally,
personalized ads have generally been said to be more attractive: Personalized ads are
nicer, I like them more. Thus, compared to generic advertising, consumers do notice
improvement when data is used to personalize ads.
Surprisingly, other benefits named in personalization literature were barely present in
the thought listing answers. While according to Chellapa and Sin (2005) consumers can
gain financially by providing their data to marketers (e.g., by receiving personalized
discount coupons, store credits or free samples), only 7.6% of thoughts could be
classified as such and they exclusively focused on personalized discounts: I get good
discount offers from this. Consumers see that personalized emails offer them coupons,
but this is not considered a major benefit of personalization. Similarly, consumers
do not name benefits underlined by the marketers, namely less advertising and
higher brand relatedness (Strycharz et al., 2019). Advertisers have in fact argued that
personalization is more effective in reaching their target audience so publishers can
charge more for personalized ads. As a result, the necessary income can be made
with a smaller amount of advertisements. This was noted only in five thoughts, but
62

even those were skeptical, e.g., one respondent wrote Less ads online? while another
added the word possibly. The question remains if personalization can indeed lead to
less advertising online, or if it only increases revenues of publishers (who earn more on
the same number of ads). Similarly, while advertisers argue that personalization brings
the online interaction with consumers on a more interpersonal level, this remains
unnoticed by consumers. Only six thoughts were related to the brand-consumer
relationship, for example Companies online see you as a person. Thus, personalization
may have at least in theory the potential to enhance brand-consumer relatedness, but
it has not been reached yet. Possibly, interactive, two-way communication is necessary
to form a relationship between a consumer and a brand.
Interestingly, almost one in ten thoughts did not fit any categories coming from
past research. Following a qualitative approach, we grouped these thoughts in
two categories. First, the respondents claimed that personalized advertising keeps
internet free. In fact, they believed that In exchange for data, I can use websites for
free. This is in line with claims long-made in legal research. Indeed, “paying with
your data” has been named as one of the challenges of the digital world (Helberger,
2016). It is reassuring to see at least some awareness of it among consumers, who
understand financial benefits that sharing their data with advertisers gives them.
Second, personalization helps consumers to overcome the information overload on
the internet. In fact, personalization serves as a filter: They filter the information for
me. In this case, the commonly discussed “filter bubble” (Pariser, 2011) is described
as a positive development. There is too much information online, these ads help me
to orientate – consumers need help to deal with online clutter and personalization of
information can be seen as one of the possible countermeasures.

CONCERNS: WORLD BEYOND PRIVACY
In total, based on past literature, we distinguished eight concern categories. As
expected, privacy risk was most commonly mentioned by the respondents. In fact,
more than a third of them named such issues as Data is not safe once it is collected
or My data can be sold to others without my knowledge. This lies in line with past
personalization studies which have argued that concern of privacy invasion can take
various forms, for example, fear of data collection by unauthorized parties, selling
data to third parties and unauthorized access (among others Chellappa &, Sin 2005;
Dinev & Hart, 2006). At the same time, it is worth noting that 67% of thoughts related
to privacy risk were more general than previous operationalizations of this concept.
Most commonly, respondents noted that personalized advertising poses Threat to
my privacy or that it causes Privacy concerns. The respondents were thus aware of
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the concern, but did not provide deeper thoughts about it. One could speculate that
among others, due to the extensive negative media coverage of personalization in
relation to privacy threats consumers are concerned about their privacy, but at the
same time, they are not willing or able to con-sider what specifically the threat is. Thus,
while the importance of privacy concern is definitely shown by its prevalence in the
answers, they do not provide any further guidance of what privacy aspects (e.g. data
safety, sharing with third parties) consumers are concerned about in particular, and
whether the existing legal safeguards such as transparency and explainability, actually
address the concerns that consumers have.
Interestingly, second most commonly named concern related to loss of control and
consequent resignation consumers feel when confronted with personalization: I do not
want anyone to know everything about me, but that is what is happening now. Indeed,
personalization can involve a loss of control over personal data used for personalization
purposes. Earlier research found that consumers felt that they were not aware of the
value of their data, and who could access and use them, and they were afraid that
they had no way to take control over the situation (Turow, 2017). This is indeed what
the respondents feel in this study: They know too much about me; I basically cannot
do anything to make it stop. Recent studies have argued that such resignation will
eventually lead to consumers turning negative towards personalized advertising
(Turow, Hennessy, & Draper, 2015). These findings also mean that empowering users
and mitigating the feeling of resignation prevalent among them is in the interest of
the industry.
Worth noting is the proportion of concerns beyond privacy and resignation reported by
the respondents. In fact, almost half of the coded thoughts were about other negative
sides of personalization. Some respondents find personalized advertising intrusive:
It irritates me a lot, which indeed was suggested by Van Doorn and Hoekstra (2013)
who claimed that personalized advertising may be irritating, or give the consumer
an uneasy feeling. Similarly, consumers “agree” with academics that personalized
advertising increases message processing costs (see Krafft, Arden, & Verhoef, 2017).
The respondents have named concerns related to higher cognitive load caused by
advertising (Overkill with such information so that I have no attention for other things)
and a high number of promotional emails (I get emails I don’t want!).
This manipulates me into impulse purchases and My choices and awareness are
manipulated was the next common concern. Mckenna (2012) argued that personal
information can be used in a way that will facilitate the manipulation of consumer
behavior, which is rather questionable from an ethical as well as legal point of view.
Similarly, Zarsky (2006) argued that using the knowledge they gain from personal data,
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advertisers can more effectively than ever influence our behavior. The thin line between
advertising and manipulation becomes even less clear.
At the same time, the concerns found in this study go beyond what has been said in
personalization re-search. In fact, such concerns as discrimination, lack of agency and
autonomy and stereotyping have been rather mentioned in legal normative studies,
but not in empirical studies on psychological mechanisms behind personalization. For
example, regarding discrimination, researchers have argued that individuals living
in a certain area might receive different prices on offers in newsletter compared to
inhabitants of another neighbor-hood (Zuiderveen Borgesius, 2014). While some
consumers indeed were afraid that I get to pay more because of what they know about
me, this concern was identified in only 10 thoughts. While according to past studies it
takes place online, consumers are either not afraid or not aware of it. The same applies
to stereotyping: only a small proportion of the respondents expressed the concern
that Someone is trying to fit me in a frame.
Importantly, we also found that a significant amount of thoughts is related to concerns
that are less commonly addressed in the communication science literature and in legal
debates. More specifically, as many as 143 thoughts could not be coded according to
the codebook. The fact that more than a quarter of the answers deviated from concerns
researched in the past shows how much more we need to understand personalization
in relation to consumers. It also underlines how important it is to conduct exploratory
studies that give the floor to the consumer instead of presenting them with existing
batteries of questions. The unclassified answers were axial coded, which led to the
creation of nine additional categories presented in Table 3.3. Below, we dis-cuss a
number of the new concerns in detail.
The biggest emerging concern relates to tunnel vision. It can be defined as the feeling
that receiving personalized ads makes the respondent’s world smaller: I miss a
complete overview; I am afraid to become short-sighted. While consumers see the
benefits of personalized ads that make internet easier to use and help them manage
the information overload online, at the same time, they also are aware of the negative
side, namely ending up in a bubble. To meet the concerns of users, personalized
advertising should not be used in a way to prevent users from exploring the overall
market place, and comparing products and services. In fact, bursting the personalized
advertising bubble can be beneficial for advertisers who may observe unexpected
sales (Strycharz et al., 2019).
The respondents also reported that they constantly feel followed online. More
specifically, they are concerned about institutional surveillance. By surveillance we
mean here the concern of being constantly under watch of both governments and
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Table 3.3 Overview of newly-identified concerns
Category

N

Percentage

Tunnel vision

36

6.5

Fear

30

5.4

Surveillance

25

4.5

Loss of freedom

19

3.4

Information quality

12

2.2

Power inequality

8

1.4

Inability of informed decision-making

5

1

Lack of secrecy

4

1

Chilling effects

4

1

N = 143 concerns listed by 251 respondents

commercial organizations. Most commonly mentioned was: Big brother is watching
you. This feeling leads to changes in behavior, for example by exerting chilling effects.
Consumers refrain from certain actions online due to the feeling of being surveyed:
I am afraid to click on things. At the same time, personalization and related surveillance
fuel fears. More specifically, respondents are afraid of inequality of power: Firms
have more power than ever, and that due to the power and possibility of firms to
manipulate, consumers will lose their freedom online: I cannot just do things any
more. The respondents not only referred to the right to being left alone (and e.g., not
being a target of data collection), but also to the right to autonomy, to decide about
themselves, which is challenged in the age of personalization: Others decide for me
what I should find important.
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CONCLUSION

The aim of the current study was to verify if benefits and concerns of personalized
advertising currently investigated in advertising research mirror the vox populi. We
can conclude that on the one hand, they indeed overlap to a great extent. Relevance
is the central benefit both to academics and consumers, while privacy and resignation
are most commonly named concerns. On the other hand, particularly in the context
of concerns, the issue is more complex than currently presented in personalization
research. In fact, consumers do not have problems with naming a number of negative
sides (while coming up with a list of benefits was more challenging) and they look
beyond informational privacy. Personalization shall thus not only be seen in the light
of privacy as control, but also privacy as identity construction (Zuiderveen Borgesius,
2014) and as the right to autonomy (Allen, 2011).
At the same time, consumer-reported benefits and concerns also contrast with ones
seen by the industry. While advertisers believe that personalization leads to less ads
online and creates stronger bond between consumers and brands, these effects
remain unnoticed by consumers. At the same time, the industry strongly focuses
on informational privacy, while consumers have moved beyond it and notice new
threats related to broader societal effects of personalization, such as tunnel vision and
institutional surveillance. From an industry perspective, also the users’ dissatisfaction
about the lack of agency and control possibilities should be alarming as an important
source of dissatisfaction. Thus, to address consumer concerns, advertisers should adjust
their ways of working and not only focus on information notices that assure internet
users that their personal data is protected, but also look beyond transparency and
acknowledge concerns about personalization as a tool of manipulation and unwanted
influence. Similar is true for regulators as users remain having a variety of concerns
about personalized advertising that regulatory actions so far, and data protection law
in particular, were clearly not able to alleviate.
Apart for the practical implications for the industry, the current study can also be
used to guide research. In-deed, the benefits and concerns previously ignored in the
personalization literature shall be investigated further. This will allow to fully study
personalization paradox and the psychological mechanisms that guide it.
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Knowledge-based affective elements of attitude towards personalized marketing communication

ABSTRACT

This study introduces different dimensions of consumer knowledge about personalized
marketing communication (PMC) and investigates their relation to feelings as well as to
the attitude towards it. More specifically, the aim of this research is threefold: first, we
draft a picture of the current state of consumer knowledge seen as a multidimensional
concept; second, in order to investigate if knowledge and feelings predict the attitude
towards PMC, we apply an attitude formation model; third, in order to examine how
knowledge about PMC influences feelings, we extend the proposed model with a direct
relation between them. This study advances past research by introducing multiple
dimensions of PMC knowledge and showing low to moderate knowledge levels among
consumers. Moreover, their knowledge is not directly, but only indirectly related to
their attitude. Finally, it shows that feelings, i.e., privacy concerns and resignation, are
partially based on available knowledge. The findings inform marketing practitioners
in suggesting that increased transparency about privacy protection and adhering to
regulations relates to a decrease of PMC concerns and in turn, more positive attitudes.
Furthermore, lawmakers are informed about the current level of legal knowledge and
its importance to the consumer.
Keywords: personalized marketing communication; attitude towards personalization;
knowledge about personalization; privacy concerns; feeling of resignation; attitude
formation
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INTRODUCTION

In today’s digital world, advertisers have access to a wide range of data about
consumers: demographic data, information on their interests, friends, browsing history,
location, and more (Smit, Van Noort, & Voorveld, 2014). These data can be used to refer
to message recipients as single individuals (Sundar, Kaluanaraman, & Brown, 2003),
which is called personalized marketing communication (PMC). In a simple example,
based on visited websites and gender, an advertiser can infer that a user is interested
in female fashion. The advertiser then can serve fashion-related banners online as well
as rank content related to fashion higher in a newsletter. This way, users get to see
different websites and newsletters, both tailored to their inferred interest. PMC is an
important element of modern advertisement strategies (eMarketer, 2017). In the light
of its importance, the question arises what users really know about the phenomenon
and what impacts their attitudes towards it, which is the focus of the current study.
Existing research om PMC points to a strong antagonism, concerns and lack
of knowledge among consumers. First, the fact that personal data are used for
personalization makes consumers feel uncomfortable; they have a negative attitude
towards it (Turow, King, Hoofnagle, Bleakley, & Hennessy, 2009). Second, past
research has demonstrated considerable consumer concerns regarding privacy and
personal data (TRUSTe, 2016; Eurobarometer, 2015). Also, consumers feel that once
their personal information is shared, it is ultimately out of their control (Hargittai &
Marwick, 2016). This suggests that people may feel resigned when confronted with
personalization practices (Draper, 2017; Turow, Hennessy, & Draper, 2015). Third,
consumer knowledge is scarce with regard to online technologies, personalization
techniques, and legal regulations of data collection online. Park (2011) concluded that
a majority of US Internet users showed low levels of familiarity with digital technology.
Furthermore, more than 40% did not understand institutional data practices. Boerman,
Kruikemeier and Zuiderveen Borgesius (2017) in a literature review on personalization
based on online behavior (so called online behavioral advertising, OBA) reasoned that
confusion among users was even greater when it came to their knowledge on legal
regulations of OBA.
Concerning past studies on knowledge about PMC, three main issues can be
identified. First, Boerman et al. (2017) underline a lack of studies on this matter, and in
particular studies that investigate varied aspects of knowledge, e.g., legal knowledge
and protection knowledge and bring them in relation to consumer attitudes. Second,
existing studies have been mostly conducted in the US context, which is considerably
different from the European context. In fact, data use for marketing purposes is far
stricter regulated in the EU and data use and personalization issues have received
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considerable public attention (Strycharz, van Noort, Smit, Vliegenthart, & Helberger,
2017). Third, past studies within the personalization domain have applied crude
measures of knowledge focusing exclusively on understanding of the current practices
(see Boerman et al., 2017), but not on such issues as legal regulations of them. Thus,
the first aim of this study is to unravel the current status of consumer knowledge about
various dimensions of PMC outside the US context. By differentiating between different
dimensions of knowledge as proposed by Park (2011) we advance past measures of
PMC knowledge, which is the first contribution of this study. By doing so, we also
inform marketing and legal practice to what extent consumers understand current
practices and to what extend leading legal principles and regulations are understood
by consumers.
At the same time, when it comes to OBA, Boerman et al. (2017, p. 10) concluded
an “absence of research on the roles of consumer knowledge and abilities in OBA
perceptions.” It requires investigation if the negative consumer attitude towards
personalization stems from concerns or if consumers are negative towards the
unknown. Therefore, the second aim of the current study is to unravel if the attitude
towards PMC is knowledge- or rather purely feeling-based. A relation between
knowledge, feelings and attitude can be expected based on the multicomponent
model of attitude. According to this model, attitudes are formed based on three
elements: cognitive, for example knowledge, affective, for example feelings, and
behavioral, for example experiences with the attitude object (Maio & Haddock, 2010).
By taking an integral approach to attitude formation, we inform research and practice
if the previously concluded negative attitude stems from the antagonism towards the
unknown, is based on available legal and technical knowledge or is fully feeling-driven,
which is the second contribution of the current study.
The multicomponent model of attitude proposes three elements of an attitude, but,
it does not inform us how those elements are related to each other, which is crucial
in the context of PMC. Past research on this phenomenon in general has assumed
the consumer as either making rational decisions based on knowledge (see literature
on privacy calculus, e.g. Culnan & Armstrong, 1999) or as behaving paradoxically (so
called privacy paradox, see Farag Awad & Krishnan, 2006). Therefore, the question
arises what is the relation between rational knowledge and feelings (Forgas, 2008).
Possibly, knowledge plays an even greater role for attitudes towards PMC influencing it
directly, but also mitigating negative feelings that contribute to the negative attitude.
Hence, the third aim of this study is to investigate if knowledge impacts the feelings
one has related to PMC and this indirectly improves or lowers the attitude. We do so
by extending the multicomponent model of attitude towards PMC to analyze if privacy
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concern and feelings of resignation are knowledge-based. Thus, the current study
contributes to personalization research by not only investigating the rationality of
attitude formation, but also answering the question if (lack of) knowledge contributes
to concerns and if cognition influences the attitude in an indirect way.

LITERATURE REVIEW

First, we review the literature on consumer knowledge about PMC to identify different
dimensions of it. Next, to assess how consumer knowledge and feelings influence
attitude towards PMC, we introduce theories on determinants of attitudes and the
relations between those determinants to formulate hypotheses about knowledgebased PMC attitude formation.

DIMENSIONS OF KNOWLEDGE ABOUT PMC
Several academic studies have concluded that consumers possess little knowledge
about various aspects of personalization and hold misconceptions (McDonald &
Cranor, 2010; Smit et al., 2014). The current study applies differentiation between two
types of knowledge proposed by Park (2011), who investigated digital literacy in the
context of privacy-sensitive online behavior. As the current study focuses on PMC, we
also introduce a measure of knowledge about the phenomenon.
First, studies within the PMC domain that focus on knowledge have investigated what
consumers know about current practices applied by marketers, i.e., how personalization
is applied (e.g., Smit et al., 2014). However, most of those efforts focus on one technique
of PMC, namely online behavioral advertising. Several academic studies have shown
that consumers hold misconceptions about this technique (McDonald & Cranor, 2010;
Smit et al., 2014). Van Eijk et al. (2012) showed that users did not only have scarce
knowledge, but also had never heard of OBA. However, personalization based on past
behaviour is not the only technique observed in practice. Advertisers have access and
use data coming from different sources, such as social media or data bought from
third parties. At the same time, there is an absence of studies about what consumers
know about PMC based on more than just past browsing behavior. In order to fill this
gap as well as sketch the current state of knowledge about PMC practices we pose the
following research questions:
RQ1: What is the current state of consumer knowledge about application of PMC?
Second, in his investigation of online behavior Park (2011) lists two knowledge aspects
related to legal rules that are important for the examination of digital literacy in the
context of privacy-related online behaviors: regulating data use online and regulating
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data collection (so-called institutional surveillance). These aspects are especially
interesting in the context of the current study for the following reasons. In particular, in
Europe, the recently introduced GDPR offers consumers considerable protection when
it comes to the collection and use of their personal data for personalization purposes
(especially in contrast to the US). Moreover, there are strict transparency requirements
that aim at making the consumer aware of institutional surveillance. Therefore, at least
in theory, one could expect that consumers are aware of institutional surveillance,
because the law requires to inform them about this fact. Put differently, if they are
not aware this could be an indication that either the existing transparency obligations
are not particular effective in raising awareness or that PMC is not taking place (which
is very unlikely, see eMarketer, 2016). Yet, except for a Eurobarometer study (2015)
which asks generic questions about data protection (e.g. if people know what the
responsible authority is), there are no studies investigating how much consumers know
about legal regulations and institutional surveillance in the PMC context. Thus, we
post two research questions:
RQ2: What is the current state of consumer knowledge about institutional
surveillance online?
RQ3: What is the current state of consumer knowledge about laws regulating PMC?

ROLE OF KNOWLEDGE AND FEELINGS IN ATTITUDE
FORMATION TOWARDS PMC
The current research investigates the relation between various dimensions of knowledge
as well as feelings and the attitude towards PMC by applying the multicomponent
model of attitude. This model is one of the most widely applied approaches in attitude
research that assumes that attitudes have an affective, a cognitive and a conative
component (Eagly & Chaiken, 1993). The idea that attitudes are formed through
the three processes has been proposed in multiple discussions of attitudes (Akar &
Topçu, 2011; Jung, Wook, Seung, & Khang, 2016). This study applies this model to the
PMC context. Past literature on the three elements of attitude and its relation to PMC
literature is presented below.
Cognitive component of PMC attitude: knowledge dimensions. According to the
multicomponent model of attitude, a person’s attitudes are based upon attributes
that one associates with the object (Maio & Haddock, 2010). Past studies on attitudes
towards e.g., social media marketing have shown that consumer knowledge of the
phenomenon positively affects their attitudes towards it (Akar & Topçu, 2011). Hence,
we can expect that knowledge also affects the attitude towards PMC, which we discuss
below focusing on the different dimensions of knowledge.
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First, knowledge about current practices can be expected to contribute to the attitude.
Past research has concluded the important role of knowledge in attitude towards
various technologies, both in other domains such as gene technology (Connor &
Siegrist, 2010) and in advertising research (Akar & Topçu, 2011). Thus, we expect that
knowledge about PMC practices is positively related to the attitude towards PMC (H1;
for an overview of hypotheses, see Table 4.4.).
The second important cognitive aspect in relation to PMC refers to knowledge about
legal rules that regulate personalized marketing (Park, 2011). More concretely, following
Park (2011) we distinguish between knowledge about current institutional surveillance
(data collection) practices and knowledge about the protection offered by the national
laws. As the former relates to knowledge about opportunities for companies to collect
the data and the later to regulations limiting them (and protecting the consumer
against data collection), we expect that knowledge about is positively related to the
attitude (H2), while knowledge about institutional surveillance plays a negative role
(H3).
Finally, according to Karjaluoto, Mattila, and Pento (2001) not only knowledge about
aspects of the object itself (online banking), but also about related technology in
general (Internet technology) is positively related to the attitude towards technology.
Similarly, Park (2011) argued for the inclusion of technical familiarity when investigating
knowledge about new technologies. Thus, not only knowledge about current
personalization practices and legal regulations, but also knowledge about computer
technologies in general can be expected to play a positive role as a cognitive predictor
of PMC attitudes (H4).
Affective component of PMC attitude: privacy concern and resignation. The second
component of attitude are elements related to feelings that are evoked or related
to the object of attitude (Maio & Haddock, 2010). Regarding PMC, privacy concerns
are one of the affective variables that has been most commonly brought into relation
to PMC. A recent meta-analysis of studies on privacy concerns showed that higher
levels of privacy concerns led to weaker intentions to utilize online services and to
share personal information with third parties (Baruh, Secinti, & Cemalcilar, 2017).
Similarly, Baek and Morimoto (2012) concluded that privacy concerns increased
negative attitudes towards personalized communication in commercial e-mails, postal
direct mail, telemarketing and text messages. Thus, building on past research and
the multicomponent model of attitude, we hypothesize that privacy concerns are
negatively related to the attitude towards PMC (H5).
Next to privacy concerns, recent studies have also investigated the relation between
PMC and the feeling of resignation. In other domains, this feeling has been shown to
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negatively influence the attitude towards change and higher resistance to it (Pardo del
Val & Martínez Fuentes, 2003). In relation to PMC, Turow et al. (2015) concluded that
unwillingness to provide personal information to marketers could not be explained by
the public’s poor knowledge. On the contrary, users do not necessarily lack knowledge;
they feel resigned to giving up their data. In this context, resignation can be defined
as the feeling of inevitability of consumer surveillance, data harvesting and use for
advertising. Indeed, Turow (2017) argued that Americans felt they could not make
choices when it comes to data sharing and being targeted. In this sense, resignation
can be described as a negative feeling and is expected to be negatively related to the
attitude towards PMC (H6).
Conative component of PMC attitude: experience. The third component responsible
for attitude formation are experiences with the attitude object (Maio & Haddock,
2010). In the past, digital experience (clicking online ads) has been shown to positively
impact consumer attitude towards marketing on social media (Akar & Topçu, 2011).
When it comes to studies looking at behavioral experiences with PMC, their number
is limited. Van Eijk et al. (2012) concluded that a majority of users has never heard of
personalized advertising techniques and thus, we can suppose they have no conscious
experience with it. However, up to our knowledge there are no studies that would
ask participants how often they see or click personalized advertisements. At the
same time, experience with personalization has not yet been brought in relation to
the attitude towards PMC and PMC outcomes (see Boerman et al., 2017). To fill this
gap, we pose that experience with personalized marketing is related to more positive
attitude towards this phenomenon (H7).

RELATION BETWEEN FEELINGS AND KNOWLEDGE IN
FORMATION OF PMC ATTITUDES
The multicomponent model of attitudes proposes three elements that contribute
to forming of attitudes about any object. It however does not inform us about
dependencies between those three elements and therefore the indirect effects on
attitudes. Nevertheless, a number of studies have investigated those dependencies
as exploring this link is central to the discussion on rational choices in confrontation
with PMC (Awad & Krishnan, 2006; Sun, Wang, Shen, & Zhang, 2015). Particularly,
research within the appraisal approach to emotion suggests that emotions are
cognition dependent and are based on cognitive elements (Izard, 1992). The focus
of this approach has been to model how emotions may be produced by cognitive
information available to an individual (such as knowledge) and thus how knowledge
indirectly influences attitude.
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When it comes to new technologies, multiple studies have assessed the influence
of knowledge on related concerns. In general, such studies show that knowledge
about phenomena, regulations and technology leads to reduced privacy concerns.
Regarding concern for health information privacy, Angst and Agarwal (2009) found
that respondents with higher understanding of the technology were less concerned.
Similarly, Hwang, Han, Kuo and Liu (2012) concluded that knowledge about the
current practices in electronic health reduced patients’ concerns for information
practices.. In both cases, knowledge about a phenomenon reduces the amount of
concerns. Therefore, we expect that knowledge about current marketing practices
to be negatively related to privacy concerns and thus indirectly positively impact the
attitude (H8). In the context of regulations and privacy concerns, Wu, Huang, Yen and
Popova (2012) concluded that knowledge about the contents of privacy policies (the
obligation to notify users about data collection, to give them choice, access to data,
to assure security and the enforcement of these rules) lead to lower privacy concerns.
Along these lines, we pose that knowledge about regulations will also reduce privacy
concerns in the context of PMC and thus indirectly positively relate to the attitude
towards it (H9). Similarly, technological knowledge was identified as one of the main
predictors of health information privacy concern by Ermakova, Fabian, Kelkel, Wolff
and Zarnekow (2015). In line with these findings, we hypothesize that technological
knowledge is negatively related to privacy concerns and thus indirectly has a positive
impact on PMC attitude (H10).
Thus, these three dimensions of knowledge are expected to reduce privacy concerns.
Contrarily, past research has shown a positive relation between risk of unauthorized
access to personal information and privacy concern (Dinev & Hart, 2010). Knowledge
about companies collecting and using data can be expected to make consumers more
concerned. Along these lines, we hypothesize that knowledge about institutional
surveillance is positively related to privacy concerns and is thus indirectly negatively
related to the attitude towards PMC (H11).
At the same time, Turow et al. (2015), who investigated the feeling of resignation,
explained this feeling by knowledge – they claimed that those who know the most
are most resigned. Knowledge about current practices and technology seems not to
empower individuals, but make them realize the extent of institutional surveillance and
technical possibilities marketers have at hand. This realization leads them to feeling
resigned. Thus, we expect knowledge about PMC practices be positively related to
resignation and thus indirectly negatively related to the attitude towards PMC (H12).
Moreover, consumers with higher technical knowledge are also expected to be able to
realize the extent of personalization online and thus be more resigned and indirectly
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more negative about it (H13). At the same time, Turow et al. (2015) found a positive
correlation between true-false statements about how marketers use information and
regulations related to personalized pricing and resignation. Similarly, Turow (2017)
claimed that not being able to make choices when it comes to data sharing is one
of the antecedents of resignation. Thus, we hypothesize that knowledge about
institutional surveillance (online data collection by companies) increases resignation
among consumers and indirectly leads to a more negative attitude (H14).
However, past reserach only investigated knowledge about current practices.
Knowledge about protection offered by the government has not been studies in this
context (which can be explained by how limited this protection is in the US context). As
legal regulations limit freedom of companies in their online activities, we forecast that
knowledge about regulations plays a negative role in formation of resignation and is
thus indirectly positively related to the attitude towards PMC (H15).

METHODS
PARTICIPANTS AND PROCEDURE
This study uses data from a questionnaire that was part of a longitudinal survey
administered online by a large research institute in [country anonymized for peer review].
The data used in this study was collected between May 15 and June 20, 2017. A total
of 1217 respondents participated (response rate = 79.5%). However, 68 participants
(5.6%) filled in the survey in less than 50% of the estimated time, which indicates that
they did not provide thought-through answers, or filled it in incompletely. These
participants were excluded from the final sample, which includes 1149 respondents.
Quotas (on age, gender and education) were enforced in sampling from the database.
The data are representative of the population aged 18 years or older. The sample
shows appropriate distributions in terms of gender, age and education compared to
census data. The final sample in this study consists of 49% female respondents, with
a mean age 55.17 (SD = 16.64, range 18 – 90). Most had finished a medium level of
education (57.1%) or a higher level of education (36.4%).
Answering the survey took approximately 20 minutes. First, knowledge about PMC
practices was measured. Next, a description of PMC was given to the respondents
and their attitude towards the phenomenon, the feeling of resignation as well as
experience with it were measured. Third, several filler questions were included to avoid
that answers are primed by the description of PMC provided before. Fourth, questions
about Internet self-efficacy, knowledge about institutional surveillance, knowledge
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about regulations, and privacy concern followed. Demographics were provided by the
panel company that distributed the survey so there was no need to ask them separately.

MEASURES
DIMENSIONS OF PMC KNOWLEDGE
Knowledge about PMC practices. This variable was operationalized using five true/
untrue statements in a random order, inspired by McDonald and Cranor (2010) and
Smit et al. (2014) (see Table 4.1 for items used). As the aforementioned scales were
measuring knowledge exclusively about OBA, items representing other forms of
personalization were added. Five cognitive interviews were conducted to test the
new scale. Three of the statements were untrue. Correct answers were coded 1, and
incorrect answers were coded 0. The answer “Don’t know” was also coded 0 as it
indicates lack of knowledge. The five items were summed (M = 2.6, SD = 1.56).
Knowledge about institutional surveillance. This variable was operationalized using
four true/untrue statements in a random order, inspired by Park (2011). In collaboration
with legal scholars the statements were adopted to the national legal regulations of
institutional surveillance (see Table 4.2 for final items used). Five cognitive interviews
were conducted to test the new scale. All statements were true.
Correct answers were coded 1, and incorrect answers were coded 0. The answer

Table 4.1 Knowledge about PMC practices statements
“True”

“Not true”

“Don’t know”

When I visit a website, I see the same ads as
someone else visiting that website

13.6

56.9

29.5

Your browsing history determines which ads you
are going to see during your next visit

80.8

4

15.2

When a website has a privacy policy, it does not
collect information about visitors

10.8

55.3

33.9

When I receive an online newsletter per email,
I always see the same content as someone else
receiving this newsletter

30.1

28.8

41.1

Ads that I see on social media are based among
others on my friends and their preferences.

37.8

19.2

43

Italicized percentage is the correct answer; statements were presented in random order.
Adapted from Mcdonald and Cranor (2010) and Smit et al. (2014). N = 1149.
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“Don’t know” was also coded 0 as it indicates lack of knowledge. The four items were
summed (M = 2.26, SD = 1.26).
Knowledge about regulations. The variable was operationalized using four true/untrue
statements in random order, inspired by Park (2011). Again, we collaborated with legal
scholars to make the questions suitable for the national context and we adjusted them
based on five cognitive interviews (see Table 4.3 for items used). One of the statements
was untrue. Correct answers were coded 1, and incorrect answers were coded 0. The
answer “Don’t know” was also coded 0 as it indicates lack of knowledge. The four items
were summed (M = 1.96, SD = 1.37).

Table 4.2 Knowledge about institutional surveillance statements
“True”

“Not true”

“Don’t know”

News websites know which articles are read and
how long

55.7

7.8

36.5

When you go to a website, it can collect
information about you even if you do not register

54

8.4

37.6

Popular search engine sites, such as Google,
track the sites you come from and go to

84.4

1.5

14.1

E-commerce sites, such as Bol.com or Zalando,
may, under certain circumstances, exchange your
personal information with law enforcement

32.1

17.6

50.3

Italicized percentage is the correct answer; statements were presented in random order.
Adapted from Park (2011). N = 1149.

Table 4.3 Knowledge about regulations statements
“True”

“Not true”

“Don’t know”

Government policy restricts how long websites
can keep the information they gather about you

41.4

12.1

46.5

When I give personal information to a website, it
is free to do anything with this information

18.8

50.9

30.0

By law, e-commerce sites, such as Bol.com or
Zalando, are required to give you the opportunity
to see the information they gather about you

48.1

7.5

44.4

Privacy laws require website policies to have
easy to understand rules and provide the same
information

55.8

4.4

39.8

Italicized percentage is the correct answer; statements were presented in random order.
Adapted from Park (2011). N = 1149.

80

Internet self-efficacy. This variable was operationalized using the 8-item Internet SelfEfficacy Scale developed by Eastin and LaRose (2000). The items were measured using
an answering scale from 1 (totally not confident) to 7 (totally confident). The eight items
were averaged to form the Internet self-efficacy scale with a Cronbach’s alpha of .91
(M= 4.12, SD = 1.37).
Privacy concern. This variable was operationalized using the 5-item privacy concerns
scale developed by Baek and Morimoto (2012). The items were measured using
an answering scale from 1 (totally disagree) to 7 (totally agree). The five items were
averaged to form the online privacy concerns scale with a Cronbach’s alpha of .92 (M=
4.65, SD = 1.39).
Feeling of resignation. This variable was operationalized with a single question inspired
by Turow et al. (2015): “I feel that personalization is something: ‘I have little control
over’ to ‘I have much control over’.” The item was measured using an answering scale
from 1 to 7. The scale was recoded to represent scores from low resignation to high
resignation. (M = 4.71, SD = 1.64).
Experience with PMC. As there are no existing scales measuring this variable, we
operationalized it with a single question: “In the past 12 months, how often have you
clicked on advertisements that were clearly based on your personal data?” The item
was measured using an answering scale from 1 (never) to 5 (very often) (M = 1.97, SD
= 0.89).
Attitude towards PMC. In order to measure attitude directly, we operationalized it
with a single question (which has been concluded reliable in past research). After
being presented with a description of PMC the respondents were presented with the
statement: “Personalization is for me:” with answer options ranging from 1 (“a very
negative development”) to 7 (“a very positive development”) (M = 3.41, SD = 1.39).
Control variables. As age and gender have been often named a factor that influences
both level of privacy concerns as well as understanding of technologies, we included in
our analyses age measured in years and a dichotomous variable for gender.

PSYCHOMETRIC MEASURES AND ANALYSIS
The psychometric properties of the measures in this study were examined using an
exploratory factor analysis to maintain consistency with the methods used to test the
hypotheses. All latent measures had Cronbach’s alpha values larger than .80, which
signified their internal consistency and convergent validity. Significant correlation
coefficients among the constructs investigated in this study ranged from .08 to .55,
while privacy concern and knowledge about practices and about regulations did not
correlate significantly. Correlation coefficients did not include values larger than .80,
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which suggested discriminant validity among the constructs. All questionnaire items
and a correlation table are shown in the Appendix A.
To test the hypotheses, mediation analyses were conducted using the PROCESS
macro (Hayes, 2012, Model 4, 4 models constructed). This macro offers the possibility
to test both direct and indirect effects and provides confidence intervals based on
bootstrapping for the mediated effect.

RESULTS
DIMENSIONS OF CONSUMER KNOWLEDGE ABOUT PMC
The current study investigates three types of knowledge: knowledge about PMC
practices (RQ1), knowledge about institutional surveillance (RQ2) and knowledge
about regulations (RQ3). First, respondents had some knowledge of the current PMC
practices scoring on average just above the midpoint of the scale (ranging from 0 to 5;
M = 2.6, SD = 1.56). Twelve percent of respondents answered all questions correctly,
while 8% answered “Don’t know” to all questions (see Table 4.1).
Second, when it comes to knowledge about institutional surveillance, respondents
showed a moderate level of knowledge with a mean score above the mid-point of
the scale (ranging from 0 to 4; M = 2.26, SD = 1.26). Eighteen percent of respondents
answered all the questions correctly, while 10% answered all questions “Don’t know”
(see Table 4.2).
Third, respondents had lower knowledge about regulations concerning PMC. They
scored on average just below the midpoint of the scale (ranging from 0 to 4; M =
1.96, SD = 1.37). Fourteen percent of respondents answered all the questions correctly,
while 18% answered all questions “Don’t know” (see Table 4.3).

PREDICTORS OF ATTITUDE TOWARDS PMC
To test the direct and indirect effects, the PROCESS macro in SPSS (Model 4) was used.
Results of the multiple linear regression indicated that there was a collective significant
effect between our independent variables and the attitude, (F(9, 1066) = 44.05, p <
.001, R2 = .27). Concerning the hypothesized direct effects of cognitive variables,
none of the knowledge variables had a direct significant effect on the attitude (H1
(knowledge about current practices): b = -.04, SE = .03, BCBI [-.1; .02]; H2 (knowledge
about regulations): b = -.03, SE = .03, BCBI [ -.09, .03]; H3 (knowledge about institutional
surveillance): b = .01, SE = .04, BCBI [ -.06, .09]; H4 (Internet self-efficacy): b = .04, SE =
.03, BCBI [ -.01, .11]). Thus, Hypotheses 1 to 4 were not supported.
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Hypotheses 5 and 6 predicted a direct effect of affective variables on the attitude
towards PMC. With respect to privacy concern, the direct effect was negative and
significant. One increase on the privacy concern scale led to .2 decrease of the attitude
(SE = .03, BCBI [ -.25, -.14]). Hypothesis 5 was thus supported. Regarding the feeling
of resignation, its direct effect was negative and significant: one increase on the
resignation scale led to -.28 decrease of the attitude (SE = .02, BCBI [ -.26, -.15]). This
lied in line with hypothesis 6.
For the impact of behavior, the analysis showed a positive significant effect of
experience with personalization on the attitude. Consumer who reported to click more
often on personalized ads had a more positive attitude towards PMC by .27 (SE = .04,
BCBI [ .18, .35]).
Regarding the hypothesized indirect effects, the multiple regression with privacy
concern as dependent variable was significant, (F(7, 1068) = 9.33, p < .001, R2 = .06)
as well as the regression with resignation as dependent variable (F(7, 1068) = 11.13, p
< .001, R2 = .07). First, knowledge about current practices did not have an effect on
privacy concern (b = .04, SE = .03, BCBI [ -.02, .11]) nor on resignation (b = -.05, SE =
.04, BCBI [ -.13, .03] and thus there was also no significant indirect effect on the attitude
(b = .01, SE = .01, BCBI [ -.02, .03]). Hypotheses 8 and 12 were not supported.
Concerning knowledge about regulations, it had a negative significant effect on
privacy concern so that one increase on the knowledge scale led to .07 decrease of
attitude (SE = .03, BCBI [-.14, -.01]). Similarly, it had a negative significant effect on the
feeling of resignation: increase in knowledge by 1 led to attitude lower by .1 (SE =
.04, BCBI [-.17, -.02]). The total indirect effect of knowledge about regulations on the
attitude (via both privacy concern and resignation) was positive and significant (b = .04,
SE = .01, BCBI [.01, .07]). Thus, hypotheses 9 and 15 were supported.
Next, Internet self-efficacy had a significant negative effect on privacy concern so that
increase of technical efficacy by 1 led to decrease of privacy concern by .07 (b = .07,
SE = .04, BCBI [ -.14, -.01]. Contrarily, Internet self-efficacy had a non-significant effect
on resignation (b = -.06, SE = .04, BCBI [-.15, .02]). The indirect effect on the attitude
was significant via privacy concern (b = .03, SE = .02, BCBI [.01, .06]). These findings
supported hypothesis 10, but reject hypothesis 13.
Finally, knowledge about institutional surveillance had a negative and significant effect
on privacy concern so that one increase of this knowledge led to .23 increase in concern
(SE = .04, BCBI [.15, .31]). Contrarily, this type of knowledge did not significantly relate
to resignation (b = .01, SE = .05, BCBI [-.08, .11]). The indirect effect of knowledge
about institutional surveillance on the attitude was significant via privacy concern (b =
-.05, SE = .02, BCBI [-.09, -.01]). Thus, the data supported hypothesis 11, while it did not
offer support for hypothesis 14.
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CONTROL VARIABLES
Age significantly predicted the attitude towards PMC (b = -.01, SE = .002, BCBI [ -.02,
-.01]): the attitude becomes more negative with age. Older participants were also
more concerned about their privacy (b = .01, SE = .003, BCBI [ .01, .02]) and showed
more feeling of resignation (b = .01, SE = .003, BCBI [ .01, .02]). All effects of age were
small. Concerning gender, it did not significantly predict the attitude (b = .04, SE = .08,
BCBI [ -.11, .19]), nor privacy concern (b = -.001, SE = .09, BCBI [ -.17, .16]) or the feeling
of resignation (b = .01, SE = .10, BCBI [ -.19, .21]).

Table 4.4 Results with regard to hypotheses
Hypothesis

Supported

H1: Knowledge about PMC practices is positively related to the attitude towards PMC. No
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H2: Knowledge about is positively related to the attitude towards PMC.

No

H3: Knowledge about institutional surveillance is negatively related to the attitude
towards PMC.

No

H4: Internet self-efficacy is positively related to the attitude towards PMC.

No

H5: Privacy concerns are negatively related to the attitude towards PMC.

Yes

H6: The feeling of resignation is negatively related to the attitude towards PMC.

Yes

H7: Experience with PMC is positively related to the attitude towards PMC.

Yes

H8: Knowledge about PMC practices s negatively related to privacy concerns (a)
and is thus indirectly positively related to the attitude towards PMC (b).

No

H9: Knowledge about regulations practices is negatively related to privacy concerns
(a) and is thus indirectly positively related to the attitude towards PMC (b).

Yes

H10: Internet self-efficacy is negatively related to privacy concerns (a) and is thus
indirectly positively related to the attitude towards PMC (b).

Yes

H11: Knowledge about institutional surveillance is positively related to privacy
concerns (a) and is thus indirectly negatively related to the attitude towards PMC (b).

Yes

H12: Knowledge about PMC practices is positively related to resignation (a) and is
thus indirectly negatively related to the attitude towards PMC (b).

No

H13: Internet self-efficacy is positively related to resignation (a) and is thus indirectly
negatively related to the attitude towards PMC (b).

No

H14: Knowledge about institutional surveillance is positively related to resignation (a)
and is thus indirectly negatively related to the attitude towards PMC (b).

No

H15: Knowledge about regulations is negatively related to resignation (a) and is thus
indirectly positively related to the attitude towards PMC (b).

Yes

DISCUSSION

This study adopted a knowledge-based approach to examine whether negative
consumer attitudes towards personalization stem from their knowledge or whether
consumers are negative to the unknown. More specifically, this study adopted a
multidimensional approach to consumer knowledge, examining knowledge about
different aspects of personalized marketing communication and its relation to privacy
concerns and the feeling of resignation as well as to the attitude towards PMC. The
aim of this research was threefold: first, we aimed at drafting a picture of the current
state of consumer knowledge about various aspects of PMC; second, we applied the
multicomponent model of attitude to investigate the relation between knowledge,
feelings, and attitude towards PMC; third, we extended the proposed model in
order to determine how knowledge about PMC influenced the attitude towards
it by contributing to feelings. Cross-sectional research demonstrated that first of
all, consumers possessed low to some knowledge about PMC. They knew the least
about regulations, followed by institutional surveillance practices and PMC practices
in general. Second, concerning attitude formation, feelings, namely privacy concerns
and feeling of resignation, together with experience predicted the attitude towards
PMC. Knowledge, in contrast, did not directly predict the attitude. Third, concerning
the indirect relations, privacy concerns and feeling of resignation had been found to
be related to knowledge about institutional surveillance, knowledge about regulations
and Internet self-efficacy, which means that knowledge indirectly influenced the
attitude.

WHAT DO CONSUMERS KNOW ABOUT DIFFERENT ASPECTS OF
PMC?
It can be concluded that misunderstandings still exist when it comes to personalization.
Indeed, our findings confirm those of McDonald and Cranor (2010) and Smit et al.
(2014) about low knowledge among consumers. Interestingly, looking more in detail
at different PMC techniques, we see that consumers know the most about OBA, while
their knowledge about e.g., personalized social media advertising is rather scarce. This
can be explained by the fact that advertising based on past behaviour has been one of
the most common ways of personalization (Boerman et al., 2017) and at the same time,
it has received considerable media attention in the past year (e.g., due to introducing
strict regulations about data collection by cookies, see Strycharz et al., (2017)).
Whereas previous studies used rather crude measurements of knowledge, the
current study contributes to research by differentiating between its dimensions,
namely knowledge about PMC practices, about institutional surveillance, and about
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regulations, providing a more thorough answer to the question what consumers know
about personalization. Moreover, this differentiation is similar to measures used by
of McDonald and Cranor (2010) and by Park (2011) in the US context, which allows
us to contrast knowledge of Europeans with knowledge among US citizens. More
specifically, looking at the level of knowledge of Europeans compared to Americans,
one can notice both similarities and differences. In both contexts consumers know the
most about PMC practices, which indicates that the gap between market practice and
the consumer is rather small – consumers to a great extent have a global understanding
of PMC. At the same time, Europeans differ on other dimensions. Results of the current
study show that they possess moderate knowledge about institutional surveillance
practices, while Park (2011) concluded lack of basic knowledge among US citizens
about how companies collect data. Similarly, knowledge about regulations is higher
than scores found by Park (2011). On the one hand, the contexts may explain those
differences. In Europe, laws offer considerable protection to the consumer as well
as requires informing consumers about institutional surveillance practices. The gap
between law and consumers is smaller in Europe compared to the US. On the other
hand, one has to note that Park’s (2011) findings may be outdated and such differences
between US and Europe may be explained by the fact that consumers have become
more aware over time.

HOW DO KNOWLEDGE AND FEELINGS SHAPE THE ATTITUDE
TOWARDS PMC?
Not only PMC knowledge (its level and type) but also its relation to attitude was studied
in this research to examine whether PMC attitudes are knowledge-based or stem
from feelings. Contrary to past research in social psychology, cognitive elements, i.e.,
knowledge, were not found to be directly related to the attitude towards PMC. None
of the investigated knowledge types had a direct, but only small indirect relations to
the attitude, which suggests that the attitude towards PMC is mostly feeling-based.
Multiple studies have discussed the notion of the irrational consumer in the context of
privacy concerns and data sharing online. For example, Kehr, Kowatsch, Wentzel, and
Fleisch (2015) concluded that in the context of information privacy, irrational, affectbased behavior plays a great role. Similarly, Li, Lin, and Wang (2015) claimed that in
social networking sites context, consumers do not always use their knowledge directly
when making decisions regarding their privacy disclosures. The current study also
shows this crucial role of affect, or more specifically of privacy concerns and the feeling
of resignation, which is one of its theoretical contributions. While knowledge has no
direct relation to the attitude, those feelings do so.
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Indeed, in line with past research, we see that negative feelings are associated with
a more negative attitude towards PMC. While past research has shown that privacy
concerns negatively impact online behavior, namely lead to less utilization of online
services (Baruh et al., 2017) and less intention to click on personalized advertising
(Maslowska, van den Putte, & Smit, 2011), the current study adds to it by showing that
they also lead to a less positive attitude towards PMC in general.
Furthermore, this study is among the first studies to show that the feeling of resignation
negatively influences the attitude. This is in line with previous findings from attitude
research (Pardo del Val & Martínez Fuentes, 2003). Looking at the standardized results,
we can conclude that the feeling of resignation has the strongest effect on the attitude
towards PMC. This importance of resignation in the attitude formation process confirms
claims made by Turow (2017), who argued that the feeling of lack of influence was one
of the central feelings in relation to personalization. Additional research is needed in
order to assess how this feeling is related to behavioral outcomes, i.e., if resignation
affects more than just attitudes. For example, a question arises if consumers also
change their behavior as a result of feeling resigned by clicking personalized ads less
frequently. Past research focusing on such measures as click-through rates has been
focused on privacy concerns (e.g., Baek & Morimoto, 2012; Van Doorn & Hoekstra,
2013). However, the current study reveals that resignation may be more central in the
processes and thus, is worth attention in future research.

DO CONSUMERS HAVE A REASON TO WORRY?
The fact that affect is a strong predictor of the PMC attitude raises the question if
consumers follow concern and resignation in forming their attitudes towards PMC or
if they nevertheless behave rationally by forming their concerns based on available
aspects of knowledge. Findings from the current study show that affect is a meaningbased phenomenon (partially formed based on available knwoeldge; see Izard, 1992).
Thus, as expected, Internet users’ feelings related to PMC can be partially explained
by the knowledge they possess. Knowledge, having no direct effect on the attitude
towards PMC, influences it indirectly by either increasing or reducing privacy concerns
and feeling of resignation.
First, higher Internet self-efficacy is related to lower privacy concern. Past research
particularly in the domain of online health has concluded that increase in knowledge
about technologies leads to lower privacy concerns related to such developments as
electronic health records (see Ermakova, 2015 for a literature review). We can conclude
that the same applies to the current context. Moreover, we confirm that higher
technical knowledge leads to more positive attitude as concluded by Karjaluoto et
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al. (2001), although the effect is only indirect. However, one has to note that the effect
size is rather small.
Next to Internet self-efficacy, knowledge related to regulations impacts privacy concern.
Protection offered by the government seems to have an empowering effect and to
reduce concerns and indirectly improve the attitude. This can possibly be traced back
to the trust individuals place in the government. First, the study has been conducted
in a country that offers high protection of privacy to its citizens (Baruh et al., 2017).
Second, qualitative research has shown that consumers expect to be protected from
the power of companies by legal regulations (Hargittai and Marwick 2016). The current
study extends the qualitative findings by showing that indeed, when consumers know
about the legal protection, they are less concerned and in turn, have a slightly better
attitude towards personalization practices.
The opposite mechanism takes place when it comes to institutional surveillance. Indeed,
past studies have shown that data collection practices lead to various concerns. Ur,
Leon, Cranor, Shay, and Wang (2012) asked participants of in-depth interviews about
their feelings evoked by data collection and found that such practices are a source of
among others privacy concern. This is confirmed by quantitative data in the current
study. In fact, more knowledge about such practices relates to higher privacy concern.
This type of knowledge has the strongest relation with concerns.
Remarkably, in contrast to privacy concern, when it comes to the feeling of resignation,
our findings contradict past research that shows that more knowledgeable individuals
are more resigned. In fact, only knowledge about regulations impacts resignation.
Individuals who know more about the law seem to feel more empowered than
resigned and indirectly, have a more positive attitude towards PMC. This finding adds
to past research on resignation that has exclusively focused on knowledge about the
possibilities companies have online (Turow et al., 2015) and not on factors limiting
them, such as legal regulations. Again, further research is needed to conclude if it can
be brought in relation to the trust individuals have into government and if consumers
possibly feel empowered by the law (which lies at the heart of the GDPR).
It is particularly surprising that knowledge about institutional surveillance, i.e.,
possibilities companies have to collect data, does not impact resignation. This could
be explained by the context of the study. In Europe consumers are offered and count
on protection from the government. This is different from the situation in the US,
where past research on the relation between knowledge and resignation has been
conducted. Moreover, Internet self-efficacy also does not significantly impact the
feeling of resignation. This can be explained by the fact that Internet self-efficacy is
not directly related to PMC. It rather concerns general online abilities such as looking
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for information or solving hardware and software related problems and does not
specifically relate to PMC.

ARE EXPERIENCED CONSUMERS MORE POSITIVE?
We can conclude that more experienced users are more positive about the phenomenon
of personalization. Thus, similarly to the effects of clicking on social media ads (Akar
& Topçu, 2011), we observe that exposure to and interaction with personalized
advertising leads to more positive attitude. Building on past research, one can assume
that interaction with personalized messages demonstrates to the users their benefits,
such as relevance. As users have been found to weight perceived benefits against
perceived risks, one could expect that seeing more benefits contributes to more
positive attitude towards personalization (Ur et al., 2012). The question if the positive
influence of experience on the attitude towards PMC is indirect, it is mediated by for
example perceived benefits stemming from PMC, requires further research.
However, the conclusion that interacting with personalized ads has a positive effect on
attitude has to be taken with caution. In fact, the applied measurement of experience
has its limitations. First of all, it is questionable if experience with personalization can
be measured in a survey form. Personalization is often covert (Boerman et al., 2017)
and users are not aware of it. Second, the results show that a third of respondents
indicate that they never click personalized advertising and a third says they click them
rarely, while only less than five percent answers often or very often to this question.
These findings are surprising particularly in the light of the amount of personalized
advertising online and its effectiveness (eMarketer, 2013). This optimistic bias has been
previously concluded in other related contexts, such as online privacy risks (Cho, Lee,
& Chung, 2010). Third-person perceptions theory may explain this discrepancy. This
theory refers to the tendency of individuals to overestimate communication effects on
others whereas they underestimate effects on themselves (Perloff, 1999). Thus, in the
case of the current study, asked how often they click personalized ads, respondents
see themselves as less susceptible to it than others and indicate that they never or
almost never do so. In order to overcome these limiting factors and to assess the
real influence of experience with PMC on the attitude, one needs to measure actual
frequency of clicks. For instance, tracking consumers’ browsing behaviour combined
with information on the users would allow researchers to observe how consumers are
exposed to PMC and how they respond to it.
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LIMITATIONS
It has to be noted that two of the variables in the current study, namely resignation and
the attitude towards PMC, were measured using single questions. This approach has
its advantages, but also limitations. When it comes to resignation, past research has
measured it in a similar way (Turow et al., 2015). Thus, as this direct way of measuring
resignation has been validated and developing and validating a scale consisting of
latent constructs is beyond the scope of this study, we followed such an approach.
Future research however shall focus on developing a more sophisticated measure
(particularly in the light of the importance of resignation in the PMC context).
Concerning the attitude towards PMC, it was chosen to measure it directly as the
processes behind attitude forming are at the heart of this research and we did not want
to prime neither the cognitive nor the effective elements. Moreover, past research in
advertising measures has shown no difference in predictive validity of the multiple-item
and single-item measures when it comes to attitude towards advertisings (Bergkvist &
Rossiter, 2007).

CONCLUSIONS AND PRACTICAL
IMPLICATIONS
All in all, our research answers the calls to investigate the role of knowledge in
personalization (Boerman et al., 2017) and contributes to the literature on PMC by
showing its small indirect effect on the attitude towards this phenomenon. Besides, we
show that privacy concerns and the feeling of resignation play a crucial role in forming
attitudes towards PMC and at the same time, they are significantly related to available
knowledge.
The current study has multiple practical implications. First, the lawmakers are informed
about the current state of knowledge among consumers. Moderate knowledge about
laws and regulations and about institutional surveillance as well as the higher knowledge
of Europeans compared to Americans can be seen as a proof that European strict
transparency rules indeed lead to higher understanding among consumers. Moreover,
the great importance of knowledge about laws and regulation (that aim at protecting
consumers) in attitude formation shows the trust that is laid in the regulator.
Next, our findings inform marketers how to achieve a more positive attitude towards
PMC among their consumers. First of all, marketers are informed that consumers have
moderate knowledge about OBA, but know little about other PMC practices. Thus,
explaining OBA may not be necessary, while informing about other common forms of
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PMC is advised. Second, the role of negative feelings in forming attitude means that
if marketers want to apply PMC successfully, they should aim at reducing them. This in
turn can be done by improving consumer knowledge. It is thus of interest of commercial
organizations to inform consumers about the existence of laws and regulations. For
example, they could link to them on their websites or summarize them in an accessible
form as well as explain how the company adheres to them and maybe goes a step
further by providing additional protection. Also, newsletters could include a section
on regulation of data collection and use to ease consumer concerns. Moreover,
similarly to findings by Karjaluoto et al. (2001), the current study suggests that technical
knowledge plays a role in forming privacy concerns and indirectly attitudes towards
PMC. Thus, marketers should not only inform consumer which rules they adhere to, but
also take the social role of educators and aim at increasing technological knowledge
of consumers.

91

Protective behavior against
personalized ads: motivation
to turn personalization off
This chapter is published as:
Strycharz, J., van Noort, G., Smit, E., & Helberger, N. (2019). Protective
behavior against personalized ads: Motivation to turn personalization
off. Cyberpsychology: Journal of Psychosocial Research on Cyberspace, 13(2).
An earlier version of this chapter has been presented at the Amsterdam Privacy
Conference 2018.

Protective behavior against personalized ads

ABSTRACT

Data collection and processing for personalized advertising has become a common
practice in the industry. For this reason, regulators have been aiming to empower
consumers to exercise more control over their data. Companies that collect and process
data for personalized advertising are required to be transparent and among others,
provide consumers with technical knowledge about the personalization process. At
the same time, they have started offering settings to withdraw consent for processing
data for personalization purposes by opting out from personalized advertising.
However, such opt-out functions remain mostly unused. Thus, this study investigates
first, if technical knowledge about personalization empowers consumers to use such
opt-out functions and second, what mechanisms can explain the empowering impact
of knowledge. Drawing on Roger’s (1975) protection motivation theory (PMT) and
applying an innovative combination of traditional (online experiment, N = 425, Mage =
48) and computational (online behavior tracking, N = 80, Mage = 48) research methods,
the study shows that technical knowledge has no empowering effect on consumers by
indirectly lowering opt-out motivation and behavior. The results also demonstrate that
perceived severity and response efficacy increase motivation to opt-out, while positive
attitude towards personalization and perceived self-efficacy lower it. Being one of the
first studies to apply PMT to personalization context and to computational methods
to measure opt-out, it offers several important societal and theoretical implications
regarding consumer empowerment and personalized advertising online.
Keywords: personalized digital advertising, consumer empowerment, consumer knowledge, protection motivation theory, computational research
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INTRODUCTION

Today, internet users are constantly confronted with personalized digital advertising, i.e.,
advertising shown to them based on their data (Boerman, Kruikemeier, & Zuiderveen
Borgesius, 2017). One way of dealing with the associated risks is to empower users
to be able to exercise more control. In fact, the General Data Protection Regulation
(GDPR) introduced in the EU aims, among others, to empower consumers. To achieve
this, it requires organizations to provide two types of information to consumers: first,
technical information (i.e., about data collection and processing), and second, rights
information (i.e., about the existence of different consumer rights) (GDPR, Art. 13).
As a consequence, companies that apply personalization have been working to
become more transparent (Politico, 2018). They have started giving the consumer a
more active role in the personalization process. Consumers can decide if they want to
be a target of personalized ads in the first place or if they actively want to avoid them.
For example, many personalized ads online include a small AdChoices logo. If one
clicks on it, he or she is redirected to a page that explains both data collection and
opt-out options. However, this effort, while effective, has been claimed to be rather
complex and put a high burden on the consumer (Tugend, 2015). A simpler solution
is provided by Google. It offers a website with a detailed description of data that is
collected and used to personalize ads. On the website, Google users can also inspect
and adjust, for instance, predicted interests as well as opt-out from personalized
services completely. In other words, the movement towards consumer empowerment
is not only noticeable in laws and regulations, but also in more technical information
and possibility to control this processing given to consumers by advertising platforms
themselves.
Considering that personalization has been portrayed in consumer research as one of
the most controversial marketing practices (Turow, Hennessy, & Draper, 2015), one
would expect such control functions to be popular. However, it is not the case. For
example, the predecessor of the functionality offered by Google, namely muting
single ads, was used about 5bn times in 2017 (Robles, 2018), which may seem a lot,
but represents only a small fraction of ads served as Google is said to have over 24bn
advertising impressions a day (Kim, 2012). Such low opt-out rates may have multiple
causes. First, previous studies have shown that consumers are both unsure how to
control personalization (Ur et al., 2012) and do not know what personalization entails
(Boerman et al., 2017). Lack of technical knowledge may thus impede their agency.
At the same time, the opt-out functions themselves are not widely known; only 9%
of consumers understand what AdChoices entails (Tugend, 2015). Impact of the two
types of knowledge (about processing and about control) may thus be important in
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this context. Second, studies have shown that personalization leads to mixed feelings
among consumers: on the one hand, they consider it creepy; on the other hand, they
see multiple benefits of it (Lee & Cranage, 2011). Thus, why would consumers opt-out
when they may actually like personalized ads?
Research hence hints at multiple reasons that may lead to consumers not opting
out, but central factors remain unclear as opting out from personalization is yet to
be systematically studied. At the same time, we do not know if knowledge about
processing and about control actually empowers consumers to take an active role in the
personalization processes. The current study focuses on technical knowledge and aims
to close this gap by investigating: 1) to what extent providing information about data
processing for personalization drives opt-out behavior, and 2) how we can explain the
(lack of) empowering impact of knowledge. To reach these aims, we first, manipulate
respondents’ knowledge about data processing for personalization by Google
(technical knowledge required by regulators) and second, inform all respondents
about the existance of the opt-out function by Google and subsequently measure if
they are motivated to use it and if they actually do so. As technical knowledge is the
focus of this study, it is manipulated, while information about the opt-out is treated
as a baseline requirement for action and is offered to all respondents. To explain the
impact of technical knowledge, theoretically, the study draws on protection motivation
theory (PMT) (Rogers, 1975), which has been previously applied to privacy protection
(e.g., Boehmer et al., 2015), but its applications to digital spaces remain scarce.
Furthermore, the theory has not yet been applied to the personalized advertising and
consumer empowerment. Methodologically, the study applies both traditional and
computational methods to combine the actual actions online with personality traits
and motivations.
Our study makes multiple contributions. Theoretically, it moves beyond the extensive
body of research on the impact of personalization and offers a different angle on
this phenomenon. Thus, instead of investigating the phenomenon itself and the
opportunities it offers, we look at personalization as a threat that consumers can
control. By applying the PMT to a privacy sensitive context, the study challenges
the notion of empowering impact of technical knowledge about data processing on
consumers. Finally, this is one of the first studies examining both behavioral intentions
and actual online behavior, which has been called for in past personalization research
(Boerman et al., 2017). From a methodological perspective, this study applies
innovative computational methods to combine self-reported measures with data on
actual online behavior. Practically, the findings offer insights into the actual effects of
legal and practical consumer empowerment measures on consumer behavior.
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THEORETICAL FRAMEWORK
PERSONALIZED ADVERTISING IN CONSUMER RESEARCH
Personalization is defined as “the strategic creation, modification, and adaptation
of content and distribution to optimize the fit with personal characteristics, interests,
preferences, communication styles, and behaviors” (Bol et al., 2018, p. 373). It commonly
appears in online advertising, taking more rudimentary forms, such as addressing
people by names, or by applying more advanced techniques, such as personalization
of content or distribution of an ad (Strycharz, van Noort, Helberger & Smit, 2019).
Personalized advertising has been commonly seen as one of the more questionable
practices applied by advertisers. More specifically, a stream of consumer research has
consistently shown that consumers feel uncomfortable and reject it (Smit, van Noort,
& Voorveld, 2014; Ur et al., 2012). Along these lines, Strycharz, van Noort, Smit and
Helberger (2018) concluded that consumers see significantly more negatives about
personalized ads than they can name positives. On the other hand, modern data-driven
forms of personalization can also be experienced as more relevant and useful (Bleier &
Eisenbeiss, 2015). Indeed, the personalization paradox states that personalization has
positive and negative sides (Awad & Krishnan, 2006). It contributes to both perceived
relevance and usefulness, but also the susceptibility and privacy concerns of users,
which suggests that consumers have reasons to perceive data collection and processing
as a severe problem and also to enjoy the benefits of it. Table 5.1 gives an overview
of studies that investigated consumer perceptions of personalized advertising with a
focus on related benefits, concerns and the paradoxical nature of personalization.

EMPOWERING IMPACT OF KNOWLEDGE ON CONSUMERS
A number of academic studies have concluded that consumers know little about
different personalization practices (e.g., Smit, et al., 2014). This lack of knowledge has a
negative effect on their agency; it impedes them from taking control over their personal
data (Cranor, 2012). At the same time, past research has shown that consumers do
want to have such control and take active part in the personalization process (Turow et
al., 2015), which suggests that lack of knowledge may be the burden.
At the same time, knowledge is vital for protection behavior. For example, in the
health domain, knowledge about a certain type of disease was found to be positively
correlated with the motivation to perform self-exams (Morman, 2000). More protection
motivation leads in turn to more protective behavior (see Milne, Sheeran, & Orbell,
2000 for meta-analysis). Similarly, in the context of privacy protection, higher levels
of objective knowledge about a phenomenon are related to higher engagement in
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general protective behavior (Baruh & Popescu, 2017), while behavioral intention was
found to predict management of privacy settings (Gerber, Gerber, & Volkamer, 2018).
Applying this to personalization context, we expect that someone who possesses
technical knowledge about personalized advertising will be more motivated and thus
more likely to act. Thus, we hypothesize that:
H1: Technical knowledge about the personalization process positively impacts
personalization a) opt-out motivation and thus, indirectly positively influences b)
opt-out behavior.

Table 5.1 Overview of consumer research regarding consumer perceptions of personalized advertising
Authors

Main findings/Arguments

Baek & Morimoto (2012)

- Privacy concern and ad irritation increase ad skepticism and avoidance for
personalized advertising.
+ Perceived personalization decreases ad skepticism and ad avoidance.

Bang & Wojdynski (2016)

+ Consumers pay more attention to personalized compared to generic ads.

Bleier & Eisenbeiss (2015)

+ Personalization improves usefulness of ads for trusted retailers.
- Personalization increases reactance and privacy concerns for less trusted
retailers.
Click-through intention is directly influenced by ad usefulness, reactance and
privacy concern.

Bol et al. (2018)

- Personalization of advertising decreases trust and expected benefits of
personalization.

Gironda & Korgaonkar (2018)

+ Perceived usefulness of personalized advertising increases its effectiveness.
- Invasiveness of personalized advertising decreases its effectiveness.

Goldfarb & Tucker (2011)

- Personalization of advertising combined with advertising obtrusiveness lowers
advertising effectiveness for consumers concerned about their privacy.

Kim & Han (2014)

+ Personalization increases informativeness, credibility, and entertainment of
advertising.
+ Personalization lowers ad irritation.

Kim & Huh (2017)

- Personalized advertising is not experienced as more relevant.
- Privacy concern lowers consumer attitude towards personalized advertising.
+ Perceived relevance of personalized advertising improves consumer attitude
towards it.

Tucker (2014)

+ Perceived control over privacy positively impacts effectiveness of
personalized advertising.

Findings regarding concerns and negative effects of personalization are indicated with “-“;
findings regarding benefits and positive effects of personalization are indicated with “+”.
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EXPLAINING EMPOWERING IMPACT OF KNOWLEDGE THROUGH
PMT
In other contexts, the empowering impact of objective knowledge about a phenomenon
on motivation to e.g., perform self-exams has been explained by the so-called protection motivation theory (PMT) (Xiao et al., 2014). PMT was originally developed to understand why people are motivated to protect themselves from health threats (Rogers,
1975). In the light of this theory, protection motivation can be defined as the desire
of individuals to protect themselves from threats. In past research, such threats
have been operationalized in varied ways, e.g., as risky behaviors such as smoking
(Maddux & Rogers, 1983). More recently, risky online behaviors such as self-disclosure,
have been researched thought the lens of the PMC. Milne and colleagues (2009, p.
450) defined the risky behavior in the online context as “specific computer-based
actions that put people at risk,” and protection motivation as motivation to exercise
“specific computer-based actions that consumers take to keep their information safe.”
Considering the concerns related to personalized advertising, we define ‘protection
motivation’ as internet users’ desire to adjust the settings offered by advertising
platforms so that they do not receive personalized ads (which also means that their
data is not processed for this purpose).
PMT identifies mechanisms that motivate a person to act. It posits that one’s protection
motivation stems from two cognitive processes: threat and coping appraisal.
Knowledge has been portrayed as a trigger of these processes. While the threat
appraisal assesses the individual’s belief that the threat is noxious (perceived severity)
that it is likely to happen (perceived susceptibility), the coping appraisal includes
the belief to be able to perform the protective behavior (perceived self-efficacy) and
that the protecting action is effective (perceived response efficacy). In a later version,
Maddux and Rogers (1983) added the value of the risky-behavior (e.g., attitude
towards it). The relation between these factors and motivation is linear: while threat
and coping appraisal have a positive relation with the motivation, the value of the riskybehavior relates negatively to motivation (Rogers, 1975). Regarding actual behavior,
the theory posits that it is attenuated from intentions – more protection motivation
leads to more protective behavior (Milne et al., 2000). Thus, throughout the study we
hypothesize a direct relation between motivation and behavior and indirect relations
of other variables and the behavior.
In the light of the PMT, knowledge activates threat and coping appraisal, which has
been shown in the health context. More specifically, individuals knowledgeable about
an illness and the ones aware of how one can get infected, experience higher levels
of susceptibility and show higher self- and response efficacy (Xiao et al., 2014). How
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knowledge impacts threat and coping appraisal in the digital context has not been
systematically investigated yet. However, building on past research, one can expect
that the empowering effect of technical knowledge can be partially explained by
activation of threat and coping appraisal.
Furthermore, we propose an extension to the original theory to make it more suitable
to the personalization context. We argue that privacy concern is vital for the belief that
personalization is noxious. First, technical knowledge has been identified as one of the
main predictors of health information privacy concern (Ermakova et al., 2015). Second,
more concerned individuals have been found to refrain from using certain apps
(Wottrich, van Reijmersdal, & Smit, 2018), or reject cookies that enable personalization
(Milne & Culnan, 2004). Thus, we argue that privacy concern needs to be added as
a factor within the threat appraisal that is impacted by technical knowledge and
motivates users to opt-out from personalization. In the following sections, we present
the serial mediation hypotheses. An overview of predicted paths can be found in
Figure 5.2 in the Results section.

KNOWLEDGE AND PERCEIVED SEVERITY OF AND
SUSCEPTIBILITY TO DATA PROCESSING
Perceived severity can be defined as an individual’s perception about the seriousness of
the threat (Witte, 1992). PMT holds that individuals who perceive a threat as severe are
more likely to be motivated to protect themselves from it (Maddux & Rogers, 1983). In
the health context, perceived severity of a disease has indeed been shown as a trigger
of protection motivation (Katz et al., 2009). Similar findings have been concluded in the
context of general privacy protection (Boerman et al., 2018): consumers who consider
data collection online a problem, are more motivated to protect themselves.
At the same time, technical knowledge and awareness have been proven to be related
to perceived severity (Xiao et al., 2014). In this study, we apply the concept of severity in
order to explain the empowering impact of technical knowledge on protection against
personalized digital advertising. We thus expect that consumers who know how data
is collected and processed start to believe that data collection and processing for
personalization is a serious issue and are thus motivated to protect themselves more
and consequently, do so. Thus, we hypothesize:
H2: The impact of technical knowledge about the personalization process on
motivation and consequently on opting-out, is positively mediated by perceived
severity.
Even when one believes that the threat is severe, but does not believe that it can
affect them, they will not be motivated to act. Perceived susceptibility indicates to
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what extent an individual feels that it is likely that the threat will occur (Lee, Larose,
& Rifon, 2008). It has been shown to increase one’s motivation to protect themselves
from various health threats (Milne et al., 2000). In the digital context, higher levels of
perceived severity result in more motivation to protect oneself from computer viruses
(Lee et al., 2008) or to use pop-up blockers (Boehmer et al., 2015).
The relation between knowledge and susceptibility has been investigated in the health
context: more knowledgeable individuals feel stronger that the threat can happen to
them (Xiao et al., 2014). Thus, we expect that in the context of personalization, when
one knows about data collection and processing practices for personalization, he or
she is more likely to believe this can happen to them, and thus more motivated to do
something against it and eventually, they act more. Therefore, we hypothesize:
H3: The impact of technical knowledge about the personalization process on
motivation and consequently on opting-out, is positively mediated by perceived
susceptibility.
Finally, in the context of personalized advertising, we argue that privacy concern has to
be included as a part of threat appraisal. It can be defined as “concerns about possible
loss of privacy as a result of information disclosure” (Xu et al., 2008, p. 4) and takes
various forms, for example, concern about data collection by unauthorized parties
(e.g., Dinev & Hart, 2006). While this construct is rather irrelevant to health protection,
it has been shown crucial in the data processing context. In fact, more concerned
individuals have been found to refrain from using certain apps (Wottrich et al., 2018) or
reject cookies (Milne & Culnan, 2004).
At the same time, knowledge has been commonly brought in relation to privacy
concern. In fact, Ermakova et al. (2015) identified knowledge about technologies as
one of the main predictors of health information privacy concern. Similarly, Gerber
et al. (2018) concluded that awareness and literacy predicted privacy attitudes and
concerns. Building on these findings, we expect that consumers informed about
technical aspects of personalization practices will also be more concerned about their
privacy, which will activate threat protection. Thus, we hypothesize that:
H4: The impact of technical knowledge about the personalization process on
motivation and consequently on opting-out, is positively mediated by privacy
concern.

KNOWLEDGE AND PERCEIVED SELF-EFFICACY AND EFFICACY
OF OPT-OUT FUNCTIONS
Besides the threat appraisal, the PMT maintains that evaluation of the protective
behavior also impacts protection motivation. First, coping appraisal includes one’s
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belief that they are able to protect themselves, i.e., self-efficacy (Maddux & Rogers,
1983). In the health context, this factor has been documented as having the strongest
impact on the motivation (Milne et al., 2000). We use this concept to describe users’
perceived confidence (and not actual skills) in preventing companies from collecting
and processing their data for personalization purposes. Past research in the online
context indeed showed that increased levels of self-efficacy led higher motivation for
different protective behaviors, such as installing anti-virus programs (Lee et al., 2008).
In the advertising context, self-efficacy has been shown to lead to avoidance of online
behavioral advertising (Ham, 2017). At the same time, more knowledgeable and aware
consumers have been shown to feel more able to protect themselves (regardless
if they were actually able to do so, Xiao et al., 2014). Building on this research, we
hypothesize that:
H5: The impact of technical knowledge about the personalization process on
motivation and consequently on opting-out, is positively mediated by perceived
self-efficacy.
Second, coping appraisal involves an evaluation of the response. According to the
PMT, perceived response efficacy is necessary to trigger protection motivation and
behavior (Maddux & Rogers 1983). While the impact of self-efficacy has been widely
investigated in the online data protection context, response efficacy has received
considerably less attention. Boerman et al., (2018) showed the significant positive
impact of response efficacy on protection motivation for different types of online
privacy protection. In fact, technical knowledge how data is collected and used puts
consumers in the position to be able to ask the follow up question: how to protect
myself, and consider their options, e.g., the opt-out functions offered by AdChoices
and Google. Therefore, we hypothesize that:
H6: The impact of technical knowledge about the personalization process on
motivation and consequently on opting-out, is positively mediated by perceived
response efficacy.

KNOWLEDGE AND ATTITUDE TOWARDS THE RISKY BEHAVIOR
AS A PART OF PMT
A later version of the PMT included the value of the threat as a construct that lowers
motivation to stop it (Maddux & Rogers, 1983). In the mobile app context, Wottrich et
al. (2018) concluded that when users like an app, they are less motivated to prevent
it from collecting their data. Similarly, personalization has numerous benefits for
consumers, such as informativeness, credibility, and entertainment of advertising (Kim
& Han, 2014), which may make them less motivated to opt-out. At the same time, how
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receiving technical information about personalization practices impacts attitude is not
clear. We cannot say if it fosters the positive or the negative sides of the phenomenon.
Thus, we hypothesize that if one is in favor or against personalized ads impacts the
motivation to stop seeing them, but pose an open research question when it comes to
the impact of knowledge intervention on the attitude:
H7: Attitude towards personalized advertising will be negatively related to
personalization opt-out a) motivation and thus, will be indirectly negatively related
to b) opt-out behavior.
RQ1: How does technical knowledge about the personalization process impact
one’s attitude towards the phenomenon?

METHODS
RESEARCH DESIGN
To test and explain the impact of technical knowledge on opt-out behavior, we used a
unique design combining data from an online tracking tool and an online experiment.
The tracking tool was used to unobtrusively collect actual opt-out behavior, while
in the online experiment, participants’ technical knowledge was manipulated, they
were informed about the opt-out, and their responses were measured with self-report
measures.

PARTICIPANTS AND DATA COLLECTION
Tracking data. Between February and June 2017, 712 members of CentERdata’s
LISSPANEL agreed to participate in an online tracking study as part of a larger research
project Personalised Communication and to install a plug-in on their computers that
registered their online behavior. They were informed about the methods and extent of
data-collection and privacy protocols. The plug-in was self-installed; respondents were
given verbal and visual instructions. In case of technical issues, respondents could
contact the researchers by email. Respondents that agreed to participate installed
the Google Chrome or Mozilla Firefox plugin which, for an a priori determined set
of 317 white-listed domains, tracked all incoming and outgoing traffic, including
Google’s AdSetting. Additionally, a blacklist was constructed of websites that would
not be tracked (such as bank-transaction pages). The plugin routed all HTTP/HTTPS
traffic related to white-listed domains through a VPN proxy that served as a datacollection point. HTTPS traffic was decrypted and re-encrypted to ensure privacy and
allow for analysis. Data collection captured all webpage content, external libraries,
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images and banners as well as all user-provided information. Before storage, besteffort anonymization scripts would remove sensitive information such as passwords.
Participants could at all times deactivate the plugin or use private mode to browse
untracked. In this study, we are only interested in whether participants, within two
weeks after completing the online experiment, used the website adsettings.google.
com that allowed them to manage their personalization preferences.
Experiment. To test if technical knowledge triggers PMT processes, an online
experiment was administered. A single factor (technical knowledge about personalization process by Google) between-subjects design with two conditions (i.e., technical

Figure 5.1. Data collection and cleaning process
712 panel members
agreed
to install tracking plug-in
Response rate = 72%
initially 514 panel
members
participate in online
experiment
27 failed manipulation check
487 participants pass
manipulation check

632 quit using the plug-in

51 did not have Google account
426 participants have
a Google account
1 item non-response

final N = 425

80 plug-in users
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Table 5.2 Descriptives of full sample (N=425), tracking sample (N=80) and survey only sample (N=345)
Full sample Tracking
sample

Survey only
sample

t-test (df)

p-value

Perceived severity

5 (1.50)

4.77 (1.53)

5.05 (1.47)

1.56 (423)

.121

Perceived susceptibly

5.92 (1.12)

6.02 (1.00)

5.90 (1.14)

-.84 (423)

.402

Privacy concern

4.72 (1.41)

4.68 (1.38)

4.73 (1.41)

.27 (423)

.789

Self-efficacy

3.31 (1.52)

3.36 (1.52)

3.30 (1.52)

-.31 (423)

.754

Response-efficacy

5.03 (1.40)

4.99 (1.20)

5.04 (1.45)

.36 (423)

.748

Attitude towards personalized
advertising

3.67 (1.38)

3.70 (1.25)

3.66 (1.41)

-.23 (423)

.819

Opt-out motivation

5.04 (1.92)

4.84 (2.11)

5.09 (1.87)

1.06 (423)

.289

Notes. Means with standard deviations within parentheses are presented. All variables range from 1 - 7.
Independent samples t-tests were conducted to compare the tracking sample with the survey only sample.

knowledge about data collection and processing for personalization vs. baseline
knowledge about personalization) was used. Participants were recruited between May
7 and 29, 2018.
The research institute invited the members from their panel who had installed the
plugin to participate in an online experiment, of which 514 took part in the experimental
study. Participants’ age ranged between 18 and 87 years (M=49, SD=18), and 51% were
female. The sample approximates the country’s adult population (Centraal Bureau
voor de Statistiek, 2015) except for higher levels of education. Figure 5.1 depicts
the sampling and data cleaning procedure in detail. The final experimental dataset
included 425 participants (Mage = 48, SDage = 18, 50% female). Out of these participants,
80 generated behavioral data. Descriptives for the final sample are presented in Table
5.2.
Manipulation and Stimulus Material. Technical knowledge about per-sonalization
process was manipulated and not just measured, as earlier studies have shown low
knowledge and little variation of it among the country’s population (Smit et al., 2014).
The two experimental conditions were: 1) exposure to technical knowledge intervention
about personalization process by Google; 2) exposure to a general material about
personalization. Google was the subject of knowledge manipulation as the company
personalized ads on more than 2 million websites and offered its users an option to
turn personalization off.
To create external validity, the knowledge intervention material was designed using
the information that Google provided on its data usage practices for personalized
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advertising (as this was the material available to consumers). This material complies
with legal requirements regarding informing consumers about data collection and
processing and underlines neither benefits nor risks stemming from personalization.
To choose the optimal format of the intervention, a pre-test was conducted. We aimed
at material that would be most professional and would lead to highest recall. Based
on the literature on effectiveness of various messages on recall (Meppelink, van Weert,
Haven, & Smit, 2015), three different manipulations were designed: an animation with
spoken text, an animation with written text and an article. To choose the manipulation
that has the most professional and convincing look, and has strongest effect on recall,
a pre-test among 62 participants was conducted (convenience sample, 66% female,
age: M=34, SD=17). In this pre-test, participants were asked to watch one of the
animations or to read the article and were asked questions about professionality of the
material, how convincing it was and were presented with multiple true/false questions.
The results showed no significant differences (only the video with voiceover (M=5.27)
was rated as marginally more professional than the article (M=4.65), t(37)=-1.7, p=.09).
However, it has to be noted that the sample was rather small and on average higher
educated than the research population. In fact, past research has shown higher impact
of videos on recall for lower educated respondents (Meppelink et al., 2015), who were
underrepresented in the sample. Thus, based on the pre-test and past literature, the
video with voiceover was chosen for the knowledge stimulus.
For the experimental condition, a technical knowledge intervention video about
personalization process by Google was created. This video was 2.5 minutes long
and included information on what data is used by Google to personalize ads in the
search engine and on more than two million websites and how Google uses first-party
data of advertisers. For the baseline condition, a short filler video was constructed.
It contained general information about personalization online (that companies base
their online communication on what they know about users and that two users may
thus see different ads online, with no technical information) and lasted 30 seconds (see
Appendix B for transcripts).
Procedure. Participants began the online experiment by being exposed to the stimulus
described above. They were randomly assigned to one of the two conditions (initial
Ncotrol = 250, Nknowledge = 264; final Ncontrol = 202 (Mage = 48, SDage = 18, 45% female, 35 plugin users), Nknowledge = 223 (Mage = 49, SDage = 17, 55% female, 45 plug-in users)). Next,
participants were asked a filter question, namely if they use any services by Google
(see Table 5.3) and a manipulation check was included. First, we asked participants if
they watched the video. Participants that answered yes were asked what they learned
from the video (open question). After the manipulation check, participants completed
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Table 5.3 Google services used by the respondents
Service

Users

Non-users

Gmail

350

75

PlayStore on an Android phone (e.g., Samsung)

215

210

YouTube account

208

217

Log-in functionality on Google Maps (when you are logged in, you
can see e.g. your home or add favorite locations)

200

225

Google Drive

165

260

Google Plus account

72

353

N=425

the remaining part of the questionnaire, which included the mediating variables.
Finally, all participants were provided with information about the opt-out function (as
they were expected not to know about it and knowledge about opt-out was treated
as a baseline requirement for opt-out motivation and action) without explicitly being
asked to use it, and were asked about perceived response efficacy of this action and
motivation to carry it out.

MEASURES
As a manipulation check, we first asked respondents if they had watched the video
(96% yes, 2% at least half, 2% no). Respondents who indicated to have watched at least
half of the video were asked an open question about what they have learned from
it. The open answers were coded according to a codebook based on the content of
the video. To conclude what the respondent learned, answers that included technical
information about personalization process (as included in the intervention) received 1
(N=175), while all other answers scored 0 (N=250).
Perceived severity, i.e., people’s perceptions of the severity of the collection, usage,
and sharing of their online behavior for personalization purposes was measured with
three statements (1=Strongly disagree, 7=Strongly agree) derived from Boerman et
al. (2018). The mean of the three items is used as a measure of perceived severity
(Cronbach’s alpha=.9, M=5, SD=1.50). Details of all measurement items are described
in Appendix B, Table B1.
To measure the perceived susceptibility, we used a three-item scale derived from
Boerman et al. (2018) (1=Strongly disagree, 7=Strongly agree). The mean of the three
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items is used as a measure of perceived susceptibility (Cronbach’s alpha=.91, M=5.92,
SD=1.12).
To assess privacy concerns, we used a five-item instrument developed by Baek and
Morimoto (2012) and adopted by Bol et al. (2018). The scale ranged from 1 (totally
disagree) to 7 (totally agree). The five items were averaged to form the online privacy
concerns scale with a Cronbach’s alpha of .92 (M=4.72, SD=1.41).
Self-efficacy was measured using two statements (1=Strongly disagree, 7=Strongly
agree) based on Boerman et al., (2018). The mean score of the two items is used as a
scale of self-efficacy (Cronbach’s alpha=.77, M=3.31, SD=1.52).
To measure response efficacy, we asked respondents to indicate (1=Strongly disagree,
7=Strongly agree) if the opt-out option presented to them in the questionnaire would
be an effective way to eliminate the usage of data for personalized advertising (M=5.03,
SD=1.40).
In order to measure attitude towards personalized advertising directly, we
operationalized it with a single question. After watching the videos, the respondents
were presented with the statement: ‘Personalization in advertising is for me:’ with
answer options ranging from 1 (‘a very negative development’) to 7 (‘a very positive
development’) (M=3.67, SD=1.38).
Opt-out motivation was measured with one item (1=very unlikely and 7=very likely)
inspired by Wottrich et al., (2018): ‘Over the next two weeks, I intend to protect my
privacy by using the settings available on adsetting.google.com’ (M=5.04, SD=1.92).
To measure opt-out behavior, the aforementioned plug-in was used. We identified
the Ajax (Asynchronous JavaScript And XML) request Google uses when logged-in
users use the opt-out function on adsetting.google.com (request: https://play.google.
com/log?format=jsonandauthuser=0) and searched for it in all data collected by the
plug-in between May 7 and June 12. For the participants for whom we do not have
opt-out data (who deactivated the plug-in) or did not opt-out, 0 was induced. Out
of all participants, 37 used the opt-out website this timeframe (thus scored 1 on the
dichotomous variable).
Multiple control variables were measured as well. First, we included plug-in usage
as a control variable as both plug-in users and non-users were included in the final
model. Moreover, as age and gender have been often named a factor that influences
both level of privacy concerns as well as protection behavior online (e.g., Milne et al.
2009), we included in our analyses age measured in years and a dichotomous variable
for gender.
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DATA ANALYSIS
To test the hypotheses, mediation analyses were conducted using the PROCESS macro
(Hayes, 2012, Model 6). This macro offers the possibility to test both direct and indirect
effects and provides confidence intervals based on bootstrapping for the mediated
effect. Moreover, it allows the inclusion of dichotomous dependent variables and thus
uses ordinary least squares (OLS) regression to estimate variables on the left sides of
model equations, except for the model of outcome variable, which is estimated using
logistic regression.
Before conducting the mediation analysis in PROCESS, we tested all assumptions
of OLS and logistic regression. Only violated assumptions are reported. Concerning
normality, perceived susceptibility was somewhat negatively skewed (-1.6) and showed
a slightly high kurtosis (3.56). As neither log nor square root transformation solved
the issue, we use bootstrapping for all our analyses. Moreover, plot of standardized
residuals against predicted (fitted) values showed a negative trend, indicating
heteroscedasticity. Thus, in all analyses we use Hubert-White standard errors.

RESULTS
MANIPULATION CHECK
To examine if the participants perceived the manipulation as intended, open answers
were coded. Next a chi-square test was conducted with the coded answers (binary
variable) and condition (binary variable). The test shows that the two groups score
significantly different on the manipulation check, Chi-square(1)=263.93, p > .01.
Indeed, participants in the manipulation condition learned more about technical
details of personalization process by Google compared to participants in the baseline
condition.

HYPOTHESES TESTING
A summary of the results is presented in Figure 5.2, while all direct effects are reported
in Table B2, Appendix B.
H1 proposed that individuals exposed to manipulation of technical knowledge about
the personalization process would be more motivated to opt-out and would do so
more. The results show that individuals who were informed about these practices were
not more motivated to opt-out (B=-.27, SE=.16, BC 95% CI[-.57, .04]). Exposure to
knowledge did not indirectly affect the behavior (B=-.53, SE=.48, BC 95% CI[-1.47,
.08]). Thus, H1 is not supported.
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Figure 5.2. Observed path model of the hypothesized mediated effect.
This figure shows results of the mediation analysis.

Threat appraisal
R2 =.49a

Perceived severity
.26**
-.31*
-.12

R2 =.11b

Perceived
susceptibility

-.07

R2 =.43c

Technical
knowledge about
personalization
process
Manipulation
present (1)
or absent (0)

.11

Privacy concern

.14
McFadden R2 =.47h

R2 =.28g
-.27

Opt-out
motivation

.45**

Opt-out
motivation

Coping appraisal
R2 =.09d
-.05

-.07

-.16

Efficacy of opt-out
R2 =.08e

Self-efficacy

R2 =.22f

.32***

-.17**

-.24***

Attitude towards
personalization
Standardized coefficients (B) are portrayed. *p < 0.10, **p < 0.05, ***p < 0.001.
a
F(9, 415)=55.11; b F(9, 415)=5.38; c F(9, 415)=30.83; d F(9, 415)=4.64; e F(9, 415)=4.17; f F(9, 415) =
11.17; g F(10, 414)=20.13; h χ2(11)=117.08

H2 stated that the impact of technical knowledge on motivation and consequently
on opting-out, was positively mediated by perceived severity. Knowledge was found
to have a negative effect on perceived severity (B=-.31, SE=.10, BC 95% CI[-.51, -.10]).
Perceived severity had a significant positive effect on motivation (B=.26, SE=.08, BC 95%
CI[.1, .41]) and indirect positive effect on opt-out behavior (B=.11, SE=.07, BC 95% CI[.03,
.3]). Exposure to technical knowledge intervention had indirectly, a significant negative
effect on opt-out behavior, first through perceived severity and second, motivation (B=.03, SE=.03, BC 95% CI[-.12, -.01]). Thus, H2 is not supported.
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H3 proposed that the impact of technical knowledge on motivation and consequently
on opting-out, was positively mediated by perceived susceptibility. The manipulation
did not have a significant effect on susceptibility (B=-.12, SE=.11, BC 95% CI[-.33, .09]),
and susceptibility did not impact motivation to opt-out (B=-.07, SE=.03, BC 95% CI[-.20,
.08]) nor indirectly opt-out behavior (B=-.03, SE=.05, BC 95% CI[-.13, .05]). The indirect
mediated effect of knowledge on opt-out behavior was not significant (B=.003, SE=.007,
BC 95% CI[-.01, .02]). Therefore, we reject H3.
H4 proposed that the impact of technical knowledge on motivation and consequently on
opting-out, was positively mediated by privacy concern. The manipulation did not have a
significant effect on privacy concern (B=.11, SE=.11, BC 95% CI[-.10, .32]); privacy concern
did not significantly impact motivation to opt-out (B=.14, SE=.09, BC 95% CI[-.02, .31]),
nor indirectly the behavior (B=.06, SE=.06, BC 95% CI[-.01, .21]). The indirect mediated
effect of knowledge on opt-out behavior was not significant (B=.007, SE=.01, BC 95% CI[.01, .04]). Hence, we reject H4.
According to H5, the impact of technical knowledge on motivation and consequently on
opting-out, was positively mediated by perceived self-efficacy. The manipulation did not
have a significant effect on self-efficacy (B=-.07, SE=.15, BC 95% CI[-.35, .22]). Self-efficacy
significantly decreased opt-out motivation (B=-.17, SE=.06, BC 95% CI[-.29, -.04]) and
behavior (indirectly: B=-.07, SE=.05, BC 95% CI[-.21, -.01]). The indirect mediated effect
of knowledge on opt-out behavior was not significant (B=.004, SE=.02, BC 95% CI[-.02,
.04]). Thus, we reject H5.
H6 proposed that the impact of technical knowledge on motivation and consequently on
opting-out, was positively mediated by perceived response efficacy. The manipulation
did not have a significant effect on response efficacy (B=.05, SE=.13, BC 95% CI[-.21,
.31]). Response efficacy significantly increases opt-out motivation (B=.32, SE=.07, BC 95%
CI[.19, .46]) and the behavior (indirectly: B=.14, SE=.08, BC 95% CI[.05, .35]). The indirect
mediated effect of knowledge on opt-out behavior was not significant (B=.01, SE=.03, BC
95% CI[-.04, .07]). Thus, we reject H6.
H7 proposed that attitude towards personalized advertising was negatively related to
personalization opt-out motivation and thus, was indirectly negatively related to opt-out
behavior. There was a negative direct effect of attitude on motivation to opt-out (B=-.24,
SE=.07, BC 95% CI[-.37, -.10] and attitude indirectly, had a significant negative effect on
behavior (B=-.10, SE=.06, BC 95% CI[-.27, -.03]). Thus, H7 was supported.
Finally, an open RQ1 was posed to investigate the impact of technical knowledge
intervention on attitude towards personalized advertising. There was a non-significant
relation between the manipulation and the attitude (B=-.16, SE=.12, BC 95% CI[-.40, .08]).
Thus, we conclude that technical knowledge neither improves nor lowers one’s attitude.
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DISCUSSION

The aim of this research was to examine the empowering effect of technical knowledge
about the personalization process on consumers’ motivation to opt-out from
personalized advertising and the subsequent behavior, and the processes behind it.
We applied and extended the PMT. The experiment that combined traditional and
computational research methods demonstrated that technical knowledge did not have
the expected empowering effect. In fact, we found a negative effect on perceived
severity; thus, individuals exposed to technical knowledge manipulation were less
motivated and less likely to opt-out. While not triggered by knowledge, elements of
PMT themselves explained why consumers were (not) motivated to opt-out. Finally,
motivation to opt-out was found to strongly drive the actual behavior.
To our surprise, we did not find the expected effects of technical knowledge. We made
sure to account for the generally low knowledge level (Smit et al., 2014) by not simply
measuring, but by manipulating it. Also, we hoped to maximize the effect by narrowing
down the manipulation to a specific context, i.e., Google (as past studies have
concluded that insignificant effects could be explained by too general measures, e.g.,
Wottrich et al., 2018). However, the effect was small and opposite to our expectation.
Similar surprising effect was found by Wottrich et al. (2018) in the context of mobile
apps. There are two possible explanations why knowledge makes people less likely to
act. First, well-informed users may realize what issue they face (Wottrich et al., 2018).
Thus, as explained by the extended parallel process model (Witte, 1992), participants
may have activated fear control processes and deny the issue. Alternatively, it is
possible that we may have not only manipulated participants’ knowledge, but also their
feeling of safety. Past research on privacy seals has demonstrated that such seals make
users feel more secure (van Noort, Kerkhof, & Fennis, 2008). In the current study, the
manipulation material explained the unknown and may have similarly given the “false
feeling of security”. In the context of online risks, Brandimarte, Acquisti and Loewnstein
(2013) have concluded a so-called control paradox. It assumes that control over sharing
private information decreases one’s privacy concerns and increases their willingness to
publish sensitive information. The current study suggests that this paradox also takes
place in the context of transparency about data collection and processing. At the same
time, how the knowledge was offered to consumers should be considered. The current
study departed from the GDPR and the requirement to purely inform consumers about
the technical process of data collection and use. Possibly, while having such objective
knowledge does not trigger action, knowledge about risks and the potential downsides
to personalization would have the expected effect.
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It is important to note that our study only manipulated one type of knowledge: the
technical knowledge about the personalization process. Companies are legally
required to share such information as included in our manipulation video. However,
consumers also have to be informed about their rights. In fact, 84% of participants who
did have a Google account did not know about the existence of the opt-out function.
We received numerous surprised comments and thank you notes from Google users
participating in the study who did not have the information. While the current study
focused on technical knowledge and one type of protective behavior (and in order
to be able to measure opt-out efficacy, motivation and behavior all respondents were
informed about the opt-out functionality), future studies should investigate the effect
of both knowledge types mandated by the GDRP. In fact, the law requires companies
to provide consumers with broad information about different rights (see Art. 13 of the
GDPR), which goes far beyong simply offering an opt-out function. While technical
knowledge did not have an empowering effect, it is possible that information about
consumer rights plays a more important role in triggering consumer action.
Worth noting is the strong effect of motivation on behavior. This lies in line with past
findings on application of PMT to the health context – elements of the theory impact
behavior indirectly by increasing motivation (Milne et al., 2000). In the current study,
the innovativeness of data collection allowed us to measure how many participants
actually used the opt-out function. As many as 46% of participants that had the tracking
software installed turned personalization by Google off. The high percentage suggests
that once informed about a simple and accessible function, internet users do act. This
optimistic conclusion is contrary to past studies that have argued the existence of a
privacy paradox: people who worry still do not act (e.g., Norberg, Horne, & Horne,
2007).
Regarding application of PMT to the personalization context, our study found that three
factors significantly predicted the opt-out behavior as expected. In line with prior studies
(Milne et al., 2000), the more severe people think data processing for personalization is,
the more likely they are to act. Thus, for future research, question arises who and why
perceive personalization as a problem. Interestingly, privacy concern was found to have
no effect on motivation, but a direct negative effect on the opt-out behavior. In the
past, privacy concern was found to predict privacy protection behavior (e.g., Milne &
Culnan, 2004). Thus, there might be omitted variable bias. As concerned users are more
likely to use various advanced privacy enhancing technologies, they may not need
the setting offered by Google. Future research shall focus on a broader spectrum of
protection from personalization to conclude if the effect differs depending how much
people value the measure. Our findings with regard to coping appraisal are mixed.
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Response efficacy is the strongest predictor of the motivation and behavior: people
need to believe that it works to use it. Contrarily, people who are more confident in
their skills are less motivated and less likely to opt-out. While this finding is surprising,
those who are more confident may also be able to take other measures.
The attitude towards personalization was not related to knowledge: having technical
information does not empathize positive or negative sides of personalization. At the
same time, attitude had a negative effect. Indeed, past research on more general
privacy issues has shown that people engage in the threat-related behavior in exchange
for convenience, functionality, or financial gains (Acquisti & Grossklags, 2005).

LIMITATIONS, IMPLICATIONS, AND FUTURE DIRECTIONS
Despite the intriguing findings the present study has also some limitations that need
to be mentioned. First, it assumes that personalization can be seen as a threat by
consumers. While past research indeed suggests that it may be the case, consumers
who do not see it this way will not activate threat and coping appraisal. Thus, while
PMT takes both negative (severity, privacy concern) and positive (attitude) sides of the
phenomenon into account, other frameworks, such as social exchange theory, could
be applied in future research to further investigate the role of knowledge in consumer
empowerment.
Second, our innovative method is one of the biggest contributions of this study, but it
was also limiting. While all the participants were invited to install the traffic monitoring
plug-in, only 80 were using it actively. It is a lesson for future studies that use selfdesigned tracking technology. A high number of drop-outs can be expected and even
with extensive privacy and information procedures, cannot be avoided. At the same
time, we are optimistic about the findings. Even with the small sample size, we were
able to find a strong significant relation between motivation and behavior. Moreover,
we compared plug-in users with other participants and there were no significant
differences between the groups (see Table 5.2).
Third, our manipulation focused on one knowledge type and on one specific company,
namely Google. While it allowed us to measure the constructs related to one behavior,
choosing Google as the subject has its limitations. The choice was motivated by the
fact that Google is currently the biggest search engine and is seen as a reliable source
of information (Pan et al., 2007). While this shows that Google is a highly relevant brand,
it also indicates that Google has become a part of daily life. Future studies should take
a broader view on personalization and test if users are equally motivated to opt-out
from personalization from other sources, such as advertising networks or Facebook.
Fourth, while we made sure to design the knowledge intervention video following
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recommendations from past literature, it has to be noted that while both groups were
exposed to a video to minimize the differences, the video in the manipulation condition
was longer than the filler video. The baseline video was shorter in order to keep the
study design clean, but the length difference might have led to a higher cognitive
load in the manipulation condition. Future studies should take this into account and
e.g., compare empowering effect of different types of knowledge on consumer agency
while keeping the cognitive load of information constant.
Finally, it has to be noted that three variables in the current study were measured using
single questions. This approach has its advantages, but also limitations. When it comes
to response efficacy and opt-out motivation, we deliberately limited ourselves to one
option in order to limit the scope of the study and maximize effects. Concerning attitude
towards personalized advertising, it was chosen to measure it directly in order to avoid
priming affective and in particular behavioral elements, which could affect especially
the motivation to opt-out. Moreover, past research in advertising measures has shown
no difference in predictive validity of the multiple-item and single-item measures when
it comes to attitude towards advertisings (Bergkvist & Rossiter, 2007).
Despite its limitations, the current study carries a number of implications. Methodologically, the innovative way of registering behavior can be seen as an inspiration.
The use of computational methods makes it possible to explore and empirically test
hypotheses that we were unable to test with classical methods. Moreover, in the digital
world, in order to keep up with the industry, researchers have to start using digital
analytics to move beyond measuring motivations and intentions. From a practical
perspective, our findings cast doubts on the role of transparency about data collection
and processing. Informing consumers did not activate their threat or coping appraisal
and did not predict their motivation to act. This is a good news for marketers who
commonly dread the transparency requirements: purely being informed does not
make consumers negative by default. Simultaneously, more research is needed to
conclude the type of transparency necessary for motivation activation. The positive
reaction of respondents to the information about their rights should be a hint for at the
fact that knowledge is a more complex notion. Finally, the findings provide practical
insights into what can be done to encourage consumers to exercise their rights. First,
providing information about a simple and accessible form of protection resulted in
a relatively high number of opt-outs, which suggests that transparency needs to be
very targeted to drive behavior. Second, to empower consumers, policy makers need
to focus on increasing the motivation to act. This can be achieved by addressing the
perceived severity and response efficacy. Thus, consumers need to know what threats
they face online regarding data processing and what effective ways there are to protect
themselves.
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ABSTRACT

The General Data Protection Regulation (GDPR) introduced in 2018 in the EU aims to
give consumers a high degree of control over their data online in order to allow them
to protect their privacy. It also puts high transparency requirements for websites that
collect and process data. In fact, consumers have to be informed about technical and
legal aspects of data collection; this knowledge should empower them to consciously
give or withdraw their consent for data collection. The current study investigates the
empowering impact of technical and legal knowledge about online data collection
within the theoretical framework of the Protection Motivation Theory, the Regulatory
Focus Theory, and contextual integrity.
An online experiment in which participants are exposed to a technical or legal
knowledge intervention in either commercial or news website context shows that
receiving both kinds of information leads to lower threat appraisal. At the same time,
having legal knowledge empowers consumers: it positively impacts their coping
appraisal and motivation to reject online data collection. The study findings raise
questions about the current transparency requirements about data collection and
highlight the importance of legal knowledge as well as law enforcement for online
privacy protection of consumers.
Keywords: consumer empowerment, online privacy, online data collection, contextual
integrity
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INTRODUCTION

Currently, we observe a movement towards more consumer empowerment online.
In fact, agency of internet users is one of the central objectives of the General Data
Protection Regulation (GDPR) introduced in the European Union. This regulation aims
at giving consumers a high degree of control over their data online in order to allow
them to protect their privacy. At the same time, high requirements are put forward
for data controllers and processors to inform consumers (Li, Yu, & He, 2019). They are
required to provide consumers with (1) technical information regarding data collection
as well as (2) information about their rights. In past research, such information has
been portrayed as two dimensions of digital literacy related to privacy protection
behaviors (Park, 2011). When more literate, consumers are expected to be empowered
to take informed decisions and give or withhold their consent for data collection
and processing. However, it remains unclear if the GDPR measures indeed have the
intended impact on agency and empowerment of users.
For users, one of the most noticeable changes introduced with the GDPR is the increased
number of website notices asking for consent for different types of data collection.
Commonly, users are asked if they consent to have so-called cookies placed on their
device. Cookies are small text files that are put on users’ devices, such as laptops or
smartphones, to facilitate the functionality of a website (functional cookies) or to collect
profile information which enables for example targeted advertising (tracking cookies)
(Smit, Van Noort, & Voorveld, 2014). Websites are required to inform visitors what kind
of data they collect by cookies and are obliged to ask consent for all cookies other than
functional cookies.
Such cookie notices and consent requests are a good example of the practical
implementation of the law. In fact, 62.1% of websites in Europe now display cookie
consent notices, 16 percent points more than before the GDPR entered into force
(Degeling et al., 2019). However, while these measures are meant to give users control,
it is unclear what their impact is. Similarly, while the information requirements are
meant to empower consumers to use such functions consciously, their impact has not
been systematically investigated. At the same time, from a theoretical perspective we
expect that more knowledgeable consumers are more empowered to take protective
action (Baruh & Popescu, 2017). Building on past findings we thus identify the need
to investigate the impact of knowledge on consumer empowerment online and to
understand which factors explain whether people are motivated to withhold their
consent for having tracking cookies placed on their devices.
Withholding consent for cookies can be seen as a privacy protection measure. Previous
studies uncovered several predictors of online privacy protection, including privacy
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concerns, attitudes, literacy, age and gender (e.g., Baruh, Secinti, & Cemalcilar, 2017;
Boerman, Kruikemeier, & Borgesius, 2018). Similarly, Park (2011) investigated digital
literacy and concluded that its three dimensions, namely familiarity with technical
aspects of the Internet, awareness of common institutional practices, and understanding
of current privacy policy, significantly predicted privacy control behaviors such as not
visiting certain websites. As previous studies focused on generic knowledge measures
and a limited set of privacy protective behaviors, the current study aims to translate
these findings to the GDPR context and investigates what the impact is of the
information obligations on internet users’ rejection of tracking cookies, and how this
impact can be explained.
The GDPR applies to all organizations that collect and process data of EU residents and
aims to empower users in general. However, privacy has been concluded to be highly
contextual: what shall be treated as private in one context can be treated differently
in another (Nissenbaum, 2004). Users’ privacy preferences are thus strongly contextdependent (Acquisti, Brandimarte, & Loewenstein, 2015). The same may apply to
cookie-enabled data collection: it may matter what kind of website asks users for their
consent: is it a commercial organization or a news provider? It is thus crucial to examine
consumer empowerment in the context in which data collection takes place.
The current study thus focuses on the empowering impact of technical and legal
knowledge on consumer agency in different contexts and aims to investigate: 1) if
a knowledge intervention based on the GDPR has an empowering impact when it
comes to rejecting tracking cookies; 2) how we can explain the empowerment through
knowledge; 3) if the two knowledge types affect consumer motivations and attitudes
differently; and 4) if the empowering impact of knowledge is context dependent. To
reach these aims, we manipulated the knowledge types mandated in the GDPR and
measured user motivations and attitudes. Theoretically, we draw upon the Protection
Motivation Theory (PMT) (Rogers, 1975), the Regulatory Focus Theory (RFT) (Higgins,
1997), and the contextuality of privacy (Nissenbaum, 2004). These three theories have
been central in studying online privacy issues and behavior (e.g., Boehmer, Larose,
Rifon, Alhabash, & Cotten, 2015; Boerman et al., 2018), but have not yet been combined
to explain the empowering impact of knowledge.
Our study makes multiple contributions. Theoretically, it extends the PMT by the notion
of knowledge and integrates it with the RTF to explain the potentially empowering
impact of technical and legal knowledge. It also adds to past research on protective
behavior online by applying the notion of contextuality, which has been widely discussed
from the theoretical perspective but often ignored in empirical research. Practically, the
study puts the translation of the legal framework to test and offers insights into the
actual effects of the GDPR and consumer empowerment measures taken by websites.
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THEORETICAL FRAMEWORK
GDPR AND EMPOWERMENT THROUGH KNOWLEDGE
On May 25, 2018, the GDPR went into effect in the European Union. Its aim is to set
high standards across the EU for the collection and processing of personal data (or
whenever personal data of EU residents are involved) as well as enhance consumer
empowerment and the free flow of data across the Union. As a result, the regulation has
had a great impact on millions of companies around the world and has the potential
to change how personal data is processed online and what information is disclosed to
the users. More specifically, the GDPR is expected to impact how data collection on
the web is designed, what data are collected, and how users are informed about these
practices (Degeling et al., 2019). For the current study, the requirements of transparency
and informed consent for placing cookies are of relevance. A more general discussion
of the regulation can be found in legal literature (e.g., Greengard, 2018; Tankard, 2016).
Regarding transparency, the GDPR sets high standards for companies to inform
consumers about data collection and processing practices, and consumer rights. First,
anyone who processes personal data is required to inform users about this fact (Art.
12). Second, the GDPR mandates websites to inform users about their rights such as
Right of Access to Data, Right to Data Portability, and Right to be Forgotten (Li et al.,
2019). These requirements mean that every website needs a privacy policy to address
these rights.
Similar distinction between different knowledge types has been introduced in the
literature by Park (2011). More specifically, he demonstrated that so-called digital
literacy was multidimensional and consisted of 1) familiarity with technical aspects of
the Internet, 2) awareness of surveillance practices, and 3) policy understanding. The
GDPR specifically focuses on the awareness of surveillance practices and on policy
understanding. Park (2011) concluded that user knowledge strongly predicted privacy
control behavior. Along these lines, the knowledge mandated by the GDPR is expected
to empower users to make informed decisions regarding consent to data collection
using cookies (Degeling et al., 2019).

EMPOWERING ROLE OF TECHNICAL AND LEGAL KNOWLEDGE
The aim of the regulators is thus to make sure that consumers have enough knowledge
to be able to make informed decisions regarding giving their consent to companies
for collecting and processing their data. At the same time, past research has
concluded that users know little about how their data are collected and processed
online (Smit et al., 2014). Similarly, internet users have little knowledge about their
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rights. Ur, Leon, Cranor, Shay, and Wang (2012) showed that users did not know how
to control data collection online, while Van Noort, Smit, & Helberger (2019)regulators
have been aiming to empower consumers to exercise more control over their data.
Companies that collect and process data for personalized advertising are required to
be transparent and among others, provide consumers with technical knowledge about
the personalization process. At the same time, they have started offering settings to
withdraw consent for processing data for personalization purposes by opting out from
personalized advertising. However, such opt-out functions remain mostly unused. Thus,
this study investigates first, if technical knowledge about personalization empowers
consumers to use such opt-out functions and second, what mechanisms can explain
the empowering impact of knowledge. Drawing on Rogers’ (1975concluded that 84%
of Google users did not know that they had a possibility to reject data processing by
the company. This lack of knowledge impedes user agency: users are not able to take
control over their personal data online (Cranor, 2012).
At the same time, in line with the expectations of the regulator, knowledge is crucial for
protection motivation in general. In the health domain, for example, it has been proven
that knowing about a certain illness leads to higher motivation to perform self-exams
(Morman, 2000). Similarly, in privacy research, knowledge is seen as a factor that can
equip users with the tools to protect their privacy (Baruh & Popescu, 2017). According to
Park (2011), knowledge about data flow and about the legal framework is necessary for
users to exercise privacy protection behaviors. These knowledge dimensions reflect the
two knowledge types mandated by the GDPR. Applying the past findings to the cookie
consent notices context, we expect that receiving both technical and legal knowledge
empowers users to action and motivates them to reject cookies. We hypothesize that:
H1: A) technical and b) legal knowledge about data collection and processing
through cookies positively impacts the motivation to reject tracking cookies.

EXPLAINING EMPOWERMENT THROUGH KNOWLEDGE WITH
PMT
In other domains, the empowerment through knowledge has been commonly explained
by protection motivation theory (PMT) (Xiao et al., 2014). PMT was originally developed
by Rogers (1975) to explain why people were motivated to protect themselves from
health threats. More recently, the theory has been applied to threats online, such as
self-disclosure (e.g., Mousavizadeh & Kim, 2015). In this context, the risky behavior can
be defined as actions taken online that put one at risk, and protection motivation is the
motivation to exercise “specific computer-based actions that consumers take to keep
their information safe” (Milne, Labrecque, & Cromer, 2009, p. 450).
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PMT identifies two cognitive processes that motivate a person to act: a threat
appraisal and a coping appraisal. Knowledge has been portrayed as a catalyst of these
processes. While the threat appraisal describes one’s belief that the threat is noxious
(perceived severity) and that it is likely to happen (perceived susceptibility), the coping
appraisal assesses one’s belief to be able to protect oneself (perceived self-efficacy)
and that the protective action is effective (response efficacy). The theory has been later
extended by the value of the risky behavior (e.g., attitude towards it or response costs).
Furthermore, in the context of privacy behavior online, we argue that an extension of
the original theory is necessary and propose that privacy concern is vital for the belief
that data collection with cookies is noxious. Taken together, the current study tests the
empowerment through knowledge model as depicted in Figure 6.1.
Knowledge and threat appraisal activation. Threat appraisal en-compasses two
distinct variables: perceived severity and perceived susceptibility. Perceived severity
can be defined as one’s judgement about the seriousness of the threat (Rogers, 1975).
PMT assumes that individuals who experience a threat as severe are more likely to
be motivated to protect themselves from it (Maddux & Rogers, 1983). Indeed, in the
health domain, perceived severity has been shown as a trigger of protection motivation
(Katz et al., 2009). Similarly, in the privacy protection context, Boerman et al. (2018)
concluded that users who see data collection online as problematic are motivated to
protect themselves. At the same time, knowledge has been commonly portrayed as a
trigger of perceived severity (Xiao et al., 2014). In this study, we expect that consumers
who are informed how data is collected and processed and what rights they have
will feel that such practices are a serious issue and will thus be motivated to protect
themselves by preventing websites from placing tracking cookies on their devices.
Thus, we hypothesize that:
H2: Receiving a) technical and b) legal knowledge about data collection and
processing through cookies positively impacts users’ perceived severity and c)
perceived severity subsequently positively impacts users’ motivation to reject
tracking cookies.
The belief that a threat is severe is, according to PMT, not enough for protection
motivation; one also needs to believe that the threat can affect them. Perceived
susceptibility describes to what extent an individual feels that it is likely that the threat
will happen to them (Rogers, 1975). Past research has shown that it increases one’s
motivation to protect themselves from different health threats (Milne, Sheeran, &
Orbell, 2000). In the digital context, perceived susceptibility has been described as a
driver of motivation to install anti-virus software (Lee, Larose, & Rifon, 2008) or to use
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Figure 6.1 Hypothesized model. This model illustrated mechanisms behind
consumer empowerment through knowledge.

Context
(news vs. commerce)

Threat appraisal
Severity of data
collection
Vulnerability to
data collection

Privacy concern
Technical
knowledge about
cookies
Legal knowledge
about cookies

Cookie rejection
motivation

Coping appraisal
Efficacy of cookie
notices
Self-efficacy of
protection from
data collection

Attitude towards
data use by
websites
Response cost

pop-up blockers (Boehmer et al., 2015). Similarly to perceived severity, in the health
context, perceived susceptibility has been driven by knowledge: more knowledgeable
individuals start to believe that a threat can affect them (Xiao et al., 2014). Building on
past health-related research we expect that users who are informed how their data is
collected and processed and that such collection is regulated by the law, will be more
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likely to believe that their data may be collected by cookies and thus, they will be more
motivated to protect themselves. Therefore, we hypothesize that:
H3: Receiving a) technical and b) legal knowledge about data collection and
processing through cookies positively impacts users’ perceived susceptibility and c)
perceived susceptibility subsequently positively impacts users’ motivation to reject
tracking cookies.
Finally, we argue that privacy concern is a vital part of threat appraisal in the context
of privacy protection online. It can be defined as “concerns about possible loss of
privacy as a result of information disclosure” (Xu, Gupta, Rosson, & Carroll, 2012, p.
4). While this construct was not originally included in PMT, its importance has been
proven for the data processing context. In particular, Wottrich et al. (2018) showed
that concerned users refrained from using certain apps, while Milne and Culnan (2004)
concluded that it lead to more frequent reading of privacy policies. At the same time,
knowledge has been regarded as one of the main antecedents of privacy concern. For
example, Ermakova et al. (2015) demonstrated that knowledge about technologies
was one of the main predictors of health information privacy concern. Along these
lines, we expect that consumers who are informed about technical and legal aspects
of data collection by cookies will be more concerned about their privacy, which will
activate their threat protection and they will be thus more motivated to stop websites
from collecting their data. Hence, we hypothesize that:
H4: Receiving a) technical and b) legal knowledge about data collection and
processing through cookies positively impacts users’ privacy concerns and c) privacy
concerns subsequently positively impacts users’ motivation to reject tracking
cookies.
Knowledge and coping appraisal activation. Next to threat ap-praisal, PMT states that
perceptions about protective behaviors are crucial for motivation. First, perceived selfefficacy describes one’s belief that they are able to perform the protective behavior
(Maddux & Rogers, 1983). In the health domain, self-efficacy has been documented
as the strongest predictor of motivation (Milne et al., 2000). In the current study,
the concept is used to describe internet users’ perceived confidence in preventing
companies from collecting their data online. In the online context, research has indeed
shown that self-efficacy leads to less self-disclosure (Chai, Bagchi-Sen, Morrell, Rao,
& Upadhyaya, 2009) and to higher motivation to protect oneself, by e.g., installing
anti-virus software (Lee et al., 2008). At the same time, receiving knowledge has the
power to make consumers more confident in their skills. In fact, in the health context,
consumers knowledgeable about an illness felt that they were better able to protect
themselves (Xiao et al., 2014). Thus, we expect that:
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H5: Receiving a) technical and b) legal knowledge about data collection and
processing through cookies positively impacts users’ perceived self-efficacy and c)
perceived self-efficacy subsequently positively impacts users’ motivation to reject
tracking cookies.
Second, perceived efficacy of the protective action is part of the coping appraisal.
According to PMT, one needs to believe in effectiveness of an action to be motivated
to take it (Maddux & Rogers, 1983). This factor has been commonly researched in the
health domain (see Milne et al., 2000) and recently, it has received more attention in the
online data protection research. Boerman et al. (2018) have shown the positive impact
of response efficacy on different types of online privacy protection, while (AUTHORS)
have concluded that users need to believe in effectiveness of a measure to use it to
protect their privacy. At the same time, it is the law enforcement that guarantees the
correct working of such protective functions as cookie notices. Similarly, receiving
technical knowledge that and how their data is collected and used puts users in the
position to be able to ask the follow up-question: how can I protect myself? Thus, we
hypothesize that:
H6: Receiving a) technical and b) legal knowledge about data collection and
processing through cookies positively impacts users’ perceived response efficacy
and c) response efficacy subsequently positively impacts users’ motivation to reject
tracking cookies.
Knowledge and value of behavior. Third, the value of the risky behavior has been included in the PMT as a separate element that lowers protection motivation (Maddux
& Rogers, 1983). Regarding data collection, mobile app users who liked an app were
found to be less motivated to prevent that app from collecting their data (Wottrich et
al., 2018). Similarly, Van Noort, Smit and Helberger (2019) regulators have been aiming
to empower consumers to exercise more control over their data. Companies that
collect and process data for personalized advertising are required to be transparent and
among others, provide consumers with technical knowledge about the personalization
process. At the same time, they have started offering settings to withdraw consent
for processing data for personalization purposes by opting out from personalized
advertising. However, such opt-out functions remain mostly unused. Thus, this study
investigates first, if technical knowledge about personalization empowers consumers to
use such opt-out functions and second, what mechanisms can explain the empowering
impact of knowledge. Drawing on Rogers’ (1975 concluded that positive attitude
towards personalized advertising negatively impacted user motivation to opt-out from
seeing such ads. Thus, we expect that consumers who enjoy benefits stemming from
disclosing their data will be less motivated to reject tracking cookies. At the same time,
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the cost of the response has been investigated as another crucial construct: when the
protective behavior itself causes negative consequences, it also lowers motivation to
protect one’s privacy (Wottrich et al., 2018).
At the same time, relation between the two types of knowledge mandated by the GDPR
and attitude towards data collection and response cost is not clear. While the regulator
only requires websites to share objective information with visitors, it is not clear if such
information fosters positive or negative sides of the phenomenon. We thus hypothesize
that consumers who enjoy benefits stemming from their data being collected and used
by websites and who perceive rejecting cookies as a burden will be less motivated to
reject tracking cookies and pose an open research question regarding the impact of
offering knowledge:
H7: A) attitude towards data collection and use by websites and b) perceived
response cost will be natively related to users’ motivation to reject tracking cookies.
RQ1: How does receiving a) technical and b) legal knowledge about data collection
and processing through cookies impact one’s attitude towards data use by websites
and perceived response cost?

TWO TYPES OF KNOWLEDGE AND THE PMT
While PMT explains the empowering impact of knowledge in general, it does not
take its multidimensionality into account. Prior literature only differentiates between
objective knowledge (i.e., what one knows) and subjective knowledge (i.e., what one
thinks to know) (Morman, 2000). However, as introduced by Park (2011), objective
knowledge in the privacy protection context is multidimensional, which is reflected in
the two types of knowledge mandated by the GDPR. One would thus expect that the
impact of technical and legal knowledge on threat and coping appraisal differs. We
propose to apply the Regulatory Focus Theory (RFT) to better explain the impact of the
multidimensional concept of knowledge.
This theory was developed to describe the relationship between one’s motivation
for goal achievement and the way to achieve the goal (Higgins, 1997). Higgins (1997)
specified two frames that motivated individuals to achieve a goal: promotion focus
associated with characteristics of accomplishment, achievement and aspirations for
action, and prevention focus associated with security needs, risks, and sensitivity to
negative outcomes. Thus, individuals framed into promotion are more sensitive to
gains and focused on the desired end-states (in the current study, being able to protect
themselves), while individuals framed into prevention are more sensitive to losses and
focus on the undesired end-states (in the current study, threat posed by data collection)
(Shah, Higgins, & Friedman, 1998). This regulatory focus can be temporarily and
situationally induced (Higgins, 1997).
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Along these lines, Shih-Chieh Hsu and Shih (2015) proposed an integration of PMT
with RFT. They argued that previous studies on privacy behaviors largely ignored the
fact that, under certain conditions, individuals tend to be more focused on threat
or on coping appraisal. To account for this, they proposed that prevention-focused
individuals tend to focus on losses and are afraid of the possible negative outcome,
which relates to their threat appraisal. At the same time, promotion-focused individuals
are more focused on the possible action to approach their ideal goal, which relates to
coping appraisal.
Information provision can activate prevention or promotion focus (Higgins, 1997). In
the current study, we assume that legal and technological knowledge interventions
are related to prevention (i.e., negative outcomes) and promotion focus (i.e., positive
outcomes). More specifically, we apply the reasoning of Shih-Chieh Hsu and Shih
(2015) and presume that participants informed about how their data is collected and
processed by companies focus on the possible negative outcomes, which is related to
threat appraisal, while participants informed about their rights see possibility of action
and positive outcomes, which relates to coping appraisal. Thus, integrating PMT and
RFT we hypothesize that:
H8: Receiving technical knowledge has a stronger relation with threat appraisal,
while receiving legal knowledge has a stronger relation with coping appraisal.

CONTEXTUALITY OF PRIVACY PROTECTIVE BEHAVIOR
Privacy is context-dependent (Acquisti et al., 2015): information private in one
context, may be appropriate to share in another. For example, one discloses different
information to their hairdresser than to a healthcare provider. Nissenbaum (2004) has
provided the framework of contextual integrity: in order to determine if a specific
action violates one’s privacy, we have to consider the context in which the data flow
takes place. This way, one can identify the contextual norms and expectations at play.
A transaction that respects these norms and expectations does not violate one’s
privacy. Thus, consenting to placing tracking cookies may not only depend on one’s
knowledge, but also on the context.
In the digital space, e-commerce sites have been collecting and processing data for
personalized recommendations and ads for some time now. Consumers are aware of
this practice (Bol et al., 2018) and perceive it as beneficial: personalization has been
shown to be convenient, allow users to save money and time (Strycharz, van Noort, Smit,
& Helberger, 2019). Conversely, in the context of news, data collection by cookies is in
the experimentation phase and is commonly associated with negative outcomes (Bol
et al., 2018). Most prominently, consumer data is used for personalized distribution of
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news. This way, news websites hope to achieve higher engagement, increase the time
visitor spend on their website and in the end, increase advertising revenues (Anderson,
2011). However, while receiving relevant news may be perceived beneficial (Bol et al.,
2018), scholars associate this with the phenomenon of “filter bubble” (Pariser, 2011),
which is commonly seen as a negative development.
A number of studies have taken the privacy contextuality into account and provided
empirical evidence for the relevance of context for privacy perceptions and related
behaviors. For example, Xu, Dinev, Smith, and Hart (2008) showed that certain
contexts, among them e-commerce, can negatively impact privacy concerns and risk
perceptions. Similarly, Bol et al. (2018) found a small effect of context on consumers
weighting benefits and costs when disclosing their information online. More specifically,
personalization affected consumers only in the commerce and news and not in the
health context. Considering contextuality of privacy, we argue that context has to be
considered also when investigating the impact of the GDPR-mandated knowledge
on user agency and set to explore if empowerment through knowledge is contextspecific. Thus, we pose the following research questions:
RQ2: Does context (i.e., news vs. commerce) moderate the effect of knowledge
interventions on threat and coping appraisal as well as attitude?
RQ3: Does context (i.e., news vs. commerce) moderate the relation between threat
and coping appraisal and attitude on the motivation to reject tracking cookies?

METHODS

To test the empowering impact of technical and legal knowledge about data collection
online in different contexts, an online experiment was administered, A 3 (knowledge:
baseline knowledge vs. baseline + technical data collection knowledge vs. baseline +
legal data collection knowledge) x 2 (context: news vs. commerce) in-between subjects
design was used.

MANIPULATION AND STIMULUS DEVELOPMENT
Technical and legal knowledge about data collection was manipulated and not
just measured, as earlier studies have shown low knowledge and little variation
of it among the country’s population (Smit et al., 2014). To create external validity,
knowledge intervention materials were based on real-world information examples.
More specifically, the technical knowledge intervention was based on information
provided by the national consumer organization, while the legal intervention was
based on information provided by the national Data Protection Authority. The baseline
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condition introduced the definition of personalization without mentioning cookies as a
data collection mode nor technical or legal information. The reading level of the texts
was kept at B2 in all conditions. Furthermore, the length of the texts was kept constant
in all intervention conditions (technical conditions: 395 words, legal conditions: 404
words), while the baseline conditions were shorter (56 words). In order to manipulate
the context, an example was introduced in the manipulation text and throughout
the questionnaire. More specifically, participants were told that data collection with
cookies happens on for example, news websites such as nu.nl or in for example web
shops such as bol.com.
Pretests. First, undergraduate students (N = 91, Mage = 22, SDage = 1.86, 77 females) were
randomly exposed to one of the three knowledge conditions. The analysis showed that
while all texts were equally difficult and professional, the technical text was perceived
as more credible than the legal text (F(2, 88) = 3.76, p = .03). Regarding knowledge,
participants across the three conditions scored equally well on general knowledge (5
statements), while participants in the technical condition scored significantly higher
on technical knowledge (4 statements) compared to participants in general and legal
condition (F(2, 88) = 9.95, p < .001). However, participants across three conditions
scored equally well on legal knowledge (5 statements). Thus, the manipulation of legal
knowledge was not successful. To choose examples for the context manipulation in
the main study, at the end of the questionnaire, the participants were asked to rate
six largest news sites and web shops on attitude (adopted from Sengupta and Johar,
2002) and familiarity (adopted from Zhou, Yang, and Hui, 2010). Sites with comparable
high familiarity (news site: 5.13, web shop: 5.36) and attitude (news site: 4.97, web
shop: 5.2) were chosen as examples in the main study.
In the second pretest, we revised the knowledge texts based on errors made by
participants in the legal condition and used a national panel with stratified sampling
(N = 156, Mage = 53, SDage = 15, 80 female). Analyses showed that while the intervention
texts were perceived as equally credible, the baseline text was perceived as less
professional (F(2, 125) = 8.93, p < .01), most likely because little information was
included. Further, participants across three conditions scored equally well on general
knowledge, while participants in the technical condition scored significantly higher
on technical knowledge compared to other conditions (F(2, 118) = 6.68, p <.01) and
participants in the legal condition scored significantly higher on legal knowledge
compared to other conditions (F(2, 118) = 6.68, p < .01). Thus in the second pretest the
manipulations were successful.
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PARTICIPANTS AND PROCEDURE
In the main study, we used an online panel from PanelClix to administer the 15-minute
online survey. Stratification based on age, gender and level of education was applied
to make the sample comparable to the general population. From the full responses (N
= 658), 284 participants were removed as they failed attention checks, four respondents
were removed as they filled in the survey in less than 5 minutes (indicating inattention),
27 respondents were removed who scored as outliers in completion time (with max
of 2.5 hours), and 38 participants were removed because they failed the manipulation
check for context. Finally, with N = 294, 49% participants were female, Mage = 52, SDage
= 17.
After reading a factsheet about the study and informed consent, participants were
randomly assigned to one of the six conditions. They were asked to carefully read
the text and were able to proceed after at least 15 seconds (baseline texts) or 90
seconds (manipulation texts). After reading the texts, participants had to answer
knowledge questions (manipulation check, same as in the pre-tests). Then, they filled
in questions to measure the mediators, dependent variables, and control variables,
and a manipulation check asking about the context in the texts. Finally, participants
were thanked for their participation and debriefed about the purpose of the study.

MEASURES
As a manipulation check for knowledge intervention, respondents were asked to
answer true/false questions about general data use for personalization (5), about
technical (4) and about legal (5) aspects of data collection with cookies. Correct answers
were coded 1, and incorrect answers were coded 0. For each scale, the items were
summed (Mgeneral = 3.86, SD = 1.01; Mtechnical = 1.48, SD = 0.8; Mlegal = 4.10, SD = 1.00).
Regarding context, the respondents were asked what kind of website was referred to
in the text with multiple answer options (including “Web-shop such as bol.com” and
“News website such as nu.nl”). Respondents answered incorrectly were removed from
the sample (34 who chose “No specific website” and 4 who chose the wrong website
type).
For our latent variables, factor validity was tested via confirmatory factor analyses
for each variable separately. In addition, to test discriminant validity and item crossloadings, we computed an overall model analyzing all variables together. In this
model, we allowed parallelly phrased items to covary (measures of susceptibility and
severity) with covariances constrained to be equal. According to commonly used fit
criteria (e.g., Kline, 2016), all measures showed good model fit and reliability (see
Table 6.1). Some variables violated the assumption of normal distribution and showed
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Table 6.1. Descriptive Statistics and Factorial Validity of all Measures
CFI

AIC

RMSEA

Alpha Omega Avevar

Perceived
severity

5.02 1.37

<.001

1

2855

<.01

.85

.87

.7

Perceived
susceptibility

5.29 1.20

<.001

1

2719

<.01

.83

.84

.64

Privacy concerns 4.98 1.24

<.001

1

4311

.04

.91

.91

.67

Self-efficacy

3.66 1.29

<.001

1

2876

<.01

.83

.83

.63

Response
efficacy

4.43 1.43

<.001

1

2258

<.01

.96

.96

.88

Response cost

4.06 1.25

<.001

1

3102

<.01

.73

.73

.47

Attitude towards 3.34 1.36
personalization

<.001

1

2907

<.01

.83

.84

.64

Overall

<.001

.95

21749

.06

.85

.87

.69

M

SD

p(chi2)

Note: alpha = internal consistency (Cronbach’s alpha); omega = composite reliability
(Raykov’s omega); avevar = average variance extracted.

Figure 6.2 Variables distribution. This figure illustrates distribution of variables as well
as correlations between them.
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heteroscedasticity (see Figure 6.2); therefore, we used maximum likelihood estimation
with robust standard errors and a Satorra-Bentler scaled test statistic.
Perceived severity was measured with three statements (1 = Strongly disagree, 7 =
Strongly agree) derived from Boerman, Kruikemeier, and Borgesius (2018). An example
item was: ‘Having [web-shops such as bol.com / news sites such as nu.nl] use cookies
to collect information about me online is a problem for me.’
To measure the perceived susceptibility, we used a three-item scale derived from
Boerman, Kruikemeier, and Borgesius (2018) (1 = Strongly disagree, 7 = Strongly
agree). An example item was: ‘I believe that [web-shops such as bol.com / news sites
such as nu.nl ] share information about my online behavior with other companies.’
To assess privacy concerns, we used a five-item instrument developed by Baek and
Morimoto (2012). The scale ranged from 1 (totally disagree) to 7 (totally agree). An
example item was: “I am worried that my personal data (such as browsing behavior,
name or location) may be misused by [web-shops such as bol.com / news sites such
as nu.nl].”
Self-efficacy was measured using three statements (1 = Strongly disagree, 7 = Strongly
agree) based on Boerman, Kruikemeier, and Borgesius (2018). An example item was: “I
feel confident that I can protect myself online from data collection by [web-shops such
as bol.com / news sites such as nu.nl]”.
To measure response efficacy, we used a three-item instrument derived from Boerman,
Kruikemeier, and Borgesius (2018) adopted to focus on efficacy of rejecting tracking
cookies. An example item was: “Rejecting cookies is an effective way to protect oneself
from data collection online by [web-shops such as bol.com / news sites such as nu.nl]”
(1 = Strongly disagree, 7 = Strongly agree).
Response cost was measured by three Likert scale items (1 = Strongly disagree, 7 =
Strongly agree) derived from Wottrich et al. (2018), for instance, “Rejecting cookies
on [web-shops such as bol.com / news sites such as nu.nl] brings about too many
disadvantages for myself.”
Attitude towards personalization was assessed with a three-item Likert scale adopted
from Tran (2017). An example item was: “I like the idea of [web-shops such as bol.com
/ news sites such as nu.nl] using my data to show me personalized advertisements and
information.” (1 = Strongly disagree, 7 = Strongly agree).
Opt-out motivation was measured with one item (1 = very unlikely and 7 = very likely)
inspired by Wottrich, van Reijmersdal, and Smit (2018). The respondents were first
shown an example cookie notice (either from a web-shop or a news site) and were
presented with the following statement: ‘Over the next two weeks, I intend to protect
my privacy by rejecting tracking cookies on [web-shops such as bol.com / news sites
such as nu.nl]’.
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Multiple control variables were measured as well. First, we included privacy protection,
and age and gender as the latter two are often named a factor that influences both
level of privacy concerns as well as protection behavior online.

DATA ANALYSIS
All variables were analyzed together in multivariate structural equation models (SEM).
To test the hypotheses and research questions, we ran separate models for specific
analyses (mediation model and between-group SEM). In all models, we controlled
for age, and gender, while we also tested that adding privacy protection as a control
variable did not change the results as these control variables significantly correlated
with our dependent variable. To analyze the impact of context, we compared two
groups: news and commerce. First, we tested the SEMs of the respective groups for
strict measurement invariance (Kline, 2016), which means that latent factor loadings
and item intercepts are equal. Second, we investigated whether the relations differed
for the two groups by conducting structural invariance tests (Kline, 2016). This means
that if model fit does not decrease significantly after imposing equality constraints on
the structural model, the relations between the variables are similar across groups.

RESULTS
MANIPULATION CHECK
To test the effectiveness of the knowledge interventions, we conducted three ANOVA’s
with the condition as the independent variable and the three knowledge scores as
dependent variables. The results showed that participants across three conditions
scored equally well on general knowledge (F(2, 291) = 2.1, p = .13), while respondents
in the technical conditions scored significantly higher on technical knowledge
compared to participants in the general and legal conditions (F(2, 291) = 6.12, p < .01)
and participants in the legal conditions scored significantly higher on legal knowledge
compared to participants in the general and technical conditions (F(2, 291) = 12.15,
p <.01). This confirms that the intervention improved participants’ knowledge on the
topic.

MEDIATION MODEL: IMPACT OF KNOWLEDGE EXPLAINED
THROUGH PMT
First, we tested all hypotheses and the first research question in a multivariate
mediation model, which showed a good fit (χ2(256) = 425.62, p(χ2) < .00, CFI = .95,
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RMSEA = .05, CI(RMSEA) = [.04, .06]) . Regarding H1, we found that the technical
(β= -.03, b = -0.12, z = -0.58, p = .56) nor the legal intervention (β= .003, b = 0.01, z
= 0.05, p = .96) had a significant direct effect on one’s cookie rejection motivation.
Hence, participants exposed to the interventions were not directly more or less
motivated to opt-out, thereby rejecting H1. H2 proposed the positive mediating role
of severity. While we found that receiving technical (β= -.16, b = -0.48, z = -2.37, p =
.02) or legal (β= -.20, b = -0.59, z = -2.77, p < .001) intervention significantly decreased
one’s perceived severity, severity did not have a significant effect on cookie rejection
motivation (β= .08, b = 0.10, z = 0.86, p = .39) thus rejecting H2. In regards to H3,
which proposed the positive mediating role of susceptibility, we concluded a negative
effect of technical (β= -.17, b = -0.48, z = -2.55, p = .01) or legal (β= -.15, b = -0.40, z =
-2.09, p = .04) intervention on perceived susceptibility and no effect of susceptibility
on motivation (β= .02, b = 0.02, z = 0.30, p = .76). This rejects H3. Next, H4 postulated
the mediating role of privacy concerns. We found that neither receiving technical
(β= -.003, b = -0.01, z = -0.04, p = .97) nor legal (β= .01, b = 0.03, z = 0.17, p = .86)
intervention impacted one’s privacy concerns, while privacy concerns did significantly
increase one’s motivation to opt-out from cookies (β= .31, b = 0.40, z = 3.53, p < .001).
This partially supports H4 (H4c). Regarding H5, we found that technical intervention
did not lead to increased self-efficacy (β= .001, b = 0.001, z = 0.01, p =.99), while the
legal intervention marginally increased one’s self efficacy (β= .13, b = 0.27, z = 1.79, p
= .07). However, self-efficacy did not have an effect on motivation (β= .01, b = 0.01,
z = 0.09, p = .93). Thus, H4 is partially supported (H4b). H6 introduced the relation
between knowledge intervention, response efficacy and motivation. We concluded
that neither technical (β= -.10, b = -0.30, z = -1.42, p = 16) nor legal (β= .07, b = 0.20, z
= 1.02, p = 31) intervention impacted response efficacy and that response efficacy did
not have an effect on the motivation (β= .02, b = 0.02, z = 0.22, p = .82). This rejects
H6. Regarding H7, we indeed found a negative relation between attitude towards
personalization and motivation (β= -.20, b = -0.26, z = -2.63, p < .001), while response
cost did not significantly impact the motivation (β= -.07, b = -0.14, z = -0.84, p = .40).
This partially supports H7 (H7a). In RQ1 we posed a question about the impact of
receiving knowledge intervention on one’s attitude and perceived response cost. We
found no significant impact of technical knowledge intervention (β= .08, b = 0.22, z
= 1.20, p = .23) nor legal knowledge intervention (β= .11, b = 0.28, z = 1.46, p = .15)
on respondents’ attitude. The same applies to response cost (technical knowledge
intervention: β= .05, b = 0.08, z = 0.62, p = .54, legal knowledge intervention: β= .03,
b = 0.05, z = 0.38, p = .70).
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H8 proposed the difference in impact of technical and legal knowledge on PMT
elements. Indeed, while we found no effects on threat appraisal, legal and not technical
intervention significantly improved one’s perceived self-efficacy partially supporting
H8.

CONTEXTS
Finally, we analyzed if the effect of knowledge intervention on PMT factors differs
depending on context (RQ2) and concluded no significant difference in model fit
between the structurally constrained model vs. structurally unconstrained model
(Δ(χ2)=18.33, Δ(p)=.30), which suggests that impact of knowledge intervention on PMT
factors did not differ between the two contexts. Similarly, to conclude if the impact of
PMT factors on opt-out motivation differs depending on context (RQ3) we compared
between-group models and concluded that the fit of structurally constrained model
did not differ significantly from the fit of structurally unconstrained model (Δ(χ2)=8.02,
Δ(p)=.33) indicating that the impact of PMT factors on opt-out motivation did not differ
depending on context.

ADDITIONAL ANALYSIS
We conducted additional analyses with participants’ actual scores on technical and
legal knowledge scales as independent variables (approach that recently has been
suggested in methodological literature as it allows for accounting for differences in
manipulation strength, see Breitsohl (2019)). All other model specifications remained
the same. The mediation model with knowledge scores as independent variables
showed a good fit (χ2(272) = 437.10, CFI = .96, RMSEA = .05, CI(RMSEA) = [.04, .06]);
Table 6.2 shows an overview of results for the mediation model. Taken together, higher
levels of legal knowledge directly and positively affected cookie-rejection motivation.
At the same time, technical and legal knowledge did not significantly affect threat
appraisal, while technical knowledge decreased respondents’ privacy concerns.
Regarding coping appraisal, legal knowledge significantly increased respondents’
perceived self- and response efficacy. Finally, regarding PMT, similarly to the previous
analysis, privacy concern significantly increased motivation, while attitude towards
personalization significantly decreased it.
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Table 6.2. Coefficients for Additional Analyses (mediation model with knowledge scores)
Outcome

Predictor

Coefficient z-value

p

¼

Perceived
susceptibility

Technical knowledge

-0.01

.98

-.001

Legal knowledge

-0.27

-0.64

0.52

-.04

Perceived severity

Technical knowledge

-0.07

-0.17

.87

-.01

Legal knowledge

0.07

0.16

.87

.01

Privacy concern
Self-efficacy
Response efficacy

-0.02

Technical knowledge

-0.61

-1.97

.05

-.13

Legal knowledge

0.21

0.56

.58

0.03

Technical knowledge

0.02

0.07

.95

.004

Legal knowledge

0.77

2.61

<.01

.16

Technical knowledge

0.24

0.67

0.50

.04

Legal knowledge

1.55

3.91

<.01

.22

Response cost

Technical knowledge

0.19

0.97

.33

.06

Legal knowledge

-0.05

-0.21

.84

-.01

Attitude towards
personalization

Technical knowledge

0.11

0.36

.72

.02

Legal knowledge

-0.06

-1.65

.09

-.10

Optout motivation

Technical knowledge

-0.33

-0.97

.33

-0.05

Legal knowledge

1.47

3.20

<.01

.18

Perceived susceptibility

0.02

0.26

0.79

.02

Perceived severity

0.15

1.38

.17

.13

Privacy concern

0.35

3.22

<.01

.27

Self-efficacy

-0.04

-0.34

.73

-.03

Response efficacy

0.01

0.09

.93

.01

Response cost

-0.12

-0.72

.47

-0.06

Attitude towards
personalization

-0.22

-2.08

.04

-.16

Notes: significant and marginally significant relations are marked in bold.
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DISCUSSION

The aim of this research was to examine impact of GDPR obligations on consumer
empowerment, and more specifically the effect of technical and legal knowledge on
internet users’ motivation to reject tracking cookies, and the underlying processes. The
experiment in which users were exposed to a technical or legal knowledge intervention
demonstrated that the interventions did not have the expected empowering effect.
In fact, we found a negative effect for both interventions on perceived severity and
susceptibility. The legal knowledge intervention only had the expected empowering
effect with regard to perceived self-efficacy. Also, while not triggered by knowledge,
some elements of PMT explained why consumers were (not) motivated to reject
tracking cookies. However, when considering objective level of knowledge that users
had after the knowledge intervention, findings showed the expected positive effect on
coping appraisal and on cookie rejection motivation.
The lack of an empowering effect of the knowledge interventions is unexpected, as
PMT and past research on consumer empowerment suggest a positive effect (Xiao et
al., 2014). Even more surprising is that findings are more in line with our expectations
when analyzing effects of consumers’ actual knowledge, instead of the intervention
effects. This inconsistency has a few possible explanations. In fact, PMT prescribes
objective knowledge and not the increase in knowledge as a catalyst of threat and
coping appraisal. It is thus likely that specifically legal intervention at the same time
empowered consumers and induced negative “side-effects”: it increased consumers’
objective knowledge, and negatively impacted threat appraisal. Threat appraisal was
generally high among participants; thus, it is possible that consumers were so negative
and “scared” that the knowledge we offered in the intervention gives them a feeling
of safety and control. From this perspective, the negative effect on threat appraisal is
in line with past research on privacy seals, demonstrating that such seals make users
feel more secure (Noort, Kerkhof, & Fennis, 2008). Along these lines, in the context of
online disclosure, Brandimarte, Acquisti and Loewenstein (2013) introduced the notion
of control paradox: control over sharing private information increases the willingness
to publish sensitive information. The current study suggests that this paradox also
takes place in the context of transparency about cookies – receiving such information
decreases one’s perception of threat. From the perspective of the GDPR we can
conclude that offering in particular legal knowledge in itself makes consumers more
confident about their protection skills (self-efficacy), but the transparency also has
unexpected side-effects that may put consumers’ vigilance to sleep and push them
towards taking more risks.
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For technical knowledge specifically we may conclude the following. According to
PMT and RFT we expected that such knowledge would increase consumers’ coping
appraisal and would have even stronger effect on threat appraisal (Higgins, 1997;
Rogers, 1975). We did not observe these effects. It has to be noted that in general,
threat appraisal was high –the scores for perceived severity and susceptibility were
above the midpoint of the scale. Thus, ceiling effects may explain the unexpected
negative effects.
The GDPR also prescribes information obligations about consumer rights. As
discussed above, offering participants such legal knowledge had negative effects on
their empowerment. However, objective level of legal knowledge had the expected
positive effect on consumer empowerment, i.e. their coping appraisal. In fact, in line
with PMT and RFT (Higgins, 1997; Rogers, 1975), higher level of legal knowledge had
a positive effect on coping appraisal, while it did not impact threat appraisal. Hence,
having more legal knowledge does not automatically result in a change in view on
data collection, but it empowers consumers to feel self-efficacious and it makes them
believe in the effectiveness of cookie opt-out notices. This confirms that possessing
objective legal knowledge is powerful: it raises confidence in skills, which has been
proven before in the health context (Xiao et al., 2014). This shows the importance of
law enforcement – effective enforcement of the GDPR that guarantees the correct
working of cookie notices is important for consumers to believe in the effectives of
legal rules. For future research we advocate a stronger focus on consumer faith in the
law and law enforcement and its effects on protective behavior.
For PMT we conclude that it only partially explains cookie rejection motivation. Our
study found that only two factors from the theory significantly predicted the rejection
motivation as expected, namely privacy concern and attitude. In line with past research,
privacy concern is the strongest predictor of motivation to opt-out (Wottrich et al.,
2018, Milne & Culnan, 2004), and attitude towards personalization negatively affects
this motivation (Wottrich et al., 2018). Indeed, past research has shown that people
engage in the threat-related behavior in exchange for convenience, functionality, or
financial gains (Acquisti & Grossklags, 2005). At the same time, it is surprising that
neither threat appraisal nor coping appraisal had the expected effects. The lack of
evidence for an effect of perceived susceptibility may be explained by the low variance
in this construct: Almost all people believe that their personal information is being
collected via tracking cookies, possibly causing a ceiling effect.
For context dependency of privacy (Nissenbaum, 2004) we conclude that it does
not apply to the current research context. There was a lack of differences between
commerce and news context, suggesting that the effect of particularly legal knowledge
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on PMT processes, as well as the application of PMT to cookie rejection is stable across
industries. It does not matter if a web shop or a news website asks to place cookies,
it only matters how concerned one is about their privacy and how much one likes
to receive personalized ads and recommendations. Simultaneously, it is worth noting
that while context is theoretically an important aspect in studying privacy behaviors,
the effects of contextuality of privacy and personalization found in the past have been
small so possibly too small to be substantial and to be detected in our study (Bol et
al., 2018).

IMPLICATIONS AND FUTURE DIRECTIONS
Despite the intriguing findings the present study has also some limitations that need
to be mentioned. The knowledge intervention was successful in significantly increasing
consumer technical and legal knowledge, but its effects were surprising and different
than the effect of one’s actual knowledge level. In the discussion, we offer a number of
explanations, such as inducing a feeling of security or the control paradox. However,
one more possible explanation relates to the manipulation itself. The knowledge
intervention was the same for every participant, while they had different levels of
knowledge before taking part in the study. Some, who closely follow the news, may
have learned about technical details behind data collection via cookies and about their
rights as such topics have received substantial attention in mass media (Strycharz, van
Noort, Smit, Vliegenthart, & Helberger, 2017). Legal knowledge in itself is a successful
empowerment factor. However, in order to make use of it and to design successful
interventions, one has to take into account the knowledge level of the target group
and personalize the intervention accordingly.
In addition, technical knowledge was least improved by our intervention: even in
the technical intervention condition, the average score was just at the midpoint of
the scale. Also, technical knowledge level across the three conditions was lower
compared to general and legal knowledge. This suggests that technical information
is most challenging for consumers. Past research on knowledge interventions informs
us that for complex information visual material is more effective than textual material
(Meppelink, Van Weert, Haven, & Smit, 2015).Therefore, for future research on empowerment through knowledge we suggest that interventions should be designed
taking into account the complexity of information.
Despite its limitations, the current study carries a number of implications. From an
organizational perspective, an important learning is that consumers are afraid and
pessimistic (as demonstrated by the high threat appraisal and negative attitudes).
Although, consumer’s negativity did not translate in a higher opt-out motivation,
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negative attitudes may negatively influence more long term outcomes, such as
consumer reflections on personalization strategies. The findings also cast doubts on
the role of technical transparency. Neither the intervention nor the level of technical
knowledge significantly impacted motivation to reject cookies. This is good news
for marketers who commonly dread the transparency requirements: purely being
informed about how your data is collected, stored and processed does not cause
negative attitudes.
From the regulator’s viewpoint, the impact of legal knowledge is crucial. The GDPR
information obligations with regard to consumer rights do have an empowering
effect. However, informing consumers about their rights puts their vigilance to sleep
and makes them less concerned, which could be an argument for a more paternalistic
approach to privacy protection online, such as privacy nudges as argued for in
recent legal research (Soh, 2019). When designing interventions aimed at increasing
consumer knowledge, a number of factors need to be considered. Such interventions
need to be adjusted to the level of pre-existing knowledge of the target group, as
between audiences (e.g., age in this study) knowledge may differ. Thus, the target
group for knowledge interventions needs to be carefully defined to assure consumer
empowerment.

141

Data Protection
or Data Frustration?
Individual perceptions
and attitudes towards the
GDPR
This chapter has been submitted for publication as:
Strycharz, J., Ausloos, J., & Helberger, N. (2019). Data Protection or
Data Frustration? Individual perceptions and attitudes towards the GDPR.
An earlier version of this chapter has been presented at the Symposium Consumer
and Data Privacy: The Digital Revolution of Legal, Social and Economic Interaction
at Maastricht University.

Data Protection or Data Frustration? Individual perceptions and attitudes towards the GDPR

ABSTRACT

Strengthening individual rights, enhancing control over one’s data and raising awareness
were among the main aims the European Commission set for the General Data
Protection Regulation (GDPR). In order to assess whether these aims have been met,
research into individual perceptions, awareness, and understanding of the Regulation
is necessary. This study thus examines individual reactions to the GDPR in order to
provide insights into user agency in relation to the Regulation. More specifically, it
discusses empirical data (survey with N = 1288) on individual knowledge of, reactions
to, and rights exercised under the GDPR in the Netherlands. The results show high
awareness of the GDPR and knowledge of individual rights. At the same time, the
Dutch show substantial reactance to the Regulation and doubt the effectiveness of
their individual rights. These findings point to several issues obstructing the GDPR’s
effectiveness, and constitute useful signposts for policy-makers and enforcement
agencies to prioritise their strategies in achieving the original aims of the Regulation.
Keywords: General Data Protection Regulation, reactance to law, protection motivation
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INTRODUCTION

In May 2020 it will be two years since the General Data Protection Regulation (GDPR)
entered into force. This regulation was introduced by the European Commission
specifically in order to (1) ensure appropriate protection for individuals in all
circumstances; (2) increase transparency for data subjects; (3) enhance control over
one’s own data; and (4) raise awareness; (5) ensure informed and free consent; (6)
protect sensitive data; and (7) make remedies and sanctions more effective. A lot
has already been written on the impact of the GDPR on businesses (Tankard, 2016)
as well as the many issues surrounding enforcement by data protection authorities
(DPA) (European Data Protection Board, 2019). Yet, not much information appears to
be available on how the new data protection rules are actually understood, used and
perceived by individuals. Understanding how individuals – i.e. data subjects – actually
experience the GDPR in real life, is necessary to properly assess whether the first five
sub-objectives of the Commission have been achieved. After all, these objectives put
individual agency, understanding, and awareness central.
When the Commission first announced its plans for a major data protection law overhaul
in 2010, the first objective it listed was to strengthen individuals’ rights (European
Commission, 2010). ‘It’s your data – take control’ is the title of an EU citizen’s guide to
data protection in the EU, explaining that ‘The EU’s data protection rules give you more
control over your personal data, meaning you can shop, share and surf with confidence’
(European Commission, 2019a). In a recent document, titled ‘Data protection rules as a
trust-enabler in the EU and beyond – taking stock’, the Commission specifies that ‘The
EU data protection legislative framework is a cornerstone of the European humancentric approach to innovation’ (European Commission, 2019b). In the same document
the European Commission also concludes that while individuals are increasingly aware
of, and exercise their rights, there is also still considerable room for improvement
and more awareness. Thus, the question that this article poses is: what is the users’
perspective on GDPR? Do they feel empowered indeed, and did the GDPR succeed
in strengthening individual rights and conveying a feeling of confidence and control?
Actual research on individuals’ perspective on GDPR is rather scarce. To the best of our
knowledge, the only systematic surveys were done either by private (Deliotte, 2018) or
public (Eurobarometer, 2019) organisations, and not by academic institutions. So far,
academic research has investigated questions such as the GDPR’s effectiveness in light
of individual biases (van Ooijen & Vrabec, 2019) and its impact on informed consent and
privacy policies (Degeling et al., 2019), but studies on individual perceptions are lacking.
The Deloitte report (December 2018, 1.650 respondents from 11 countries) focuses on
the impact of the GDPR on the relationship between organisations and its clients and
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investigates how the GDPR has changed consumer behaviour online. It alleges that
only 34% of EU respondents do not read privacy notices, 78% of respondents being
aware of ‘the key rights that they have’, and 10%, 9% and 12% having exercised their
rights of access, portability and erasure respectively. The Eurobarometer (March 2019,
27.525 respondents from all EU member states) aims to explore general awareness
among Europeans of the GDPR as well as describes their data sharing and protection
behaviour. According to the report, 60% of respondents reads privacy policies,
65% (18%) and 56% (13%) of respondents had heard of (and exercised) the right of
access and erasure respectively. While both surveys offer relevant insights into the
effect of the GDPR on individuals and their relation with organizations, they disregard
individuals’ affective perceptions of the Regulation. At the same time, social scientific
theories (Rogers, 1975) inform us that such affective reactions are crucial for effective
strengthening of individuals’ rights, which is one of the main aims of the Commission.
This paper complements these earlier surveys by offering rigorous and welldocumented empirical data on the knowledge of, reaction to, and rights exercised
under the GDPR within the Netherlands. The Netherlands are a relevant context for
this research as this country has the highest relative number of households with home
Internet access (97%) and mobile access to the Internet (91% of population) in the EU
(Eurobarometer, 2018). This paper describes the results of a panel survey (N=1288),
specifically aimed at investigating user agency (are individuals aware of their rights
and do they use them); people’s understanding of the GDPR and its aims; and their
affective reaction to the GDPR. The focus on user perceptions adds a new dimension
to the discussions on measuring the effectiveness of the GDPR. We believe that
empirical data like this is a critical component in any effort aimed at evaluating the
GDPR’s overall effectiveness. Conclusions drawn from such data allow to identify key
challenges that might obstruct the GDPR’s effectiveness, helping policy-makers and
enforcement agencies to prioritise their efforts.
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RESEARCH INTO INDIVIDUAL
REACTIONS TO THE GDPR AND ITS
RELEVANCE
PAST RESEARCH INTO CONSUMER REACTIONS TO GDPR
In the last years, the GDPR has received great public attention in the Netherlands.
Already before the law was introduced, the topic of privacy and data protection was
widely covered in the media (Strycharz, van Noort, Smit, Vliegenthart, & Helberger,
2017). In fact, this study showed that the authorities’ responsibility to protect
individuals’ privacy was one of the main topics that Dutch media reported on in
relation to privacy in the last ten years. As media play an important agenda setting role
in society (McCombs & Shaw, 1972), one could expect that this media attention would
result in increased awareness and interest among general population.
Two recently published studies focused on the reception of the GDPR among
the general population. First, a study conducted by Deloitte six months after the
Regulation went into force, depicted the issue from an organizational perspective.
More specifically, the survey’s aim was to discover how the regulation impacted
consumers’ relations with organizations. The study did not investigate affective
reactions of individuals to the regulation, but focused on how organizations complied
with the GDPR, how the regulation had changed individual’s trust in organizations
who handle users’ data and if individuals were aware of their rights. The report thus
provides interesting findings regarding public reception of the GDPR. First, the
authors conclude that regarding public opinion, a perceptual change has taken place
in consumers’ minds. More specifically, 44% of respondents believe that organizations
care more about their privacy since the GDPR is in force. However, the report does
not clarify whom the respondents see as responsible for privacy and data protection
nor if they see the current privacy protection measures taken by e.g., organizations as
effective. To bridge this gap, we aim to answer these questions in the current study.
Second, the report draws positive conclusions regarding strengthening of individuals’
rights, one of the aims of the GDPR. In fact, the authors conclude that when it comes to
consumer rights, consumers have a very high level of awareness, with 78% on average
being aware of the key rights that they have been offered. It is worth noting that
the report only presents findings regarding awareness of the rights, which does not
automatically imply that individuals understand what they entail. The high awareness
stands in contrast to low actual usage of the laws (highest use: right to opt-out of direct
marketing: 20% of respondents) and even lower intention to use the rights in the future
147

Data Protection or Data Frustration? Individual perceptions and attitudes towards the GDPR

(with 24% of respondents having no intention ever to use their right to portability). The
reasons for this strong contrast between awareness and actions has not been further
researched in the report and is thus central in the current study. The Deloitte report
also concludes that most consumers do not feel that their data is better handled by
organizations since the introduction of the GDPR. In fact, the results highlight that
consumers feel that certain practices used by organizations online, such as placing
cookies, are excessive and make them concerned about their privacy. The study does
not however report how this relates to use of cookie opt-out notices by individuals
who want to protect their privacy. All in all, the report delivers relevant insights into
consumer reception of the Regulation and suggests that even though individuals are
aware of GDPR and their rights, they do not show an intention to use them. However,
due to the report’s organizational focus, it fails to answer questions central to the issue,
such as attitudes towards and perceived effectiveness of the GDPR.
Second, the European Commission published a special Eurobarometer on data
protection to mark one year of the Regulation being in force. While the Deloitte study
focused on organizational perspective, the Eurobarometer puts individuals central and
explores awareness of the GDPR in particular, as well as more general opinions related
to data sharing and protection. More specifically, it covers such topics as knowledge
of the GDPR, privacy and data protectiton concerns and control, attitudes towards
privacy policies and use of social networking privacy settings. Similarly to the Deloitte
study, the Eurobarometer concludes high awareness of the GDPR: 67% of respondents
have heard of it and 73% are aware of at least one right guaranteed by the regulation
(with the right to object to receiving direct marketing, the right to access personal data
and the right to correct personal data if it is wrong being most widely known). While
knowing at least some of their rights, most respondents have not exercised them (with
the right to object to receiving direct marketing being most often exercised (24% of
respondents) and the right to object automated decision-making being least exercised
(8% of respondents). However, the Eurobarometer did not investigate reasons for it,
such as perceived effectiveness of the rights or privacy and data protection tools.
Regarding attitudes, the report shows that 62% of respondents are at least fairly
concerned about not having complete control over the information they share online.
The Eurobarometer did not discuss this finding in the light of the GDPR – no conclusions
were made regarding how the regulation contributes to or mitigates this concern. All
in all, while the Eurobarometer delivers valuable insights into awareness of the GDPR
as well as relevant behaviours such as reading privacy policies or adjusting social
media privacy settings, it does not inform us about individual understanding of and
attitudes towards the GDPR and related rights. These three factors not investigated in
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the Eurobarometer require further attention as social scientific research has shown that
knowledge and affective perceptions are crucial is shaping one’s motivation to protect
themselves by for example making use of their individual rights.

INDIVIDUAL ATTITUDES AND PROTECTION MOTIVATION
How to increase individuals’ intention to use and perception of efficacy of their rights
has been widely researched in the social sciences. More specifically, the Protection
Motivation Theory, which explains why people are motivated to protect themselves
from health threats (Rogers, 1975), posits that perceptions of the protective action are
crucial for protection motivation. Additionally, understanding of the threat and the
protective measures impacts one’s protection motivation. In recent years, this theory
has been commonly applied to explain why and how individuals (do not) protect their
privacy and data online (Boerman, Kruikemeier, & Borgesius, 2018). We thus expect
that, to be empowered to make use of their rights when needed, consumers need
to not only be aware of individual rights, but also understand them, have a positive
attitude towards the rights offered by the GDPR and believe in their effectiveness.
Similarly, psychological studies into reactance to policies and laws (Proudfoot & Kay,
2014) have shown that when an individual experiences reactance, i.e. ‘a motivational
state directed toward the reestablishment of threatened or eliminated freedom’
(Brehm, 1966) to a law, this makes them hostile towards it and they are thus less likely
to e.g. consider exercising rights guaranteed by it. Therefore, the current study adds to
the past research into awareness of the GDPR and investigates not only if consumers
are aware of the Regulation, but also their affective reactions to the regulation, which
are crucial from the perspective of empowerment. As such, this study furthers our
(empirical) understanding of users’ perceptions of, and attitudes toward the GDPR,
and is also of interest to legal scholars and policy makers, to the extent that it can lead
to a better understanding of the workings of the GDPR in practice, and possible ways
of improving its effectiveness and utility to users.

METHODS
PARTICIPANTS AND PROCEDURE
This study uses data from a questionnaire that was part of a longitudinal survey
administered online by a large research institute in the Netherlands. The data used in
this study was collected between July 19 and August 9, 2017. A total of 2106 respondents
participated (response rate = 35%). Quotas (on age, gender and education) were
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enforced in sampling from the database. The data are representative of the population
aged 18 years or older. Out of the 2106 respondents participating in the bigger study,
1288 were asked questions about the GDPR (the rest was excluded from this study as
they participated in an experiment that could influence their answers). The final sample
shows appropriate distributions in terms of gender, age and education compared to
census data and consists of 48% female respondents, with a mean age 53 (SD = 16,
range 18 – 89). Most had finished a medium level of education (50%) followed by a
lower level of education (30%) and a higher level of education (20%).
Answering the GDPR survey took approximately 10 minutes. First, responsibility
attribution and trust in safe data handling were measured. Next, respondents were
asked about their awareness of the GDPR. The ones who were aware of it were asked
about their source of information as well as perceptions of the regulation. Those
who showed high reactance to the GDPR (scoring on average above the midpoint
of the scale) were also asked to explain the reason for it in an open answer. Next,
understanding of the regulation was measured. Finally, all respondents (regardless of
their previous awareness of the GDPR) were given a short description of the different
individual rights and were asked about their effectiveness and use motivation.

MEASURES
Responsibility attribution was operationalized with a single question: ‘Who do you
think is responsible for privacy protection’ with an answer scale ranging from 1 (Not
at all) to 7 (Very much) adopted from Unsworth, Russell and Davis (2016). The items
included the data protection authority, activist groups, companies, individuals, the
international community and the state.
Trust in safe data handling reflects the degree to which people believe different actors
are dependable in handling their personal data. The following actors were included in
the survey: companies, health institutions, media, educational institutions, the state,
social media, friends and family.
Awareness of the GDPR was measured with a single yes/no question: ‘Have you ever
heard of the General Data Protection Regulation?’. To determine possible sources
of information about the GDPR we conducted a small-scale pre-test with a convince
sample (N = 16) to construct a list of sources of information (nine sources). In the main
survey, the respondents could choose more than one of the following sources: the news
(TV, newspapers etc.), employer, friends and family, posts on social media (e.g., Twitter
or Facebook), notices on websites (e.g., cookie notices), emails sent by companies
that process one’s personal information (e.g., email from one’s bank), personal contact
with a company that processes one’s personal information (e.g., conversation with a
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customer service employee), educational institutions (e.g., schools or universities),
health institutions (e.g., hospitals) and other sources.
Perceived reasonability of the GDPR, i.e., the perception that the scope of the
regulation is appropriate, was measured using 4 items adopted from past research
(Warren & Campbell, 2014), measured on a scale ranging from 1 (Totally disagree)
to 7 (Totally agree). The example item was: ‘In general, the General Data Protection
Regulation seems legitimate.’ The scale that was constructed by taking a mean was
concluded reliable (α = .73, ω = .75).
Reactance to the GDPR was based on the Psychological Reactance Theory and was
measured using four items adopted from past research (Tatum, Olson, & Frey, 2018),
measured on a scale ranging from 1 (Totally disagree) to 7 (Totally agree). The example
item was: ‘The General Data Protection Regulation makes me angry.’ The scale, which
was constructed by taking a mean of the items, was concluded reliable (α = .82, ω =
.82). Respondents who scored above the midpoint of the reactance scale were asked
to explain the reason for this in an open question. Reasons for reactance listed by
respondents were coded according to a codebook constructed based on Psychological
Reactance Theory (11 categories, see Table 7.2). All thoughts that did not fit in any of
the pre-defined categories were collected and coded in two steps. First, open codes
were assigned to each answer. Initial properties of categories were defined in this step.
In the second step, with the help of the initial codes, axial codes were assigned to
group the initial codes into overarching categories (Strauss & Corbin, 1990). The newly
identified concern categories are presented in the Results section.
Knowledge about the GDPR was measured in two ways. First, a battery of six true/
false statements inspired by past research on policy understanding (Park, 2011) was
used (overview of the statements in presented is Table 7.4). Second, we constructed
a question in which respondents were asked which rights the privacy law guarantees
them. The answer list included existent (six) and non-existent (four) rights and
respondents could choose multiple of them.
Finally, to measure practical use of rights, all respondents were presented with a list
of seven ways to exercise their rights currently offered by digital services with a short
explanation of each of the actions and were asked if they have ever undertook of
any of them. Perceived efficacy of rights focused on the individual rights themselves
(regardless of the means to exercise them) and was measured with a single-question
inspired by past research on protection motivation (Boerman et al., 2018): ‘To what
extent are the following elements of the GDPR an effective way to protect Internet
user’s privacy?’ Here, the respondents were presented with a list of nine individual
rights. Overall efficacy of individual rights was constructed by taking the mean of the
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items (α = .93, ω = .93). To measure motivation to exercise rights a question was asked
also inspired by the Protection Motivation Theory and the same list of nine rights was
used. The overall motivation was constructed by taking a mean of the items (α = .96,
ω = .95).

ANALYSIS AND RESULTS

Regarding attribution of responsibility for privacy protection, a series of t-tests with
Bonferroni correction was conducted to conclude who is held responsible by the
respondents. Four groups differ significantly when it comes to individual perceptions.
First, respondents hold the government (M = 5.89) and the data protection authority
(M = 5.85) equally and mostly responsible; second, they believe less in their own
responsibility (M = 5.72); third, the responsibility of companies (M = 5.39) and the
international community (M = 5.29) is seen as equal. Finally, activist groups are seen as
least responsible (M = 4.01). In general, the scores are high, with all means above the
midpoint of the scale and median of 6 for all but activist groups.
Second, the same testing procedure was undertaken for trust in safe data handling.
Respondents were asked to rate the level of trust they have in the safe processing of
their personal data by five different actors. From these five actors, friends and family
are seen as significantly most trusted (M = 5.04). Health institutions (M = 4.75) are seen
as second trusted. Third, respondents trust educational institutions with their data (M
= 4.36); fourth, the state (M = 4.13). Second least trusted are similarly media (M = 3.16)
and companies (M = 3.13). The least trusted are seen social media (M = 2.40). It is also
worth noting that for companies and for social media the median score is lowest (3).
Out of all respondents, 79% have heard about the GDPR before taking part in this study.
Regarding respondents’ source of information about the Regulation, most learned
about it from the news, followed by their employers. Table 7.1 gives an overview of the
main sources respondents first learned about the GDPR from.
Regarding perceptions of the Regulation, respondents felt that it was somehow
reasonable (M = 4.39) and provided them with some feeling of safety (M = 4.03).
Regarding reactance, the respondents felt slightly reactant (M = 3.68). In total, 590
respondents (out of 1021 aware of the GDPR) scored above the midpoint of the scale
and were asked the additional question about their reason for reactance. In total, they
provided 627 thoughts. On average, each respond wrote down 1.1 thoughts (10% did
not know reason for they reactance, 70% provided one reason and 20% provided two
reasons). These answers were coded following the procedure explained before. Table
7.2 presents an overview of categories that were with illustrative examples as well as
an overview of results.
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To further investigate the reasons for reactance not included in the Psychological
Reactance Theory, uncategorized responses (the category ‘Other’) were open-coded
(see Methods for full procedure). Table 7.3 provides an overview of the newly-identified
reasons for reactance.
Regarding knowledge respondents answered six true/false questions. When the scores
are summed, respondents score on average 4.03 (SD = 1.19). Overview of all answers
with the correct answer marked in bold is presented in Table 7.4.
Regarding rights that respondents believed to have, 66% correctly believed to have
the right of access to data collected online (Art.15). 63% correctly selected the right to
rectification (Art.16). Next, the right to portability (Art.20) of data was correctly selected
by 40% of respondents. The right to be forgotten (Art.17) was correctly selected by
32%. Next, 81% correctly selected the right to object (Art.21). Only 16% thought that
the right to object in relation to automated decision making and profiling was real
(Art.22). Regarding ‘fake rights’, 70% of respondents thought to have the right to know
in which country their data is being stored. Next, 11% incorrectly selected the right
to financial compensation for data. The right to encryption of online messages was
incorrectly selected by 30% of respondents. Finally, the right to inheritance of data was
incorrectly selected by 26% of respondents.

Table 7.1. Source of respondents’ knowledge about the GDPR
Source of information

% Yes (N)

% No (N)

The news (TV, newspapers etc.)

47% (482)

53% (539)

Employer

36% (367)

64% (654)

Notices on websites (e.g., cookie notices)

28% (283)

72% (738)

Emails sent by companies that process one’s personal
information (e.g., email from one’s bank)

28% (281)

72% (740)

Health institutions (e.g., hospitals)

17% (170)

83% (851)

Friends and family

12% (121)

88% (900)

Personal contact with a company that processes one’s
personal information (e.g., a conversation with a
customer service employee)

11% (112)

89% (909)

Posts on social media (e.g., Twitter or Facebook)

9% (95)

91% (926)

Other sources

8% (79)

92% (942)

Educational institutions (e.g., schools or universities

7% (75)

93% (946)

N = 1021
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Table 7.2. Overview of reported reactance reasons
Category

Illustrative example

N

Percentage

Law imposed in
general

The government imposed the law without any
public participation

152

24.2

96

15.3

Other
Negative
consequences for
professional life

It costs a lot of extra time at my work to follow the
GDPR. My workload has increased.

89

14.2

Disproportional
scope

In many instances it is to strict and impossible to
work with.

84

13.4

Negative
consequences for
personal life

It has a lot of negative influence on my club – many
things are not possible any more.

81

12.9

Inconvenience

You have to give your consent literally everywhere.
Even in this survey you get this long page on
privacy.

50

8.0

Pressure

You are more or less obliged to obey

30

4.8

Anger

All this bullshit about cookies is annoying!

23

3.7

Lack of
understanding

[The law] is not clear and simple to me while you
come across it all the time and it impacts your data.

13

2.1

Law imposed by
the EU

It was decided in Europe. I don’t need it

6

1.0

Information overload

You are bombarded with information about it.

3

0.5

Manipulation

-

0

0

N = 627 reasons provided by 590 respondents

In the last section, respondents were asked about actions they have taken to exercise
their rights. The highest number of respondents, namely 8% (103), have asked a
company not to process your data for certain purposes. Next, 5% (64) have used tools
that are made available by companies to enable individuals to access information that
they have collected about them. 4% (52) have asked a search engine to remove search
results related to their name. 3% (39) have requested access to data that a company has
collected about them and contacted a company to inquire how they process your data.
Next, 2% have asked a company to transfer their data to another company (right to
data portability) and for a human intervention in cases of automated decision-making.
Overall, 83% (1069) reported not having taken any action. Table 7.5 gives an overview
of the perceived efficacy of rights and motivation to use them in the future. Overall, the
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Table 7.3. Newly identified reasons for reactance
Category

Illustrative example

N

Percentage

Omnipresent

You are constantly confronted with it everywhere!

26

27.1%

Ineffective

It is not easier now to share and request
information

12

12.5%

Strong impact

The GDPR has more impact than I had expected
(e.g., when posting pictures)

9

9.4%

Unintended
consequences

When everything we do has to be tested
against the GDPR, I feel people become less
spontaneous

6

6.3%

Insufficient scope

I have the idea that I cannot always choose
exactly what data I share with whom

6

6.3%

Selective
applicability

It seriously impacts people while companies do
not do anything about it

6

6.3%

Lack of trust

This is an obligation that fosters distrust

5

5.2%

Complexity

Everything becomes more complicated because
of this law

4

4.2%

Mistakes in
enforcement

The enforcement of the GDPR is bad

4

4.2%

Patronizing

There is no choice in what you find important in
privacy protection

4

4.2%

Lack of freedom

Certain freedoms are not possible now

3

3.1%

No privacy

There is no privacy anyway

3

3.1%

Useless

I do not see a use in this law

3

3.1%

Unnecessary

I don’t need this, wasn’t waiting for it

2

2.1%

Limiting for law
enforcement

In case of a crime, you cannot look for the identity 1
of a person

1.0%

Privacy invasive

To me the law sometimes feels like infringement
of my privacy

1

1.0%

1

1.0%

Sensitivity of issue The GDPR touches upon sensitive issues
N = 96 reasons provided by 590 respondents

right to erasure and right of access are perceived as most effective, while the right to
data portability is perceived as least effective. At the same time, respondents have the
intention to reject cookies the most and to use data portability and human intervention
the least. The overall perceived efficacy of the rights and motivation to use them in the
future are significantly correlated with moderate strength (r(1286) = .23, p < .01).
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Table 7.4. Overview of knowledge statements
Statement

% True (N)

% False (N)

I have the right to ask a search engine to delete certain search results
that are being shown when one looks for my name.

83% (847)

17% (174)

Important decisions that impact my legal or financial situation
(for example, price of life insurance, amount of a fine, recruitment
decisions) can be made by an algorithm without me having influence
on it.

30% (306)

70% (715)

I cannot ask for correction of the data collected about me by a website. 38% (389)

62% (632)

The GDPR requires websites to have an easy to understand privacy
policy.

75% (766)

25% (255)

As an individual, I am simply allowed to post pictures of my family and
friends online.

23% (235)

77% (786)

I always have to be informed in which country data that has been
collected about me is being stored.

64% (653)

36% (369)

Statement

% True (N)

% False (N)

I have the right to ask a search engine to delete certain search results
that are being shown when one looks for my name.

83% (847)

17% (174)

Important decisions that impact my legal or financial situation
(for example, price of life insurance, amount of a fine, recruitment
decisions) can be made by an algorithm without me having influence
on it.

30% (306)

70% (715)

N = 1021, correct answers are marked in bold.

Table 7.4. Overview of knowledge statements

I cannot ask for correction of the data collected about me by a website. 38% (389)

62% (632)

The GDPR requires websites to have an easy to understand privacy
policy.

75% (766)

25% (255)

As an individual, I am simply allowed to post pictures of my family and
friends online.

23% (235)

77% (786)

I always have to be informed in which country data that has been
collected about me is being stored.

64% (653)

36% (369)

N = 1021, correct answers are marked in bold.
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Table 7.5. Overview of rights’ usage and their perceived efficacy
Individual right

Efficacy M (SD)

Motivation M (SD)

Right to restrict processing

4.1 (1.42)

3.12 (1.49)

Right to object

4.36 (1.45)

3.18 (1.55)

Right to data portability

3.85 (1.41)

2.92 (1.43)

Right to be forgotten

4.38 (1.52)

3.19 (1.55)

Right of access

4.47 (1.48)

3.31 (1.60)

Right to human intervention in automated decision making

3.99 (1.39)

2.98 (1.40)

Right to rectification

4.25 (1.44)

3.16 (1.50)

Right to erasure of data

4.23 (1.50)

3.07 (1.53)

Right to object to cookies

4.06 (1.74)

4.01 (1.87)

Overall

4.19 (1.18)

3.22 (1.33)

DISCUSSION

The aim of this research was to examine individual reactions to the GDPR in order
to provide insights into user agency in relation to the Regulation. Guided by social
scientific theories on individual reactance to laws and the protection motivation theory,
this research empirically investigated knowledge of, reaction to, and rights exercised
under the GDPR within the Netherlands. The results of a panel survey show that the
Dutch are aware of the law and know at least some of the individual rights granted to
them. At the same time, they show substantial reactance to the regulation and doubt
in effectiveness of their individual rights.
Regarding knowledge of the GDPR, the Dutch seem to be relatively well informed
about the current data protection framework when compared to the rest of the EU. One
explanation for this could be the active reporting on GDPR and privacy/data protection
related matters in the Dutch media (Strycharz et al., 2017). Indeed, one first insight from
this study is the critical role that the media play in informing people about the GDPR.
It was the number one source respondents indicated as where they learned about the
GDPR from, followed by their employers, cookie notices on websites and company
mailings. If anything, this finding stresses the important role that the media hold in
advancing digital literacy and informing the public about privacy and data protection
related issues. As such, one can argue that the media have a growing responsibility
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towards society to report on privacy and data protection related matters, as well as
to train journalists in understanding the existing regulatory framework so that they
are able to accurately report on new and emerging data protection challenges. The
findings also demonstrate that the media can be a strong partner in future awareness
and privacy literacy campaigns, maybe even more so than the ‘usual suspects’, such as
NGOs, consumer organisations, regulatory authorities, schools and other educational
institutions. Their (near) complete absence in the list of sources of information about
the GDPR is probably as striking as is the prominent position that the media hold
(though the low number of respondents that learned from the GDPR in school or
university can probably also be attributed to the focus of this survey on adults).
The centrality of commercial communications such as newsletters and notices
on websites emphasises the importance of businesses taking their transparency
obligations seriously. Dry and legalese privacy and data policies alone will rarely fulfil
GDPR requirements and will not contribute to better understanding among individuals
(Article 29 Working Party, 2016). In fact, companies processing personal data have a
responsibility to inform individuals in a ‘concise, transparent, intelligibe and easily
accessible form’ (Art. 12). Looking at their important role as information source for
individuals, it is not only important that they simply list the required information under
GDPR (Artt.13-14), but also do so in a easy to comprehend manner.
Despite individuals showing high awareness of the GDPR and reporting many sources
of information about the Regulation in general, knowledge and understanding of the
actual provisions is mixed among the Dutch. On the positive side, a clear majority of
individuals correctly believed that they had the right of access to data, the right to
rectify their data, and the right to object. Respondents also understood what many
of their rights meant in practice: more than half of respondents correctly answered
knowledge questions about practical consequences of the right to be forgotten, right
to rectify their data, right to be informed about data collection by websites. On the
negative side, there seem to be some (strong) misconceptions about the law: more
than two thirds of users incorrectly believed that they had a right to know in which
country their data was being stored, almost one third of respondents believed they
had a right to encryption, and about one quarter thought they had a right to inherit
data. At the same time, only a very small fraction of people believed they have a
right to seek financial compensation for their data. For future research it would be
interesting to learn more about the reasons for these misconceptions, which in turn
could inform policy makers and literacy initiatives. In contrast, some rights that do exist
scored very low in awareness. Indeed, only 16 % of respondents were aware of the right
to object to a automated decision-making, including profiling. Also, the fact that the
158

majority of respondents (60%) was not aware of the right to data portability sheds some
doubts on the effectiveness of the respective provision in the GDPR to stimulate the
transfer of data between platforms as a means of spurring inter-platform competition.
In short, these misconceptions should be a call to action for policymakers, regulators,
consumer protection authorities and NGOs alike, to set priorities on educating citizens,
enforcement and strategic action.
More generally, and in line with the findings from the Eurobarometer and the Deloitte
report, our study also found a stark contrast between the (theoretical) awareness and
understanding of rights and the perceived efficacy and actual use of (or intention to
use) those rights. Some rights (e.g. rights to access information or asking removal
of information) were considered by respondents to be more effective in protecting
individual privacy and data protection than others (such as right to data portability or
human intervention in automated decision-making). Importantly, this finding should
not be interpreted as indicating that these rights are superfluous, as there are still
important normative reasons to include these rights into the GDPR. Indeed, similar to
many other rights aimed at individuals (e.g., consumer rights), they do not necessarily
have to be exercised in great numbers in order to be considered ‘effective’. Many of the
rights in the GDPR primarily serve a fail-safe function, empowering individuals to hold
companies responsible when they are not fulfilling their obligations in the first place
(Ausloos, 2020; González Fuster, 2015). That being said, the lack of understanding of
the right to human intervention, and the limited perceived usefulness of this and some
other rights, do point to a need to revisit these rights and to engage in (evidencebased) evaluations of how to improve their normative content and practical utility for
users. As social scientific research informs us, making sure that individuals are not only
aware of the existence and substance of individual rights, but also perceive them as
effective means of privacy and data protection is crucial for related behaviour. The
current study shows a moderate positive correlation between perceived efficacy of
rights and motivation to ever use them in the future. This can be brought back to
the Protection Motivation Theory commonly applied to explain individuals’ motivation
to use their rights and protect their privacy (Boerman et al., 2018; Rogers, 1975).
According to this theory, believing in efficacy of a protective action (such as asking
for a human intervention in automated decision-making) is crucial for the motivation
to exercise it. Therefore, improving the ‘image’ of individuals rights among users is
central to individual agency online.
Maybe the most striking finding from the study is the high level of reactance to the
GDPR – a piece of legislation that has been widely announced, and celebrated as a
move on the side of the EU to improve the standing of individuals in the digital economy
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and put the digital citizen central. Vice-president Timmermans, and Commissioners
Jourova and Gabriel announced the GDPR in a joint press release with the words: ‘One
of the main aims of the General Data Protection Regulation is to empower people and
give them more control over one of the most valuable resources in modern economy their data’ (European Commission, 2019b) And elsewhere the Commission explained:
‘The EU data protection legislative framework is a cornerstone of the European
human-centric approach to innovation’ (European Commission, 2019c). The European
regulator might have had the ambition to adopt a human-centric approach, but from
our study it becomes clear that a significant part of the (Dutch) population does not
appreciate this effort, or feel very central to this regulatory project. Strikingly, almost
a quarter of respondents indicated that they felt the GDPR had been imposed on
them. As one participant responded: Everyone pretended that citizens had impact
on it through public participation, but this was not the case and It was introduced
by the government; I didn’t ask for it and I don’t think it benefits the society as a
whole. It is worth mentioning the much lower number of users who indicated that the
rules had been imposed on them by Brussels in particular. This is a comforting finding
amidst concerns about Euro-scepticism and anti-European propaganda that are quite
present in Dutch media (Bijsmans, 2017; Lubbers & Jaspers, 2011). And yet, despite
the ambition that the Regulation must provide users with more control and agency,
a significant part of the Dutch do not feel that they had a lot of agency in making
the rules: I do not think that I had any influence here. And if I did, I did not know
about it at all. Findings like these are shed a critical light on the ‘citizen participation’
rhetoric of the European Union. According to Art. 10(3) of the TEU, ‘[e]very citizen shall
have the right to participate in the democratic life of the Union. Decisions shall be
taken as openly and as closely possible to the citizen’ (Commission of the European
Communities, 2001). Maybe Flear and Vakulenko are right when they critically observe:
‘the stress on participation … seems more like an education initiative’ with the goal to
instil trust and a feeling of legitimacy among the laymen in the expertise of the experts
drafting the laws (Flear & Vakulenko, 2010). But as the responses in our survey showed,
data concern everyone – both as data subjects and as active data users themselves –
and the perceived lack of a democratic deficit has direct repercussions for the general
acceptance of rules that were designed to ‘empower’ people.
Apart from this general feeling of being imposed rules that are meant to improve
the position of the individual, a certain level of frustration or even injustice can be
discerned. A small number of respondents felt that the GDPR had a disproportionate
scope. For instance, they felt that It goes too far and is simply not workable for many
organizations. This should have been better thought of. and that The GDPR goes bit
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too far: it also impacts ‘normal’ social relations. At the same time, the results show that
the Regulation negatively affected respondents both in their professional (14 %) and
personal lives (13 %). In professional life, respondents who worked in different sectors
felt that the regulation negatively influenced their daily work: I work in a school and
we cannot even take pictures of the kids on a trip any more or I cannot make a test
copy of production database any more. The rules are so invasive because they hinder
routine operational processes. In their private life on the other hand, they expressed
that They make a fuss even about a picture on the sport field and You come across the
GDPR in then most unexpected places. For example, the library. When you want to
reserve a book, you cannot do it on your name any more, but you need to know your
library ID number. Odd! While this perception of negative consequences cannot be
solely attributed to the GDPR (also before GDPR data protection rules applied, and
applied to individuals as well), it is with the introduction of the GDPR that many people
seemed to have become aware of the fact that data protection law does not only apply
to companies, but to individual users, too. At the same time, in order to understand
the perceived negative influence on social contacts and personal lives of individuals, it
is important to remember that data protection frameworks, and the GDPR in particular,
are not designed to regulate individuals. Instead, these frameworks have traditionally
been designed to regulate the (data-processing) operations of governmental and
commercial institutions (Van Alsenoy, 2019). The so-called household exception,
defining situations in which private individuals that process personal data are exempted
from the GDPR’s regime, is very limited in scope (Helberger & van Hoboken, 2012).
The result is that very often, individuals might be considered data controllers in their
own right, and thus subject to the many obligations in the GDPR – a situation that has
been argued to impose disproportionate burdens on users. This is also substantiated
by some of the reactions in our study, with respondents stating that: A complex set
of rules that is difficult to understand and comply with for almost all companies,
but completely unworkable for individuals in hobby clubs etc. Although not a new
realization, the findings from this study highlight the urgency for further research into
the position of individual users under data protection law. The question arises how
to apply the necessary level of differentiation between digital citizens, collecting and
sharing data as part of everyday life, and (large) commercial organisations whose entire
business model revolves around the processing personal data. Such differentiation
could either take place on the level of enforcement, or would require additional legal
clarification. In recent years, the Court of Justice has married a narrow interpretation of
the household exemption (with most individuals being considered controllers), with a
flexible interpretation of the ensuing obligations imposed on the individuals (as data
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controllers). This approach prevents under-inclusion (e.g., a wide interpretation of the
household exemption might effectively exempt problematic processing operations),
while at the same time compensating for the risks of over-inclusion (e.g., trivial
processing operations falling within the GDPR’s scope) (Ausloos, 2020).
Apart from practical implications for regulators and enforcement, the findings from this
study carry theoretical implications. More specifically, they provide a reason to critically
revisit and engage into further research into the so-called privacy paradox. The privacy
paradox is the idea of a dichotomy between information privacy attitude and actual
information privacy behaviour (Acquisti & Grossklags, 2005). It assumes that on the
one hand, individuals are concerned about their informational privacy and show desire
to protect it by e.g., using individual rights, while on the other hand, they voluntarily
disclose information online and rarely make use of their rights. In the literature, there
have been various attempts to explain the paradox, including resignation (Draper,
2017; Turow, Hennessy, & Draper, 2015) or privacy cynicism (Hoffmann, Lutz, & Ranzini,
2016). An alternative explanation, that is at least hinted at in our findings, is that there is
no paradox at all: people are aware of privacy and its importance, they are also aware
of the rights they have, but in our digital society using and sharing data has become
such an integral part of our life, that their ‘choice’ is not a real one. In fact, people
chose to share data because it has become a part of their daily life.
Seen in this light, arguably the concerns about the GDPR identified here should not
only be read as concerns of individual users (namely regarding the obligations for
individuals to comply with the rules and limitations to what they can do with data,
and the respective inconvenience of complying with the GDPRs requirements). They
most importantly hint at a broader, societal concern: data permeates every aspect of
our lives, our environments and society more broadly. In the digital, highly mediatized
and constantly connected society users face ‘new pressures to perform [them] self
online in order to just function as a social being’ (Couldry & Hepp, 2018, p. 60). The
sharing of data and the leaving of digital traces becomes a constituting element of
living as a digital citizen, and engaging in social, political and economic practices
(Van Dijck, 2014). From this also follows that any rules affecting the way in which data
can be processed will necessarily have an impact on individuals as well. Whether
it is only perceived or not, curbing individuals’ rights to collect and share data has
repercussions for what it means to be, and behave as a digital citizen. Against the
findings from our study, recital 4 of the GDPR must be read in a new light: ‘The right
to the protection of personal data is not an absolute right; it must be considered in
relation to its function in society and be balanced against other fundamental rights,
in accordance with the principle of proportionality.’ While a high level of protection
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of personal data is warranted, we cannot expect any actor in society to have the
same responsibility in safeguarding that right. As has been said many times before,
in a society where data is everywhere, and everyone has become a potential ‘data
controller’ subjected to the GDPR, it is vital to clearly delineate the different roles and
responsibilities. Our study emphasises that, even if there is consensus (among courts,
DPAs, etc.) on the allocation of responsibilities – e.g. the light-touch enforcement
regarding individual data controllers versus commercial companies – it is critical to
also clearly communicate this to society at large. While experts would agree that some
of the frustrations identified in this study are often unwarranted, this is not clear to the
general public. These frustrations are in fact a clear signal that there is still much to
be done on informing the public. Even if the GDPR legislator’s intention was not to
regulate the day-to-day behaviour of individual citizens – nor is it a priority for many
data protection authorities – there are still a lot of frustrations among individuals on
this perceived regulatory burden. Any effort going forward should therefore also
incorporate a strategy to reverse that perception, which – as argued by the Protection
Motivation Theory – will in turn contribute to increased perceived effectiveness of the
Regulation and higher agency of individuals. The move towards a digital economy has
digitised our lives, social relations and daily routines, and the sharing of data is deeply
engrained in our digital culture. Imposing a legal framework to protect personal data
without a deep understanding of the function of data in society does not work for users
and leads to frustrations and misunderstandings among the public.
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The centrality of data in advertising and marketing communication, impact of regulations, and consumer empowerment have transformed the advertising landscape into
a personalization landscape. In this landscape, consumers produce data necessary for
personalization, the industry facilitates and establishes communication with consumers
through personalized messages and regulators have the task to provide legal framework
for these processes. These three perspectives, i.e., 1) the perspective of consumers
who produce data and interact with PMC, 2) the industry that collects and processes
data for personalization purposes, and 3) the regulators whose role is to oversee data
collection and processing, thus shape personalized marketing communication (PMC)
as we know it. This dissertation brings together these three perspectives (of consumers,
industry and regulators) in order to advance our understanding on PMC and to draw
a more nuanced picture, as compared to past research on single perspectives, of its
utility to industry, consumer attitudes and their ability to protect themselves, as well as
the role of the law. To do so, this dissertation investigates: 1) the consumer perspective
on the personalization landscape and its actors and 2) how this perspective relates
to the perspectives of the industry and the regulators. Building on these objectives,
this dissertation presents a discussion on the multi-perspective view on PMC and its
relation to academic research. This chapter first discusses three main conclusions of
this dissertation, then moves to primary theoretical, methodological and practical
implications and closes with a discussion on limitations and an overview of the central
findings.

CONCLUSIONS
THE PRESENT AND FUTURE OF PERSONALIZED MARKETING
COMMUNICATION
Personalized marketing communication is not a novelty anymore, but is commonly
used online by various organizations. The fact that access to data about consumers
is not a costly threshold has enabled a wide range of organizations, including NGO’s
and small businesses, to apply personalization techniques. As Chapter 2 illustrates,
PMC has matured and numerous techniques are applied in marketing practice with
personalization of emails and personalization of banners based on past browsing
behavior of consumers (so called online behavioral advertising) being the most commonly
used techniques. Social media and other platforms such as Google’s DoubleClick are
a valuable resource for personalization as they provide the advertising industry with
access to data and with effective distribution channels. While such technological and
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economic conditions have enabled the widespread of personalization, the progress has
also posed new questions for the industry. As demonstrated in Chapter 2, privacy and
ethical considerations have become more and more important when making decisions
about the application of PMC. The industry actively engages with the perspectives of
consumers and regulators – the three perspectives are thus not distinct, monolithical
blocks, but they influence each other. When are data “too private”? Is using so called
predictive analytics to forecast intimate events in consumers’ lives (such as marriage or
pregnancy) ethical? Is it ethical to decide not to advertise products to a specific group
of consumers and in this way, exclude them? Such questions resonate in the industry
and often remain unanswered. Some organizations that fear misusing their own power,
which may lead to consumer backlash, give attention to such questions by introducing
ethical boards and avoiding to apply personalization in certain domains. Similarly, the
industry in the Netherlands considers privacy and ethical questions, which is reflected
in the creation of such certifications as the Privacy Waarborg for transparency in PMC.
Regarding the future of PMC, it is expected that it will be shaped by the same factors
that have defined it in the last years, namely technological developments and even
more by the interplay of perspectives regarding regulations, privacy and ethical
considerations. First, with regard to technological developments, expert interviews
conducted in Chapter 2 have shown the emergence of new techniques, most important
being the use of offline data (such as offline media habits) for personalizing online
communication and the use of chatbots and conversational agents for PMC. These
new developments can serve as inspiration for research on new topics such as chatbot
advertising effectiveness (Van den Broeck, Zarouali, & Poels, 2019) or synced advertising
(Segijn, 2019). Second, not only new techniques applied by the industry, but also the
strong interplay between perspectives, namely the potential impact of regulators and
ethical considerations demanded by consumers, will define the future of PMC. While
the media coverage and regulations put strong emphasis on informational privacy,
this dissertation shows that for consumers, there is a world beyond privacy. Chapter 3
illustrates that consumers, who of course see their informational privacy as important,
also fear loss of freedom online or chilling effects (i.e., refraining of individuals from
conducting Internet searches, making purchases or using specific consumer services
because of their data being used by organizations; Finn & Wadhwa, 2014). This
raising importance of other issues than privacy can also be observed in research, with
discussions of ethics of personalized advertising and its unintended consequences
(Finn & Wadhwa, 2014) as well as calls for research on chilling effects due to PMC
(Büchi et al., 2019). We thus expect that not only regulations and privacy issues, but
also how organizations handle broader ethical issues will define whom consumers trust
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with their data and thus the future of PMC. Along these lines, this dissertation suggests
that from the perspective of the regulators, there will be more attention for other areas
of law than privacy laws. Already digital consumer law and competition law is getting
more attention, as do fundamental rights in this context. The GDPR is not the answer to
all problems around PMC, rather the interaction between GPDR and other areas of law
is of more importance (see Helberger, Zuiderveen Borgesius & Reyna, 2017).

THREE PERSPECTIVES ON THE PERSONALIZATION LANDSCAPE
Apart from drawing a picture of personalization, this dissertation aims at better
understanding of the three central perspectives on PMC, namely the consumer,
industry and legal perspectives. This section presents conclusions on each of the three
perspectives, which allows drawing a more nuanced picture of the personalization
landscape compared to past research on individual perspectives (e.g., consumer
perspective on PMC).
Consumer perspective. Consumers are the center of the personalization landscape,
being targets of personalization, data producers, and the ones protected by laws
and regulations. Regarding application of PMC by the industry, consumers are mostly
negative about it, seeing numerous ethical and privacy issues stemming from data use
for personalization, as concluded in Chapter 3. At the same time, consumers enjoy a
number of benefits of PMC such as increased relevance or support when making a
high number of decisions online. As shown in Chapters 5 and 6, this positive attitude
towards PMC is an important factor influencing consumer interactions with it – enjoying
personalized messages, consumers are less motivated to prevent platforms and
companies from collecting and processing their data for personalization purposes. This
is in line with past findings on privacy calculus, which suggests that privacy behaviors
are impacted by perceptions of positive and negative sides of personalization (Bol et
al., 2018).
Regarding the negative sides of PMC, consumers have been found to be resigned and
not very confident in their skills. Chapter 4 shows that resignation makes consumers
more negative towards PMC and this resignation is not dependent on how much they
understand of personalization processes. Regarding individual rights that consumer can
use to protect themselves, Chapter 7 shows that consumers know most of them, but do
not necessarily believe in the efficacy of these rights and have mostly no intention to use
them. Recent discussions in the field suggest that the resignation may indeed not stem
from lack of understanding, but rather from lack of belief in the efficacy of potential
consumer action. This can be, for example, attributed to the lack of alternatives to
services offered by the personalization industry (Turow, 2017; Zuboff, 2019).
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Industry perspective. Chapter 2, which specifically focuses on the industry, clearly
shows that organizations enjoy the benefits of personalization and observe positive
effects of PMC in practice. To produce effective PMC, access to high-quality data
is of central importance to the industry – without such data, there is no effective
personalization. Access to data has been substantially impacted by the GDPR – not
only did the regulation put high requirements for data processors, but it also aimed
at giving more control over data to the consumer. In fact, before the regulation was
introduced, more than half of European organizations believed that it would result
in fines for their business and almost 70% felt that it would dramatically increase the
costs of doing business in the EU. They also feared the effect of extensive individual
rights on doing business (Tankard, 2016). The findings in this dissertation contradict
such pessimistic industry scenarios. Increased transparency and extensive consumer
rights have not negatively impacted possibilities stemming from and effectiveness
of personalization. As Chapters 5 and 6 show, when consumers are informed about
data collection, processing and consumer rights (which is required by the current
regulations), they do not change their attitude towards PMC; they still see the benefits
of it and take them into account when making the decision to deny data access.
Legal perspective. The introduction of the GDPR has attracted more attention to the
legal perspective in the personalization landscape. In fact, the regulators have had a
substantial impact on how personalization is applied in practice. On the one hand, law
has placed high requirements on organizations that apply PMC. As shown in Chapter
2, meeting these requirements has been challenging for small organizations with small
legal resources, which lack the necessary expertise and legal background. This makes
the role of inter-branch organization more crucial as they have the possibility to help
especially smaller organizations to comply with the regulations. At the same time,
Chapter 2 shows that the GDPR has not only attracted attention of the industry to the
regulators, but also to the fact that PMC raises a number of legal and ethical concerns
unknown to advertising otherwise.
On the other hand, regulations such as the GDPR have given individuals rights that
should help them become informed consumers who are able to protect their privacy.
However, this dissertation raises questions about effectiveness of the GDPR as an
empowerment mechanism. Chapters 5 and 6 show that even after the GDPR has
been introduced consumers have high perception of risk and low perception of their
own efficacy when it comes to sharing data with online platforms and advertisers.
Simultaneously, Chapters 5, 6 and 7 all show that consumers do not believe in privacy
protection tools or rights either – perceived efficacy of cookie notices, personalization
opt-out tools and individual rights is rather low. While lack of usage of such rights
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would not be a problem in itself (as accepting cookies and PMC in general can be an
informed decision of consumers made, for example, as a result of calculating costs
and benefits), the lack of believe in these tools should be a call for action for the
regulators, who need to reconsider how these rights are implemented and evaluate
them based on empirical evidence that depicts the consumer perspective. Such
reflection will enable the regulators to improve the normative content of individual
rights and practical utility for consumers.

POWER RELATIONS IN THE PERSONALIZATION LANDSCAPE
The personalization landscape that this dissertation describes from three different
perspectives is characterized by reciprocal relations between consumers, the industry
and the regulators. One perspective impacts the other, which results in a dynamic
web of power relations between the consumers, the industry and regulators. The
conclusions in this dissertation allow going a step further and making judgements
about these power relations in the personalization landscape, which are presented in
this section.
Consumers, being the center of the personalization landscape, could theoretically
have the potential to be the most powerful actors. More specifically, the regulators
have granted consumers individual rights that make them capable of rejecting data
collection and processing by platforms and advertisers as well as object profiling
and automated decision making. For the personalization landscape it means that
consumers can potentially “pull the plug to data” that the industry needs for PMC and
stop personalization processes. As data is at center of the personalization landscape,
consumer rejection could be a serious threat to PMC. However, this dissertation shows
that consumers are not able to take this active role. The findings show rather lack of
empowerment and consumer agency that contribute to this state; the potential of
the individual rights is lost. In the light of the unmatched power asymmetry between
the industry and consumers as portrayed in this dissertation, the dependencies and
difficulties to switch between platforms and the unprecedented knowledge platforms
hold about consumers, it is barely possible for consumers to take the powerful role. At
the same time, Chapter 7 shows that data and sharing data online is so much part of
the daily life that it calls into question how much real choice consumer have. In fact, the
emergence of digital economy has digitized our lives and social relations, which makes
the sharing of data deeply engrained in our digital culture.
Thus, while the empowerment measures have the potential to shift power from
organizations to consumers, it has not happened. PMC is still not a fully reciprocal
process as consumers excercise little impact on it. In fact, the conclusions in this
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dissertation suggest that the industry has maintained their power in the personalization
landscape. The powerful position of the industry calls for responsibility. The growing
importance of ethical questions in personalization practice concluded in Chapter 2
is a first sign of taking it, and, as argued before, the responsibility of the industry will
possibly be a shaping factor central in the future of personalization.
Shifting power from the industry to consumers is one of the aims of the regulators.
Chapter 2 shows that legal developments such as the GDPR have changed the
personalization landscape by making the industry more aware of privacy and ethical
issues and Chapter 5 and 6 show the impact of regulations on the consumers (who
become more aware and have more rights). However, scholars claim that the issues
that make consumers not use their potential power (i.e. monopoly of digital media
tech companies and lack of alternatives for consumers) are even more pressing
and still need solutions. The findings in this dissertation show that relying on data
protection law alone is clearly not sufficient. There is a strong need to ensure that
people actually do have a choice. Recently, legal developments have been observed
that aim at tackling such issues by, for example, applying the competition law to
so-called privacy monopolies who use their power position to lower the quality of
its service, particularly when it comes to privacy violations (Srinivasan, 2018). Such
initiatives have the potential to enhance competition in the personalization landscape,
which will have serious consequences for power relations. Shifting power within the
personalization industry may lead to a power shift in the personalization landscape by
indirectly benefiting consumers, who will enjoy the competition and will have a real
choice when it comes to sharing their data and accepting personalization. However,
such initiatives are only useful if the industry takes their responsibilities and offers a
true choice. In fact, competition law alone does not create competition, but has the
potential to change the industry.

IMPLICATIONS
THEORETICAL IMPLICATIONS
The triadic perspective on the personalization landscape presented in this dissertation
contributes to the development of theory regarding PMC in five important ways. First,
this dissertation contributes to the conceptualization of the phenomenon of PMC. In
the past, this phenomenon has been given many different names in communication
research, for example customization (Maslowska, Smit, & Van Den Putte, 2016), online
behavioral advertising (Boerman, Kruikemeier, & Zuiderveen Borgesius, 2017), and
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online profiling (Bennett, 2010). By bringing together the perspective of the industry
and the academia, the research in this dissertation contributes to the systematic
development of the conceptualization of PMC. It presents “personalized marketing
communication” as an overarching term for various personalization techniques used
by marketers and advertisers. This term can be defined as marketing communication
techniques that aim “to reach the right person with the right content at the right
time” (Chapter 2, p. 30). There are thus three crucial elements of PMC. First, the target
group of a personalized message needs to be defined (and this definition can have
different levels of granularity, e.g., segmentation in target groups or identifying target
individuals). Second, for each of the targets, the demand has to be identified and the
content of the marketing message needs to be personalized. Third, temporal data
can be used to define the optimal timing of communication. Additionally, from the
industry perspective, the gain from personalization needs to outweigh the costs in
order to make it an applicable technique (i.e., personalized messages need to be more
effective than generic messages).
Second, this dissertation maps the prevalence of PMC in the Netherlands and shows
how consumers react to it and why and how they reject it. Chapter 3 identifies benefits
and costs that consumers experience when they are exposed to PMC, which adds to past
research on this issue and can be used for improving currently used measurements for
these two constructs. This is particularly important as benefits and costs of PMC are the
foundation of the widely used privacy calculus theory (Dinev & Hart, 2006), which posits
that both perceived costs and benefits determine if people are willing to self-disclose
online, and has been commonly applied to e.g., disclosure to advertisers (Bol et al.,
2018). Chapter 3 has shown that consumers find own ways to use personalization (for
example to save time when browsing the web), but above all, that they have numerous
concerns that go beyond the commonly measured worries about informational privacy,
but involve ethics of PMC. Updating the perceived benefits and costs by categories
newly identified in Chapter 3 can contribute to the further development of the theory.
Third, Chapter 4, Chapter 5 and Chapter 6 contribute to the conceptualization of the
construct of consumer knowledge about personalization and data collection. In the
past, there has been a distinction in the literature between objective and subjective
knowledge, with each type having a distinct influence on individual perceptions
and behavior (Morman, 2000). This dissertation furthers the construct of objective
knowledge and builds on Park (2011) who first showed that privacy knowledge
(which he called privacy literacy) had multiple dimensions including general technical
understanding and knowledge of privacy policies. In Chapter 4, knowledge is studied
as a multidimensional construct consisting of technical and legal subcomponents
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that each independently impact consumer perceptions. This innovative approach to
this construct allows to disentangle its impact on consumer attitudes and behavior
by, e.g., showing positive relation between legal knowledge and privacy concern and
negative relation between technical knowledge and privacy concern. This finding
is furthered in Chapters 5 and 6, where impact of the multidimensional knowledge
construct on behavior is scrutinized. Findings from these two chapters also show that
each subcomponent of knowledge about personalization impacts perceptions and
behavior independently. This further builds on research on multidimensionality of
consumer knowledge (Park, 2011) and shows that not only knowledge in general is
crucial for consumer behavior in the online context (Wottrich, van Reijmersdal, & Smit,
2018), but that this construct is complex and shall be seen as multidimensional to fully
disentangle its influence on consumers. This furthers our understanding of consumer
empowerment in the digital age by showing that both technical and legal dimensions
of new phenomena should be made understandable to consumers. As knowledge
about these dimensions impacts consumer perceptions independently, they both are
crucial for informed decision making when interacting with such phenomena.
Along these lines, Chapter 5 and Chapter 6 provide a theoretical refinement of
the Protection Motivation Theory (PMT) (Rogers, 1975) by showing the impact of
knowledge on the elements of the PMT. In doing so, these chapters extend the PMT
and make it applicable to the online personalization context. Moreover, they provide
a more detailed understanding of the factors that contribute to users’ motivation
to reject PMC and data collection methods that enable it. The impact of the
multidimensional construct of knowledge on consumer threat and coping appraisal as
well as their protection motivation has been studies in this dissertation in the context
of PMC, but the distinct impact of different knowledge dimensions suggests that
objective knowledge should be explored in more detail also when studying protection
motivation in other situations.
Finally, focusing on different contexts (e.g., news and commerce) of PMC application
and data collection online, this dissertation builds on the contextual integrity
framework (Nissenbaum, 2004). This framework assumes that we are living in different
contexts each governed by relative norms. It argues that in order to determine
if a specific action violates one’s privacy, we have to consider the context in which
the data flow takes place and its specific norms. Thus, the context-specific norms
structure consumers’ expectations and responses towards data collection online.
Chapter 5 focuses on a specific context of data collection, namely data collection by
platforms (Google) and Chapter 6 introduces two more contexts in which data for
PMC is collected, namely news and commerce websites. The findings on consumer
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empowerment and rejection of data collection are comparable across contexts, which
suggests that consumer rejection of PMC is context-neutral. Possibly, data collection
for PMC is seen as a uniformed phenomenon by consumers and thus their behavior is
guided by the same norms, regardless if a web shop, a news website, or a media tech
company such as Google asks to collect and process their data. The notion of context
also arises in Chapter 7, but in a slightly different meaning. When asked about their
reactance to the GDPR, consumers clearly distinguish their perceptions between two
contexts, namely professional and private life. They distinguish between for example
sharing pictures of family and friends online versus sharing and collecting data that
is necessary at work. Thus, they see a difference between sharing and use of data by
individuals and by companies. This contributes to the theory of contextual integrity by
providing an indication that “social contexts”, i.e., consumers’ life situation (being an
employee, parent, hobby club member) play a greater role, while the “traditional web
contexts” of data collection (e.g., website type or company asking for consent) are all
guided by the same norms and do not impact consumer behavior. It requires further
investigation to explain the different consumer perceptions of contextual norms in the
social context.

METHODOLOGICAL IMPLICATIONS FOR STUDYING DATADRIVEN PHENOMENA
As shown in expert interviews conducted in Chapter 2, PMC is a data-driven phenomenon. Platforms and advertisers that form the personalization industry have access
to a large amount of data about consumers that they use in order to offer consumers
advertising and marketing communication tailored to their interest, preferences, or life
situation. Indeed, data are at the heart of PMC; they have enabled the development
and widespread of PMC and access to an even broader range of data will drive further
developments in this field in the near future.
Empirical examination of personalization and consumer reactions to it thus pose a
methodological challenge. For researchers who do not have access to the same data
as the industry does, it is difficult to measure consumers’ exposure to PMC and to
examine consequences of it. In order to keep up with the industry, researchers have
to start using digital analytics (e.g., social media analytics, see Yun, Duff, Vargas,
Sundaram, & Himelboim, 2019) to move beyond measuring motivations and intentions,
which has been called for in past research (Boerman et al., 2017). Researchers can
either cooperate with the industry to gain access to digital trace data as it for example
happens in case of the so-called Social Science One program that aims to bring the
industry and academia together. However, such collaborations are not free from its
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own challenges (closely related to the powerful position of the industry as shown in this
dissertation; a more detailed discussion of such controversies is beyond the scope of
this chapter). Alternatively, researchers can set out to work together with consumers in
order to collect own digital behavioral data.
In Chapter 5, a first step towards innovative behavior measurement is made by
following the second approach and asking participants of the experiment to install
an online behavior tracking plug-in. The plug-in enables studying actual consumer
behavior in order to make predictions about consumer empowerment and rejection of
PMC. Such approach has its own disadvantages: working with such highly unstructured
tracking data is a challenge for the researcher; asking respondents to install such a
plug-in can be seen as invasive. At the same time, collecting own digital trace data
allows keeping up with the industry independently of partnerships and contributes
to better understanding of the digital world and consumers’ role in it. The innovative
measurement used in Chapter 5 can thus be seen as inspiration for future studies that
aim at studying new phenomena in the digital world.

REFLECTION ON THE VALUE OF INTERDISCIPLINARY
RESEARCH
One of the unique characteristics of this dissertation that allows to fully characterize
the personalization landscape and bring different perspectives together is its
interdisciplinary character. In the literature, interdisciplinarity is characterized by:
tackling questions that are addressed by multiple disciplines; integrating the insights
from different disciplines to generate a superior understanding of a particular question;
and being open to theories, methods and perspectives, utilized in different disciplines
(Szostak, Gnoli, & López-Huertas, 2016). This dissertation fits these three characteristics
by building on both communication science and legal scholarship. Combining two
substantially different disciplines that offer different theoretical perspectives was an
invaluable asset to this work. While communication science provided theories that
explain mechanisms behind consumer behavior and offered empirical methods used
in this dissertation, the input from the legal scholarship delivered questions typically
not asked in communication research and made it possible to strongly focus on
societal impact of this research. The research conducted in this dissertation showcases
how legal developments can inform communication science to further and revise
established theories. For example, in Chapter 5 and Chapter 6, due to the recent legal
development, this dissertation extended the Protection Motivation Theory by the
multidimensional construct of objective personalization knowledge (including both
technical and legal knowledge elements). This in turn allowed for a better description
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of the digital world. At the same time, this dissertation showcases how communication
science (and social science in general) can inform legal scholarship. First, communication
theories allow to test if regulations have the expected societal impact (as shown by
studying consumer empowerment through knowledge in Chapters 5 and 6). Second,
such empirical insights can enrich legal studies by providing better understanding of
impact of laws in practice (as shown in Chapter 2 and Chapter 7).
All in all, the two disciplines represented in this dissertation make it possible to bring
together the three perspectives: of consumers, the industry and the regulators and
to draw a more nuanced picture of the personalization landscape and the societal
consequences of PMC application. The two following sections present implications
from this dissertation for consumer empowerment and the industry from both
communication science and legal perspectives.

IMPLICATIONS FOR CONSUMER EMPOWERMENT
This dissertation carries a number of implications for consumer empowerment in the
PMC context. While consumer empowerment and agency are one of the main aims
of the regulators (which is, among others, reflected in transparency requirements and
individual rights set by the GDPR), findings from this dissertation suggest that more
needs to happen to ensure that consumers are fully empowered in the personalization
landscape. The GDPR is a step in the right direction as shown by the increased selfefficacy of consumers knowledgeable about their individual rights. However, the
current regulation seems not sufficient, as consumer perception of efficacy of the tools
they have at hand is low, while their perception of threat stemming from data collection
for personalization and their privacy concerns continue to be high.
This dissertation concludes high awareness of the GDPR and individual rights
introduced in the regulation, but also high reactance to it. The reactance can be seen
as a possible explanation for the low perceived efficacy and motivation to use such
rights. This suggests that, to increase its effectiveness, the regulators need to rethink
the GDPR from the perspective of consumers. Empirical findings from this dissertations
show a number of ways in which regulators can take the consumer perspective into
account. First, the perceived imbalance between obligations for companies and
individual consumers needs to be addressed. Now, consumers feel that their daily data
sharing activities are regulated in the same way as the functioning of organizations
and tech giants, which is perceived as unfair. Second, regulators shall not forget that
regulating data-driven practices not only gives consumers necessary protection, but
also comes at a cost of affecting individuals’ lives. Even if the regulators do not aim
at regulating the day-to-day behavior of individuals, this dissertation shows a lot of
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frustrations among consumers about the perceived regulatory burden stemming from
the GDPR. Understanding of the function of data in the current society is a crucial first
step in developing consumer-centered regulatory frameworks. Finally, data protection
is not everything: this dissertation shows plenty of other consumer concerns that need
addressing. Such issues as stereotyping or the inability of informed decision-making
due to omnipresent personalization worry consumers and need addressing from the
regulators.
Next to implications for the regulators, this dissertation shows the importance of usercentric technology design for consumer agency. The design of privacy tools is crucial
for users’ intentions to disclose information in online interactions and agree to PMC. In
communication research, different design cues have been shown to trigger so-called
heuristics, i.e., mental shortcuts that are employed to decrease cognitive burden of
processing complex information (Sundar, Kim, & Rosson, 2019). For example, providing
information about how data is collected and used by a digital media tech company (as
investigated in Chapters 5 and 6) can be seen as a transparency heuristic. This heuristic
has been shown to trigger thinking that a website with such a heuristic automatically
processes data in a safe way. The impact of user design and cues on consumer
decision making has to be taken into account. Furthermore, accessibility and ease of
use of individual rights and related tools on websites is crucial. Participant reactions
in Chapter 5 to information about the opt-out tool offered by Google showcased the
importance of these factors – most users did not know about this feature and were
not able to find it by themselves. Once informed about it, almost half of participants
turned personalization by Google off. Having access to simple and accessible tools
that are carefully designed regarding cues is thus crucial for consumer empowerment.
Providing users with visible and easily accessible settings across platforms would be an
appropriate mean for increasing user agency.

IMPLICATIONS FOR INDUSTRY (EM)POWER(MENT)
Regarding the personalization industry, this dissertation shows that PMC can be
beneficial for both organizations that apply it and for consumers. In fact, consumers
appreciate benefits of PMC and consider these benefits when making decisions about
e.g., sharing data with organizations. Organizations can use the findings from this
dissertation to capitalize on these benefits. They need to make sure that personalized
messages are indeed relevant (thus based on high-quality data), and that the messages
are also appealing (as the importance of message design does not disappear with
relevance).
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Regarding the high requirements put forward for data controllers and processors to
inform consumers (Li, Yu, & He, 2019), this dissertation shows that such transparency
does not have a negative impact on consumer attitudes towards PMC. In fact,
consumers do not necessarily become negative when they learn about details of data
collection and processing, but they show higher understanding of this process and
feel that these practices are less threatening. Thus, being transparent about data
collection and processing is not only necessary to fulfill legal requirements, but can
also be beneficial for the relationship with consumers.
In general, this dissertation shows that the industry is a particularly powerful player
in the personalization landscape. It should not be forgotten that with power comes
responsibility. Currently, consumers do not believe that the empowerment tools
that are offered by the industry are effective in e.g., opting-out from data collection
or PMC. This is a signal for the industry that consumers do not necessarily trust in
good intentions of data collectors and processors. Furthermore, applying PMC can
have unintended ethical consequences such as stereotyping or blocking access to
information for some consumers that need to be taken into account by the industry
in order to avoid consumer backlash. As Chapter 2 shows, marketers are aware of
such ethical consequences but they also need to start taking them into account.
Trustworthiness becomes a competitive asset in the personalization landscape, but
that trust needs to be earned. Further developments in this direction, e.g., conscious
decision-making when not to process data for personalization or with which platforms
to cooperate, is another recommendation from this dissertation.

LIMITATIONS

As with most empirical research, it is important to consider limitations when making
conclusions based on the findings from this dissertation. First of all, the experimental
nature of a number of empirical chapters presented here might have had consequences
for the ecological validity of the findings. While experiments are appropriate to
examine causal effects in a controlled environment and complement cross-sectional
studies conducted in Chapters 3 and 4, they do not fully reflect privacy decisions that
consumers have to make in daily life. First, such experimental studies are limited in
scope – they examine the causal mechanisms in a specific context. While different
contexts were selected in the experimental studies in this dissertation, the conclusions
are restricted to them and allow to only make limited conclusions about consumer
reactions to PMC in general. Second, Chapters 5 and 6 focused on the effect on
transparency and consumer knowledge on their rejection of data collection and PMC
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in general. While a number of measures were taken to increase ecological validity (for
example, the information given to consumers reflected the current legal transparency
requirements or was based on actual information provided online to consumers),
it can be expected that the attention that was given to this information was much
higher than in real life. Indeed, past research suggests that consumers do not pay
sufficient attention to information provided in e.g., privacy policies (Steinfeld, 2016).
To verify that our findings also hold in practice, future research could test consumer
empowerment in a different setting where users’ attention is not directly lead towards
the information about data collection and their rights, but it is provided when users are
engaged in another realistic task, such as online shopping or consuming online news.
Second, this dissertation focused on PMC and data collection mechanisms in limited
contextual settings. More specifically, while Chapters 2, 3 and 4 that describe the status
quo and general consumer attitudes are general and lead to conclusions about a broad
range of PMC applications and contexts, Chapters 5 and 6 focus on a specific company
(Google) or a specific individual right (to object to cookies). The selected company is
highly relevant from a societal point of view, which also indicates that Google has
become a part of daily life. It is possible that knowledge would have different impact
on consumer perceptions and behavior if the data collector and processor would be
less familiar or crucial for users. At the same time, the selected individual right is one
of the most broadly used (Boerman, Kruikemeier, & Borgesius, 2018). Thus, dealing
with cookies can possibly be a highly habitual action that is difficult to change. Future
studies should take a broader view on PMC and data collection and test if users are
equally empowered in other settings, for example when interacting with PMC provided
by advertising networks or Facebook.
Third, this dissertation focused on consumer empowerment and agency with regards
to informational privacy. While this is a crucial issue in the context of PMC, as insights
from the industry and consumers in Chapters 2 and 3 show, there is a world beyond
privacy. Indeed, PMC can have not only negative consequences for user privacy, but can
also be ethically questionable (Finn & Wadhwa, 2014). The ethical consequences and
their impact on power relations in the personalization landscape are beyond the scope
of this dissertation. Future research might want to shift the attention to such issues as
chilling effects, loss of freedom and objectification of consumers, which potentially
impact effectiveness and reception of PMC among users as well as their relation
with the industry. Along this line, from a legal perspective, it may be relevant to look
beyond the GDPR when studying consumer empowerment, but enrich communication
research by insights from, for example Unfair Commercial Practice Law.
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CONCLUSION

Personalized marketing communication becomes more and more common in our
daily live. The prevalence of data and its importance for marketing communication
has changed the landscape in which we operate. In the so-called personalization
landscape, the relations between consumers, the industry and the regulators have
shifted. This dissertation aimed at drawing a nuanced and relational picture of PMC
and its consequences for the digital society by mapping the personalization landscape
from three perspectives: of consumers, the industry and regulators. Results show
that personalization can bring benefits both to consumers and to organizations that
apply it. At the same time, the industry has emerged as the most powerful actor in
the landscape as platforms, advertisers and publishers control data collection and
processing without much intervention from the consumer. Consumers thus cannot
be described as empowered, even though empowerment is strongly desired by the
regulators. In fact, consumers have limited knowledge, do not believe in their own
skills to intervene in PMC practices of the industry nor in individual rights they have
been given, and are resigned. They are concerned about their privacy, but also look
further and identify a number of ethical considerations related to PMC. Transparency
and knowledge interventions are not the ideal solution for this lack of empowerment,
as these have limited effect on consumer agency, with only knowledge of individual
rights making consumers feel more self-efficacious. All in all, this dissertation provides
insights into the consumer perspective on the personalization landscape and its
relation to the perspectives of the industry and the regulators, which can inform future
inquiries in the area of PMC application, informational privacy, ethics and consumer
protection.
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APPENDIX A
Table A1. Means, standard deviations and correlations of all variables
2

3

4

5

6

7

M

SD

1. Attitude towards
PMC

3.41

1.39

2. Knowledge about
PMC practices

2.64

1.56

.123**

3. Knowledge about
institutional
surveillance

2.26

1.26

.107**

.551**

4. Knowledge about
regulations

1.96

1.37

.079*

.327**

.429**

5. Internet selfefficacy

4.12

1.37

.182**

.391**

.367**

.264**

6. Privacy concern

4.65

1.39

-.279**

.014

.096*

-.034

-.08*

7. Feeling of
resignation

4.71

1.64

-.409**

-.172**

-.141**

-.145**

-.16**

.14**

8. Experience with
PMC

1.97

.89

.261**

.242**

.239**

.142**

.204**

-.083*

-.137**

9. Age

55.17 16.64 -.264**

-.452**

-.374*

-.209**

-.391**

.132**

.218*

Note *p < .01 **p < .001. N = 1149
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Measure

8

-.259**

APPENDIX B
MANIPULATION MATERIAL:
SCRIPTS OF VIDEOS USED IN THE
ONLINE EXPERIMENT
MANIPULATION CONDITION
Many companies base communication with their customers on what they know about
the customer. It is thus possible that two clients of the same company see different
banners on news websites or receive different newsletters. Such a phenomenon is
called personalized advertising.
Google is one of such companies. Google displays advertisements in many different
locations that can be divided in two categories. First, Google shows advertisements
within its own services (think of the search engine or YouTube). Second, it is responsible
for ads on more than two million websites and apps that work together with Google
to show personalized ads to visitors, for example [website name removed for peer
review].
When you search for something on Google.com, you not only see ads based on the
search term you have used, but also ads based on your location that Google collects
thorough your mobile phone, based on ads that you have clicked on before, or
websites and apps that you have used in the past.
Google is also responsible for many banners that you see online, for example on
[website name removed for peer review]. Such banners are based on data that Google
collects about you: your Google profile (e.g., age, gender), types of websites that you
commonly visit, apps that you use on your mobile phone, websites and apps that
you have used and that cooperate with Google and also your browsing history from
another device, for example your tablet.
Finally, advertisers can also share information with Google. For example, they can make
your home address available to Google. Through comparing this with the location
history of your phone, Google can find a match and thus know if you are a client of that
company and when you are home.
Using your personal data, Google can show you personalized ads on various websites
and in the search engine.
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BASELINE CONDITION
Many companies base communication with their customers on what they know about
the customer. It is thus possible that two clients of the same company see different
banners on news websites or receive different newsletters. Such a phenomenon is
called personalized advertising.
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Table B1 Summary of measurement model statistics
Constructs

Measurement items

Mean SD

Factor
loadings

Perceived severity

Having companies collect my online behavior is a
problem for me.

4.73

1.68

.94

Having companies use my online behavior for
personalized advertising purposes is a problem for
me.

4.71

1.70

.94

Having companies share my online behavior is a
problem for me.

5.57

1.52

.85

I believe that companies collect information about my
online behavior.

6.05

1.20

.95

I believe that companies use information about my
online behavior to show me personalized ads.

6.12

1.14

.94

I believe that companies share information about my
online behavior with other companies.

5.60

1.32

.87

I am worried that my personal data (such as browsing
behavior, name or location) may be misused by others.

4.62

1.66

.93

When I am online, I have the feeling that others keep
track of what I click on and what websites I visit.

4.77

1.70

.92

I am afraid that my personal data that I share online is
not stored safely

4.66

1.56

.91

I am afraid that my personal data online is distributed
without my permission

4.86

1.59

.83

I am afraid that my personal data online can be
accessed by people I do not know.

4.69

1.62

.76

I am able to protect my personal information from
companies on the Internet.

3.58

1.71

.91

I feel confident that I can protect myself online from
data use for personalized advertising

3.04

1.64

.91

Attitude towards
personalized
advertising

Personalization in advertising is for me (1 – ‘a very
negative development’ to 7 – ‘a very positive
development’)

3.67

1.37

Response efficacy

I believe that the opt-out function offered by Google
is an effective way of protection against personalized
advertising online.

5.03

1.40

5.04

1.92

Perceived
susceptibility

Privacy concern

Self-efficacy

Opt-out motivation Over the next two weeks, I intend to protect my
privacy by using the settings available on adsetting.
google.com’
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ENGLISH SUMMARY

Today, advertisers have access to a wide range of data about consumers that they can
use to adapt the content and distribution of marketing communication to personal
characteristics, interests and behaviors of individuals. This phenomenon, called
personalized marketing communication (PMC), has both advantages and disadvantages
for targeted consumers. On the one hand, they enjoy a number of benefits such as
higher relevance of marketing communication they see online. On the other hand,
the widespread data collection and processing by organizations is a potential threat
to consumers’ privacy. The concerns about privacy of consumers whose data is used
for personalization have led to significant legal developments in the Netherlands and
the European Union, where the General Data Protection Regulation (GDPR) has been
introduced with the aim to increase and standardize privacy protection of EU residents
as well as to empower consumers to take control over their data online.
These developments show that the centrality of consumer data in marketing
communication has transformed the traditional advertising landscape into so-called
personalization landscape. This landscape is inhabited by three main actors: consumers
whose data is collected and used for personalization purposes and who are targeted
with personalized marketing messages; the industry that monetizes the impact of
PMC, including intermediaries such as platforms that facilitate personalization as
well as advertisers, advertising agencies, and publishers that design and disseminate
personalized messages; and finally the regulators, who are responsible for setting
data protection standards and corresponding regulations. Each of these actors has a
different perspective on the utility and impact of PMC.
So far, academic research on personalized marketing communication has strongly
focused on the perspective on consumers, i.e., their perceptions and how these
impact effectiveness of personalized messages. A broader investigation that would
take into account the all three perspectives and would allow to fully describe the
phenomenon of personalized marketing communication is missing. Therefore, the
aim of this dissertation was to bring together the perspectives of the three actors
(consumers, industry and regulators) in order to draw a more nuanced picture of the
utility and impact of PMC on consumers and the industry, as well as to scrutinize the
role of the law in this “personalization landscape”.
Based on the results of this dissertation the present of PMC can be described from
the three perspective as well as predictions for the future can be made. The multiperspective picture of PMC drawn in this dissertation allows for judgements about
power relations in the personalization landscape and for assessing a number of
implications for PMC future.
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CONCLUSIONS
1. THE PRESENT AND FUTURE OF PMC
PMC is currently a widely used practice by the industry. Numerous techniques are
applied in by the industry with personalization of emails and personalization of
banners based on past browsing behavior of consumers being the most commonly
used techniques. Overall, two main factors have been identified that have shaped how
PMC is applied by the industry. First, technological progress and raise of platforms
such as Facebook and Google have made access to data easy and affordable for a
wide range of organizations, including NGO’s and small companies. Second, privacy
and ethical considerations have been identified as the other shaping factor for PMC
application. On the one hand, the industry is obliged to comply with current privacy
laws. On the other hand, fearing consumer backlash, organizations more and more
face ethical questions such as in which context personalization is not acceptable. This
is reflected in decisions not to personalize in certain situations and in the popularity
of such industry certifications as the Privacy Waarborg that increase transparency in
PMC. Regarding the future of PMC, it is expected that these two factors (technological
developments and privacy and ethics) will remain of greatest importance. Technology
will allow the industry to collect and process new types of data (e.g., offline behavior),
while ethics of personalized advertising and its unintended consequences will have to
be faced by the industry.

2. MULTI-PERSPECTIVE VIEW ON PMC
Consumers are at the center of the personalization landscape as they both “produce”
data necessary for PMC as well as are the recipient of the personalized messages and
are protected by the current privacy laws. In general, they both enjoy the benefits of
personalization (such as increased relevance of online content or higher attractiveness
of such content), but at the same time they report numerous ethical and privacy issues
stemming from data use for personalization. In fact, consumers are rather resigned and
not confident of their own skills to manage their interactions with PMC. At the same
time, the industry strongly focuses on the benefits stemming from personalization.
Organizations that apply PMC also fear the privacy regulations and high transparency
requirements. However, this is unjustified as this dissertation shows that increased
transparency and extensive consumer rights have not negatively impacted possibilities
stemming from and effectiveness of personalization. While not having negative impact
on PMC, actions and decisions of the regulators have had a substantial impact on
how personalization is applied in practice. On the one hand, they have put high
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requirements on organizations that apply PMC. On the other hand, regulations such
as the GDPR have given individuals rights that should empower them to become
informed consumers who are able to protect their privacy. However, this dissertation
questions the effectiveness of such empowerment measures. In fact, it shows that
individuals do not believe in effectiveness of privacy protection tools or rights and are
frustrated by the impact the privacy laws have on their lives.

3. POWER RELATIONS IN THE PERSONALIZATION LANDSCAPE
While consumers have the possibility to reject data collection and processing for
personalization, which would disable the industry from applying such tactics, they do
not take such an active role. On the one hand, this may be explained by the numerous
benefits of PMC for consumers. On the other hand, they are resigned and frustrated,
which undermines the potential of individual rights guaranteed by the regulator. In this
situation, the industry is the most powerful player in the personalization landscape.
PMC is still not a fully reciprocal process as consumers exercise little impact on it;
it is driven and decided by the industry. The powerful position of the industry calls
for responsibility. Indeed, privacy and ethical questions are predicted to shape the
future of PMC. Shifting power form the industry to consumers is one of the interests of
the regulators, which is reflected in the recent developments towards more consumer
empowerment. However, the issues that make consumers resigned and thus not use
their potential power (i.e. monopoly of digital media tech companies and lack of
alternatives for consumers) still need solutions. The position of the regulators give
them potential to do so.

IMPLICATIONS
First, this dissertation contributes to the development of theory regarding PMC by
1) contributing to the conceptualization of the phenomenon of personalization in
marketing and advertising, 2) systematically assessing benefits and costs of PMC for
consumers, 3) conceptualizing the multidimensional construct of consumer knowledge
and its impact on consumer attitude towards PMC as well as on the rejection of data
collection for PMC and 4) by studying PMC in different contexts, it provides an indication
that, in the case of data collection rejection, “social contexts”, i.e., consumers’ life
situation (being an employee, parent, hobby club member) play a greater role than
the “traditional web contexts” of data collection (e.g., website type or company asking
for consent).
Second, this dissertation has methodological implications for studying digital phenomena. It shows that PMC (and other data-driven phenomena) pose methodological
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challenges to researchers as large amount of data about consumers are at heart of
such developments. For researchers who do not have access to the same data as the
industry does, it is difficult to measure consumers’ exposure to such digital phenomena
and to examine consequences of it. The dissertation showcases an innovative behavior
measurement (i.e., a behavior-tracking plug-in) and associated advantages and
challenges.
Third, this dissertation shows the value of interdisciplinary research as its interdisciplinary character allows to fully describe the personalization landscape and bring
different perspectives together. The two disciplines combined in this dissertation,
namely communication science and legal scholarship, offer different theoretical
perspectives on PMC. While communication science provides theories that explain
mechanisms behind consumer behavior and empirical methods used, the input from
the legal scholarship delivers questions typically not asked in communication research
and makes it possible to strongly focus on societal impact of this research.
Finally, this dissertation also has important practical implications for consumer
empowerment and the personalization industry. The results of this dissertation show
that current empowerment measures in relation to privacy behaviors and PMC are not
fully effective. Other possibilities, such revision of the current regulatory framework
from a consumer-centric perspective or more transparent and user-centric design of
tools that enable consumers exercising their rights are deemed necessary. For the
industry, this dissertation shows that being transparent with consumers and giving
them agency does not have a disastrous impact on consumer attitudes towards PMC.
At the same time, the industry should not forget that with power comes responsibility
and that in the personalization landscape, trustworthiness becomes a competitive
asset, but that trust needs to be earned with ethical and privacy-respecting behavior.
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NEDERLANDSE SAMENVATTING

Tegenwoordig hebben adverteerders toegang tot een breed spectrum aan gegevens
over consumenten die ze kunnen gebruiken om de inhoud en distributie van
marketingcommunicatie aan te passen aan persoonlijke kenmerken, interesses en
gedrag van individuen. Dit fenomeen, gepersonaliseerde marketingcommunicatie
genoemd, heeft zowel voor- als nadelen voor consumenten. Enerzijds genieten ze van
een aantal voordelen, zoals een hogere relevantie van marketingcommunicatie die
ze online tegenkomen. Anderzijds vormt de grootschalige verzameling en verwerking
van gegevens door organisaties een potentiële bedreiging voor de privacy van
consumenten. De zorgen over de privacy van consumenten wiens gegevens worden
gebruikt voor personalisatie hebben geleid tot aanzienlijke juridische ontwikkelingen in
Nederland en de Europese Unie. Onder andere is in de EU de Algemene Verordening
Gegevensbescherming (AVG) ingevoerd met als doel de privacybescherming van
EU-inwoners te vergroten en te standaardiseren en consumenten in staat te stellen
om de controle over hun onlinegegevens te nemen.Deze ontwikkelingen laten zien
dat de centrale plaats van consumentengegevens in marketingcommunicatie het
traditionele advertentielandschap heeft getransfor-meerd in het zogenaamde personalisatielandschap. Dit landschap bestaat uit drie hoofdactoren: consumenten
wiens gegevens worden verzameld en gebruikt voor personalisatiedoeleinden en
die het doelwit zijn van gepersonaliseerde marketingberichten; de industrie die geld
verdient met de impact van gepersonaliseerde marketingcommunicatie, inclusief
tussenpersonen zoals platforms die personalisatie mogelijk maken, evenals adverteerders, reclamebureaus en uitgevers die gepersonaliseerde berichten ontwerpen
en verspreiden; en tot slot de toezichthouders, die verantwoordelijk zijn voor het
vaststellen van gegevensbeschermingsnormen en bijbehorende verordeningen. Elk
van deze actoren heeft een ander perspectief op het nut en de impact van gepersonaliseerde marketingcommunicatie.Tot dusver heeft academisch onderzoek naar
gepersonaliseerde marketingcommunicatie sterk gefocust op het perspectief van de
consument, namelijk hun percepties en hoe deze de effectiviteit van gepersonaliseerde
berichten beïnvloeden. Een breder onderzoek dat rekening zou houden met alle drie
de perspectieven en het mogelijk zou maken het fenomeen van gepersonaliseerde
marketingcommunicatie volledig te beschrijven, ontbreekt. Daarom was het doel van
dit proefschrift om de perspectieven van de drie actoren (consumenten, industrie en
regelgevers) samen te brengen om een genuanceerder beeld te schetsen van het nut
en de impact van gepersonaliseerde marketingcommunicatie op consumenten en de
industrie, en om nauwkeurig de rol van de wetgeving in dit “personalisatielandschap”
te onderzoeken.
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Op basis van de resultaten van dit proefschrift kan het heden van gepersonaliseerde
marketingcommunicatie

vanuit

drie

perspectieven

worden

beschreven

en

kunnen voorspellingen over de toekomst worden gedaan. Het plurale beeld van
personalisatie dat in dit proefschrift is geschetst, maakt het mogelijk om te oordelen
over machtsverhoudingen in het personalisatielandschap en om een aantal implicaties
voor de toekomst van personalisatie te beschrijven.

CONCLUSIES
1. HET HEDEN EN DE TOEKOMST VAN GEPERSONALISEERDE
MARKETINGCOMMUNICATIE
Gepersonaliseerde marketingcommunicatie wordt momenteel veel toegepast door de
industrie. Talrijke technieken worden door de industrie toegepast met personalisatie
van e-mails en personalisatie van banners op basis van surfgedrag van consumenten
als de meest gebruikte technieken. Over het algemeen zijn twee belangrijke factoren
geïdentificeerd die de bepalen hoe personalisatie door de industrie wordt toegepast.
Ten eerste hebben de technologische vooruitgang en de opkomst van platforms zoals
Facebook en Google de toegang tot gegevens makkelijk en betaalbaar gemaakt
voor een breed scala aan organisaties, waaronder NGO’s en kleine bedrijven. Ten
tweede zijn privacy en ethische overwegingen de andere bepalende factor voor
personalisatie-toepassingen. Enerzijds is de industrie verplicht om te voldoen aan de
huidige privacywetgeving. Anderzijds kant zijn organisaties uit angst voor terugslag
bij de consument steeds meer bezig met ethische vragen zoals in welke context
personalisatie niet acceptabel is. Dit komt tot uiting in besluiten om in bepaalde
situaties niet te personaliseren en in de populariteit van branchecertificeringen zoals de
Privacy Waarborg die de transparantie in gepersonaliseerde marketingcommunicatie
vergroten. Wat de toekomst van personalisatie betreft, wordt verwacht dat deze twee
factoren (technologische ontwikkelingen en privacy en ethiek) van het grootste belang
zullen blijven. Technologie stelt de industrie in staat om nieuwe soorten gegevens
te verzamelen en te verwerken (bijvoorbeeld offline gedrag), terwijl de ethiek van
gepersonaliseerde advertenties en de onbedoelde gevolgen daarvan door de
industrie moeten worden aangepakt.
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2. MULTIPERSPECTIEF ZICHT OP GEPERSONALISEERDE
MARKETINGCOMMUNICATIE
Consumenten staan i n het middelpunt van het personalisatielandschap, omdat ze zowel
de voor personalisatie noodzakelijke gegevens “produceren” als de ontvanger zijn van
gepersonaliseerde berichten en worden beschermd door de huidige privacywetgeving.
Over het algemeen genieten ze van de voordelen van personalisatie (zoals een
grotere relevantie van online inhoud of een grotere aantrekkelijkheid van dergelijke
inhoud), maar tegelijkertijd maken ze zich zorgen over ethische en privacykwesties
die voortvloeien uit het gebruik van persoonsgegevens voor personalisatie.
Consumenten zijn zelfs berustend en hebben geen vertrouwen in hun eigen vaardigheden om hun interacties met gepersonaliseerde marketingcommunicatie te beheren. Tegelijkertijd richt de industrie zich sterk op de voordelen van personalisatie.
Organisaties die gepersonaliseerde marketingcommunicatie toepassen, zijn ook
bang voor de privacyregelgeving en hoge transparantievereisten. Dit is echter niet
gerechtvaardigd: uit dit proefschrift blijkt dat meer transparantie en de uitgebreide
consumentenrechten geen negatieve gevolgen hebben voor de mogelijkheden
die voortvloeien uit en de effectiviteit van personalisatie. Hoewel acties en
beslissingen van de wetgever geen negatieve impact hebben op effectiviteit van
gepersonaliseerde marketingcommunicatie, beïnvloeden ze substantieel de manier
waarop personalisatie in de praktijk wordt toegepast. Enerzijds stellen ze hoge
eisen aan organisaties die gepersonaliseerde marketingcommunicatie toepassen.
Anderzijds hebben voorschriften zoals de AVG individuen rechten gegeven die hen
in staat zouden moeten stellen geïnformeerde consumenten te worden die hun
privacy kunnen beschermen. Dit proefschrift stelt echter de effectiviteit van dergelijke
empowermentmaatregelen in vraag. Het toont zelfs aan dat individuen niet geloven in
de effectiviteit van privacybeschermingsinstrumenten of -rechten en gefrustreerd zijn
door de impact die de privacywetgeving op hun leven heeft.

3. MACHTSVERHOUDINGEN IN HET
PERSONALISATIELANDSCHAP
Consumenten hebben de mogelijkheid om het verzamelen en verwerken van
gegevens voor personalisatie te weigeren, wat de industrie ervan zou weerhouden
dergelijke tactieken toe te passen, maar zij nemen deze actieve rol niet op zich. Dit
kan enerzijds verklaard worden door de talrijke voordelen van gepersonaliseerde
marketingcommunicatie voor consumenten. Anderzijds zijn ze berustend en
gefrustreerd, wat het potentieel van individuele rechten die door de regelgever worden
gegarandeerd, ondermijnt. In deze situatie is de industrie de machtigste speler in het
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personalisatielandschap. Gepersonaliseerde marketingcommunicatie is nog steeds
geen volledig wederzijds proces, aangezien consumenten er weinig invloed op kunnen
uitoefenen; het wordt gedreven door de industrie. De sterke positie van de industrie
vraagt om verantwoordelijkheid. Er wordt voorspeld dat privacy en ethische vragen
de toekomst van gepersonaliseerde marketingcommunicatie zullen vormgeven. Het
verschuiven van de macht van de industrie naar de consument is een van de belangen
van de toezichthouders, dat tot uiting komt in de recente ontwikkelingen naar meer
empowerment van de consument. Er zijn echter nog steeds oplossingen nodig voor
de problemen waardoor consumenten zich erbij neerleggen en dus hun potentiële
macht niet benutten (namelijk het monopolie van mediatechnologiebedrijven en het
gebrek aan alternatieven voor consumenten). De positie van de toezichthouders biedt
hen daartoe de mogelijkheid.

IMPLICATIES
Ten eerste draagt 
dit proefschrift bij aan de ontwikkeling van theorie over
gepersonaliseerde marketingcommunicatie door 1) bij te dragen aan de conceptualisering van het fenomeen personalisatie in marketing en reclame, 2) het systematisch
beoordelen van baten en kosten van gepersonaliseerde marketingcommunicatie
voor consumenten, 3) het conceptualiseren van het multidimensionale construct van
consumentenkennis en de impact ervan op de houding van de consument ten
opzichte van gepersonaliseerde marketingcommunicatie en op de afwijzing van
gegevensverzameling voor personalisatie en 4) door gepersonaliseerde marketingcommunicatie in verschillende contexten te bestuderen, geeft het een indicatie dat,
in het geval van afwijzing van gegevensverzameling, “sociale contexten”, namelijk
de levenssituatie van de consument (werknemer, ouder, lid van een hobbyclub) een
grotere rol speelt dan de “traditionele webcontexten” van gegevensverzameling (bijv.
type website of bedrijf dat om toestemming vraagt).
Ten tweede heeft dit proefschrift methodologische implicaties voor het bestuderen
van digitale fenomenen. Het laat zien dat gepersonaliseerde marketingcommunicatie
(en andere datagestuurde fenomenen) onderzoekers methodologische uitdagingen
opleveren, aangezien grote hoeveelheden gegevens over consumenten de kern
vormen van dergelijke ontwikkelingen. Voor onderzoekers die niet over dezelfde
gegevens beschikken als de industrie, is het moeilijk om de blootstelling van
consumenten aan dergelijke digitale verschijnselen te meten en de gevolgen ervan te
onderzoeken. Het proefschrift presenteert een innovatieve vorm van gedragsmeting
(namelijk een plug-in dat gedrag van consumenten opslaat) en de bijbehorende
voordelen en uitdagingen.
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Ten derde toont dit proefschrift de waarde van interdisciplinair onderzoek omdat
het interdisciplinaire karakter het mogelijk maakt om het personalisatielandschap
volledig te beschrijven en verschillende perspectieven bij elkaar te brengen. De
twee disciplines gecombineerd in dit proefschrift, namelijk communicatiewetenschap
en

rechtsgeleerdheid,

gepersonaliseerde

bieden

verschillende

marketingcommunicatie.

theoretische

perspectieven

Communicatiewetenschap

op

levert

theorieën die mechanismen achter consumentengedrag verklaren en de gebruikte
empirische methoden, terwijl de input van rechtsgeleerdheid vragen oplevert die
doorgaans niet worden gesteld in communicatieonderzoek en het mogelijk maakt om
sterk te focussen op de maatschappelijke impact van dit onderzoek.
Ten slotte heeft dit proefschrift ook belangrijke praktische implicaties voor de
empowerment van consumenten en de personalisatie-industrie. De resultaten van dit
proefschrift laten zien dat de huidige empowermentmaatregelen met betrekking tot
privacygedrag en gepersonaliseerde marketingcommunicatie niet volledig effectief
zijn. Andere mogelijkheden, zoals een herziening van het huidige regelgevingskader
vanuit een consumentgericht perspectief of een transparanter en gebruikersgericht
ontwerp van instrumenten waarmee consumenten hun rechten kunnen uitoefenen,
lijken noodzakelijk te zijn. Voor de industrie laat dit proefschrift zien dat transparant
zijn voor consumenten en hen keuzevrijheid geven geen desastreuze gevolgen
heeft voor de houding van consumenten ten opzichte van gepersonaliseerde
marketingcommunicatie. Tegelijkertijd mag de industrie niet vergeten dat met macht
verantwoordelijkheid komt en dat in het personalisatielandschap betrouwbaarheid
een concurrentievoordeel wordt, maar dat vertrouwen moet worden verdiend met
ethisch en privacyrespecterend gedrag.
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STRESZCZENIE W JĘZYKU POLSKIM

W obecnych czasach reklamodawcy mają dostęp do wielu danych na temat
konsumentów, które mogą wykorzystać w celu przystosowania zawartości i dystrybucji
komunikacji marketingowej do cech, zainteresowań i zachowań osób. Zjawisko
to, nazywane spersonalizowaną komunikacją marketingową (z ang. personalized
marketing communication, PMC), ma zarówno zalety, jak i wady dla docelowych
konsumentów. Z jednej strony korzystają oni z szeregu korzyści, takich jak większa
trafność komunikacji marketingowej, którą widzą w Internecie. Z drugiej strony szeroko
zakrojone gromadzenie i przetwarzanie danych przez firmy stanowi potencjalne
zagrożenie dla prywatności konsumentów. Obawy związane z prywatnością
konsumentów, których dane są wykorzystywane do personalizacji, doprowadziły
do wdrożenia istotnych zmian prawnych w Holandii i w Unii Europejskiej, gdzie
wprowadzono ogólne rozporządzenie o ochronie danych (RODO). Celem tego
rozporządzenia jest poprawa i ujednolicenie ochrony prywatności mieszkańców UE, a
także umożliwienie konsumentom przejęcia kontroli nad swoimi danymi w Internecie.
Wspomniane zmiany pokazują, że centralne znaczenie danych konsumentów w
komunikacji marketingowej przekształciło typowy krajobraz reklamy w tzw. krajobraz
personalizacji. Krajobraz ten kształtują trzy główne podmioty. Pierwszym z nich są
konsumenci, których dane są gromadzone i wykorzystywane do celów personalizacji
i do których kierowane są spersonalizowane komunikaty marketingowe. Drugim jest
branża, która generuje wpływy z personalizacji i obejmuje pośredników, takich jak
platformy ułatwiające personalizację, reklamodawców, agencje reklamowe i wydawców
opracowujących i rozpowszechniających spersonalizowane komunikaty. Ostatnim
podmiotem są organy regulacyjne, które odpowiadają za ustalanie norm dotyczących
ochrony danych i odpowiednich przepisów. Każdy z tych podmiotów ma inny punkt
widzenia na użyteczność i wpływ personalizacji.
Dotychczas badania naukowe nad spersonalizowaną komunikacją marketingową
koncentrowały się w dużej mierze na punkcie widzenia konsumenta, tj. jego postrzeganiu
i wpływie tego postrzegania na skuteczność spersonalizowanych komunikatów. Brakuje
szerszego badania, które obejmowałoby wszystkie trzy punkty widzenia i umożliwiłoby
pełen opis zjawiska spersonalizowanej komunikacji marketingowej. Dlatego też
celem niniejszej rozprawy było połączenie punktów widzenia trzech podmiotów
(konsumentów, branży i organów regulacyjnych) w celu nakreślenia bardziej złożonego
obrazu użyteczności i wpływu personalizacji na konsumentów i branżę, a także w celu
zbadania roli prawa w tym „krajobrazie personalizacji”.
Na podstawie wyników niniejszej rozprawy można opisać obecny stan spersonalizowanej
komunikacji marketingowej, wykorzystując do tego wspomniane trzy punkty widzenia,
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oraz można dokonać prognoz na przyszłość. Obraz personalizacji nakreślony w
niniejszej rozprawie i obejmujący wszystkie trzy punkty widzenia pozwala na wydanie
opinii o układzie sił w krajobrazie personalizacji i ocenę szeregu skutków dla jego
przyszłości.

WNIOSKI
1. STAN OBECNY I PRZYSZŁOŚĆ SPERSONALIZOWANEJ
KOMUNIKACJI MARKETINGOWEJ
Spersonalizowana komunikacja marketingowa jest obecnie szeroko wykorzystywaną
praktyką w branży. Stosuje się w niej wiele technik, przy czym najczęściej stosowanymi są
personalizacja wiadomości e-mail i banerów na podstawie dotychczasowych informacji
o przeglądanych przez konsumentów stronach. Zidentyfikowano ogółem dwa główne
czynniki, które ukształtowały sposób, w jaki personalizacja jest stosowana w branży. Za
pierwszy czynnik uznaje się fakt, że postęp technologiczny i rozwój takich platform jak
Facebook i Google uprościły dostęp do danych dla wielu organizacji, w tym organizacji
pozarządowych i małych firm, sprawiając również, że taki dostęp jest dla nich przystępny
cenowo. Drugim czynnikiem kształtującym stosowanie spersonalizowanej komunikacji
marketingowej są kwestie z zakresu etyki i prywatności. Z jednej strony branża
musi przestrzegać obowiązujących przepisów dotyczących ochrony prywatności. Z
drugiej strony firmy, w obawie o wywołanie negatywnej reakcji konsumentów, coraz
częściej mierzą się z kwestiami etycznymi, takimi jak rozważania w jakim kontekście
personalizacja jest niedopuszczalna. Znajduje to odzwierciedlenie w decyzjach
o braku prowadzenia personalizacji w niektórych sytuacjach oraz w popularności
takich certyfikatów branżowych jak Privacy Waarborg, które zwiększają przejrzystość
personalizacji. Jeśli chodzi o przyszłość spersonalizowanej komunikacji marketingowej,
przewiduje się, że te dwa czynniki (rozwój technologiczny oraz prywatność i etyka)
pozostaną najistotniejsze. Technologia pozwoli branży na gromadzenie i przetwarzanie
nowych rodzajów danych (np. zachowań offline). Branża będzie musiała jednak mierzyć
się z etyką reklamy spersonalizowanej i jej niezamierzonymi konsekwencjami.

2. SPOJRZENIE NA PMC Z WIELU PERSPEKTYW
W samym centrum krajobrazu personalizacji znajdują się konsumenci, ponieważ to
właśnie oni nie tylko „generują” dane potrzebne do PMC, ale są również odbiorcami
spersonalizowanych komunikatów oraz są chronieni przez obowiązujące przepisy o
ochronie prywatności. Ogólnie rzecz biorąc, konsumenci korzystają z korzyści płynących
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z personalizacji (takich jak większe znaczenie treści w Internecie lub wyższa atrakcyjność
takich treści), jednocześnie zgłaszając liczne kwestie związane z etyką i prywatnością
wynikające z wykorzystania danych do personalizacji. Konsumenci wykazują raczej
rezygnację i niepewność co do swoich własnych umiejętności z zakresu zarządzania
interakcjami z personalizacją. Jednocześnie branża skupia się przede wszystkim na
korzyściach płynących z personalizacji. Organizacje, które stosują spersonalizowaną
komunikację marketingową, obawiają się również przepisów o ochronie prywatności
i wysokich wymagań dotyczących przejrzystości. Te obawy są jednak nieuzasadnione,
ponieważ niniejsza rozprawa pokazuje, że zwiększona przejrzystość i szerokie prawa
konsumentów nie wpływają negatywnie na skuteczność personalizacji i możliwości z
niej wynikające. Działania i decyzje organów regulujących, choć nie miały negatywnego
wpływu na efektywność personalizacji, miały znaczący wpływ na jej praktyczne
zastosowanie. Z jednej strony nakładają one wysokie wymagania na organizacje
stosujące personalizację. A z drugiej, regulacje takie jak RODO przyznają osobom
prawa, które powinny wzmocnić ich pozycję świadomych konsumentów, będących w
stanie chronić swoją prywatność. Niniejsza rozprawa kwestionuje jednakże skuteczność
wyżej wymienionych środków wzmacniających. W rzeczywistości uwidacznia ona
brak wiary osób w skuteczność narzędzi lub praw ochrony prywatności oraz ukazuje
frustracje spowodowane wpływem przepisów dotyczących prywatności na życie.

3. UKŁAD SIŁ W KRAJOBRAZIE PERSONALIZACJI
Chociaż konsumenci mają możliwość wyrażenia braku zgody na gromadzenie i
przetwarzanie danych w celu personalizacji, co uniemożliwiłoby branży stosowanie takich
taktyk, rzadko kiedy z niej korzystają. Z jednej strony można wytłumaczyć to licznymi
korzyściami, jakie personalizacja przynosi konsumentom. Z drugiej strony konsumenci
są zrezygnowani i sfrustrowani, co podważa potencjał praw jednostki gwarantowanych
przez organy regulujące. W tej sytuacji to właśnie branża jest najbardziej wpływowym
elementem w krajobrazie personalizacji. Z uwagi na fakt, że konsumenci wywierają
niewielki wpływ na personalizację, nadal nie jest to proces w pełni wzajemny i wciąż
jest napędzany i ustalany przez branżę. Silna pozycja branży wymaga z jej strony
odpowiedzialności. Faktycznie przewiduje się, że prywatność i kwestie etyczne będą
kształtować przyszłość PMC. Odebranie władzy branży i przekazanie jej konsumentom
jest jednym z celów organów regulacyjnych, co znajduje odzwierciedlenie w ostatnich
postępach w kierunku wzmocnienia pozycji konsumentów. Jednakże problemy,
które powodują rezygnację konsumentów i tym samym niewykorzystywanie ich
potencjalnej władzy (tj. monopol firm branży technologii cyfrowych i brak alternatyw
dla konsumentów) nadal wymagają rozwiązań. Stanowisko organów regulacyjnych daje
im taką możliwość.
214

IMPLIKACJE
Po pierwsze, niniejsza rozprawa przyczynia się do rozwoju teorii dotyczącej
spersonalizowanej komunikacji marketingowej poprzez 1) wniesienie wkładu w
konceptualizację zjawiska personalizacji w marketingu i reklamie, 2) systematyczną ocenę
korzyści i kosztów spersonalizowanej komunikacji marketingowej dla konsumentów, 3)
konceptualizację wielowymiarowej konstrukcji wiedzy konsumenckiej oraz jej wpływu
na stosunek konsumentów do spersonalizowanej komunikacji marketingowej, a także
na brak wyrażania przez nich zgody na gromadzenie danych i 4) na podstawie analizy
spersonalizowanej komunikacji marketingowej w różnych kontekstach wskazuje, że w
przypadku braku zgody na gromadzenie danych „konteksty społeczne”, tj. sytuacja
życiowa konsumentów (bycie pracownikiem, rodzicem, członkiem klubu) odgrywają
większą rolę niż „tradycyjne konteksty internetowe” gromadzenia danych (np. typ
strony internetowej lub firma prosząca o zgodę).
Po drugie, niniejsza rozprawa ma zastosowanie metodologiczne w procesie badania
zjawisk cyfrowych. Wskazuje ona, że spersonalizowana komunikacja marketingowa
(i inne zjawiska oparte na danych) stanowi wyzwanie metodologiczne dla badaczy,
ze względu na to, że jej kluczowym elementem jest ogromna ilość danych na temat
konsumentów. Badaczom, którzy nie mają dostępu do tych samych danych co branża,
trudno jest zmierzyć narażenie konsumentów na wspomniane zjawiska cyfrowe i
zbadać ich konsekwencje. W niniejszej rozprawie przedstawiono innowacyjny pomiar
zachowania (tj. wtyczkę do śledzenia zachowań online) oraz powiązane z nią zalety oraz
wyzwania.
Po trzecie, rozprawa pokazuje wartość badań interdyscyplinarnych, ponieważ to właśnie
ich interdyscyplinarny charakter pozwala w pełni opisać krajobraz personalizacyjny i
połączyć różne perspektywy. Dwie dyscypliny połączone w tejże rozprawie, a mianowicie
nauka o komunikacji i nauki prawne, oferują różne perspektywy teoretyczne dotyczące
spersonalizowanej komunikacji marketingowej. Podczas gdy nauka o komunikacji
oferuje teorie wyjaśniające mechanizmy zachowań konsumenckich i stosowane metody
empiryczne, wkład nauk prawnych dostarcza zakres pytań zwykle nie zadawanych w
badaniach dotyczących komunikacji i umożliwia silną koncentrację tych badań na
oddziaływaniu społecznym.
Na koniec, niniejsza rozprawa ma również ważne zastosowania praktyczne dla
wzmocnienia pozycji konsumentów i branży personalizacji. Przedstawione wyniki
pokazują, że obecne środki wzmacniające w odniesieniu do zachowań związanych z
prywatnością i spersonalizowanej komunikacji marketingowej nie są w pełni skuteczne.
Za niezbędne uznaje się inne możliwości, takie jak przegląd obecnych ram regulacyjnych
z perspektywy zorientowanej na konsumenta czy też bardziej przejrzysty
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i zorientowany na użytkowniku projekt narzędzi, które umożliwią konsumentom
korzystanie z ich praw.

W odniesieniu do branży, niniejsza rozprawa pokazuje,

że przejrzystość wobec konsumentów i zapewnianie im możliwości korzystania z
ich praw nie ma katastrofalnego wpływu na ich stosunek do spersonalizowanej
komunikacji marketingowej. Jednocześnie branża nie powinna zapominać, że z władzą
wiąże się odpowiedzialność, a w krajobrazie personalizacji wiarygodność staje się
konkurencyjnym zasobem, ale wiarygodność tę należy zdobywać poprzez etyczne
zachowania i poszanowanie prywatności.
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