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ABSTRACT

When disease becomes a threat to security, the balance between the need to
ﬁght the disease and obligation to protect the rights of individuals often
changes. The COVID-19 crisis shows that the need for surveillance poses
challenges to the right of privacy. We focus on the European Union (EU),
which has a strong data protection regime yet requires its member states to
exchange personal data gathered through contact tracing. While public
authorities may limit the right to privacy in case of public health threats, the
EU provides little guidance when such limitations are proportionate. To deﬁne
standards, we analyze existing EU case law regarding national security
measures. We conclude that on the proportionality of contact tracing in the
EU it is diﬃcult to reconcile public health measures and individual rights, but
guidance can be taken from understandings of proportionality in the context
of security, particularly in the current COVID-19 emergency.
KEYWORDS COVID-19; privacy; health threats; health law; pandemics; health security

Information for early detection of health emergencies can save lives (World
Health Organization, 2018). In the COVID-19 crisis, we see that national governments in the European Union (EU) turn to widespread surveillance and
contact tracing in order to gather information on the spreading and risks of
the virus. While these surveillance measures can focus on groups of people,
contact tracing often directly aﬀects individuals. In light of this diﬃcult conundrum, the European Commission has published a toolbox for contact
tracing and the interoperability between member states (Commission,
2020a, 2020b). In this guidance privacy is a key concern, including the use
of contract tracing in a proportionate manner. Yet there is no guidance as
to what proportionality might mean and how we should go about assessing
this.
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Contact tracing is the tracing of individuals and their contacts, who have
been exposed to a pathogen that can cause a serious (cross-border) threat
to health, and who are in danger of developing or have developed a disease.
In the EU, member states are required to share information of these
contact-tracing ﬁndings when it pertains to serious cross-border threats to
health via an electronic information system: the Early Warning and Response
System (EWRS). This may include personal data and health data for the
purpose of contact tracing (Decision 1082/2013/EU, 2013; General Data Protection Regulation, Article 9). This cooperation on contact tracing between
member states increases the impact on the right to data protection and exacerbates the risks for individual’s right to privacy in case of the outbreak of a
pandemic.
In serious EU cross-border threats to health, public authorities may limit
individual freedoms to a large degree (Elbe, 2006; Hanrieder & KreuderSonnen, 2014). In the COVID-19 crisis, we have seen that the interest of
public health in many member states outweighs the protection of individual
privacy. Even when the right to privacy is strongly protected in EU fundamental rights instruments as well as national constitutions (ECHR, Article 8;
CFREU, Articles 7 and 8). Moreover, since 2018, the EU has the strictest
data protection regime in the world under the General Data Protection Regulation (GDPR). However, as COVID-19 exempliﬁes, privacy is not an absolute
right and can be limited under special circumstances, such as a health security
threat (ECHR, Article 8(2); CFREU, Article 52).
In case a public health threat rises to the level of a threat to security, public
health interventions start to resemble security interventions. The COVID-19
threat certainly enters this realm of threat. In this regard, an emerging trend is
identiﬁed in the EU contexts of “securitizing” of public health, which leads to
an integration of policies on public health and public security (Dijkstra & de
Ruijter, 2017). Public health policy and national security policy have in
common that they require the balancing of the rights of the public against
the rights of the individual (Dijkstra & de Ruijter, 2017). Furthermore,
often public health, like national security, can only eﬀectively be protected
when individuals sacriﬁce some of their freedom (Eckmanns et al., 2019;
Sinha, 2013). In this regard, whether we like it or not, the character of the
measure of contact tracing is strongly reminiscent of surveillance actions
taken in light of national security issues: The privacy of individuals is
limited for the purpose of the protection of a greater part of the population
(van Kolfschooten, 2019).
Contact tracing of individuals across the EU in the context of COVID-19
therefore raises the question how privacy can be protected when a disease rises
to the level of a threat to security? In 2013, the EU has been given a larger role
in pandemic responses, as formalized in the Health Threats Decision (de
Ruijter, 2017). As a consequence, contact tracing is now no longer a primarily
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national issue responsibility as information is exchanged at EU level. In the
COVID-19 crisis, the practice of exchanging personal (health) data between
the member states for the purpose of contact tracing gains importance.
However, in the ﬁeld of EU health law there is only limited guidance as to
how public health can be safeguarded in a proportional manner (Bastos &
De Ruijter, 2019).
In this article, we analyze EU case law in the ﬁeld of security to give us guidance as to determine proportionality of limitations on privacy in light of a
public health threat. Proportionality in this regard implies that the
measures–in this case contact tracing–do not go further than what is
needed in light of the public policy aims. In the case of COVID-19 the aim
of protecting public health has risen to a level of threat that it can also be
seen as a risk to security (Fidler, 2016; Fidler & Gostin, 2007). However,
important diﬀerences are also noteworthy and caution against a simple one
to one comparison with security and public health. In the ﬁeld of security
policy makers are working often within a friend-enemy dichotomy, whereas
in the ﬁeld of public health the patient is seen as vulnerable and in need of
assistance rather than as the enemy (Aldis, 2008; Collier & Lakoﬀ, 2010,
2015).
In this article, we ﬁrst critically examine the realignment of individual
rights with public objectives in the context of public health as compared to
security policy as observed in the literature. Secondly, we outline what the
EU is currently doing, or capable of doing, in the ﬁeld of contact tracing
and how this can aﬀect individual privacy as protected under EU law. In a
last step we compare the current impact of contact tracing with the tracing
and monitoring of suspected criminals threatening national security. This
comparison can be used to inform proportionate limiting of the individual
right to privacy in the context of health security and function as a benchmark
for the protection of privacy in situations threatening security.

When public health threats become security issues
Security and public health policies are interconnected in certain instances.
The World Economic Forum states that pandemics still pose one of the
biggest threats to international security (Thomson, 2016). Pandemics
weaken societies, political systems, economies, and can cause conﬂicts
(Elbe, 2010). Vice versa, security threats also aﬀect health. Biological and
chemical warfare poses severe threats to public health (World Health Organization, 2003). Pandemics are more likely to occur in areas of civil war (DuﬀBrown, 2017). In this line, an emerging policy practice at the EU level is identiﬁed, leading to increasing nexus of public health and security (Dijkstra & de
Ruijter, 2017).
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Indeed, over the past two decades, the EU’s health emergency response has
shifted from a “public health response model” toward a “preparedness model,”
building on the policy advice of security experts instead of solely health experts
(de Ruijter, 2017). The 9/11 attacks in United States in 2001 and subsequent
bio-terrorism with Anthrax put public health on the political agenda in the
EU and was a strong driver for the securitization of EU public health (Greer
et al., 2019). These attacks and the EU’s lack of preparedness in the inﬂuenza
A(H1N1) pandemic led to the adoption of decision 1082/2013/EU on serious
cross-border threats to health in 2013. The main objective of this decision is
to support cooperation and coordination between member states in the ﬁeld
of serious health threats (Decision No. 1082/2013/EU, article 1(2)).
The “Health Threats Decision” is a good example of the securitization of
public health in the EU as it connects EU public health and security policy.
It has a broad scope of application, taking an “all-hazards approach” by
deﬁning threats of biological origin (such as communicable diseases),
threats of chemical origin, and threats of unknown origin all as “serious
cross-border threats to health.” The decision, in this regard, opens the door
to bring communicable disease tools of contact tracing into the realm of
security (Dijkstra & de Ruijter, 2017). Security and public health especially
come together in the area of surveillance, such as border control and
tracing of subjects (Purnhagen et al., 2020).
Using security tools such as critical infrastructure preparedness and other
techniques for pandemic preparedness strategies may lead to greater
capacities to deal with the eﬀects of pandemics, based on the notion that “desperate times call for desperate measures” (Collier & Lakoﬀ, 2008; Lo Yuk-ping
& Thomas, 2010). However, reframing health as a security threat may have
adverse eﬀects for the protection of fundamental rights in health emergencies:
The language of security can legitimate stricter measures by public authorities
(Fidler, 2004; Upshur, 2005).
At the same time, public health policy and national security policy have in
common that they often require the balancing of the rights of the public
against the rights of the individual. Many public health measures require
the constraining of individual rights and freedoms, such as the right to
liberty and the right to privacy. This tension could become even more
evident when public health is securitized, as the above legal instruments do.
The “health security narrative” is then used by policymakers with the aim
to justify extraordinary and limiting actions in response to health crises
(Wenham, 2019).
The securitization of infectious diseases occasionally also leads to more
involvement of state institutions such as the military and intelligence services.
These institutions have more power to interfere with the individual’s personal
sphere (Elbe, 2006). Moreover, the securitization of health threats can lead to
the declaration of the state of emergency or state of exception, allowing
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governments and international institutions to take extraordinary measures
which impact individual rights (Hanrieder & Kreuder-Sonnen, 2014). In
sum, when a disease rises to the level of becoming a threat to security, security
responses can sometimes impede on public health objectives and also change
the balance between the need to ﬁght the disease and protect the rights of
patients, which makes it all the more important to provide guidance on the
proportionality of these responses.

COVID-19: Contact tracing as a security measure
Contact tracing is a common measure to control infectious diseases. In the
COVID-19 crisis, contact tracing also occupies an important position in the
EU arsenal of measures. The aim is to identify and trace persons who have
been exposed to the virus, and who are in danger of developing or have developed a disease (Decision 1082/2013/EU, Article 3(c)). Contact tracing is
initially done by the member states (Decision 1082/2013/EU, Article 9).
However, when member states notify an alert in reaction to a health emergency, they may be required to include personal data necessary for the
purpose of contact tracing. That is, if this information (1) is available, (2) is
in their possession, and (3) may be useful for coordinating the response
(Decision 1082/2013/EU, Article 9(3)). Hence, the data that are collected in
contact tracing are shared across the member states.
The personal data in question include travel information, but also information concerning health, such as information on the health status and the
disease persons are possibly infected with (European Commission, 2017).
Member states need to share the personal data via the electronic information
sharing system EWRS (Decision 1082/2013/EU, Article 16). Sharing personal
data may be useful for coordinating the response when the potentially infected
person has traveled to another member state, or if the person has been in
contact with persons staying in another member state (Dąbrowska-Kłosińska,
2017).
In the public health response to the COVID-19 crisis contact tracing plays
an important role (World Health Organization, 2020b). In order to guide
member states in the process of contact tracing, the ECDC has drawn up a
document that outlines the key steps of contact tracing in the context of
the COVID-19 response (ECDC, 2020a, 2020b). The ECDC deﬁnes a
contact of a person infected with COVID-19 as “any person who has had
contact with a COVID-19 case within a timeframe ranging from 48h before
the onset of symptoms of the case to 14 days after the onset of symptoms.”
Conﬁrmed COVID-19 patients are interviewed in order to identify their contacts. These contacts should be traced and phoned as soon as possible. Contact
persons are then classiﬁed based on the level of exposure. For example,
members of the patient’s household and healthcare workers providing care
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without protective equipment are considered close contacts with high-risk
exposure. A fellow traveler in the train for less than 15min is classiﬁed as
low-risk exposure.
The ECDC advises that high-risk exposure contacts are actively monitored
by public health authorities and quarantined. Low-risk exposure contacts
should self-monitor for symptoms and avoid close physical contact (ECDC,
2020a). As regards the means of contact tracing, member states can design
their own strategies. However, the European Commission has issued a recommendation on a pan-European coordinated approach for the use of
mobile applications (apps) for contact tracing (Commission Communication,
2020). There are currently multiple tracing apps in use in Europe. Privacy
experts have repeatedly expressed concerns about the implications of these
contact tracing apps for privacy of individuals in Europe.

Privacy limitations of contact tracing
In pandemics, the public health is to be balanced against the protection of
individual rights. International human rights law considers health a human
right: The highest attainable standard of health is a fundamental right of
every human being (ICESCR, Article 12(1)). This imposes the legal obligation
on governments to take steps to protect the health of the public, which
includes the control of epidemic diseases. In order for the government to
fulﬁll its duty to protect the right to health, it is sometimes necessary to restrict
other individual rights and freedoms (CESCR, 2000). This means that under
certain circumstances, the protection of public health conﬂicts with the protection of individual rights.
In the COVID-19 crisis, member states and the EU have indeed turned to
freedom-limiting measures in the interest of the protection of public health.
Some member states have even declared the state of emergency over the
corona virus outbreak in order to adopt extraordinary measures and temporarily suspend speciﬁc individual rights with the aim of ﬁghting the pandemic
(Greene, n.d.). The processing and sharing of health data for the purpose of
contact tracing limits the individual right to privacy of the persons involved:
Member states process and share very sensitive data, without permission of
the patient and on the basis of the sole suspicion of infection. The rights to
privacy and health data are protected at the European level in the European
Convention of Human Rights (Z v. Finland, 2010), the European Charter
of Fundamental Rights (CFREU), and the General Data Protection Regulation
(GDPR, Article 9).
The right to privacy is however not absolute; it can be limited when this is
in accordance with the law, in the interest of a legitimate aim, necessary and
proportional (ECHR, Article 8(2); CFREU, Article 52). Protection of public
health is considered a legitimate aim and therefore legitimizes the limitation
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of the right to privacy and protection of health data. Moreover, both the
ECHR and the CFREU allow for derogation from fundamental rights in
case of public emergencies “threatening the life of the nation” (ECHR,
Article 15; CFREU, Article 52). The GDPR also provides for the possibility
to derogate from the stricter data protection regime for health data in the
event of serious cross-border threats to health (GDPR, Article 9(2)(h)).
Nonetheless, even in times of public health crises, limitations must meet
the requirements of necessity and proportionality. Therefore, the question
remains under what circumstances contact tracing is necessary and proportional in the case of public health emergencies such as the COVID-19
crisis. Member states may be required under the Health Threats Decision
to share personal data necessary for the purpose of contact tracing.
However, the Health Threats Decision oﬀers limited guidance on proportionate implementation of the measure of contact tracing: the deﬁnition, aim and
scope are unclear, it does not contain criteria to determine under what circumstances the sharing of health data is necessary and proportionate, it
does not distinguish between diﬀerent types of health threats and it does
not specify how involved persons will be informed about the processing of
their personal data (European Data Protection Supervisor, 2012).
The Health Threats Decision only provides for certain safeguards with
regard to personal data protection in Article 16: Member states should take
appropriate technical and organizational security measures, only share personal data through the selective communication channel with speciﬁed authorities and report incorrect processed personal data through the EWRS.
Furthermore, personal data are automatically removed from the EWRS
after twelve months (Dąbrowska-Kłosińska, 2017).
Whether contact tracing is proportionate to the health emergency at stake,
therefore depends on the implementation on the national level by individual
member states. This proportionality test basically comes down to the balancing of competing interests. In the case of contact tracing, these are on the
one hand the right to privacy of the individual whose personal data is processed, and on the other hand the public interest of prevention and response
to health threats. The positive obligations of the government with regard to
the protection of public health are also relevant in this regard (VO
v. France, 2004). Because of the limited guidance the Health Threats Decision
oﬀers in conducting this proportionality test and the lack of relevant case law,
we oﬀer to compare the current situation of tracing the contacts of COVID-19
patients with that of persons that are considered security threats.

How to draw the line on limiting the right to privacy
Contact tracing in the interest of combatting health threats shows relevant
similarities to the tracing of individuals in the context of security policy.

CONTEMPORARY SECURITY POLICY

485

The securitization of public health has introduced more enhanced surveillance techniques into infectious disease responses (Eckmanns et al., 2019).
The Health Threats Decision is an example of this as it bridges the policy
ﬁelds of health and security.
Given that the EWRS in the context of this Health Threats Decision creates
an EU obligation to share data derived from contact tracing, EU case law
regarding the protection of privacy and in the ﬁeld of data protection and
security is applicable to contact tracing (Åklagaren v.Hans Åkerberg Fransson,
2013). This includes the case law of the ECtHR for the EU institutions insofar
as these cases correspond to similar rights in the CFREU and to the member
states individually (CFREU, Article 52(3)). Hence this comparison can therefore provide guidance to the determination of proportionate implementation
of contact tracing in context of health emergencies.
Security policy in practice teaches us that privacy limitations in the interest
of security cannot take place at all costs. While the courts generally accept
limitation of the individual’s privacy in the interest of national security, limitations should be necessary and proportionate. Both the ECtHR and the CJEU
have repeatedly ruled that measures limiting the right to privacy in the interest
of national security were not proportionate to their aim. This is important
guidance in the COVID-19 crisis, because many people seem to assume
that “desperate times call for desperate measures” and allow for action
beyond the scope of the law.
A proportionality review in this regard limits the possibility of public authorities in a number of ways. The ECtHR has expressed concern about
inadequate safeguards for individual rights with regard to the collection of
personal data by public authorities for the purpose of national security
(Rotaru v. Romania, 2000). Here, the ECtHR has proposed several safeguards,
such as speciﬁcation of the categories of information to be collected, limitation
of data processing to speciﬁc circumstances, maximum retention periods and
an inspection procedure for data subjects. On maximum retention periods,
the ECtHR stated that in the assessment of a proportional period, the
nature of the personal data be taken into consideration (Segerstedt-Wiberg
and Others v. Sweden, 2006). The CJEU clariﬁed that retention periods
should be established on the basis of objective criteria, and that a distinction
should also be based on the usefulness of the data for its intended purpose
(Digital Rights Ireland, 2014).
Furthermore, proportionality depends on the length of the privacy-limiting
measure. The temporary character of contact tracing measures, especially
ones with extensive impact on privacy such as contact tracing apps, is used
as an argument in the proportionate balancing of individual rights and the
public good. However, privacy experts are concerned that the extra technological possibilities created in the course of the COVID-19 pandemic will
remain after the end of the pandemic, such as happened after the 9/11
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attacks in the United States (Bloss, 2007; Levi & Wall, 2004; Sinha, 2013).
Therefore, governments implementing contact tracing measures should
ensure the temporary character of the measures in order for them to be proportionate to the aim.
Another aspect for assessing proportionality is transparency. Subjects of
state surveillance should be informed about the surveillance afterwards. The
CJEU has stated that failure to inform data subjects about the processing of
their personal data increases the interference with privacy and data protection
rights (Digital Rights Ireland, 2014). This also entails access to one’s personal
data, unless this entails an actual demonstrable threat to national security
(Dalea v. France, 2010). Furthermore, the ECtHR held that not informing
the subject of surveillance measures may only be proportional when the information aﬀects the eﬀectiveness of the measure for national security on the
longer term (Klass v. Germany, 1978). Individuals should also be able to
modify or delete their personal data. The ECtHR found the lack of provision
for individuals to request the modiﬁcation or deletion of stored personal data
to be disproportionate in Rotaru v. Romania (Rotaru v. Romania, 2000). The
CJEU also emphasized that the proportionality of the processing of personal
data for the protection of national security may depend on the existence of
appeals for data subjects to inspect, rectify or delete their personal data
(Schrems, 2015).
Aforementioned case law may oﬀer insights for proportionate tracing of
individuals in health emergencies. Particularly also when it is possible that
health information might become key as to people’s reintegration into
“normal society” after COVID-19. However, an important diﬀerence
between the security case law and contact tracing is that the detection of
persons in the context of national security is often less urgent, given that
(potentially) infectious persons can cause a life-threatening epidemic in a
short time. This may mean that, in contact tracing, the public interest outweighs individual rights. On the other hand, contact tracing processes
health data more often, which is entitled to more protection than regular personal data. This can tip the balance to the other side.
For example, it follows from case law that member states must make the
impact and duration of restrictive measures dependent on the magnitude of
the risk. For contact tracing, this means that member states must specify
under which circumstances they share which personal data via the EWRS,
and with which authorities. This could include linking speciﬁc categories of
personal data to the severity of the cross-border health threat, to be determined on the basis of the degree of infectivity, the severity of the health
risks and the incubation period. Due to the major impact on privacy,
health data could, for example, only be shared in the event of serious health
threats. In addition, it should be laid down in which cases what authorities
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receive the personal data, for example only if there is concrete evidence that
the persons are located in those member states.
Furthermore, member states should inform data subjects about the processing of their personal data, unless this aﬀects the eﬀectiveness of the measure
for its intended purpose. In the case of contact tracing, it is not obvious that
informing data subjects is harmful to the protection of public health. Member
states are therefore obliged to inform data subjects about the processing of
their health data. The same applies to the possibility of access to their own
personal data. This means that there must be procedures to enable data subjects to request rectiﬁcation or deletion of their personal data. This must be
done in consultation with the member states with which the health data is
shared, so that the health data is corrected or deleted in both the EWRS
and in the other member states.
Moreover, a general and undiﬀerentiated retention period is not proportional. Although the decision sets a general maximum retention period
of 12 months for personal data in the EWRS system, member states will
have to make the retention period dependent on the nature of the data and
the nature and timeliness of the health threat. This means that member
states should distinguish between categories of data, for example travel data
and health data, and make the retention period dependent on the speciﬁc
health threat, for example, based on the incubation period. In addition, it
follows from the Health Threats Decision and general data protection provisions that for proportional implementation of contact tracing, member
states must also ensure that health data is not processed for purposes other
than the speciﬁc health threat and is only shared through the selective communication channel of the EWRS. In addition, they must take appropriate
technical and organizational security measures.

EU guidance on proportionate contact tracing
Contact tracing illustrates the complex tension between the individual’s right
to privacy and protection of public health. The measure is implemented by
health authorities at the national level, but the actual balancing of interests
between privacy and public health is also performed at the EU level. By
including the obligation for member states to share health data for the
purpose of contact tracing in the Health Threats Decision, the European
Commission has implicitly decided that the protection of public health outweighs the importance of the right to privacy in case of serious crossborder threats to health. However, the decision on the degree of restriction
of rights is left to the individual member states. The comparison with national
security measures shows that health surveillance conducted in the event of
serious cross-border threats to health, such as the COVID-19 crisis, does
not legitimize a diminished standard of privacy protection for EU individuals.
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Member states collecting and sharing health data for the purpose of contact
tracing should ensure that the limitation of the right to privacy is proportionate to the aim of public health. However, in the case of novel infectious diseases, it is diﬃcult for national health authorities to determine the
proportionality of the measures. In other emergency situations such as
national security threats, it is often easier to adjust individual freedom limiting
measures to the nature and severity of the threat. In the context of the
COVID-19 outbreak in Europe, shortage of testing kits, uncertainty about
the timeline of the disease and possible vaccines, and other knowledge gaps
may lead to uninformed decisions with regard to the need for the limitation
of individual rights and freedoms via the implementation of measures such as
contact tracing. Whether the individual right to privacy was disproportionately limited by national authorities may only be fully evaluated in
retrospect.
Since contact tracing is usually performed under pressure of time, it may
lack a deliberate and well-informed balancing of interests. In addition, the
COVID-19 crisis shows us that the protection of the right to privacy might
diﬀer a great deal across member states. Therefore, the EU should further
clarify the member states’ responsibilities with regard to public health surveillance and contact tracing in the Health Threats Decision. Speciﬁc criteria for
proportional implementation of contact tracing are not included in the latest
two guidance’s from the Commission (2020a, 2020b). Also, the GDPR guidance by the European Data Protection Board gives little guidance as to
ensuring the proportionality of the limitation of the right to privacy in light
of the implementation of contact tracing across Europe. The lack of clarity
for this complex proportionality test hinders a consistent and high level of
protection of individual fundamental rights in the EU.
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