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Summary

Wired Norms: Inscription, resistance, and subversion in the
governance of the Internet infrastructure

The entanglement of the Internet with the daily practices of
governments, companies, institutions, and individuals means that
the processes that shape the Internet also shape society. In this
dissertation, | study the norms that shape the Internet’s under-
lying structure through its transnational governance. Norms are
the ‘widely-accepted and internalised [sic] principles or codes of
conduct that indicate what is deemed to be permitted, prohibited,
or required of agents within a specific community’ (Erskine and
Carr 2016, 87). Internet governance is the development, coordina-
tion, and implementation of policies, technologies, protocols, and
standards. Internet governance produces a global and interop-
erable Internet functioning as a general-purpose communication
network in transnational governance bodies. | examine four cases
of norm conflict and evolution in three key Internet governance
institutions: the Internet Engineering Taskforce (IETF); the Internet
Corporation for Assigned Names and Numbers (ICANN); and the
Réseaux IP Européens Network (RIPE).

| show how social and legal horms evolve and are introduced,
subverted, and resisted by participants in Internet governance
processes with distinct and dynamic values and interests, in
order to develop policies, technologies, and standards to pro-
duce an interconnected Internet. | leverage notions and insights
from science and technology studies and international relations
to illuminate how a sociotechnical imaginary—the combination
of visions, symbols, and futures that exist in groups and soci-
ety —architectural principles, and an entrenched norm function as
instruments of metagovernance in the Internet infrastructure. This
way, | demonstrate how a sociotechnical imaginary, values, and
norms facilitate, instruct, and evaluate the norm setting processes
in Internet governance.

This dissertation is empirically grounded in the analysis of mail-
ing lists; technical documents; policy documents; interviews and
the extensive observation of governance meetings. | have opera-
tionalized this analysis using the following methods: quantitative
descriptive analysis; network analysis; quantitative and qualitative
discourse analysis, as well as in participant observation, including
semi-structured interviews and ethnographic probes.



The aim of this dissertation is to show how Internet gover-
nance happening in multistakeholder bodies, what | call private
Internet governance, solely functions to increase interconnection
between independent networks. In this process, the introduction
of social and legal norms—such as human rights principles and
data protection regulations that might hamper increased inter-
connection—is resisted by significantly represented stakeholders
in the process. Ultimately, | argue that while the sociotechnical
imaginary and architectural principles serve to legitimize this
governance ordering, the entrenched norm, what | call the infra-
structural norm that transcends singular institutions, guides the
distributed private governance regime.



Samenvatting

Ingesnoerde Normen: Inscriptie, weerstand en ondermijning
in het bestuur van de Internet infrastructuur

Het Internet is verstrengeld met de dagelijkse praktijk van
overheden, bedrijven, instellingen en individuen. Deze verstrenge-
ling betekent dat de processen die het Internet vormgeven, ook
de samenleving vormgeven. In dit proefschrift bestudeer ik de
normen die de onderliggende structuur van het Internet vormen
door middel van zijn transnationale bestuur. Normen zijn de ‘breed
geaccepteerde en geinternaliseerde principes of gedragscodes
die aangeven wat wordt geacht te zijn toegestaan, verboden of
vereist van actoren binnen een specifieke gemeenschap’ (Erskine
en Carr 2016, 87). Het bestuur van het Internet, ook wel ‘Internet
governance’ genoemd, is de ontwikkeling, codrdinatie en imple-
mentatie van beleid, technologieén, protocollen en normen in
internationale bestuursorganen. Het doel van Internet governance
is het produceren van een wereldwijd en interoperabel Internet dat
functioneert als een algemeen communicatienetwerk. Ik onder-
zoek vier casussen van normconflict en -ontwikkeling in drie belan-
grijke instituties voor Internet governance: de Internet Engineering
Taskforce (IETF); de Internet Corporation for Assigned Names and
Numbers (ICANN); en het Réseaux IP Européens Network (RIPE).

In dit proefschrift laat ik zien hoe sociale en juridische normen
evolueren en worden geintroduceerd, ondermijnd en weerstaan
door verschillende groepen actoren in Internet governance in de
ontwikkeling van beleid, technologie&n en normen om een onder-
ling verbonden Internet te produceren. Ik maak daarbij gebruik van
begrippen en inzichten uit wetenschaps- en technologiestudies
en internationale betrekkingen om te verduidelijken hoe architec-
tonische principes, een verankerde norm en een sociotechnische
verbeelding —dat wil zeggen, de combinatie van visies, symbo-
len en toekomsten die bestaan in groepen en de maatschappij—
functioneren als instrumenten van meta-governance in de Internet
infrastructuur. Op deze manier laat ik zien hoe een sociotechnische
verbeelding, waarden en normen de normstellende processen in
Internet governance faciliteren, instrueren en evalueren.

Dit proefschrift is empirisch onderbouwd met een analyse
van mailinglijsten; technische documenten; beleidsdocumenten;
interviews en de uitgebreide observatie van vergaderingen. Ik
heb deze analyse vervolgens geoperationaliseerd met behulp



van de volgende methoden: kwantitatieve beschrijvende analyse;
netwerkanalyse; kwantitatieve en kwalitatieve discours analyse,
alsmede door participatieve observatie van deelnemers aan deze
bestuursprocessen, inclusief semi-gestructureerde interviews en
etnografisch sondes.

Het doel van dit proefschrift is om te laten zien hoe Internet gov-
ernance in multistakeholder instituties, hetgeen ik ‘privaat Internet
governance’ noem, uitsluitend functioneert om de interconnectie
tussen autonome netwerken te vermeerderen. In dit proces wordt
de invoering van sociale en juridische normen — zoals mensen-
rechten en regels voor gegevensbescherming, die de toename
van interconnectie zouden kunnen belemmeren — tegengewerkt
door sterk vertegenwoordigde belanghebbenden in Internet gov-
ernance. Deze verankerde norm van vrijwillige interconnectie, die
de toename van interconnectie voorschrijft, noem ik een infra-
structurele norm. Deze infrastructurele norm overstijgt de aparte
instituties van het private Internet governance regime. Uiteindelijk
betoog ik dat, terwijl de sociotechnische verbeelding en architec-
turale principes dienen om de bestuursvorm van private Internet
governance te legitimeren, terwijl het regime gestuurd wordt door
de infrastructurele norm.

De infrastructurele norm van vrijwillige interconnectie speelt
een instructieve en evaluerende rol in normontwikkeling en -evo-
lutie in het private Internet governance regime. De infrastructurele
norm is ingebed in de institutionele configuratie, technologische
materialiteit, economische prikkels en het supranationaal belang
dat het private Internet governance regime samenbindt. Tot slot
constateer ik dat het private Internet governance regime is ontwor-
pen en geoptimaliseerd voor de enge en beperkte rol van immer
toenemende interconnectie tussen onafhankelijke netwerken. Als
gevolg daarvan verzet het governance regime zich tegen het op
één lijn brengen van de Internet infrastructuur met sociale of juri-
dische normen die de toename van de interconnectie zouden kun-
nen beperken of belemmeren.



In controversies about technology and society, there is
no idea more provocative than the notion that technical
things have political qualities.

— Langdon Winner (1980)

Science and technology lie at the heart of social asym-
metry. Thus technology both creates systems which
close off other options and generate novel, unpredict-
able and indeed previously unthinkable, options. The
game of technology is never finished, and its ramifica-
tions are endless

— Michel Callon (1990)

The Internet isn’t value-neutral, and neither is the IETF.
— Mission Statement of the IETF (Alvestrand 2004)
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The Internet infrastructure is a distributed network of roughly
70.000 independent networks. There is no central authority that
sets rules for the Internet. To agree on expected behavior for the
network, representatives of industry, governments, academia,
not-for-profit organizations, and individual advocates and activ-
ists jointly develop norms in a process that is called Internet gov-
ernance. Through its technical properties and characteristics, the
Internet enables and invokes visions of possible futures, it influ-
ences what we think is possible and what is not, and it enables
certain behaviors and inhibits others. The Internet infrastructure
has thus become an instrument of direct and indirect control.
What this direct or indirect control looks like is in part determined
by the design of the Internet. The design of the Internet can make
censorship harder or private communications easier; it can pro-
vide opportunities for governmental control or resist centralized
decision-making; moreover, it can create markets and opportu-
nities that benefit all users, or just a particular group of actors.
This means that the norms and values embedded in the technical
infrastructure at the root of the Internet impact the ability of the
people that use the Internet to exercise their human rights (Lessig
1999; Raymond 2019; DeNardis 2014).

The Internet infrastructure consists of cables that connect
routers and computers, electromagnetic spectrum that allows for
the transmission of signals between satellites, radio towers and
mobile phones, but also data centers that allow for data storage.
These devices and media do not merely work by themselves.
Rather, the Internet infrastructure also includes the people that
design and maintain them, the institutions through which these
experts collaborate, and the bodies of knowledge they rely on.
Therefore, the Internet infrastructure should be understood as
inherently relational. Overall, the Internet infrastructure is continu-
ously being produced in a complex interplay between and among
engineers, users, companies, governments, technology, and insti-
tutions. Aside from producing a normative technical infrastructure,
this infrastructure is also produced through norms of expected
behavior.

Internet governance entails the standardization, implementa-
tion, and coordination of complex networking technologies that
are to be deployed in different jurisdictions around the globe,
developed, produced and implemented by competing corpora-
tions, which are scrutinized by governments, academics, advo-
cates and other stakeholders with diverse values and interests.
The governance of the Internet happens largely through what is
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commonly referred to as multistakeholder governance (Hofmann,
Katzenbach, and Gollatz 2017) in which primary stakeholders
such as industry, civil society advocates, governments, research
institutions and non-governmental organizations (NGO) cooperate
in governance bodies that are not controlled by states. This is
what | will call private Internet governance. Others describe this
process as bottom-up industry self-regulation (Sowell 2012). This
has led some researchers to state that Internet governance itself
is a governance innovation (Verhulst et al. 2014). Some studies
touch upon the topic of norms in Internet governance (Christou
and Simpson 2007; Mueller, Mathiason, and Klein 2007; Malcolm
2008; DeNardis 2014). However, there has been limited research
so far into how values and norms are encoded in the Internet
infrastructure. This is an oversight, because Internet infrastructure
currently has the power to shape society. To address this gap |
analyze the governance of the Internet infrastructure to answer
the following question: what role do norms and values play in the
governance of the Internet infrastructure?

In this dissertation, drawing from detailed case studies in three
different Internet governance bodies, | combine quantitative and
qualitative analysis to disentangle the complexity of distributed
Internet governance. This allows me to contribute to theory build-
ing on how social and technical norms are intertwined, and how
they influence and inform institutional design, technological materi-
ality, and participants in these governance processes. Moreover, it
allows me to examine how these norms function as tools of ‘meta-
governance’ (Jessop 1997)—tools for exercising control in distrib-
uted decision-making processes (Kooiman and Jentoft 2009). My
objects of analysis thus include deeply embedded norms with
sociotechnical imaginaries —the combination of visions, symbols,
and futures that exist in groups and society that guide the co-cre-
ation of knowledge, technology, policies and institutions (Jasanoff
and Kim 2015). | do this by building on frameworks and concepts
from science and technology studies, as well international rela-
tions, and employ methodologies from anthropology and sociol-
ogy. The combination of these concepts and methods allow me
to analyze and theorize the shaping processes of technology, the
design of governance institutions and regimes, and the role of
norms in instructing and evaluating behavior.

In this introduction, | will first offer a high-level overview of the
field of Internet governance, the different institutions and their
remits. After that, | will introduce the fields of science and technol-
ogy studies and international relations in which | ground this dis-
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sertation. Subsequently, | will introduce main notions in this thesis
and position them in relation to the object of study. Subsequently,
| outline the research questions and the data and methods through
which | seek to answer said research questions. Finally, | discuss
the dissertations’ contributions and highlight some of the main
findings.

Setting the scene: Internet
governance and its institutions

In contrast to earlier global communication networks like the
telephone and the telegraph, the Internet infrastructure is not
exclusively regulated by nation-states, nor is its international
interoperation organized by the United Nations (UN). The setting
of ‘the rules of the road’ (Wu et al. 2007) for the Internet is called
Internet governance. It is performed by a variety of actors—cor-
porations, states, researchers, and advocates—all engaged in a
range of self-regulatory practices. These practices, which take
place across a plethora of bodies, meetings, and events, set the
norms that define the workings of the Internet infrastructure. In
these ways, the technical, policy, and institutional norms that
enable the world’s largest information infrastructure are developed
through extensive negotiations. Despite their profound influence
on the lives of many, Internet governance institutions and practices
are relatively unknown to many users of the Internet. Even within
many governments, Internet governance is not a priority area. This
also holds true for those that participate in particular Internet gov-
ernance bodies: they might not oversee the whole field because of
its distributed nature and complexity and variety of topics. Rather,
the production and ownership of the Internet infrastructure is for
the overwhelming part beholden to companies, who do not only
own the infrastructure, but also hold the knowledge and expertise
to operate it (Abbate 1999; Frischmann 2001; Van Schewick 2012;
DeNardis 2009). This, in turn, puts smaller entities, institutions,
and individuals with fewer resources, knowledge, exposure, and
experience at a disadvantage in these discussions.

In this section, | will provide an overview of the main bodies for
Internet governance and their respective functions. | will start off
with the body that defines the processes and procedures for inter-
connecting all different networks and devices that make up the
Internet. In order for computers and networks to be able to com-
municate, standard and non-obligatory ways of communication
are defined. These manners of communication are called proto-
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cols and standards. There is a dedicated body for the develop-
ment of these protocols and standards: the Internet Engineering
Taskforce. Next to agreed protocols, all networks that are inter-
connected through the Internet need a unique number. This is the
purview of the Internet Corporation for Assigned Names and Num-
bers (ICANN), which assigns blocks of network and device num-
bers to different regions, and Regional Internet Registries (RIRs)
(independent institutions of which there are five in the world), that
delegate these numbers to independent networks, such as those
operated by Internet service providers, transit networks, transna-
tional corporations, and research institutions. ICANN also helps
to coordinate the implementation of the Domain Name System
(DNS), which functions as the telephone book of the Internet. The
DNS links domain names (such as example.com) to numbering
addresses, which are often called Internet Protocol (IP) addresses
(such as 93.184.216.34). Altogether, the IETF, ICANN, and the
RIRs have grown and developed in conjunction with the Internet
and are fully dedicated to its coordination and operation. Because
these bodies provide the bare minimum of technical preconditions
for the Internet to function, these bodies are often understood as
the core Internet governance bodies. This is why | will look at
these bodies in-depth for this dissertation, starting by introducing
other bodies that make up the field of Internet governance.

Other bodies set norms for the Internet, but are not exclusively
dedicated to the governance and design of the Internet infrastruc-
ture, such as the Institute for Electric and Electronic Engineers
(IEEE). The IEEE develops a wide variety of industry standards:
ranging from power and electricity to biomedical and healthcare.
The IEEE is relevant for Internet governance because it devel-
ops the specifications for most common standards for wired and
wireless Internet access: WiFi and ethernet. There are also gov-
ernance bodies that address subsections of the Internet, such as
the World Wide Web Consortium (W3C), which sets standards for
the web. There are also bodies that focus on particular subtop-
ics, such as the Messaging Malware Mobile Anti-Abuse Working
Group (M3AAWG), which focuses on the protection against spam,
malware, and viruses. Another kind of body is the Internet Gover-
nance Forum (IGF)—an annual meeting organized by the United
Nations in collaboration with participants for the private sector,
and civil society organizations (Malcolm 2008). The IGF is man-
dated to provide a platform to address Internet-related public pol-
icy issues, but it is not allowed to develop norms (Kummer 2007).
There are also bodies that impact access to the Internet for many
users, such as the 3rd Generation Project Partnership (3GPP),
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which sets standards for mobile communications. In addition,
there is the United Nations International Telecommunications
Union (ITU), which sets standards for the international use of the
radio spectrum and telecommunications.

In this dissertation, | will be focusing on the following bodies:
ICANN, the IETF, and the Regional Internet Registry (RIR) that
services Europe, West Asia, and the Middle-East, which is called
Réseaux IP Européens (RIPE). A more elaborate discussion on the
selection of the cases will then follow below in a separate sec-
tion. In short, | focus on specifically these three types of bodies
because they jointly perform the necessary technical precondi-
tions for the Internet to function, and also because they fully focus
on Internet governance. Looking at these three central and para-
digmatic Internet governance bodies enables me to draw insights
that apply to the whole field of private transnational Internet gov-
ernance. However, before | elaborate on case selection, | will first
outline what sets Internet governance bodies apart from other
standards and governance bodies, and the role values and norms
play in Internet governance.

Literature and intersections:
science and technology studies,
international relations, and Internet
governance

To study the transnational communication network that is the
Internet, | leverage theories and insights from science and tech-
nology studies and international relations. Whereas science and
technology studies foregrounds the role of values, expertise, and
collaboration in the shaping and development of infrastructure.
International relations helps illuminate and theorize the role of
norms, states, industry, and other actors in global governance.
Jointly they help me to theorize the role of norms in the gover-
nance of a global infrastructure. Below | will introduce these two
fields, the concepts that | will use in my analysis, and my contri-
butions to the fields.

Science and technology studies and

Internet governance

To critically examine values in the norm-settings processes
in the infrastructure through its transnational governance, | build
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on science and technology studies through concepts of ‘order-
ing’ (Jasanoff 2004), ‘sociotechnical imaginaries’ (Jasanoff and
Kim 2015), and ‘affordances’ (Hutchby 2001). Science and tech-
nology studies provides the framework to understand internet
governance ‘as a normative “system of systems” by examining
‘the micro practices of governance as mechanisms of distributed,
semi-formal or reflexive coordination, private ordering, and use
of internet resources’ (Epstein, Katzenbach, and Musiani 2016).
These micro practices provide what science and technology
scholars call ‘ordering’: a way of re-configuring society through
the production of knowledge, institutions, and technology (Jasa-
noff 2004).

In my analysis, | build on the understanding of infrastructure
that emerges from infrastructure studies and science and tech-
nology. Science and technology studies (STS) examines the
interrelation between society, politics, culture, science and tech-
nological innovation. Infrastructure studies uses this science and
technology notion to address the ‘technical, social, and organisa-
tional [sic] aspects of the development, usage and maintenance
of infrastructure in local communities as well as global arenas’
(Bowker et al. 2009, 97). This helps researchers analyze how infra-
structure is inherently entangled with practices—embedded in a
social and political context, inherently processual, and relational.
From this standpoint, the Internet infrastructure is the ‘pervasive
enabling resource in network form’ (Bowker et al. 2009, 98) that
makes the Internet work. Infrastructures are not simply erected or
declared; they become infrastructural because people integrate
them in their routines and come to rely on them. Infrastructures
are thus in a permanent state of becoming because their ontology
includes their own design and maintenance practices, as well as
unintended use and demise. In other words, infrastructures ulti-
mately are shaped ‘in relation to organized practices’ (Star and
Ruhleder 1994, 256). Therefore, infrastructures in general, and
specifically the Internet infrastructure, should be understood as
relational, dynamic, and co-constituted through a wide range of
practices. The relational perspective of the dialectic construction
of the infrastructure overcomes the dichotomy between structure
and agency in a process that Giddens calls structuration (Giddens
1984). This notion serves to explain how structure and agency
take shape together in a process of infrastructuring (Pipek and
Waulf 2009). This can be observed in the Internet infrastructure as
well as in the interplay between institutions, materiality, economy,
and the work of engineers and other experts. However, Giddens
himself does not refer to infrastructure, but to institutions in gen-



28

WIRED NORMS

eral. Therefore, what differentiates the institutions from infrastruc-
ture, is that infrastructure tends to become invisible and blend into
the woodwork of society, instead of being reified as, for instance,
the state.

The Internet infrastructure is not just the physical space of data
centers, cables, routers, and wireless spectrum. It is also an archi-
pelago of independent networks interconnected through number-
ing schemes that assign a unique number to every network and
computer connected to the Internet, and a set of open protocols
that connect the networks and devices together. The Internet
infrastructure is also not solely of technical or material nature; trust
relations between network operators that allow for interconnection
and quick troubleshooting between networks (Mathew 2014) are
also an inherent part of the Internet infrastructure. The institutions
that facilitate coordination and the communication methods that
are used to coordinate, such as mailinglists and virtual meeting
tools, are also part of the Internet infrastructure. This means that
all the choices, devices, configurations, relations, and characteris-
tics that continuously shape the Internet infrastructure—and allow
the Internet infrastructure to shape the lives of those who work on
and with it—are inherently part of the Internet infrastructure.

These reconfigurations of society are often guided by socio-
technical imaginaries—collective visions of the future that help to
construct group identities, narratives, policies, and institutions.
Sociotechnical imaginaries help us comprehend how technol-
ogists are ‘constantly trying to understand the present by bor-
rowing from a cautiously imagined emergent future, filled with
volatility, and uncertainty, but in which faith in practices of tech-
noscience become even more complexly and interestingly con-
structed’ (Marcus 1995, 2:4). Sociotechnical imaginaries guide the
processes in which people co-create knowledge, technology, and
order: a process that Jasanoff (2004) calls co-production because
it emphasizes the collaboration among heterogeneous groups. In
this process of co-production, the sociotechnical imaginary thus
provides a particular ordering to society. This is in part through
‘the work of innovators [which] is that of ‘inscribing’ this vision of
(or prediction about) the world in the technical content of the new
object’ (Akrich 1992, 208).

The field of science and technology studies enables scholars
to account for the material and non-material, alongside the human
and non-human, that shape interactions, power, and society. It
provides ways of studying large infrastructures, without losing
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sight of the micro-practices that shape it (Star 1999; Bowker et
al. 2009). Science and technology studies in general, and infra-
structure studies in particular, allow scholars to understand how
heterogeneous groups work together while having competing
interests, and wildly varying specializations (Star 1990; 2010).
Aside from understanding how things work, science and tech-
nology also provides insight into contestations and breakdowns
(Sovacool, Lovell, and Ting 2018). This set of tools and theories
thus allows me to engage with the complex mesh of collaboration
that is the Internet infrastructure —that reportedly has the specific
aim to prevent centralization power and control—exactly because
it is an architecture of power and control (DeNardis 2014). While
the governance of the Internet is distributed over different insti-
tutions, there are nonetheless ‘chokepoints’ (Tusikov 2016). This
dissertation therefore questions how, in the governance of the
Internet infrastructure, these points of control get shaped. To
answer this question, | seek to open the ‘black boxes’ of complex,
layered, and distributed networking technologies. That is, | look
at the design, negotiation, implementation, and maintenance pro-
cesses through which Internet governance is shaped. Even more
so, | examine the role norms play in this process. By looking at the
combination of institutions, practices, and processes, | shed light
on this larger governance infrastructure of power and control as
these are disseminated, facilitated, and shaped through the global
communications infrastructure that is the Internet.

This dissertation contributes to the field of science and tech-
nology studies by enriching it with quantitative methodologies,
and cross-body case studies that allow me to recognize and the-
orize emerging patterns, that might not have been obvious from
looking at micro-practices in isolation. However, science and
technology studies has also been criticized for its preference for
and reliance on descriptions,and its refusal to take into account
attributes of complex social relations. This thus means that sci-
ence and technology research does not account for concepts like
economic pressures, community norms, and institutional values.
By using such a flat ontology, processes of sense-making and
meaning-making risk being overlooked (Couldry and Hepp 2018).
Complex power dynamics also might not be clearly delineated by
the blurry borders of individuals, groups, institutions, and technol-
ogies (Callon 1990). However, by bringing science and technology
studies in dialogue with quantitative methodologies from compu-
tational sociology and theoretical frameworks from international
relations, | further the empirical analysis of macro-structures of
power in science and technology studies. This contribution could
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increase the field’s relevance by informing policy and societal
debates on the development and role of governance of technol-
ogy in society.

International relations and Internet governance

International relation scholars have generally focused on the
role of the state in the governance of the infrastructure (Chadwick
2006; Deibert 2008); the use and leveraging of the Internet infra-
structure by the state to reach policy goals (Musiani et al. 2016;
Arpagian 2016) and its use as a tool for repression (Gohdes forth-
coming) by authoritarian states (Glasius and Michaelsen 2018). |
start with the understanding that infrastructural power (Mann 1984)
emanates from the state and subsequently ‘diffuse[s] outwards
from the particular power organizations that invented them’ (Mann
1984, 194). Without a centralized means of control, infrastructural
power still provides the ability to exert power. International rela-
tions has theorized different means of governance influence by
the state, even in the case where the state is not the sole govern-
ing body. The discussion of these forms of private governance
have taken a flight in international relations, in part because global
governance is under pressure (Dingwerth et al. 2019), and some
even argue that global governance is in crisis (Coen and Pegram
2018). Since the early 2000s, it has been recognized that private
distributed governance bodies are a component of modern gov-
ernance structures (Flinders 2004).

Where some observe that ‘[ijnstitutional reform processes have
halted, new processes have a hard time gaining traction’ (Albright
and Gambari 2015, 7), Internet governance is still a dynami-
cally evolving practice. Internet governance is a form of private
rule-making but is by no means decoupled from public author-
ity (Porter and Ronit 2006). Governments do have influence, not
solely by setting norms through state-informed and state-embed-
ded institutions at the national level that subsequently permeate
to the international arena (Weiss 2018), but rather through direct
participation and interfacing with Internet governance institutions.
One can, however, debate whether the impact of governments
in the current configurations of transnational Internet gover-
nance is significant. Early analysis of the interrelation between
the state, digital infrastructures, and power emphasized the rela-
tionship between the legal and the technological materiality, most
famously captured in the adage ‘code is law’ (Lessig 2006). The
systemic analysis of the interrelation between the state, techno-
logical infrastructure, law, and public values led to the analysis
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of how this changed all parts involved (Braman 2009). There is
thus a continuous debate on whether digital technologies change
the structure and role of government (Easterling 2014; Susskind
2018), or whether the Internet infrastructure has been a tool of,
mostly Northwestern, governments to assert power and control
(Turner 2006; Carr 2015).

The Internet infrastructure is designed, standardized, devel-
oped, and regulated in distributed bodies that together form the
Internet governance regime (Mueller, Mathiason, and Klein 2007;
Bradshaw et al. 2015). A regime produces ‘sets of implicit or
explicit principles, norms, rules and decision-making procedures
around which actors’ expectations converge in a given area of
international relations’ (Krasner 1982, 186). Because of the dis-
tributed nature of the Internet governance ecosystem, Dutton and
Peltu call it an Internet governance mosaic (2007, 63), Nye refers
to it as a ‘regime complex’ (2014), while Radu terms it a ‘multi-in-
stitutional Internet governance bricolage’ (2019, 156), Scholte
calls it a case of ‘polycentric governance’ (Scholte 2017b, 166).
Instead of one particular institution demarcating the boundaries of
the field and delineating the unit of analysis, it is the locus of gov-
ernance that thus far has defined the scope of the regime. Within
the transnational Internet governance regime complex, one can
differentiate between private Internet governance bodies, some-
times also called ‘multistakeholder Internet governance bodies’
and ‘multilateral Internet governance bodies’.

In this dissertation, | have chosen to focus on private and
open Internet governance bodies—what | call the ‘private Internet
governance regime’. These bodies contrast with closed Internet
governance bodies, or Internet governance bodies in which only
states have a formal say, which make up the multilateral Internet
governance regime. However, in the conclusion | will function-
ally delineate these two regimes that make up the transnational
Internet governance regime complex by providing a functional
description based on the infrastructural norms that characterize
these regimes.

Whilst many of the bodies in Internet governance are open
for participation—often called ‘multistakeholderism’ (Raymond
and Denardis 2015) or the ‘multi-stakeholder model’ (Hill 2014,
16; Hofmann 2016)—the distributed feature presents some chal-
lenges for participation. That is, it takes serious investments in
terms of time, expertise, financial resources, and accumulated
social capital to participate in the norm development processes in
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these institutions—Ilet alone organizing representation and coor-
dination among the whole breadth of the ecosystem. This has
caused scholars such as Carr to argue that ‘rather than disperse
power to a wide range of actors, multistakeholderism reinforces
existing power dynamics that have been ‘baked in’ to the model
from the beginning’ (Carr 2015, 658), favoring the private sector
and particular states. What is described by Internet governance
practitioners as bottom-up industry self-regulation (Sowell 2012),
Scholte describes in a particular case as a ‘complex hegemony’
of a capitalist market ordering, a global governance elite, and the
United States Government (Scholte 2017a). This regime, accord-
ing to Scholte, is legitimated through discourses around technical
resiliency, multistakeholder participation, market efficiency, and
human rights (ibid.).

Recent steps towards increasing globalization of the Inter-
net governance regime—such as the relinquishing by the United
States of its stewardship over ICANN (discussed in Chap-
ter Two)—can be interpreted as a case of orchestration, which
is also understood as the governance through intermediaries
(Abbott et al. 2015). But transnational Internet governance does
not seem to be a consistently reliable instrument for represent-
ing the interests of specific states nor function like a stable pol-
icy instrument: not even for the United States (Rogers and Eden
2017) or the European Union (Perrin 2018). Therefore, it is not
obvious to describe the transnational governance regime as a
clear case of orchestration, or a governance instrument in the
shadow of hierarchy (Scharpf 1994; Héritier and Lehmkuhl 2008;
Nederhand, Bekkers, and Voorberg 2016). This is in part due to
the complex international entanglements and interests as well as
the strong institutional and regime identities that have developed
since the privatization and the commercialization of the Internet
in the early 1990s (Frischmann 2001). This was facilitated by the
relative independence the Internet has had from direct govern-
mental influence, which has been an inherent part of the identity
of the private Internet governance regime since the rejection of
government oversight over Internet standards (Abbate 1999; Rus-
sell 2006; DeNardis 2009). Overall, transnational private Internet
governance is too structured and proceduralized to compare it
to governance architectures that are described using the lens of
open methods of coordination (Regent 2003; Szyszczak 2006):
Internet governance participants are regularly found to be ada-
mant about following existing practices and procedures, and not
expanding scopes or methods.
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Recent studies have examined the Internet infrastructure as an
instrument for the reproduction of asymmetries in terms of both
power and information (Rosa 2019), as well as a tool for extrater-
ritorial projections of state power (Deibert and Pauly 2019). These
questions of power and control have become more pertinent
because of the growth of the influence of the Internet governance
regime complex on other regimes, which some have even called
the ‘metastization of the global cyber regime complex’ (Raymond
2019), taking place because of the penetration of ‘the Internet in
everything’ (DeNardis 2020). This leads to overlapping regimes
between, for instance, consumer protection, national security,
intellectual property, and Internet governance. Ultimately, because
there are no clear accountability structures and little to no inter-ju-
risdictional rules for complex trans-border data streams, the
standards that undergird the data streams and their foundational
infrastructure have the potential to impact and shape regimes
beyond the transnational Internet governance regime complex.

I build on the field and frameworks of international relations
by analyzing the distributed regime of Internet governance
through the lens of global governance and | bring it in conversa-
tion with science and technology studies, to carefully analyze the
micro-practices and cross-institutional design that makes Inter-
net governance a governance innovation (Verhulst et al. 2014).
Based on the analysis in this dissertation, | make two contri-
butions to the field of international relations. Firstly, | showcase
how norms shape distributed infrastructure governance and tie
it together. With this, | contribute to the significant body of norm
theory in constructivist international relations by showing how it
applies to a different empirical field, and the role technology and
institutional design play (Kelley 2008; Gilardi 2012). | build on the
classic work by Finnemore and Sikkink (1998) that describes the
process of norm emergence, norm cascade and norm interna-
tionalization, and combine it with theories on norm conflict and
norm competition (Kelley 2008). Norm theory in international rela-
tions still largely focuses on the role of states and intergovern-
mental bodies; therefore, a detailed application of norm theory
to a case of private regulation in a distributed governance model
of a distributed transnational infrastructure, as seen in Chapter
Four, could help with extending its applicability, and contribute to
norm theory in Internet governance (Mueller, Mathiason, and Klein
2007). Secondly, | apply the framework of metagovernance. Meta-
governance is the control that is being exercised in distributed
or decentralized decision-making processes through the use of
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norms, values, and standards (Kooiman and Jentoft 2009). Schol-
ars also describe metagovernance as ‘regulated self-regulation’
(Torfing 2016, 527). Metagovernance is a concept that stems from
international relations, first applied to Internet governance by San-
dra Braman (2020). Metagovernance allows me to showcase how
the combination of governance through norms and institutional
design can be understood as sources and tools of metagover-
nance or ‘regulated self-regulation’ (Torfing 2016, 527). Norms,
institutional design, and the ‘mobilization of bias’ (Schattschnei-
der 1975, 71) are all examples of tools that can be used in the
practice of metagovernance (Serensen and Torfing 2009). Meta-
governance can be exercised by public or private actors that can,
but do not have to be part of the regime or arena that they seek to
metagovern (Torfing 2016).

| use the lens of metagovernance (Jessop 1997) to frame
emerging gover-nance practices that supersede particular Inter-
net governance bodies and tie the different case studies together.
This notion helps guide the examination of norms, hierarchies, and
relations, in and among different governance regimes that jointly
form the Internet governance regime complex. In the conclusion of
this thesis, | will thus use the lens of metagovernance to function-
ally identify and differentiate between the private and multilateral
Internet governance regime, based on their respective infrastruc-
tural norms. To approach the global Internet governance regime
complex, | will use the following definition: transnational Internet
governance is the development, coordination, and implementa-
tion of policies, technologies, protocols, and standards, aimed at
producing a global and interoperable Internet, functioning as a
general-purpose communication network, in transnational gover-
nance bodies such as ICANN, the IETF, and RIRs.

Metagovernance allows us to analyze, and functionally differ-
entiate the private and multilateral Internet governance regimes
that jointly make up the transnational Internet governance regime
complex. Furthermore, it allows for the accommodation and theo-
rization of the interrelation of the Internet governance regime com-
plex with different regimes in the case of the metastization of the
Internet. This is where Internet governance, due to the permeation
of the Internet with society, touches upon different regimes such as
consumer safety, national security, and human rights. Metagover-
nance thus promises to be a fruitful lens for the current analysis of
the use of norms to exercise power and control in the distributed
governance of the Internet. This includes future analysis of the
interrelation of the Internet governance regime with other regimes:
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ranging from security regimes— as can be observed in the many
cybersecurity discussions—to the human rights regime (Kulesza
and Balleste 2015).

Bringing together science and technology studies and inter-
national relations literature through their focus on Internet gover-
nance reveals their shared focus on the role of imaginaries, values
and norms in Internet governance. The distributed governance
structure of the Internet reflects a particular visions of the design
of the physical Internet infrastructure. Its design process reflects
particular values and is steered by norms about how to enact
these visions and values. This requires a discussion of the cur-
rent literature on sociotechnical imaginaries, values and norms in
which | draw together thus far unconnected insights from science
and technology studies and international relations to showcase
their joint role in the global governance of the Internet infrastruc-
ture.

Sociotechnical imaginaries, values,
and norms in Internet governance

A significant part of the work done in Internet governance
processes is the development of technical norms that define
the shape and characteristics of data streams that interconnect
independent networks. The process through which these norms
are developed is facilitated through norms that take the shape of
rules and procedures, and values that reflect ideas about how the
Internet infrastructure should work. Jointly, they produce a vision
of a future, a sociotechnical imaginary of the Internet infrastruc-
ture, that allows different groups to work together on the contin-
uous reconfiguration of the Internet architecture. In the following
sections | will further elaborate on these three concepts and their
interconnection.

Sociotechnical imaginaries

Sociotechnical imaginaries help create understanding regard-
ing how experts and policymakers from different fields work
together and spend time and resources to make a shared vision
a reality. After all, the Internet would not have been possible with-
out enormous public investments. What started as a Cold-War
military project by the United States in response to the launch of
Sputnik satellite by the Soviet Union (Abbate 1999), was in the
1990s advertised as the technological revolution of the informa-
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tion superhighway by vice-president Al Gore, while in practice it
was mostly used by the scientific community for interaction and
cooperation (Flichy 2007). Sociotechnical imaginaries, however,
are not only visions— they bring together the ‘social’ and the
‘technological’ and are ‘descriptive of attainable futures and pre-
scriptive of the kinds of futures that ought to be attained’ (Jasa-
noff, Kim, and Sperling 2007, 1).

To produce the Internet, a lot of different groups, with widely
different backgrounds, knowledge, and interests need to work
together. Their collaboration is facilitated by a joint vision for the
future: a sociotechnical imaginary for the Internet. While the devel-
opment of the sociotechnical imaginary of the Internet has been
studied and documented in detail (Turner 2006; Flichy 2007), there
has been less attention for the sociotechnical imaginary of the
governance of the Internet infrastructure.

The Internet infrastructure governance sociotechnical imagi-
nary revolves around doing things that are ‘“for the good of the
Internet’ (Mathew 2014, 160), where what is good for the Internet
is often understood as sustaining a ‘generative’ (Zittrain 2008, 6),
multi-purpose network, with a global reach (Internet Society 2012).
The production of this global communication network should
happen through a paradigm of openness (Internet Society 2013)
that is intertwined with the ‘ideology of open standards’ (Russell
2014, 21). In this dissertation, the Internet governance sociotech-
nical imaginary consists of the visions of the future Internet infra-
structure that is anchored the in norms and values that facilitate
Internet governance processes by enabling different stakeholder
groups to work together.

Norms

There is no central authority in the private Internet governance
regime, and the standards that are produced are largely volun-
tary. Therefore, Internet governance is a norm-setting regime
rather than an authoritative rule-setting one. The norms that are
produced in Internet governance are (by and large) not legally
binding. Even if they are, their enforceability is often a challenge.
This is in part due to the transnational nature of the Internet that
encompasses many jurisdictions. Therefore, in order to theorize
the relationship between norms and values, | build on theories of
norm conflict from international relations (Finnemore and Sikkink
1998; Thomas 2001; Hurrell 2002).
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Norms are ‘widely-accepted and internalised [sic] principles
or codes of conduct that indicate what is deemed to be permit-
ted, prohibited, or required of agents within a specific community’
(Erskine and Carr 2016, 87). Norms regulate dynamic and trans-
national systems such as the Internet by creating expectations
without prescribing specific behavior. The application of general
norms in particular concrete situations is delegated to individual
agents (Okuyama, Bordini, and da Rocha Costa 2011). This there-
fore makes norms useful for governing a distributed infrastructure.
According to Marini (2000), a norm is an evaluative description of
acceptable behavior. It defines what one ought to be or do, or not
to be or do. In order to study how specific norms are accepted,
subverted, and resisted in the governance of the Internet infra-
structure, | build on the notion of ‘norm conflict’ using the defini-
tion provided by Hilpinen (1987, 37): ‘norm conflict occurs when
the person is subject (by the normative system) to several require-
ments which cannot be simultaneously satisfied’.

Values

Values share similarities and distinctions with norms. Like
norms, values are group-level phenomena based on shared
agreement. Values, however, do not describe what is allowed or
not allowed and thus do not provide an evaluative description of
desirable behavior, but rather what is desirable. In the words of
Hitlin and Piliavin,‘norms capture an “ought” sense; values cap-
ture a personal or cultural ideal. People acting in accordance with
values do not feel pushed as they do when acting under norma-
tive pressure.’ (Hitlin and Piliavin 2004, 361). Applied to Internet
infrastructure and its governance, this means that technical arti-
facts can reflect social values (Winner 1980; Friedman and Hendry
2019). This is also true for technical norms, such as Internet stan-
dards. Ergo, technical norms can reflect specific values (van Wyn-
sberghe and Moura 2013). Simultaneously, through their enabling
or containing characteristics, technical norms can also reflect
social or legal norms, such as human rights (Brown, Clark, and
Trossen 2010).

What sets Internet governance bodies apart from other tra-
ditional standards and governance bodies is that they allow for
open participation and decision making, meaning that a wide
range of actors can participate. Whereas in the governance of
previous global communication networks—such as the telegraph
and the telephone—only governments had an official say through
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the ITU, one of the oldest bodies of the UN. At several moments in
the history of the Internet, intergovernmental governance bodies
such as the International Standards Organization (ISO) and the
ITU have sought to gain more influence over the Internet infra-
structure (Abbate 1999; Russell 2006; Shackelford et al. 2015),
in a similar way to how governments have governed and shaped
previous communication infrastructures. These attempts have
been resisted (DeNardis 2009; Russell 2006) by other parts of the
so-called ‘Internet governance regime complex’ (Nye 2014). These
standoffs instilled and strengthened a strong sense of identity and
values among participants in Internet governance bodies. Many
of these values revolve around the perception of a lack of central-
ized control and the liberty to deploy new technologies. Whereas
governments used to have the final say in the standardization of
previous communication networks, the Internet is built upon vol-
untary standards that are developed through bottom-up indus-
try self-regulation (Sowell 2012), a process also regularly called
‘multistakeholder Internet governance’ (Raymond and Denardis
2015). This is an important starting point for the investigation into
norms and values in the governance of the Internet infrastructure,
because values such as openness, permissionless innovation,
and the lack of centralized authority are often mentioned as main
characteristics of both the Internet as well as its governance. For
example, such values enable the ability to develop and deploy
one’s own protocols without having to ask a network operator or
equipment vendor for permission. They also give individuals the
ability to freely participate in Internet governance processes, with-
out having to be a representative of a state or company, nor a
member of a specific club. This tendency can even be recognized
in the distributed architecture of the Internet and its governance
regime, which seeks to prevent centralized decision making and
control. The IETF makes this clear through its mission statement:

The Internet isn’t value-neutral, and neither is the IETF.
We want the Internet to be useful for communities that
share our commitment to openness and fairness. We
embrace technical concepts such as decentralized con-
trol, edge-user empowerment and sharing of resources,
because those concepts resonate with the core values
of the IETF community. These concepts have little to

do with the technology that’s possible, and much to do
with the technology that we choose to create.
(Alvestrand 2004)
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At first glance, the private Internet governance regime seems
quite value-laden. One could even argue that these shared values
are what enable these experts from different backgrounds, such
as governments, industry, academics, and civil society organiza-
tions, to work together on the design and evolution of the Internet
infrastructure. However, at the same time, the Internet infrastruc-
ture and its governance processes are also used to enable cen-
sorship and surveillance (Musiani et al. 2016; Rogers and Eden
2017), for instance through the standardization of protocols with
inadequate encryption methods. Whereas this would seem to
be at odds with the values of openness, fairness, and sharing of
resources. To explore this apparent contradiction, | how provide
an overview of current debates about particular Internet gover-
nance norms, such as human rights.

Human rights and freedoms

Considerations about the political and policy impact of the
Internet infrastructure have been part and parcel of its development
since its early beginnings (Braman 2011), demonstrating that ‘poli-
tics are not external to technical architecture’ (DeNardis 2009, 10).
This, however, is not widely recognized or structurally addressed
within the private Internet governance regime, even though calls
to consider that ‘[s]Jeemingly narrow technical choices can have
a broad and lasting impact on public policy and individual rights’
(Davidson, Morris, and Courtney 2002, 1) have been made since
the early 2000s. These calls have included proposals for structural
‘policy impact assessments’ (Morris and Davidson 2003, 1). Since
then, calls have been made—by influential Internet engineers,
among others—for the Internet infrastructure to ‘accommodate
the tussles of society while continuing to achieve its traditional
goals of scalability, reliability, and evolvability’ (Clark et al. 2005,
348). This reiterates that ‘the debate over network protocols illus-
trates how standards can be politics by other means’ (Abbate
1999, 179). A report by the Council of Europe states it even more
clearly by saying that ‘ICANN’s policies and procedures can have
an impact on a broad range of internationally recognized human
rights’ (Zalnieriute and Schneider 2014, 50). A common response
from actors that participate in the transnational Internet gover-
nance regime is that Internet governance bodies should stick to
their limited technical remit (Jergensen, Veiberg, and ten Oever
2019; Cath 2019). This has led to scholars arguing that ‘some
key, universal values—of which the UDHR [Universal Declaration
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of Human Rights] is the most legitimate expression—should be
baked into the architecture at design time’ (Brown, Clark, and
Trossen 2010, 3), or call for ‘technical engineers that act as cus-
todians for human rights’ (Cath and Floridi 2017, 465). However,
human rights are not the only norms that are discussed in the
literature, nor were they the first. Ethnographic work by Mathew
(2014) locates political power in the Internet infrastructure in the
trust relations between network operators, that ‘run across cor-
porate and state boundaries’ (Mathew 2014, 2) who jointly work
with ‘the social values of “freedom’ and ‘democracy” [...] in mind,
‘for the good of the Internet”(Mathew 2014, 3). Others emphasize
the influence of economics on the governance of the information
infrastructure. Meier-Hahn argues that the ‘economics of conven-
tion’ (Meier-Hahn 2014) in Internet governance enables compet-
itors to work together. Others emphasize the shaping factor of
market forces on the Internet infrastructure (Lessig 2006; Mueller,
Kuerbis, and Asghari 2013). Moreover, others point to the impor-
tance of the technological materiality of the Internet infrastructure
when seeking to explain the uptake of norms (Dourish 2018).

In short, a wide variety of scholars from anthropology, sociol-
ogy, science and technology studies, and international relations,
have studied the impact of the governance of the Internet infra-
structure on rights and freedoms (Lessig 2006; DeNardis 2009;
2014). There has thus been ample discussion around the values
of early Internet developers (Hafner and Lyon 1998; Abbate 1999;
Levy 1996; Turner 2006; Flichy 2007), and the way the Internet
infrastructure is leveraged to achieve governance aims (Musiani
et al. 2016). Because of this, and the increasing influence of the
Internet infrastructure on society, scholars have asked whether
social norms and values should be inscribed by means of Inter-
net governance (Clark et al. 2005; Cath 2019), and if so, how this
should be done (Cath 2015; Cath and Floridi 2017; Brown, Clark,
and Trossen 2010). However, so far there have been limited sys-
tematic studies into how social and legal norms and values get
inscribed in the Internet infrastructure by means of transnational
Internet governance.

Research Design

In the following section | will introduce the research design
of this dissertation by introducing the research questions, case
selection, my positioning, and the methods | used to operational-
ize the research.
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Research Questions

In this dissertation, | seek to answer: what is the role that
norms play in the process of the distributed private governance
of the transnational Internet infrastructure? In order to answer this
question, | ask four different subquestions that each are answered
in a separate chapter of this dissertation.

In Chapter One, | seek to answer the first subquestion: how
do norms in Internet governance evolve? To answer this ques-
tion 1, together with my co-author, investigate the evolving socio-
technical imaginaries of a particular group of actors engaged with
Internet governance in ICANN from 2002 up to 2016 through a
combination of quantitative mailinglist analysis, participant obser-
vation, and qualitative discourse analysis (Milan and ten Oever
2017). The chapter shows, by adopting a science and technol-
ogy lens, how new ideas emerge through political opportunities
and the influx of new participants in the groups, which iteratively
results in changing discourses, frames, agendas, and norms. This,
in turn, led to different approaches of this group in the institutional
design of ICANN and the Internet infrastructure. This chapter helps
to develop understanding how political opportunity and changes
in participation help to evolve norms among those engaging in
Internet governance.

In Chapter Two, | seek to answer the second subquestion: how
are norms inscribed in Internet governance? In order to answer this
question, | build on the conclusions of the previous subquestion,
by analyzing the same group of Internet governance participants
as they engage with other groups in ICANN to inscribe human
rights in the organization’s bylaws. | did this by engaging in partic-
ipant observation, quantitative mailinglist analysis, and discourse
analysis. This chapter shows how a political opportunity brought
by different groups engaging together in a consensus-building
process fueled by different interests and experiences—but bound
together by a joint concept and objective—can lead to the accep-
tance of a new norm and the institutional re-design of ICANN in
the form of a new bylaw.

In Chapter Three, | seek to answer the third subquestion: how
are norms subverted in Internet governance? In order to answer
this subquestion, | engaged in the analysis of widely shared norms
and values in the IETF through participant observation, quantita-
tive mailinglist analysis, discourse analysis, and semi-structured
interviews. This foregrounded the importance of a specific set of
architectural norms that jointly anchored an sociotechnical imag-
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inary that facilitates norm-setting in this standards body. While
investigating this set of norms by closely examining their role in
the development of new norms in the IETF, it turned out that the
professed sociotechnical imaginary, and the norms in which it is
anchored, was side-lined in a process of contestation between
network operators and equipment vendors on the one-hand, and
providers of content and services on the other. While the professed
sociotechnical imaginary provided legitimacy to the regime and its
institutional design, it was actually being subverted in the process
of the development and standardization of new technical norms.

In Chapter Four, | seek to answer the fourth subquestion: how
is the introduction of norms resisted in Internet governance? This
final subquestion builds on the findings from the previous chap-
ters and seeks to increase the applicability of the findings that
emerge from them through an experiment. To answer this question
| engaged in an exploratory experiment in which | proposed the
introduction of a legal and social norm in the Internet infrastruc-
ture, by means of its governance in RIPE. The experiment took the
form of an ethnographic probe, which allowed me to capture the
responses to the introduction of the probe by the RIPE community,
which largely consists of network operators, by mailinglists analy-
sis, participant observation, document and discourse analysis, as
well as semi-structured interviews. This helped further the findings
of the earlier chapters to contribute to a theory of normative gov-
ernance and the use of norm conflict to reject the introduction of
norms that are at odds with entrenched prevalent norms.

Through engaging in case studies in a range of different gover-
nance bodies that are central to and paradigmatic for the Internet
governance regime, | answered these subquestions in order to then
answer my main research question. The chapters both focus on
the different roles that norms play in Internet governance, but they
also iteratively build on the insights gained from the previous chap-
ters. Together they form the foundation for a theory of norm-setting
in Internet governance. All chapters compare the role of norms in
the different governance bodies. Moreover, the consistent find-
ings across Internet governance bodies allow me to build a theory
of norm-setting in Internet governance, whilst findings in singular
bodies provide venues for the development of new hypotheses
and further theorization. The chapters thus ultimately show the role
of norms in facilitating and providing legitimacy to Internet gover-
nance’s regime, their role in facilitating collaboration among partici-
pants, and their role in subverting, resisting and rejecting norms that
might endanger prevalent and entrenched norms.
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Every chapter has been previously published or submitted as
an academic article to an international peer-reviewed journal. The
first chapter is co-authored with Dr. Stefania Milan and appeared
as ‘Coding and Encoding Rights in Internet Infrastructure’ in Inter-
net Policy Review (Milan and ten Oever 2017). The second chapter
appeared as ‘Productive Contestation, Civil Society, and Global
Governance: Human Rights as a Boundary Object in ICANN’ in
Policy and Internet (ten Oever 2018). The third chapter has been
accepted for publication as “This is not how we imagined it’—
Technological Affordances, Economic Drivers and the Internet
Architecture Imaginary’ and will be published in 2020 by New
Media & Society (ten Oever 2020). The final chapter, called ‘Norm
conflict in the governance of transnational and distributed infra-
structures: the case of Internet routing’ is currently under peer-re-
view with the academic journal Globalization. All accepted and
published articles have passed peer-review by internationally
acclaimed academic journals.

Case Selection

To answer my research questions and to be able to make a
contribution to the understanding of the field of Internet gover-
nance, my case study research covers three different Internet gov-
ernance bodies: ICANN; the IETF; and the RIR for Europe, West
Asia, and the former USSR, called RIPE. | selected these bodies
because they are typical cases of Internet governance bodies,
and can be understood as typical and representative cases for
Internet governance bodies (Gerring 2007; Seawright and Gerring
2008). As described earlier, there are other bodies, and catego-
ries of bodies, that contribute to Internet governance. However,
the development of the protocols, and the coordination and dele-
gation of naming and numbering together provide the necessary
technical preconditions for the Internet to function, and these
functions are performed by IETF, ICANN, and the RIRs. Whilst
other bodies also perform important functions, especially con-
cerning interfaces to the network, the roles of the aforementioned
bodies is the coordination of the essential technical preconditions
for the Internet to function. In other words, the functioning of the
Internet as we know it today would be significantly impaired with-
out these bodies and the functions they perform. | argue that the
role of standard-setting, the coordination of unique names and
numbering resources, and the distribution of these numbers to
independents networks are the core functions of the Internet gov-
ernance regime, and these are performed by the IETF, ICANN, and
the RIRs. In order to be able to make a generalization about the
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Internet governance regime, one thus needs to examine these dif-
ferent bodies and functions.

From the five RIRs that currently exist, | selected RIPE because
it is the oldest institution among the RIRs, and the RIR with the
most active community measured by the amount of email traffic on
their mailinglists over time, which is an indicator for the amount of
deliberation on norm-setting and norm-conflict. ICANN, IETF, and
RIPE are similar in the sense that they allow for open participation,
which is not true for many other bodies as they either require a
membership or are limited to specific stakeholders. However, the
most important bodies in the private Internet governance regime
do allow for open participation. Thus, | have focused on ICANN,
the IETF, and RIRs as they allow for participant observation during
their meetings and on their mailinglists. Moreover, they also pro-
vide access to ongoing discussions, archives, and outcome doc-
uments.

Internet governance does not solely take place in governance
institutions. Rather, there are also other policy development and
reflexive coordination practices outside of governance bodies
(Hofmann, Katzenbach, and Gollatz 2017):, for instance, through
national or private regulation, or one-off meetings such NetMun-
dial. However, the advantage of studying Internet governance
bodies over singular meetings or events and private regulation, is
that the study of Internet governance bodies allows researchers to
have a stronger sense of the evolution of the participants involved
in these bodies, as well as their norms, positions, and interactions.
This is not only because of their open character, but also because
of the open and often standardized nature of their archives. While
not all Internet governance practices take place in Internet gov-
ernance bodies, the effects of Internet governance practices are
often felt, discussed, and responded to through Internet gover-
nance bodies.

Even though the study of the governance of the Internet infra-
structure is an inherently interdisciplinary field (Hofmann, Katzen-
bach, and Gollatz 2017), scholars often choose in their analysis to
either focus mainly on the affordances—the ‘constraining, as well
as enabling, materiality of artifacts’ (Hutchby 2001, 441)— of the
institutional ordering, the technological materiality of infrastruc-
ture, its political economy, legal regulation, the analysis of imagi-
naries and discourses, or on case studies of particular practices.
In my study, | aim to contribute to an interdisciplinary research
agenda by connecting and building on theoretical lenses from
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science and technology studies alongside international relations,
and methodologies that have their roots in anthropology, and dig-
ital and computational sociology. With this, | seek to contribute to
theory-building that takes into account different kinds of orderings
and contributes to both academic and policy debates.

Positioning

To explain why | operationalized a combination of specific
methods, | will first explain my position in the field, because my
own knowledge and meaning-making is the result of my embed-
dedness in the field (Haraway 1988). By working with free and
open-source software as an activist-hacker, | got introduced to the
documents that for a long time | considered as the ‘Bible of net-
working’: namely the documents produced by the Internet Engi-
neering Taskforce, called Request For Comments (RFCs). When
| started working as Head of Digital for the international freedom
of expression organization ARTICLE19, which lasted from 2014
to 2018, one of my first assignments were to further investigate
the processes through which RFCs and the Internet infrastructure
were produced. The initial steps of this investigation were easier
than | expected, because | was able to join the mailinglists and
meetings of the body that produced these documents.

Openness and transparency are often professed characteris-
tics of transnational Internet governance, and reports and tran-
scripts of meetings are carefully archived going back to the late
1960s. Similarly conversations that are largely conducted through
mailinglists have been publicly archived. Next to that, the over-
whelming majority of transnational Internet governance meetings
are publicly accessible, both for participants and observers. It
was therefore these mailinglists and meetings formed the entry
point for my participation. It took, however, at least a year before |
was able to orient myself within these tight-knit communities that
communicate with a very high acronym density following many
written and unwritten rules and procedures, which are also often
the subject of debate. These acronyms, the tight-knit community,
and dynamic rules and procedures allow epistemic communities
from different backgrounds to work together, but at the same
time, can form quite a hurdle for new participants. It thus took me
several more years to understand the complex relations between
different stakeholders and interest groups in an environment that
some have described as ‘a flying circus’, due to the many meet-
ings that take place in hotels and conference venues around the
globe (Drake 2011).



46

WIRED NORMS

1 https://datactive.
github.io/bigbang/
accessed on October
31st 2019

Methods

The work and data gathering for this dissertation started as
with my professional engagement with the field, which later trans-
formed into participant observation. In this period, which started
in March 2014 and ended in December 2019, | participated in 11
IETF meetings, 11 ICANN meetings, 4 IGF meetings, and 2 RIPE
meetings, each of them lasting for roughly a week. Next to that, |
participated in over 100 hours of videoconferencing sessions and
many email list discussions. During this period, | also took up active
roles in the field of Internet governance, that went beyond the role
of participant. The reasoning for doing so is twofold: on the one
hand it provided me with more access and deeper understanding
of the community; on the other hand, it allowed me to give back to
the communities | was researching. In these years | served as; the
co-chair for the Human Rights Protocol Consideration Research
Group; member of the Internet Research Steering Group; editor of
‘the Tao of the IETF’ (ten Oever and Moriarty 2018);, member of
the Education, Mentoring and Outreach Directorate of the IETF;
and rapporteur for the Cross Community Work Group on Enhanc-
ing ICANN’s Accountability Subgroup on Human Rights during
Work Stream 2. Fulfilling these roles provided me with access to
conversations and corresponding insights that | otherwise, as a
mere participant, would not have acquired. | have therefore sig-
nificantly benefited in terms of access and understanding, both
in and of the field, that years of professional engagement with
the field have provided me. | thus designed my research in a way
so | could foreground, reflect, and address possible prejudices in
my gathering and analysis of data. Ultimately, through sequentially
combining a variety of methods, | have sought to validate my intu-
ition, data, and analysis.

| engaged in participant observation and semi-structured inter-
views, which | have subsequently transcribed and thematically
coded (Guest, MacQueen, and Namey 2012). | also engaged in
the thematic coding of technical and policy documents. Aside
from qualitative methods, | also engaged in the quantitative anal-
ysis of technical and policy documents, as well as mailinglist con-
versations by operationalizing statistical, network, and discourse
analysis to foreground the prevalence and evolution of norms,
using the programming languages Python and R, and the Big-
Bang toolkit™. In my analysis of mailinglists | solely used data from
publicly archived mailinglists that exist for the explicit purpose of
policy making, and are hosted by the Internet governance bodies.
This way | made sure that the people that had engaged on these
mailinglist had agreed with the policies of these lists for Internet
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policy making, that clear privacy policies were in place, and that
the participants had a reasonable expectation of their levels of
privacy. |, however, chose not to cite names or email-addresses
obtained from these lists.

In my final chapter | made use of an ethnographic probe to
foreground existing habits and practices of participants in an Inter-
net governance body. When | introduced the ethnographic probe,
and during my participant observation, | made sure that | clearly
communicated my role as an academic researcher and made it
explicit that the probe and my participation was an inherent part of
my research. When | engaged in individual semi-structured inter-
views, participants received an information sheet and signed a
consent form. Both these documents have been reviewed by the
ethics board of the DATACTIVE research group at the University of
Amsterdam. To protect the identity of the participants, the names
of the interviewees are not listed. Every interviewee has been
assigned a code that can be found with every quote in this disser-
tation. | also maintained a physical log of all interviewees and their
corresponding code that is, together with the transcripts, in the
possession of my supervisor. This log with corresponding codes,
however, will be destroyed on December 1st, 2021, in conformity
with the General Data Protection Regulation.

I will provide an example on how | combined the different
methodologies in my analysis. My analysis in Chapter One was
based on my observation that American veterans of Internet gov-
ernance emphasized the importance of freedom of speech and
privacy, whereas advocates working for international not-for profit
organizations tended to focus on corporate accountability, which
expanded the topics of focus to include cultural rights and the
right to association. In my quantitative analysis of the mailinglists
of one group of activists in ICANN, | was able to analyze the same
evolution in discourse. The qualitative analysis of the mailinglists,
made it possible for me to attribute this to the influx of new cohorts
of international actors, that diversified the initially mostly American
group. Finally, | was able to link the influx of new participants with
political opportunities presented by ICANN. Thus, | could combine
quantitative and qualitative analyses to pursue my initial intuitions
then systematize the findings. In addition, | have also discussed
my findings at length with both academics and practitioners in the
field, and where possible have used public sources, documented
my methods, and made my analytical tools available. This furthers
both approaches in digital sociology and the sociology of the dig-
ital by providing qualitative ways to analyze the quantitative and
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vice versa. This approach facilitated the triangulation of my find-
ings as well as theory building on emerging and possible future
knowledge and governance frameworks (Marres 2017).

Outline of chapters

My first chapter and case study focuses on norm evolution. In
particular, it examines the evolution of the norms and sociotech-
nical imaginary of a particular group of participants in the Inter-
net governance body ICANN, namely the Non-Commercial User
Constituency. | have been part of this group and thus my data
gathering started during my professional engagement with this
community, which provided some initial research intuitions about
the different norms that existed within this group. To create some
distance between my intuitions and the data gathering process,
| developed a hypothesis, namely: three different cohorts of civil
society spurred the iterative evolution and emergence of explicit
values which they sought to wire into the infrastructure and insti-
tution of ICANN. Subsequently | developed a quantitative method
to verify this proposition. Through the use and further develop-
ment of the mailinglist analysis tool BigBang, | was able to con-
firm a relationship between changes in discourse with an influx of
new participants. Qualitative analysis of the mailinglists and doc-
uments provided further support for this proposition and allowed
for a more detailed explanation, because it showed that the new
participants in new cohorts formed their own categories, which
aligned with the language evolution that they brought about. Fur-
ther document analysis then allowed me to correlate the topics
that were discussed with changes in ICANN, which explained the
reason for the influx of the new cohorts.

My second chapter and case study focuses on norm inscrip-
tion; in particular, the inscription of human rights norms in
ICANN’s bylaw. For this, | changed my field of focus from the
Non-Commercial User Constituency in ICANN, to a process that
had cross-community involvement, namely the Cross Community
Working Group on Enhancing ICANN'’s Accountability during Work
Stream 1, and several of its subgroups. | was an active participant
in the process and thus knew the content of the discussions on
the mailinglists and policy documents on this process intimately.
| waited with my analysis until the process | would be analyzing
was finished. | started off with a quantitative analysis of the mail-
inglists to understand the networks and role of actors within these
discussions—focusing on word trends, but especially focusing
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on how concepts travel between communities and the role of
specific actors in that process. For this, | used descriptive anal-
ysis, network analysis, and quantitative discourse analysis. This
foregrounded how actors functioned as translators of specific
terms to their respective social worlds, and in return, translated
the social worlds back into the process of productive contestation
while shaping the norm. These findings were thus the basis for a
close reading of the mailinglists, chat logs, and viewing of record-
ings of video calls, and thus added an extra layer of reflection on
my own professional participation of this process that preceded
my academic interest in it.

My third chapter and case study began with descriptive
analysis and quantitative discourse analysis of IETF mailinglists
and technical documents. This revealed a significant amount of
language pertaining to norms and values, which was also con-
firmed in the literature. In my professional engagement with the
field, which later transformed into participant observation in the
IETF mailinglists and during IETF meetings, | recognized the lan-
guage in the discourse, but this did not translate to the actual
practices | observed. To gain more insight into this, | engaged in
25 semi-structured interviews with IETF leadership, experienced
IETF community members, and RFC authors. | transcribed and
coded the interviews using qualitative methods informed by the
thematic analysis, which allowed me to cross-identify themes in
the interviews. To summarize, the process tracing started from
intuitions that emerged from my professional engagement that led
to a quantitative analysis of mailinglists and technical documents.
Subsequently, participant observation and speculative and itera-
tive analysis of technical documents and mailinglist conversations
allowed me to develop initial findings and intuitions, which | sub-
sequently was able to cross-validate through the thematic analy-
sis of 25 semi-structured interviews.

My fourth chapter took the shape of a case study in which
| engaged in an explorative experiment. | started off with the
descriptive and quantitative discourse analysis of RIPE’s techni-
cal documents and mailinglists to find data that indicated norm
evolution or norm conflict. Based on my initial findings, | designed
an ethnographic probe to better understand norm conflict in RIPE.
The ethnographic probe was a piece of code that was then added
to the Internet Routing Registry, which allowed network opera-
tors to indicate whether their network respects data protection
or human rights norms, and with that adds functionality to the
network to route Internet traffic preferentially or exclusively based
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on such preference. The ethnographic probe was thus released in
three ways: on RIPE mailinglists; during a presentation at a RIPE
meeting; and during semi-structured interviews, which were then
transcribed and analyzed using thematic analysis. This allowed
me to capture the responses to the ethnographic probe in a vari-
ety of ways, which also allowed me to cross-validate the findings.

Contribution

In this dissertation, | theorize the relationship between norms,
values and the governance of the Internet infrastructure, and spe-
cifically how values get inscribed in the Internet infrastructure
through the evolution, introduction, subversion, and resistance
of norms in the norm-setting process that takes place in trans-
national Internet governance. | engage in case study research in
three different bodies, looking at norm-evolution, norm-setting,
the subversion of norms, and norm-conflict. Each chapter thus
focuses on one of these aspects and contribute to theory building
on the role of norms in the governance of the Internet infrastruc-
ture. This contribution is relevant for the following reasons:

e  First, there are very limited systemic studies of the role that
norms play in Internet governance beyond case studies.
Several studies have touched upon parts of the norm-setting
process in Internet governance (Christou and Simpson 2007;
Mueller, Mathiason, and Klein 2007; DeNardis 2009; 2014),
and its impact on society and users of the Internet (Lessig
2006; Bygrave and Bing 2009; Goldsmith and Wu 2008;
Brown, Clark, and Trossen 2010; Rogers and Eden 2017), but
none has sought to formulate an overall theory on the role
of norms in Internet governance. The relevance of an exam-
ination of the role of norms in Internet governance seems
obvious since the Internet infrastructure and its governance
has become both a flash-point for geopolitical tensions, as
well as a backbone for information societies.

e Second, Internet governance is regularly described as a gov-
ernance innovation (Verhulst et al. 2014; Assche et al. 2015)
and suggested as a role model for governance in other fields.
In order to substantiate, refute, or qualify such a claim, a criti-
cal examination of Internet governance is needed.

e Third, one can observe an increase in the development of
rules and norms, in the shape of laws, policies, and regu-
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lations, by nation-states and intergovernmental bodies, and
thus outside the private transnational Internet governance
regime. This potentially puts a significant strain on this pri-
vate governance regime, might limit its functions, spark a
discussion about its relevance of application, or might trigger
a debate on institutional re-design.

These three reasons jointly and independently significantly
benefit from an increased understanding of the role of norms, as
their evolution, inscription, subversion, and resistance, in Internet
governance.

Main findings

In this thesis, | foreground the forces that shape Internet gov-
ernance. By looking at different parts of a distributed and decen-
tralized infrastructure governance ecosystem, | show recurring
patterns that reveal a system of normative metagovernance. This
system of normative metagovernance, on the one hand, instructs
and evaluates the development and introduction of new norms.
On the other hand, the system of metagovernance provides legit-
imacy to the institutional ordering of the Internet governance
regime.

The sociotechnical imaginary in Internet governance allows
different stakeholder groups to work together, while an embed-
ded guiding norm instructs participants in the private Internet gov-
ernance regime to increase interconnection. While it seems that
private Internet governance is an encompassing system, actually
the strength of this system of metagovernance is the narrow remit
of the norm regime, which allows it to reject the introduction of
social and legal norms, such as human rights and data protec-
tion, that hamper the increase of interconnection between net-
works and devices. The guiding norm of voluntary interconnection
provides a very clear evaluation grid for the introduction of new
norms. It allows for the inscription of the social norms of human
rights in the Internet infrastructure, but only as far as it results in
more interconnection. This means that the introduction of social
and legal norms that hamper the increase of interconnection will
be resisted, and that existing norms that hamper the increase of
interconnection will be subverted. At the same time, the socio-
technical Internet architecture imaginary legitimizes the private
Internet governance regime, and facilitates cooperation within it.
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Abstract:

This article explores bottom-up grassroots ordering in internet
governance, investigating the efforts by a group of civil society
actors to inscribe human rights in internet infrastructure, lobby-
ing the Internet Corporation for Assigned Names and Numbers.
Adopting a Science and Technology Studies (STS) perspective,
we approach this struggle as a site of contestation, and expose
the sociotechnical imaginaries animating policy advocacy. Com-
bining quantitative mailing-list analysis, participant observation
and qualitative discourse analysis, the article observes civil soci-
ety in action as it contributes to shape policy in the realm of insti-
tutional and infrastructure design.

Introduction

Does ICANN violate human rights?’, asked a 2014 report® by
the Council of Europe (CoE), questioning whether the policies and
operations of the Internet Corporation for Assigned Names and
Numbers (ICANN)* unintentionally infringe users’ right to privacy,
freedom of association, and freedom of expression. ICANN is a
nonprofit corporation in charge of the coordination of a public
resource, the internet’s underlying address book or Domain Name
System (DNS). The CoE report was the first exogenous attempt to
gauge ICANN'’s policymaking in light of human rights, fundamen-
tal freedoms and democratic standards (Zalnieriute and Schneider
2014). Two years down the road, human rights are not only being
encoded in the organisational structure by means of inclusion in
the bylaws (Appelman 2016); they also permeate much of the
policy development within ICANN. This ongoing multistakeholder
process has been driven, among others, by a small group of civil
society actors, who set up to inscribe human rights into names
and numbers, protocols and standards, both within ICANN and
the Internet Engineering Task Force (Cath 2015).

Internet governance embraces the global coordination of the
DNS and internet addresses, but also various other ‘environments
with low formalization, heterogeneous organizational forms, large
numbers of actors and massively distributed authority and deci-
sion-making power’ (Eeten and Mueller 2013, 730). Here, we
approach it as a ‘politically contested process of meaning mak-
ing in which past and future technological projects are framed in
a particular light’ (McCarthy 2011, 90). This article explores the
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meaning-making and discursive role of the organised civil society
in institutional and infrastructure design, focusing on the manage-
ment within ICANN of the DNS, an inherent part of internet infra-
structure, and its relation to human rights values. We investigate
civil society engagement with the organisation, in particular fol-
lowing the transition of the stewardship over ICANN from the US
Congress to the global multistakeholder community announced
in early 2014, and map the distinct articulations of the human
rights discourse that emerged in relation to internet infrastruc-
ture and the organisation itself. In doing so, we adopt the disci-
plinary lenses of Science and Technology Studies, for STS allows
us to address technology as a site of contestation, focusing on
its unremitting interplay with the social and on the controversies
that might emerge. STS allows us to understand internet gover-
nance ‘as a normative “system of systems™’, unpacking ‘the micro
practices of governance as mechanisms of distributed, semi-for-
mal or reflexive coordination, private ordering, and use of internet
resources’ (Epstein, Katzenbach, and Musiani 2016). It empowers
us to move away from a ‘focus on institutions as agents’ towards
investigating ‘the agency of technology designers, policy-makers,
and users as those interact in a distributed fashion, with tech-
nologies, rules, and regulations, leading to unintended conse-
guences with systemic effects’ (Ibid.; see also (Musiani 2015)°.

We see this civil society-led struggle to inscribe human rights
in internet infrastructure as an instance of bottom-up design,
defined as the process of enshrining ‘radical’ (Milan 2014a) or
unconventional policy preferences - which sprung out of tech-
nological practice and cultures such as the hacker subculture® -
into governance fora and institutions.” Our definition owes to the
STS notions of social shaping of technology (e.g., MacKenzie and
Wajcman 1999) and co-production (e.g., (Jasanoff 2004), which
stress the role of users in technology innovation and in the diffu-
sion of new ideas. It is also inspired by the disciplines of critical
design (e.g., Dunne and Raby 2001) and critical technology prac-
tice, especially where these focus on culturally embedded discur-
sive practices (e.g., Agre 1997; Dourish 2001).

Bottom-up design seeks to intervene in the organisational
process that some STS scholars have termed ‘ordering’, which
entails the negotiation of plurality and alternatives within a given
context (Mol 2002).8 Organisations like ICANN can thus be seen
as materially heterogeneous institutions in charge of ordering and
arranging difference (Law 1994; Woolgar and Neyland 2013). Fol-

6 See also Law (1994)

7  ‘Bottom-up’ here is
intended to evoke also
the bottom-up process
of ICANN itself, as we
shall see in what follows.
Although it does not
equal grassroots partic-
ipation and there is still
limited civil society in-
volvement in ICANN, we
observe a slow increase
in the participation of
grassroots organisations
from different back-
grounds - as testified by
the expanding organisa-
tional membership in the
Noncommercial Users
Constituency (NCUC)
and in the number of
advocates with grass-
roots activism or hacker
backgrounds - a trend
observed also in other
internet governance
venues (Milan 2014b)

8 lllustrating the
evolution and uses of
the notion of ordering
goes beyond the scope
of this article. For an
overview see Flyverbom
(2011; 2016) Hofmann,
Katzenbach, & Gollatz
(Hofmann, Katzenbach,
and Gollatz 2017)
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9  See lists.ncuc.org/
cgi-bin/mailman/listinfo/
ncuc-discuss. The e-mail
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pre-existing NCDNHC
list later renamed, is the
main venue for NCUC
members to exchange
views and strategise.
Open to members only
but publicly archived,
members are subscribed
by default upon joining
NCUC. Ncuc-discuss
archives include also
e-mails from the period
immediately before
NCUC was formally
established, including
e-mails from ncdnhc-dis-
cuss for 2002-2003.

lowing Jasanoff, regulations like ICANN bylaws are to be under-
stood as ‘devices that order and reorder society’ (Jasanoff 2004,
14). Looking at these ordering practices allows us to capture ‘the
normative effect of mundane practices and daily routines’ that
characterise internet governance as a series of ‘hybrid configura-
tions constantly reshaping their purposes and procedures in order
to connect and mobilise objects, subjects and other elements,
constituted and positioned relationally, around particular issues’
(Epstein, Katzenbach, and Musiani 2016). Thus, bottom-up design
can be seen as a way of ‘making institutions’ while/by ‘making
discourses’, that is to say ‘producing new languages or modify-
ing old ones so as to find words for novel phenomena’ (Jasanoff
2004, 39-41). In the context of this article, objects of ordering are
internet infrastructure and the associated values as they bear on
decision-making and infrastructure/organisation design.

Practitioners of bottom-up design typically operate as critical
communities who ‘seek acceptance of a new conceptualization
of a problem’, and try to shape the way people think about it
(Rochon 1998, 22). An important source of legitimacy for such crit-
ical communities is expertise, including technical practice (Ibid.).
At the core of bottom-up design is a (variably explicit) connection
with technology-oriented movements like the open-source soft-
ware community (Hess 2005), and with critical tech communities
engaging with alternative technologies and technical practices
(Hintz and Milan 2009; Tréguer, Panayotis, and Soéderberg 2016).
These take autonomous technologies as alternative institutions:
not just as ‘objects of governance, but also as a set of tools for
governance’ (Musiani 2016, 85 original italics). As such, they rep-
resent the source of the cultural and ideological references of an
important portion of civil society advocates within ICANN.

Following the STS tradition, we approach the struggle for cod-
ing and encoding rights within ICANN as an instance of ‘solving
a problem of disorder within established cultures’ (Jasanoff 2004,
6), where the disorder is a mismatch between a time-honored
organisational culture, ICANN’s, and the values of part of its com-
munity. We take ICANN, and the human rights debate within it, as
a site of multi-level contestation (McCarthy 2011) characterised
by ‘disagreement, negotiation, and the potential for breakdown’
(Akrich 1992, 207), and seek to capture the visions and internal
diversity of the civil society contingent. We engage in a partial
‘sociography’ of this process, describing the relationships behind
it (Ibid.) and the related ‘ordering narratives’ (Doolin 2003), con-
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stantly moving between the ‘technical’ (of both technical infra-
structure and organisational mechanisms) and the ‘social’ (of civil
society mobilising) (cf. Bijker and Law 1992).

Original data for this article was collected analysing, by means
of the Python toolkit BigBang (Benthall 2015), [NCUC-discuss],
the principal mailing list of the NonCommercial Users Constitu-
ency (NCUC), the main home for civil society organisations and
individuals within ICANN.® Mailing list analysis was selected for
three reasons: first, even though ICANN holds regular face-to-face
and teleconference meetings, mailing lists remain a key channel
for deliberation and decision-making within the ICANN commu-
nity; second, participation in the online discussion make differ-
ences and conflicts visible; third, language reflects the ‘cultural
and symbolic understandings surrounding the internet’ (McCarthy
2011, 90). In addition to the quantitative analysis, we engaged in
qualitative discourse analysis of selected e-mails as well as exten-
sive participant observation (2013-present).™

In what follows, we reflect on civil society’s engagement in
internet governance and introduce the notion of sociotechnical
imaginaries, useful to capture the advocates’ visions and values.
Next, we present ICANN as an organisation in evolution particu-
larly susceptible to organisational reform. The third section delves
into the empirical analysis, and shows how the progressive inclu-
sion of new civil society advocates in the process caused an
expansion of the human rights agenda. We conclude linking these
concerted efforts to the recent turn to infrastructure in internet
governance (Musiani et al. 2016).

Civil Society and Internet
Governance: Emerging
Socio-Technical Imaginaries

Civil society'” emerged as a significant player in the global
internet governance debate at the United Nations’ World Summit
on the Information Society (WSIS, 2003-2005), when it was invited
to the negotiation table ‘on equal footing’ (Hintz 2009). Ever since,
the composite civil society rubric, constituted by individuals and
nonprofit organisations, has made its voice heard at the yearly
Internet Governance Forum, a WSIS spin-off for a multistakeholder
dialogue on internet-related public policy issues (Mueller 2010).

10 Both authors are
active within the ICANN
civil society sector. Milan
represents noncommer-
cial users in the Council
of the Generic Names
Supporting Organi-
zation (GNSO), thus
contributing to policy
development in the
generic domains space;
ten Oever is the chair
of the Cross Commu-
nity Working Party on
ICANNs Corporate and
Social Responsibility to
Respect Human Rights
(CCWP HR). As such
he played a key role in
advancing the human

rights discourse.

11 ‘Civil society’
indicates the realm of
human activity outside
the remit of the state and
the market (see Cardoso
2004)
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Rather than a uniform monolithic entity, civil society is a mul-
tifaceted field of action and beliefs where distinct approaches,
worldviews and visions of what the internet is and should look like
co-exist, not without conflicts. These collective visions or imag-
inaires link ‘intentions and projects as well as utopias and ideolo-
gies’ (Flichy 2007, 4). They are collective because they tend to be
shared by groups and individuals across the world and regardless
of national cultures. They can be seen as ‘ways of thinking about
what infrastructures are, where they are located, who controls
them, and what they do’ (Parks 2015, 355). These imaginaries,
knitting together the ‘technological’ and the ‘social’ to say it with
STS scholars, emerge from, among other, ‘the imaginative facul-
ties, cultural preferences and economic or political resources’ of
internet users (Jasanoff 2004, 16), and evolve in interaction with
the actions and preferences of other actors including govern-
ments and industry (see also Bijker 1995). They originate in users’
mundane practices as these shape governance discourses.8 They
mirror subtending ideologies, but are also influenced by broader
geopolitics such as foreign policy (cf. McCarthy 2011; see also
Turner 2006).

Sociotechnical imaginaries embody a normative, prefigurative
dimension. They can be seen as ‘a means of relating the local and
the present to broader developments and structures of the past or
the future’ (Hofmann, Katzenbach, and Gollatz 2017). They are at
once ‘descriptive of attainable futures and prescriptive of the kinds
of futures that ought to be attained’ (Jasanoff, Kim, and Sperling
2007, 1). Most importantly, they are instruments of co-production
that ‘have the power to shape technological design’ (Ibid.). As we
shall see, ICANN policy-making is shaped in ‘bottom-up, con-
sensus-driven, multi-stakeholder’ policy development processes
where discursive change is functional to issue naming and rec-
ognition as well as agenda setting (cf. Stone 1988; Dery 2000).
Thus, there is a direct line between the visions enshrined in the
sociotechnical imaginaries of the various actors, on the one hand,
and the concrete outcomes of institutional and infrastructural for-
mation, on the other.

Focusing on sociotechnical imaginaries allows us to observe
civil society in action as it contributes to shape policy in infrastruc-
tural and institutional design. As the process is ongoing, this arti-
cle tracks two moments of co-production, namely the emergence
of new ideas and the ensuing contestation phase (Jasanoff 2004).
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ICANN and the Struggle for
Human Rights

ICANN is a nonprofit organisation incorporated in California
whose mission is to ‘ensure the stable and secure operation of
the internet’s unique identifier systems’ (ICANN 2016). ICANN
is in fact in charge of the management, operation and technical
maintenance of a number of databases concerning both ‘names’
(e.g., root name servers, the DNS) and ‘numbers’ (e.g., Internet
Protocol address spaces such as IPv4/6, the regional registries).
Set up in 1998 to manage the Internet Assigned Numbers Author-
ity IANA) on behalf of the US Department of Commerce (Mueller
2002), ICANN is at a historical turning point. At its 55" meeting, in
Marrakesh, Morocco (March 2016), the ICANN community voted
in support of transitioning the stewardship over the IANA function
from the US National Telecommunication and Information Agency
(NTIA) to the global multistakeholder community.

ICANN consists of two parts: the corporation that imple-
ments policies and procedures to run the infrastructure, and the
so-called ‘community’ that, supported by ICANN staff, develops
in a multistakeholder fashion the policies that are implemented by
the corporation. Since its inception, ICANN stimulated bottom-up
policy development, although the industry still plays a leading role
with civil society merely in tow, and the organisation has not been
exempt from criticism (Bygrave 2015; Raymond and Denardis
2015). Civil society involvement dates back to the establishment
of the NonCommercial Domain Name Holders Constituency
(NCDNHC) in 1999, relabeled NCUC in 2003. NCUC membership,
which is free of charge, includes both organisations and individ-
uals, the latter ranging from technical experts and academics to
professional advocates and users, with backgrounds as diverse
as engineering, law, and development activism. At the time of writ-
ing, it counted 118 organisation and 415 individual members from
157 countries.’” NCUC has a policymaking function, and contrib-
utes to elect six members in the Council of the Generic Names
Supporting Organization, in charge of the policies for Generic Top
Level Domains (e.g., .net, .com, .hotel, .;c1).

Notwithstanding the early engagement of civil society in
the organisation, human rights remained long at the margins
of ICANN, in contrast to governance fora like WSIS and IGF

12 Together with the
Not-for-Profit Operation-
al Concerns Constit-
uency (NPOC), NCUC
constitutes the Non
Commercial Stakeholder
Group (NCSG). NCSG
elects the six GNSO
councilors representing
civil society. A third enti-
ty, the At-Large Advisory
Committee (ALAC), rep-
resents users’ interests.
NPOC and ALAC are not
considered here for they
have not been particu-
larly vocal in the human

rights debate.
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informal single-issue
groups with no official
policy development or

advisory power.

JorgenseN 2006). The wind changed direction as a new group
of advocates joined ICANN in 2014, following a combination of
events such as the leaks by security contractor Edward Snowden
of classified documents proving blanket surveillance of internet
users by national security agencies (June 2013 onwards); the
CoE report on ICANN’s responsibility to respect human rights;
and most importantly the announcement, on March 2014, that
the United States would release control over the IANA function.
Since early 2014, in an unprecedented experiment of ‘polycentric
governance’ (Scholte 2016b), the ICANN community engaged in a
major redesign endeavour. It launched, among others, the Cross
Community Working Group on Enhancing ICANN Accountability
(CCWG Accountability), tasked with ‘developling] a plan to transi-
tion the US government stewardship role with regard to the IANA
functions and related root zone management’. The IANA transi-
tion, and CCWG Accountability in particular, worked as a ‘policy
window’, or an occasion for political participation by civil society
advocates (Kingdon 1995). This policy window represented an
opportunity to connect the ‘policy niche’ of human rights (Milan
2009), until then largely ignored by the community at large, to a
broader process at the core of the organisation’s future.

The CoE report was presented at the 50" ICANN meeting, in
London (June 2014). The ICANN 51 (Los Angeles, October 2014)
agenda included a session on human rights co-organised by the
CoE and the ICANN Government Advisory Committee (GAC). Two
new entities were formed: the GAC Working Group on Human
Rights and International Law (GAC WG HRIL) and the multistake-
holder Cross Community Working Party on ICANNs Corporate
and Social Responsibility to Respect Human Rights (CCWP HR),'®
established as a sub-entity of the NCSG and chaired by the free-
dom of expression non-governmental organisation ARTICLE 19
(recently affiliated to the NCUC). The two operate independently
but coordinate their work through joint public meetings. At ICANN
52 in Singapore (February 2015), ARTICLE 19 launched the report
ICANN'’s Corporate Responsibility to Respect Human Rights.

At ICANN 53 (Buenos Aires, June 2015) and ICANN 54 (Dublin,
October 2015), CCWP HR held both working and outreach ses-
sions with other ICANN constituencies, representing the interests
of other communities, e.g. the Intellectual Property (IP) Constitu-
ency. Meanwhile, the CCWG Accountability recommended a con-
crete commitment to human rights in the ICANN post-transition
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bylaws, but parts of the community pushed back, concerned that
a commitment to human rights would broaden ICANN’s scope
and mission. Eventually, the final report by CCWG Accountability,
made public on February 2016, recommended that ICANN should
commit to respect human rights within its narrow scope and mis-
sion; that it should not be forced to actively protect human rights
or force external parties to do so; that such commitment is to be
included in the ICANN bylaws, but that the specific bylaw would
only be enacted pending the development of an adequate frame-
work of interpretation.

The ICANN community vote in support of the IANA steward-
ship transition proposal, in March 2016, paved the way for the pro-
posed regulations to be reworked into the organisation’s bylaws.
The bylaws revision concluded phase 1 (or Workstream 1) of the
transition. Bylaw (viii), adopted in May 2016 and included in Article
1 Mission, Commitment and Core Values, Section 1.2(b) reads:

(viii) Subject to the limitations set forth in Section
27.2,11 ™ within the scope of its Mission and other
Core Values, respecting internationally recognized
human rights as required by applicable law. This Core
Value does not create, and shall not be interpreted to
create, any obligation on ICANN outside its Mission, or
beyond obligations found in applicable law. This Core
Value does not obligate ICANN to enforce its human
rights obligations, or the human rights obligations of
other parties, against other parties.

This concluded the contestation phase concerning the inclu-
sion of human rights into the bylaws (Jasanoff 2004). The NTIA
announced in June 2016 its acceptance of the proposal put
forward by the global internet multistakeholder community; the
actual IANA stewardship transition was completed on 1 October
2016 when the ICANN contract with the US government officially
came to an end. As far as human rights are concerned, the ongo-
ing Workstream 2 of the IANA transition requires the development
of the framework of interpretation for bylaw (viii), and of a human
rights impact assessment instrument for ICANN policies and
operations. Figure 1 shows how human rights relate to ICANN’s
themes and policies/processes.

14 Section 27.2 sets
some procedural lim-
itations for the human
rights bylaw, including
their coming into force
pending the develop-
ment of a framework of

interpretation.
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Figure 1: An overview of the relation between human rights, themes and
policies/processes in ICANN, prepared by CCWP HR.

Figure 2: Growth of the NCUC community as reflected in NCUC-discuss
(unit of analysis: e-mails from members who made their first post to
ncuc-discuss).
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NCUC: A Community in Expansion

Mailing lists constitute the main meeting point and organisa-
tion and discussion ground for ICANN constituencies and their
membership. Examining the evolution of participation is key to
understand civil society dynamics around ICANN.'® By analysing
traffic volume on NCUC-discuss, we identified two peaks of traf-
fic, corresponding respectively to the NCUC inception and to the
period 2014-present (figure 2). We link the recent growth in NCUC
membership to the political opportunities (Tarrow 1998) brought
about by the CoE report, the Global Multistakeholder Meeting on
the Future of Internet Governance (NetMundial, Sao Paulo, Bra-
zil, 2014), the Snowden revelations, and especially the IANA tran-
sition - which attracted the attention of civil society advocates
who had to date kept ICANN at a distance, notwithstanding their
commitment to digital rights. The increase in membership corre-
sponded to a growing diversification in geographical origin, with a
new cluster of NCUC active members from the Asia Pacific region.

Figure 3: Relation between different groups of participants to NCUC-dis-
cuss. E-mails were divided into three cohorts based on when members
sent their first e-mail to the list.

15 NCUC recent
membership includes
digital rights organisa-
tions like the Electronic
Frontier Foundation and
Access Now, freedom of
expression organisations
like ARTICLE 19 and
Free Press, but also the
American Civil Liberties
Union, the Centre for
Internet and Society
(Bangalore, India), and
the Washington-based
Center for Democracy

& Technology. A close
reading of organisational
membership over time
would nicely comple-
ment our automated
analysis of mailing list
traffic, but it is outside

the scope of this article.
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16 By focusing on one
constituency-based
mailing list, this study
fails to capture the
contentious process

of negotiation across
constituencies, and

this represents the

main limitation of this
approach. However, by
concentrating on that
main civil society avenue
within ICANN that also
happens to drive the
bottom-up design efforts
described here, the arti-
cle offers a snapshot into
the behind-the-scenes
of the ongoing process
of discursive change that
has human rights at its

core.

Further analysis, linking individual participants’ first e-mail to
the list with their further participation to the online discussion,
allows us to identify three groups of members (figure 3). Group
0 (in red) corresponds to the early days of the NCUC foundation;
some members are still active today. Group 1 (in orange) relates
to a second phase in the NCUC evolution, with membership from
the Global South increasing and new issues entering the agenda,
concerning e.g. the new round of allocation of generic Top Level
Domain Names (gTLDs) that kicked off in 2010-12. Group 3,
including yet another round of new participants (in grey), paral-
lels the IANA transition and the other recent political opportunities
described above.

We interpret these groups as three cohorts of civil society
advocates in ICANN, which, as we shall see next, correspond to
the progressive broadening of the advocacy agenda. Cohorts 2
and 3 could build on the institution-building and advocacy activi-
ties of the previous one(s), enjoying the expertise, structures and
resources available over time thanks to internal lobbying (e.g.,
travel support for civil society advocates, infrastructure for remote
participation and conference calls, translation services, and the
list goes on).

These findings can be interpreted in light of earlier analyses
pointing to a recent adjustment in membership for the civil soci-
ety engaged in internet governance. Traditional internet gover-
nance venues are increasingly subject to the attention of digital
rights activists and hackers. The Snowden revelations, but also
processes like NetMundial, have determined a shift in the agen-
das and strategies of civil society actors, to the point of partially
reconfiguring traditional equilibriums (Milan 2014a; 2014b). This
represents an innovation with respect to the post-WSIS phase,
characterised by a marginalisation of grassroots internet activists,
who privileged a hands-on approach that prioritised technology
design over policy design (Milan and Hintz 2013).

The Evolution of Socio-Technical
Imaginaries

Mailing lists serve as a critical communication and deliberation
infrastructure for ICANN constituencies and their membership,
representing a crucial venue to investigate discursive change,
albeit not the only channel of conversation.'® We postulate a rela-
tion between the participation of new members to the discussion
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and the evolution of human rights discourse. In other words, the
change of pace that affected the way human rights were framed
and presented to the broader ICANN community, is a function of
the inclusion of new members within NCUC - and by extension,
of the novel policy windows that became available over time. We
argue that the three cohorts of advocates we identified corre-
spond roughly to three distinct sociotechnical imaginaries, which
we now move to describe with the support of discourse analysis.
These are to be seen as simplified ideal-types useful to depict
the trajectory of human rights at ICANN, but there are no shift
interruptions between the three. Rather, the civil society agenda is
cumulative: visions and political preferences do not replace each
other but co-exist and dialogue. For the sake of brevity, we high-
light only a small selection of representative issues amongst the
many advocates fought for over time.

2002-2009. Freedom of expression as a barrier

to expansive IP rights.

The early civil society advocacy agenda focused on the fight
against the strategy of IP protection enacted by ICANN to the
detriment of honcommercial interests. It was indeed the obser-
vation that ‘Trademark claims were limiting legitimate uses of
words and concepts in the domain name space’ (Mueller, 2012),
that prompted freedom of speech advocates to create a space
for civil society within ICANN - what is now the NCUC. To be
safeguarded were the (then) three million .org domain name hold-
ers, plus users and potential registrants. The advocacy agenda
included freedom of expression, consumer protection, ‘trademark
maximalism’ (Mueller, 2012), ICANN’s mission creep (in particular
with respect to content regulation), transparency, and the power
unbalance between commercial and noncommercial players.
Qualitative analysis of the list reveals that activists mostly reacted
to upcoming and potential threats at the level of policy-making
and institutional design, resisting incumbent regulations by means
of discursive tactics oriented to ‘reorder’ narratives and trying to
secure a voice for noncommercial players in an organisation that
was still designing itself.

With its emphasis on boundless freedom of expression and
individual rights, the sociotechnical imaginary of this first cohort
evoked libertarianism and the US First Amendment. Civil liber-
ties, rather than human rights, were the main frame of reference,
infused with the idea of the internet as enabler of individual rights
and free expression. Privacy came in as a function of the latter,
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in turn rooted in a fierce distrust for governments. This version of
cyberlibertarianism resonates with the early cypherpunks (Green-
berg, 2013) and with the tech movements of the 1960/70s (Flichy,
2007). The discourse, however, appears more complex if we sep-
arate rhetoric from content. While the rhetoric was indeed liber-
tarian, and emphasised negative freedoms such as the protection
of users against powerful institutions (both state and commercial
players), the narrative was permeated by positive freedoms: advo-
cates supported progressive ideas like user participation within a
libertarian strategy - in a novel configuration similar to what, in a
different context, Fuchs (2014) has termed ‘social cyberlibertari-
anism’.

2009-2014. Beyond freedom of expression:
privacy, due process, social and economic
rights.

The second cohort of civil society advocates contributed to
consolidate the voice and the standing of the constituency. Mem-
bership and diversity increased as new professionals joined,
including technical experts but also organisations and individual
activists with a hacker or human rights background. The liberal
rights discourse expanded towards a broader definition of free-
dom of expression, which came to include neighbouring issues
like privacy, due process, and social and economic rights. The
strategy remained largely defensive as far as human rights were
concerned, with advocates trying to offset threats and expand the
discourse to include, for example, development issues. Sadly, the
bulk of the ICANN community did not seem to take user rights
seriously, as this reflection on the gTLDs auction procedure illus-
trates: ‘Deep pockets win / communities lose / but no one in
power at ICANN cares about communities / and if there had been
applicants from developing countries they would also lose / and
no one in power at ICANN cares about developing economies’.
The concerns about the gTLDs programme by large nonprofits
like the International Red Cross, and the subsequent creation of
NPOC, added complexity to the game, with competing views on,
among others, privacy. Due process within ICANN itself was of
concerns to advocates, too, as this account relays: ‘ICANN is
insufficiently accountable to relevant nhoncommercial interests.
[They] are not given the appropriate representation (...) There is a
real worry that ICANN is an “industry organization™. Overall, advo-
cates expressed concern about ‘The broader fit between ICANN’s
actions/policies and the sort of public interest values we’re all here
to champion’. The prevailing sociotechnical imaginary expanded
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from a libertarian to a ‘classical’ human rights agenda, although
rights were typically mobilised independently from each other
and without a reference to the overall human rights programme,
which was seldom explicitly invoked and largely upon initiative
of single individuals. The notion of human rights of this period
approximates the International Covenant on Economic, Social
and Cultural Rights.

2014-present. Waving the digital rights banner:

human rights at the forefront.

This ‘third cohort’ took a significant leap forward in the struggle
to inscribe human rights into infrastructure and institutional design
at ICANN. Exploiting novel policy windows and opportunities for
engagement, larger non-profit organisations with a digital rights
agenda joined NCUC, including the Center for Democracy & Tech-
nology, the Centre of Internet and Society, the Electronic Fron-
tiers Foundation andAccess Now. The increased organisational
membership - able to mobilise resources, thus ensuring continu-
ity of engagement - was coupled by a growing participation of
vocal individuals from the global South. These advocates built on
the longstanding members’ expertise, but their limited familiarity
with unwritten community norms prompted them to occasion-
ally bypass established practices to advance their goals. Strat-
egy-wise, they reacted to threats but especially actively sought
opportunities and created the conditions for advancing their
cause. They connected human rights with the notion of corpo-
rate social responsibility; bridged over to other policy fora, and
‘reordered’ the narrative by other means (e.g. amovie) and through
strategic alliances (e.g., cross-community engagement with CoE,
GAC and other constituencies, participation in academic confer-
ences). Human rights permeated institutional design also with a
push for an ICANN privacy policy.

This third cohort includes human rights supporters who do not
hesitate to evoke human rights by their name. They also have a
much broader human rights agenda inspired to recent notions of
digital rights as well as the International Covenant on Civil and
Political Rights, foregrounding for instance cultural rights, such as
linguistic diversity. These ideas are grounded in a profound under-
standing of the materiality of the infrastructure, and of its surveil-
lance and control affordances. The human rights agenda is not
embraced by the entire NCUC, and there exists criticism concern-
ing the value and potential limitations of a human rights approach
(e.g. Mueller, 2016). In fact, views by government representatives
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coexist with hacker hands-on attitudes and ‘social cyberlibertar-
ian’ perspectives, in a combination that sets aside dogmatism in
favour of a pragmatic preference for flexible, ad hoc alliances and
informal collaborations across constituencies.

Conclusions

Focusing on the emergence and contestation of new ideas,
this article offered a snapshot into the concerted efforts of a group
of advocates to wire human rights into the policies (the infrastruc-
ture) and procedures (the institution) of ICANN, seen as a site ‘for
the testing and reaffirmation of political culture’ (Jasanoff 2004,
40). Embracing bottom-up design as a form of policy advocacy
rooted on and inspired to technical practice, NCUC human rights
advocates operated as a critical community advancing discur-
sive tactics entrenched in sociotechnical imaginaries. Using novel
‘ordering narratives’ able to (re)structure relations strategically
organised (Law 1990), they partially managed to subvert main-
stream organisational narratives that had thus far been ‘recursively
told, embodied, and performed’ (Law 1994, 259) by the ICANN
community. Paraphrasing Jasanoff, advocates tried to make the
organisation by making discourses. Further research could com-
prise, for instance, a cross-constituency analysis of the evolution
over time of the human rights discourse, and a detailed discourse
and social-network analysis of ICANN policy development pro-
cesses as they related to specific human rights and portions of the
ICANN infrastructure (e.g. the WHOIS database and its privacy
implications).

Echoing Epstein et al. (2016), we believe STS has much to
offer in the understanding of the complex ecosystem of inter-
net governance. To name just one of the many promising ven-
ues, the STS perspective on ordering as a key organisational
mechanism adopted in this article, encouraged us to approach
both infrastructure and organisation as sites of contestation and
co-production. It allowed us to illuminate some of the micro prac-
tices of governance by civil society actors within ICANN, track-
ing their meaning-making and discursive role as they unfolded in
the NCUC mailinglist. Triangulating participant observation with
quantitative and qualitative analysis of the main NCUC mailinglist,
where organisation and deliberation unfold, we identified three
ideal-type generations of civil society advocates corresponding to
distinct but cumulative ideal-type human rights imaginaries, with
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their respective agendas and tactics. We showed how the com-
bination of emerging political opportunities and the progressive
inclusion of new, diverse members brought about new issues, or
new ways of framing certain issues, altering and empowering the
emerging ‘ordering narratives’ from the bottom up.

We like to think of this struggle as an attempt to explicitly wire
the politics of internet architecture into the politics of institutions
(see DeNardis 2012). It can also be seen as an instance of the
recent ‘turn to infrastructure’ in internet governance (Musiani et al.
2016), whereby private actors seek to expand the remit (and the
features) of the infrastructure (i.e., the DNS) to positively permeate
institutional design (i.e., ICANN). It remains to be seen how the
ongoing human rights struggle will evolve over time, and how the
stabilisation phase (Jasanoff 2004) will affect the agenda setting
capability of civil society and its role within the ICANN community.
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Abstract-

Human rights have long been discussed in relation to global
governance processes, but there has been disagreement about
whether (and how) a consideration for human rights should be
incorporated into the workings of the Internet Corporation for
Assigned Names and Numbers (ICANN), one of the main bodies
of Internet governance. Internet governance is generally regarded
as a site of innovation in global governance; one in which civil
society can, in theory, contribute equally with government and
industry. This article uses the lens of boundary object theory to
examine how civil society actors succeeded in inscribing human
rights as a Core Value in ICANN’s bylaws. As a “boundary object”
in the negotiations, the concept of human rights provided enough
interpretive flexibility to translate to the social realities of the var-
ious stakeholder groups, including government and industry.
This consensus-building process was bound by the organizing
structure of the boundary object (human rights), and its ability to
accommodate the interests of the different parties. The presence
of civil society at the negotiating table demanded a shift in strat-
egy from the usual “outsider” tactics of issue framing and agenda
setting, to a more complex and iterative process of “productive
contestation,” a consensus-building process fueled by the dif-
ferences of experience and interests of parties, bound together
by the organizing structure of the boundary object. This article
describes how this process ultimately resulted in the successful
adoption of human rights in ICANN’s bylaws.

New Roles, New Process?

The early development of the Internet was characterized by
permissionless innovation, informal arrangements, and an unreg-
ulated “freedom to create” —but with the rising importance of the
network, the need for organization, regulation, and governance
increased. Calls of this kind (such as proposals for the regulation
of encryption) were met with concern, however, by Internet users,
nongovernmental organizations (NGOs), hackers and academ-
ics alike, because this meant that the unprecedented freedom of
expression, access to information, and enjoyment of other human
rights online (thus far taken for granted), might be at stake.

The governance of the Internet is distributed over different
bodies in a mode of participation described as a “multistake-
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holder model”—meaning that different stakeholders, such as
governments, the private sector, technical operators, and civil
society, make decisions jointly. Internet governance is thus dis-
tributed over a range of bodies in which the configuration and
level of formalization of the multistakeholder model varies. The
multistakeholder model represents an innovation in governance,
because it allows for joint decision making by different stakehold-
ers, and openness of participation by individuals and organiza-
tions alike. While multistakeholder governance is by no means a
unique feature of the Internet governance field, there is no other
area in which this model has been so widely embraced.

Equal access to negotiation and decision-making processes
by all stakeholders (including by civil society) is formalized in the
multistakeholder model, whereas in many other arenas civil soci-
ety cannot engage on an equal footing. This changes the structure
of the conversation and negotiations, meaning that civil society
cannot simply rely on well-proven “outsider” tactics such as fram-
ing and agenda-setting, and is therefore challenged to adopt
other approaches. To study these new approaches, this article
examines a case in which civil society achieved its objectives and
analyzes how this was achieved. Internet governance is not the
only example of a global governance process in which civil society
has a seat at the negotiating table, but it is arguably one of the
most formalized and influential.

So far, the literature has treated civil society engagement in
Internet governance discussions as either monolithic (Lentz 2011)
or divided (Milan 2014a). Civil society managed to inscribe human
rights in the foundational and regulatory documents of an Internet
governance body for the first time in 2016, representing something
of a historical achievement. In this article | argue that civil society
succeeded in inscribing human rights in the legally binding bylaw
of the Internet Corporation for Assigned Names and Numbers
(ICANN)'® because human rights functioned as a boundary object
(Star and Griesemer 1989), that is to say an arrangement which
allows people to achieve some form of coordination without nec-
essarily requiring consensus. Because human rights functioned
as a boundary object it could be the translated and adapted to the
social worlds within and between different stakeholder groups in
ICANN. | will show how diverging views between individuals and
organizations within civil society actually contributed to a dialecti-
cal process and a positive outcome, a process that | call “produc-
tive contestation.”

18 ICANN plays a
central role in the coordi-
nation of the distribution
of domain names and
Internet addresses,
which is crucial for the
functioning of the Inter-
net. It coordinates the
assignment of Internet
Protocol (IP) numbers
and Autonomous Sys-
tem (AS) numbers, and
the management of the
Domain Name System
(DNS) Root Zone and

Protocol Assignments.
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Internet Governance, Civil Society,
and Boundary Object Theory

Global governance is changing fast (Bevir 2012; Nye 2011).
Indeed, beside the state, the private sector (Weissbrodt and Kru-
ger 2003) and civil society (Glasius 2002; Keck and Sikkink 1998;
R. Price 1998; Raymond and Denardis 2015; Scholte 2016a) are
making their way into governance fora and to the negotiation
table. However, technological changes are out-pacing “the ability
of institutions of governance to respond, as well as our thinking
about governance” (Nye 2014, 6). Not only is the rate of change
increasing, but also the importance of digital technologies in gen-
eral and the Internet in particular (Benkler 2006; Castells 2009).
This has led to a situation in which the Internet is itself mediating
political and economic conflict (Bradshaw et al. 2015; DeNardis
and Musiani 2016).

Developments in global governance, and advances in the
technology, have combined with the increasing importance of the
Internet in our lives and societies to drive discussions on Inter-
net governance and regulation (Lessig 2008; Mueller 2010; Nye
2014). By being distributed over different fora and organizations
(DeNardis 2014; Mueller 2010; Musiani et al. 2016) and being con-
ducted in a multistakeholder manner involving a variety of actors
on an “equal footing” (Mueller, Pagé, and Kuerbis 2004; Raboy
and Padovani 2010), Internet governance is set apart from, for
example, the governance of international telecommunications,
which is governed instead in a multilateral manner (Drake and Wil-
son 2008; Keohane 2001) in which only governments have a final
say. The processes of Internet governance are generally open for
participation by different parties, such governments, the private
sector, technical operators, and civil society alike, and decisions
are jointly made, based on consensus (Hofmann 2016).

The diverse set of stakeholders and Internet governance bod-
ies and fora gives rise to a rich institutional ecology (Abbott, Green,
and Keohane 2016; Star and Griesemer 1989), which is itself the
product of relatively recent governance innovation (Assche et al.
2015). Playing quite a new role in this process is civil society—
the combination of individuals, organizations, and movements
that belong neither to the state nor to the private sector (Cardoso
2004). Civil society has played an increasing part in international
negotiations in the last few decades (Glasius 2002; Hajnal 2002;
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Van Rooy 2004), but in the field of Internet governance it was
never limited to lobbying, providing expertise, awareness raising,
or street action (Glasius 2002), becoming instead an inherent part
of the policy and decision-making process (Bond 2006; Frangon-
ikolopoulos 2012; Milan and Hintz 2013; Mueller, Pagé, and Kuer-
bis 2004).

Civil society plays a uniquely important role in the Internet
governance ecology because its motivations are different from
those of other stakeholders. Its involvement is based on “ethical
aspirations to better mankind” (Van Rooy 2004, 8), and to pro-
vide alternative channels of communication for voices that are
not otherwise heard (Keck and Sikkink 1998, x). In the context
of Internet governance, civil society advocates for a wide range
of issues. Some of the most recurring important principles and
frames include human rights, privacy, security, freedom of expres-
sion, connectivity, access, capacity, security, governance, equity,
and diversity (DeNardis 2009; Franklin 2013; Isin and Ruppert
2015; Rogers and Eden 2017). Even though the right to privacy,
the right to freedom of expression, and the right to security are
human rights, they are not always used or understood within this
frame, but rather as individual (and sometimes absolute) rights
and freedoms in themselves. Human rights here are understood
as “the norms and institutions of international human rights, as
protected under customary international law and human rights
treaties” (Land 2009, 7). Thus far, the literature has treated civil
society engaged in Internet governance either as a rather mono-
lithic group with similar issues, opinions, and concerns (Lentz
2011), or as fractured and compartmentalized (Milan 2014a).
Civil society can instead be considered to consist of players who
engage in strategic action, as individuals or as teams, and who
pursue multiple goals within different arenas, in a complex system
of dynamic interactions (Jasper and Duyvendak 2015).

This article examines the complex articulation of alliances and
negotiation, both within civil society (among individuals and orga-
nizations) as well between civil society and other actors. In order
to unpick the complexity of these processes, | propose to look
at how human rights functioned as a boundary object during the
discussions on adding a commitment to respect human rights to
ICANN’s bylaws. It will show how the structure of the process,
that is, the translation and adaptation of human rights to the social
worlds within and between different stakeholder groups, led to
this final achievement.
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| use boundary object theory (Burnett and Jaeger 2009; Gal,
Yoo, and Boland 2005; Star 1990; Star and Griesemer 1989) as
a lens to show how human rights were translated into the social
worlds of the different stakeholders in ICANN governance with-
out losing its effectiveness. In the scene-setting article by Star
and Griesemer (1989), boundary objects were defined as having
three components: (i) interpretive flexibility—they have different
meanings and interpretations for various groups; (i) they have the
ability to accommodate different informational and work arrange-
ments—the structure of the object can be used in both individ-
ual and group settings and collaborations; and (jii) they exhibit
a dynamic between ill-structured and more tailored uses of the
objects—that is, the tension between general abstract use and
specific uses in different social worlds facilitates the process of
standardization of the object (Star 2010). Boundary object theory
provides us with a tool to analyze negotiations between stake-
holders in multistakeholder governance. This theory seems par-
ticularly relevant for Internet governance because it aims to study
the process that leads up to standardization, “the back-and-forth
between ill structured and well structured; the architecture of
the infrastructures involved” (Star 2010, 614). This captures the
dynamics of Internet governance, in which groups with different
backgrounds, discourses, and objectives aim to make the Internet
“work” for them, and to embed their vision in the Internet infra-
structure (Sandvig 2013). Analyzing human rights as a boundary
object in the case of ICANN helps to illuminate the way in which
multistakeholder negotiations are structured. Boundary objects
are objects that cross the boundaries between multiple social
worlds (in this case, the social worlds of stakeholder groups), that
are used within them and adapted to many of them simultane-
ously (Star and Griesemer 1989, 408), and which “‘sit in the mid-
dle’ of a group of actors with divergent viewpoints” (Star 1990,
46). They “adapt to local needs” in a social world, yet are “robust
enough to maintain a common identity across sites” (Star 1990,
46). Concretely, “boundary objects are a sort of arrangement
that allow different groups to work together without consensus”
(Star 2010, 602), which is of course a crucial aspect of multis-
takeholder negotiations and collaboration. This process could be
also explained through a Habermasian framework of communica-
tive action (Habermas 1984; Risse 2000), in which actors develop
a shared rationality based on a process of dialogue. However,
the problem with this position from a Science and Technologies
Studies perspective is that the process of communicative action
needs to assume a shared rationality to be developed against the
background of a shared lifeworld. | will show that this idealistic
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position does not fit with this specific case because of the differ-
ent interests, interpretations, and embedded knowledge present
in the different social worlds of the ICANN stakeholders. Boundary
object theory, on the other hand, recognizes that there is room for
disagreement and different localized practices, which are accom-
modated by the boundary object; it conversely represents a more
adequate perspective to frame this and, possibly, other analogous
processes.

Civil society brings normative visions to an area that might oth-
erwise be interpreted only through technical or commercial lenses.
It brings this normative vision through the use of the power of
norms and ideas (Keck and Sikkink 1998), the ability to influence
based on a normative framework. This power of norms and ideas
can be leveraged in governance negotiations and discussions
(Barnett and Duvall 2005; Finnemore and Sikkink 1998; Pavan
2012) by providing and supporting a specific frame (Benford and
Snow 2000) as part of the process of constructing meaning for
participants and opponents (Snow and Benford 1988). Framing
processes can provide powerful categories that can shift debates;
a category like “weapons of mass destruction” (Litwak 2002) can
impact negotiations in a way that stabilizes meaning and thus
shapes policy (Barnett and Duvall 2005). Framing has helped civil
society to set agendas and influence negotiations by “rendering
events or occurrences meaningful and thereby function[ing] to
organize experience and guide action” (Benford and Snow 2000,
614). This action repertoire (Tarrow 2005; Tilly 1989)—the set of
various tools and actions available to a group—has functioned
to influence those in power while actors have been absent from
the negotiating table. Now that civil society has become a part of
the negotiation process—at least as far as Internet governance is
concerned—it is faced with coming to terms with this new reality
(Carr 2015) and developing new action repertoires to go along
with it.

Recognizing human rights as a boundary object helps show
how civil society leveraged its power of ideas beyond mere fram-
ing and agenda setting, managing instead to effectuate an inscrip-
tion of human rights in ICANN’s bylaw and thus progress on the
road to make respect for human rights an inherent part of ICANN'’s
processes. Using boundary object theory as an analytical lens
increases our understanding of the tactics of civil society and the
structure of negotiations in new global governance settings, with-
out reducing the complexity of this player to the fictional ideal of
a unified actor.
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The process by which human rights functioned and got shaped
as a boundary object | will call productive contestation; this
describes the speculative development of the boundary object in
and between the social worlds of the different stakeholder groups.
This process is a phase that precedes standardization. In this
period the understanding and meaning of a concept and its trans-
lations both within and across social worlds are developed and
new working definitions are tested and contested. Nonproductive
contestation occurs when translations of the boundary object
occur that are incongruent with other social worlds.

This article seeks to contribute to the governance studies lit-
erature by using concepts from Science and Technology Studies.
While it does not expand on the theory of the boundary object
per se, | try to show its usefulness in understanding the specific
empirical case of multistakeholder Internet governance.

Methods

One way to understand civil society engagement in global
governance is to consider a specific case in order to generate
a hypothesis (Yin 2009). Case studies are “an intensive study
of a single case with an aim to generalize across a larger set of
cases” (Gerring 2007, 25). Internet governance represents a field
of experimentation for global governance, in that it is relatively
new and brings states and nonstate actors together in the coor-
dination of a global resource (Broeders 2016; Mueller 2010; Nye
2014). Studying the field of Internet governance can thus help us
understand trends and possible future developments in the field
of global governance more generally. Within the field of Internet
governance, ICANN is seen as an influential case (Seawright and
Gerring 2008), and landmark evolution (Mueller 2010).

I became involved in ICANN during my role as Head of Digital for
ARTICLE 19, an international not-for-profit freedom of expression
organization. The work on this article and theory building started as
an ethnographic memoir while engaged in ICANN between March
2014 and July 2017. ICANN meetings are held three times per
year for an average of 5 days. In addition, negotiation, discussion,
and coordination takes place on mailinglists, in chat groups, and
via video conferences. | was involved as a civil society actor within
the Non-Commercial User Constituency (NCUC), the Non-Com-
mercial Stakeholder Group (NCSG), the Cross Community Work-
ing Group on Enhancing ICANN Accountability (CCWG) and its
Human Rights Subgroup during Work Stream 1 (WS1; the period
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ahead of the ICANN transition away from unilateral control from
the U.S. government in 2016), and as rapporteur for the Human
Rights Subgroup during Work Stream 2 (WS2 the period after the
transition in which plans made during WS1 needed to be further
defined and implemented, which started in 2016 and is expect to
run until June 2018). This experience provided me with a first-hand
account of these multistakeholder governance practices, as well
as access that an external observer might not otherwise have. On
the other hand, my direct involvement might also have introduced
some biases vis-a-vis ICANN and its stakeholders. To counter this
potential bias, | reflected on my own role in the process, | interro-
gated my biases by discussing parts of the argument presented
here with different members of the ICANN and academic commu-
nity, and | rely solely on publicly available sources for every claim
made in the analysis part of this article, with explicit references to
excerpts of meeting transcripts and mailinglists.

In order to gain a more comprehensive overview of the pro-
cesses, | carried out a document analysis of public ICANN mail-
ing lists, meeting transcripts, working group reports, and working
group draft reports. | obtained these documents from the ICANN
website, where these documents were publicly available up to
the time of writing of this article. | studied the mailing lists of the
NCSG, NCUC, CCWG, and the CCWG Human Rights Subgroups
during WS1 and WS2, as well as the transcripts of the calls of
these groups. Furthermore, | undertook a quantitative mailing list
analysis using the Python-based tool BigBang,'® to gain a deeper
insight into trends and interactions. This led to an informed anal-
ysis of civil society participation in WS2 human rights processes.

Human Rights in a Time of
Infrastructure Oversight Transition

This section analyzes the discussion around the addition to
ICANN’s bylaws of a Core Value to respect human rights. The
analysis is divided in three parts. The first part describes the con-
text in which the discussion took place; the second part describes
the actors in this multistakeholder environment; and the third part
describes the actual discussion. The negotiations took place during
the development of a proposal for the transition of oversight and
control over ICANN from the U.S. government to the international
Internet community. This brought together a wide range of stake-
holders with different interests, experience, and expertise who, at
the end of a period of intense negotiations, agreed to the addition

19 http://datactive.
github.io/bigbang/
accessed September 15,
2017.
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of a Core Value to respect human rights to ICANN’s bylaws which
will impact ICANN’s policies and operations. The transition of the
oversight function from the U.S. government to the international
Internet community took place on October 1, 2016.

The Context: The Internet Assigned Numbers

Authority Stewardship Transition

ICANN coordinates the assignment of Internet Protocol (IP)
numbers and Autonomous System (AS) numbers, the manage-
ment of the Domain Name System (DNS) Root Zone and Proto-
col Assignments, and with that it fulfills the role of the Internet
Assigned Numbers Authority (IANA), which is the main coordina-
tion authority of Internet protocols and namespaces. While the
architecture of the Internet is largely distributed and nonhierar-
chical, the root zone of the DNS is structured as an authorita-
tive, centralized hierarchy, managed by ICANN (Froomkin 2000).
ICANN was contracted to do so by the U.S. Department of Com-
merce National Telecommunications and Information Administra-
tion (NTIA) after its role was fulfilled by the Internet engineer Jon
Postel for many years. The growth in the importance of the net-
work led the U.S. government to institutionalize this role, which
led to the establishment of ICANN. This remarkable construction
came under increasing international scrutiny when the Internet
gained global importance in the 1990s and 2000s. Policymaking
in ICANN is done through one of the most formalized instances of
the multistakeholder model. Policies are developed by three Sup-
porting Organizations (SOs; covering generic and country codes,
and Internet addressing), which suggest policies to the Board of
Directors. There are also four Advisory Committees (ACs) advise
the board and the community on specific issues.

In 2014 the NTIA released a press release titled: “NTIA
Announces Intent to Transition Key Internet Domain Name Func-
tions” (United States Government, Department of Commerce
2014). The press release called on ICANN to bring together global
stakeholders to develop a proposal for a transition of the stew-
ardship of IANA (the function which is currently fulfilled by ICANN)
from the U.S. government to the “global Internet community.” The
proposal needed to:

1. Support and enhance the multistakeholder model;

2. Maintain the security, stability, and resiliency of the
Internet DNS;



CHAPTER 2

81

3. Meet the needs and expectations of the global customers
and partners of the IANA services; and

4. Maintain the openness of the Internet.

The announcement also noted that it would not accept a
proposal that “replaces the NTIA role with a government-led or
inter-governmental organization solution,” which made clear that
the NTIA was not willing to hand over ICANN oversight to the
United Nations (UN) in general or to the International Telecommu-
nications Union specifically. There was much international interest
in the stewardship transition because it does not often occur that
a sovereign state voluntarily hands over control of a unique and
valuable resource to an entity that thus far was not defined: “the
international Internet community.” The NTIA announcement jump-
started two interdependent processes of cross-community work
in which all constituencies played a role. One of these processes
was aimed at creating a technical proposal for how ICANN would
perform the IANA functions after the transitioning away from U.S.
stewardship, and the second process aimed to enhance ICANN’s
accountability mechanisms. The process aimed at enhancing
ICANN'’s accountability was the aforementioned CCWG. The
CCWG separated its work into two terms: WS1, which “focused
on mechanisms enhancing ICANN accountability that must be in
place or committed to within the time frame of the IANA Steward-
ship Transition”;4 and WS2, which would address the full devel-
opment and implementation of these solutions after the IANA
Stewardship Transition had taken place in October 2016, when
the contract between ICANN and the NTIA was envisaged to end.
The CCWG WS1 work was organized largely through mailing lists
and regular video calls, in which members (official representatives
from the SOs and ACs) and participants discussed the issues at
hand.

The Actors: The ICANN Stakeholders

Governments, the private sector, the technical community, and
civil society actors all take part in the multistakeholder process
in ICANN. These actors generally do not make policy jointly in
ICANN, because (as mentioned above) the policy development
processes take place in three different SOs: the Generic Names
Supporting Organization (GNSO), the Country Code Names Sup-
porting Organization (ccNSQO), and the Addressing Supporting
Organization (ASO). ACs (like the Governmental Advisory Com-
mittee, GAC) advise ICANN’s Board of Directors on the policies
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made by the SOs. When there are issues that supersede the policy
areas of generic Top-Level Domains (gTLDs), country code top-
level domains, or Internet addressing, these issues are addressed
by Cross Community Working Groups in which the SOs and ACs
come together.

The “technical community” (as distinct from civil society) is
not a stakeholder group one would necessarily encounter in other
global governance bodies. The technical community often has
a strong say in policy discussion because they describe “how
things work,” or how the materiality of the Internet is ordered.
Whereas other stakeholder groups can find “creative solutions,”
the technical community often functions as “reality principle,”
even though these organizations also have specific interests. The
technical community comprises organizations with a narrow tech-
nical remit; for example, the ccNSO is made up of Internet regis-
tries that manage country code top-level domains. In some cases,
these registries are not-for-profit foundations or companies, and
sometimes even parts of the government, since they provide an
important technical function on which the DNS relies, they are
grouped this way. This is equally true of the ASO which is made
up of Regional Internet Registries (RIRs), which are all technical
not-for-profit organizations that distribute blocks of IP addresses.
Just like Country Code Top-Level Domain (ccTLD) registries, RIRs
have not-for-profit objectives, but are not counted as civil society,
but rather as part of the technical community, who de facto set
policies and procedures for themselves, because their position
is often perceived to be neutral, or in the interest of the Internet
at-large.

The private sector in ICANN is largely found within the GNSO
where there are registries (those maintaining top-level domains),
registrars (those selling domains), Internet Service Providers, the
Intellectual Property Constituency, which protects the interests
of owners of intellectual property, and a Business Constituency,
which advocates for the general interests of businesses. While
these are all private enterprises, they have widely different inter-
ests and views. The GAC is made up of governments and Inter-
national Governmental Organizations. The preconditions for the
distribution of communities across the SOs and ACs is laid out in
ICANN’s bylaws (Figure 4).

Civil society in ICANN can be found in the NCSG, which con-
sists of the NCUC and the Not-for-Profit Operational Concerns
Constituency (NPOC), and in the At-Large Advisory Committee.
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Figure 4: ICANN Organizational Chart. Source: ICANN.

The NCUC is the only place where individuals and organizations
alike can become a member and engage in policymaking (albeit
limited to gTLDs). This has probably contributed to the situation
where the NCUC has 538 members,?° while NPOC has 60 organi-
zations as members,2' and the At-Large Advisory Committee has
228.22

The Process: Negotiating a

Human Rights Bylaw

In this section | will provide an analysis of the negotiations on
the addition of an obligation to respect human rights to the Core
Value section of ICANN’s bylaws, which are intended to “guide
the decisions and actions of ICANN.”2®> We will follow the trans-
lation and accommodation of human rights as a boundary object
to different social worlds through a process of productive contes-
tation. This section presents: first, the process of translation of
human rights between different parts of civil society; second, the
accommodation of human rights to the needs and understandings
of the private sector and the technical community, the translation
between civil society and the intellectual property advocates; and
finally, the accommodation of the ICANN board to the community
consensus (see Figure 5).

20 https://www.ncuc.
org/about/membership/

(accessed August 31,
2017).

21 https://www.npoc.
org/about/members/

(accessed August 31,
2017).

22 https://atlarge.icann.

org/alses (accessed
August 31, 2017).

23 https://www.
icann.org/resources/
pages/governance/

bylaws-en/#articlel (ac-
cessed March 12, 2017).
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Human rights in ICANN as boundary object

‘ICANN will respect internationally recognized human rights within
the scope of its Mission and other Core Values.*

‘Human rights are universal, interdependent, and interrelated’
‘There will be no cherry-picking among human rights.*

‘The Core Value does not create, and shall not be interpreted to
create, any obligation on ICANN outside its Mission, or beyond
obligations found in applicable law.’

‘This Core Value does not obligate ICANN to enforce its human
rights obligations, or the human rights obligations of other parties,

against other parties.’

‘The human rights bylaw will come into effect once a Framework of

interpretation has been developed in Workstream 2.’

\

( Continued standardization attempts (in Workstream 2 and beyond) )

Figure 5: A Schematic Overview of the Process of Productive Contesta-
tion That Accommodated the Positions of Different Stakeholder Groups
in the Human Rights Discussion During the IANA Stewardship Transition
Preparations
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Civil Society: Adapting to Different Needs

Previous research and analysis has shown that human rights
as a frame has not always formed part of civil society’s advo-
cacy agenda in ICANN (Milan and ten Oever 2017). The earliest
cohorts of civil society advocates in the NCUC were individuals
lobbying for individual rights such as freedom of speech, privacy,
and fair use. These are all legal concepts originating in the U.S.
tradition, which also played central roles in the early U.S. Internet
community (Greenberg 2013; Levy 1996; Turner 2006).

Only with the arrival of new cohorts of NGOs and participants
from the Global South, did a more explicit overarching human
rights discourse become increasingly prevalent (Milan and ten
Oever 2017). NGOs brought with them international legal experi-
ence, an agenda for economic, social, and cultural rights, as well
as experience with advocacy in multilateral bodies; but for their
engagement in this complex structure they were dependent on
the longstanding members’ expertise and the space carved out
by the earlier civil society cohorts. This does not mean that the
human rights discourse in the NCUC was not contested. During
the CCWG process several prominent members spoke out
against pursuing a human rights approach. One of the co-found-
ers of the NCUC, whose involvement with ICANN dates back to
the late 1990s, wrote in a blog post about the adoption of the
UN Guiding Principles on Business and Human Rights (UNGP)
that “the HR effort will at best have no impact on ICANN'’s pol-
icies and at worst could make ICANN into an even more con-
trolling and intrusive regulatory force than it already is.”>* One
NCUC member who also served as civil society representative
on the GNSO council said during a GNSO council meeting that
human rights were not sufficiently defined and that considering
that even North Korea invoked human rights, it was not clear
what human rights exactly are. He ended by stating that there
should be First Amendment protections, as granted by the U.S.
Constitution, which made him proud to be an American.?® This
clearly illustrated the view of a cohort in civil society that viewed
the U.S. Constitution as the best protection, especially for free-
dom of speech.

The dependence hitherto on the U.S. Constitution for the
protection of freedom of expression in ICANN was not sufficient
when making for a plan for a new context that should support
protection of expression without the oversight of or reliance on
the U.S. government. That is where the texts of human rights
declaration and treaties provided a solution, since they could

24  http://www.

internetgovernance.
org/2016/10/26/miss-

ing-the-target-the-hu-

man-rights-push-in-

icann-goes-off-the-rails/

(accessed August 31,
2017).

25 https://meetings.
icann.org/en/marrake-

ch55/schedule/tue-
ncsg/transcript-ncsg-
08mar16-en.pdf pp.
39-40 (accessed May
10, 2017).
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26 The Universal Dec-
laration is an aspirational
document adopted by
the UN General Assem-
bly in 1948, which would
form the foundation of
international human

rights law.

27 http://schd.
ws/hosted files/
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script%20NCUC %20
Hyderabad %2006 %20
Nov%202016.pdf
accessed November 30,
2017
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icann-goes-off-the-rails

accessed August 31,
2017

facilitate standardization of the protection of these rights on the
global Internet, beyond the reliance on U.S. law. At the same time,
they also catered to the needs and frames of the early civil society
cohorts because the protection of freedom of speech is codified
as the protection of the right to freedom of expression in human
rights treaties, as well as the protection of the right to privacy.

This was the first time that human rights functioned as a
boundary object, between the U.S. Constitution, the U.S.-origi-
nating practice of protection of speech through the DNS, and
practices and traditions of protection of freedom of expression
outside of the United States. This was possible because human
rights fulfilled the three criteria that were initially defined for it (Star
and Griesemer 1989). It provided:

1. Interpretive flexibility: human rights accommodated the U.S.
Constitutional protection for speech as well as protecting
freedom of expression in other parts of the world, and could
be translated to also do so in the DNS—that is, to ensure the
DNS would not be leveraged as a means to stifle expression;

2. The structure of information and work process needs and
arrangements: the Universal Declaration for Human Rights®®
and human rights conventions, as well as the literature based
on it and experiences advocating for human rights and imple-
menting human rights in political and legal environments,
provided sufficient experience, language, and contexts to
facilitate abstract and specific uses as well as collaborations;

3. The dynamic between ill-structured and more tailored uses of
the objects: only states are bound by customary international
law and human rights treaties, but recent developments such
as the UN Global Compact and the UNGPs, which provide
guidance for nonstate actors to respect human rights, pro-
vided voluntary frameworks and implementation experience
which functioned as example, inspiration and reference point
in both a positive sense (in relation to human rights impact
assessments)?” and a more contentious sense (in relation to
chain-responsibility).28

Human rights catered to different cohorts in civil society
because it encompassed the frames of the respective groups.
We will see in the next section how civil society contributed to its
translation to different social worlds and how this coincided with
productive contestation—the process by which consensus and
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workable definitions are built through testing new definitions that
cater to different interests, or by chiseling away the parts that do
not fit.

Beyond Civil Society: Limited Definition

In the process of working toward standardizing and operation-
alizing respect for human rights in ICANN, civil society pushed
forward on the work on human rights, and human rights helped
to structure the discussion between different parts of civil society,
thus resulting in a process | term “productive contestation”—a
consensus-building process that benefits from the tension built
by the differences of experience, knowledge, and interests of
the parties involved. Civil society representatives would, during
the whole CCWG process, be the people who put human rights
on the agenda and push to keep it on the agenda whenever it
was removed or declared to be “out of scope.” The inclusion
of human rights as part of the IANA transition even became an
issue, in the words of one participant, “to die in a ditch over.”?°

Government representatives who were more familiar with the
language of human rights urged the community to not (re-)define
human rights, but to make a high-level commitment to them,
given they were already laid out in international law.>° Members of
the private sector responded that there might be significant risks
in committing to international human rights and that the potential
consequences should be studied in detail and mapped before
making any commitment.3' A former ICANN CEO, who was now
part of the private sector, added that all potential impacts of
human rights on ICANN should be mapped out first before com-
mitting to them,? whereas civil society was arguing for assessing
ICANN’s impacts on human rights. A solution was found by con-
verging on a limited definition (Star, Bowker, and Neuman 2003),
in which it was made explicit that a commitment to human rights
would and should not expand ICANN’s mission.

Among Stakeholder Groups: Translations

A similar arc could be observed in other stakeholder groups,
where initially the relation between human rights and ICANN was
not clear. For instance, the chair of the ICANN Board and Inter-
net veteran Steve Crocker, who observed during ICANNN51 in
Los Angeles, that “Human rights is sort of even stronger than
motherhood and apple pie,” but that he did not see any con-
nection between human rights and ICANN.3® Steve Crocker and

29 https://community.
icann.org/x/K6vRAw

accessed May 9, 2017

30 https://mm.i-
cann.org/pipermail/
wp4/2015-Au-
gust/000001.html ac-
cessed August 31, 2017

31 https://mm.i-
cann.org/pipermail/
wp4/2015-Au-
gust/000025.html ac-
cessed August 31, 2017

32  https://mm.i-
cann.org/pipermail/
wp4/2015-Au-
gust/000052.html ac-
cessed August 31, 2017

33 https://la51.icann.
org/en/schedule/tue-

board-ncsg/transcript-

board-ncsg-14oct14-en.

pdf p. 5. accessed May
10, 2017
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others made the argument several times that ICANN had a purely
technical function, and that it therefore did not impact on human
rights. It was no surprise that civil society put human rights on the
agenda in one of the CCWG subgroups, Working Party 2 (WP2),
which also dealt with defining the new ICANN mission and bylaws
during WS1. Nonetheless, human rights was moved from the
WP2 work plan by the group’s rapporteur, working for one of the
largest gTLD registries, who informed the CCWG plenary mailing
list in March 2015 that: “Various suggestions about giving ICANN
a human rights mission was [sic] not included: ICANN is not in
the business of content and giving ICANN a promotion of human
rights was problematic.”%*

This opposition changed when civil society participants started
translating human rights concepts to the ICANN context. One
example was the translation of human rights principles such as
the right to due process to ICANN’s Independent Review Process
and other dispute resolution instruments. Similarly, the right to
freedom of expression related to rules in the Applicant Guide Book
for the auction of gTLDs, and ICANN’s activities as an employer
related to the International Labor Association’s Declaration on
Fundamental Principles and Rights. This translation—or “the task
of reconciling meanings” (Star and Griesemer 1989, 388) of a
concept across social worlds—ensured that people could “work
together” (Star and Griesemer 1989, 389). This position was gal-
vanized by the agreement reached and confirmed toward the end
of 2015 that ICANN would not enforce human rights obligations
on third parties, but solely focus on respecting human rights in its
own policy development processes and operations.®

When it was clear ICANN would respect human rights within
its own scope and mission, the discussion shifted to individual
human rights, and the balancing of the interests of different groups.
This tested the ability of human rights as a boundary object to be
“both plastic enough to adapt to local needs and constraints of
the several parties employing them, yet robust enough to maintain
a common identity across sites” (Star and Griesemer 1989, 393).
The Right to Property was regularly mentioned as a concept of
contention. This is because there is an inherent tension between
the Intellectual Property Constituency on the one hand and parts
of civil society that have strong views on freedom of expression on
the other. While intellectual property advocates wanted to protect
trademarks and potential violations of trademark and copyright,
both in terms of content and domain names, through DNS free-
dom of expression advocates aligned with the technical commu-
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nity, and the existing ICANN bylaws, on the idea that ICANN has
a technical function and does not engage in content regulation.
This coincided with the discussion on the potential inclusion of a
reference in the new bylaw to one particular human right (such as
freedom of expression or the right to property), to several human
rights, or to all of them. Here the civil society participants advo-
cated that human rights are “universal, interrelated and inter-de-
pendent,”® and that there should be no “cherry-picking”®” among
different human rights; a position subsequently also embraced
by representatives of the Intellectual Property Constituency. This
led to some contention in both the Intellectual Property Constitu-
ency as well as in the NCSG, where people argued that the right
to property, the right of the author, and freedom of expression
should be singled out. In this situation, human rights accommo-
dated both groups and bridged the concerns by functioning as
a boundary object that allowed “social worlds which share the
same space but different perspectives” (Star and Griesemer 1989,
412) to translate each other perspectives, because the full set of
human rights make the boundary object recognizable from both
social worlds, therefore allowing both to progress.

The Last Steps: Tacking Back and Forth

Between the llI-Structured and the Well-

Structured

With the translation to different social worlds and the accom-
modation of the boundary object, respect for human rights came
closer to being standardized in ICANN’s procedures. However,
this section shows how a boundary object can also resist stan-
dardization and demand a higher level of interpretative flexibility,
forming part of the process of productive contestation. One of
the final topics of contestation during WS1 was the discussion
on which human rights document should be explicitly mentioned
in the new bylaw. The deadline for finalizing the work before the
contract between ICANN and the NTIA ran out in October 2016
was fast approaching, so there was a palpable sense of urgency.
Governmental representatives, and the civil society representative
on the Board of Directors (who nevertheless worked his career in
the Swiss government), preferred a sole reference to the Universal
Declaration of Human Rights (UDHR), whereas several other indi-
vidual civil society participants preferred a reference to the UDHR,
the Internet Covenant on Civil and Political Rights (ICCPR), and
the International Covenant on Economic, Social and Cultural
Rights (ICESCR),% with some civil society participants also want-
ing to include a reference to the UNGPs. This was countered by
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binding commitments.
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many participants in the CCWG, because it was unclear what a
commitment to binding documents like the ICCPR and ICESCR
would entail for ICANN, and there were severe concerns about
the possibility for chain responsibility that might come with adopt-
ing the UNGPs. Civil society representatives countered that the
UDHR was merely an aspirational document, and therefore quite
weak. This standoff signals the resistance to detailed standard-
ization at this point in time, or “the process of tacking back-and-
forth between the ill-structured and well-structured aspects of the
arrangements” (Star 2010, 601). The conflict was resolved by not
mentioning a specific declaration, covenant, or instrument, but
by instead using the phrase “internationally recognized human
rights,” without defining in WS1 which documents would be appli-
cable. It was also agreed that the bylaw would receive a “Frame-
work of Interpretation” (FOI), to be developed in WS2; allowing
for even more detailed translations of the boundary object, and
working toward standardization. Until this FOIl was developed, the
Human Rights bylaw would not come into force. This appeased
both the civil society representatives who wanted human rights to
be part of WS1 and the bylaws, as well as the other participants
who were of the opinion that it needed further elaboration before
it came into force. This was the proposal that gained consensus
in the CCWG and was approved by the ICANN community, and
thereafter by the ICANN board and the NTIA, which led the U.S.
government to voluntarily rescind direct control over ICANN and
handing stewardship over to the “international Internet commu-
nity.”

Productive Contestation at Work

This article has shown how human rights functioned as a
boundary object in the negotiations that took place during the
IANA stewardship transition, both within civil society and between
civil society and other stakeholder groups.

Human rights functioned as a boundary object within civil soci-
ety, translating between the social worlds of different cohorts of
civil society advocates with different backgrounds and experience;
this showed that civil society is not a monolith, but rather consists
of different cohorts and factions. On the one hand, there were free
speech advocates, often with a North American background, and
on the other hand there were more recent participants in ICANN
who had a broader conception of rights and more experience with
the human rights framework (Milan and ten Oever 2017). Human
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rights provided structure to the discussion, which allowed for the
accommodation of both perspectives. | call this a process of “pro-
ductive contestation,” because despite disagreement and conflict
between the parties, the interpretative flexibility of human rights as
a boundary object allowed for a historical achievement. Whereas
human rights in civil society could be translated to an overarching
norm between the different groups, norms by themselves do not
always have sufficient pull to structure consensus among actors
outside of civil society. Human rights needed to be translatable
to the respective social worlds of the stakeholders in the overall
institutional ecology, in order to result in a productive outcome.
This requires both active translators, as well as contestation from
the different social worlds to make the boundary object “work.”

Human rights, in the context of ICANN, was “worked on by
local groups who maintain[ed] its vaguer identity as a common
object, while making it more specific, more tailored to local use
within a social world” (Star 2010, 604-5). Governments translated
it to their own environments, in which they were already beholden
to human rights as part of their treaty obligations; civil society
understood it as development toward a standardization in the
ICANN process of rights that are relevant to ICANN, such as the
right to freedom of expression, the right to privacy, the right to
freedom of association, and the right to due process;* intellectual
property advocates felt reassured by the right to property and the
right of the author; for the business sector it helped to fulfill the
fourth criterion of the NTIA, which was “to maintain the openness
of the Internet.” Human rights as a boundary object allowed dif-
ferent stakeholders to have different interpretations, while having
enough immutable content to maintain its integrity. This process
clearly does not resemble the Habermasian ideal of an encoun-
ter based on dialogue in which agreement and understanding are
produced based on a shared rationality. Rather, what we see is
the accommodation of different social worlds with their own inter-
pretations, interests, and embedded knowledge, which are made
to work thanks to the structuring properties of human rights as
boundary object.

The process of negotiation was a standardization effort to cre-
ate a practice of respecting human rights in ICANN procedures,
as well as an effort to develop an understanding of what human
rights in the context of Internet governance meant and entailed for
the various stakeholder groups. When stakeholder groups devel-
oped interpretations that were incongruent with the interpretations
of other stakeholder groups, contestation emerged. The structure
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and functioning of the boundary object led to a productive con-
testation, because it allowed for the accommodation between
different social worlds, and thus for the development and explora-
tion of specialized identities of the boundary object, while keeping
a common overarching and recognizable identity. Contestation
comes into play when the common identity is threatened or when
incongruent identities are developed in different social worlds.
Productive contestation happens when the boundary object is fur-
ther explored or developed toward standardization by providing
the basis for a collaboration, while also accommodating dissent
through a process of translations and interpretative flexibility. In
this case, this happened both within the civil society stakeholder
group (between different cohorts of civil society actors), as well as
between stakeholder groups.

Human rights as a boundary object allowed for sufficient
interpretative flexibility to: offer the assurance of the informa-
tional structure of the human rights treaties (such as the UDHR,
ICCPR, and ICESCRY); offer process guidance as is provided in the
UNGPs; and allow for the customization of the process in WS2.
This allowed civil society to start a process of standardization,
and embed human rights in the regulatory documents of a central
Internet governance body, an inherent part of the Internet infra-
structure, while still tacking back-and-forth between the ill-struc-
tured and the well-structured aspects of this particular boundary
object (Star 2010, 614).

While there is now a commitment to respect human rights in
ICANN’s bylaws, this does not necessarily mean a concrete policy
change, because the bylaw will only get activated once a frame-
work of interpretation is developed in WS2, which is expected to
take from August 2016 until June 2018. Some critics might argue
that this means that nothing concrete has been achieved, except
for the prospect of more discussion after the IANA transition in
October 2016. | argue that the development of a framework of
interpretation paves the way for a process of further standard-
ization. When the bylaw is implemented after the development of
a framework of interpretation, the boundary object will become
standardized; potentially leading to new practices (and commu-
nities of practice) that could also function in turn as boundary
objects—such as the practice of undertaking human rights impact
assessments of ICANN policies in the Policy Development Pro-
cesses, or of engaging in human rights impact assessments of the
operations of ICANN as an organization.
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Conclusions

In this article | have shown that, during the discussions on the
transition of the control over ICANN from the U.S. government to
an entity called “the international Internet community” from June
2014 until October 2016, human rights functioned as a boundary
object, meaning that it was sufficiently familiar and acceptable as
a concept to all stakeholders, but at the same time meant some-
thing different for the different groups in their respective social
worlds. This allowed for human rights to “both inhabit several
intersecting social worlds (...) and satisfy the informational require-
ments of each of them” (Star and Griesemer 1989, 393), while also
adapting to the structure of information and work process needs
and arrangements, providing interpretive flexibility, and tacking
back and forth between structured and more tailored uses of the
concept of human rights (Star 2010; Star and Griesemer 1989).

Human rights formed a bridge between the information infra-
structure in ICANN and international law, and allowed for local
interpretations by different stakeholder groups, while keeping a
recognizable conceptual integrity across social worlds in a pro-
cess of productive contestation. The power of ideas helped civil
society to put the topics on the agenda, but the functioning of
human rights as a boundary object structured the multistake-
holder negotiations, which would not have been possible without
the translations made by civil society actors. The arrangement of
the negotiations was built on the translation between the social
worlds of respective stakeholders in these negotiations, and
translations between existing legal and political texts, practices
and experience of human rights, the ICANN context, and the NTIA
criterion for the maintenance of an open Internet.

Boundary object theory offers a lens to analyze negotiations
in a multistakeholder environment in which stakeholders with dif-
ferent backgrounds and perspectives govern a global resource. It
has shown how civil society was able to leverage a long-discussed
topic during a time of transition, and to engage in a cross-commu-
nity process of productive contestation; the development, nego-
tiation, and inscription that altered the infrastructure of a global
governance institution.

Further research is needed to compare whether similar pat-
terns can be observed in other multistakeholder Internet gover-
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nance organizations in particular (such as the Internet Engineering
Task Force and Institute of Electrical and Electronics Engineers),
and within global governance in general. Another possible angle
for further research is understanding whether the intentional
choosing of concepts and topics that can function as boundary
objects is a tried and tested action repertoire of civil society in
global governance, or whether it is being developed as part of a
new repertoire of strategic action. In order to understand the effec-
tiveness of civil society’s participation in negotiations in the mul-
tistakeholder model, and thus potentially some of its democratic
affordances, it is crucial to build an understanding of whether civil
society actually has a say and is able to influence the outcomes of
discussions, while structurally having access to fewer resources
than other stakeholder groups. A final angle for further research
could be analysis of how the commitment to human rights actu-
ally impacts ICANN’s operations and its policy development pro-
cesses—especially where it comes to discussions touching on
freedom of expression, copyright, privacy, and social, economic,
and cultural rights.
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Abstract«~

The Internet architecture is widely perceived as engine for inno-
vation by providing the equal opportunity to deploy new protocols
and applications. This view reflects an imaginary that guides the
co-production of policy and technology that can be traced back
to the early days of the Internet, which is still prominent among the
engineers in one of the main governance bodies of the Internet:
the Internet Engineering Taskforce. After the privatization of the
Internet architecture in the 1990s, the interplay between the archi-
tectural principles of end-to-end, permissionless innovation, and
openness subverted equality among Internet users and hampered
their ability to redesign the Internet. | draw on media studies, sci-
ence and technology studies and international political economy,
and use a combination of qualitative and quantitative methods
to show how the Internet architecture’s affordance structure got
reconfigured, and how this facilitated the prioritization of corpo-
rate interests over the interests of end-users.

Introduction

When in the early nineties the Internet was released from the
labs and found its way to millions of users, it was widely perceived
as an engine for innovation (Van Schewick 2012), an information
highway (Flichy 2007) and a tool for democratization (Castells
2009). These expectations and aspirations accompanied the
development of the Internet architecture and were operational-
ized through three main architectural principles: end-to-end, per-
missionless innovation, and openness. In this paper, | show how
the interplay between these principles, after the privatization of
the Internet in the early 1990s, undermined the equality of users
and the ability of individuals, researchers, and small companies to
redesign the Internet.

The Internet architecture is co-produced by corporations, state
actors, researchers and advocates in a self-regulatory industry
standards body called the Internet Engineering Taskforce (IETF).*!
Self-regulation has been the general paradigm for the governance
of the Internet because it is assumed to be most suited to the
transnational and quickly evolving nature of the Internet (Price and
Verhulst 2000). The evolution of the architecture of the Internet
is taking place through the development of open and voluntary
standards that facilitate interoperability between the products of
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network operators, equipment vendors, content and service pro-
viders, and software developers. Because of the nature of the
standard setting process, it has been described as a ‘wild mix of
politics and economics’ (Shapiro and Varian 1998) and ‘politics by
other means’ (Abbate 1999). While the standards and protocols
that are developed in the IETF are largely hidden from the larger
public, they shape our behavior (Chadwick 2006), determine vec-
tors of control over user data flows (Galloway 2006), how users
access information (DeNardis 2014), how users can exercise their
rights online (Lessig 2006).

To understand the standard setting process | use the terms
‘sociotechnical imaginary’, ‘co-production’, and ‘technological
affordance’. A sociotechnical imaginary is the combination of
visions, symbols, and futures that exist in groups and society. It
influences behavior, individual and collective identity as well as
the development of narratives, policy, and institutions (Jasanoff
and Kim 2015). A sociotechnical imaginary guides the process
in which people co-create knowledge, technology, and order, a
process that Jasanoff (2004) calls co-production. Technology,
which is an inherent part of this co-production process, inhibits
and stimulates human behavior. Hutchby (2001, 441) describes
this ‘constraining, as well as enabling, materiality of artifacts’ as
technological affordances. | leverage these terms to show how
the Internet architecture’s sociotechnical imaginary and its tech-
nological affordances got reconfigured and subverted during
three decades of co-production following the commercialization
and privatization of the Internet. This compounded theoretical
lens allows me to simultaneously take into account the shaping
of institutional configurations, technological orderings, economic
drivers, and the collaboration among disparate groups and com-
petitors facilitated by a joint vision. This approach enables me
to analyze the Internet architecture as a site of contestation (ten
Oever 2018), as an assemblage of power (DeNardis 2014), and
‘as a normative “system of systems™, and to unpack ‘the micro
practices of governance as mechanisms of distributed, semi-for-
mal or reflexive coordination, private ordering, and use of inter-
net resources’ (Epstein, Katzenbach, and Musiani 2016), without
defaulting to a reductionist approach.

First, | will provide an overview of the relevant literature, sub-
sequently | give an overview of the methods used in this research,
and provide an analysis in which | will establish the Internet
architecture imaginary and subsequently show how it got sub-
verted. Finally, | will offer some thought about what this means
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for self-regulatory Internet governance models and avenues for
further research.

An imaginary space between a
technological dream and an
economic reality

Instead of looking at the content of data streams, which is
like the ‘juicy piece of meat carried by the burglar to distract the
watchdog of the mind’ (McLuhan 2013, 19), | argue we should
rather look at the preconditions, shapes, and characteristics of
data streams: the Internet architecture. Before elaborating this
position, | will first describe the process through which the Inter-
net architecture is co-produced and introduce the concept of the
sociotechnical imaginaries as a lens to understand this process
and give an overview of recent academic debates pertaining the
Internet architecture. Contemporary debates in media studies,
science and technology studies and governance studies that
discuss the Internet architecture focus on: (1) the values, or lack
thereof, that are enshrined in the internetworking protocols (Bra-
man 2012b; Flanagin, Flanagin, and Flanagin 2009), (2) how the
Internet infrastructure is used to exercise control (Eeten and Muel-
ler 2013; Musiani et al. 2016), and (3) consolidation and market
concentration in the Internet architecture (Mansell 2013; Easter-
ling 2014; McKelvey 2018).

Technical standards, of which networking protocols are a sub-
set, are rules, procedures and formats that facilitate communi-
cation between two or more parties. The Internet architecture
consists of ‘standards which make up the technical back-bone of
an information infrastructure’ (Hanseth and Monteiro 1997, 183)
that, through its affordance structure, dynamically shapes our
information societies. The Internet architecture is co-produced
in governance bodies and Standards Developing Organizations
such as the IETF. Whereas theoretically participation in the IETF
is open for everyone, it is dominated by employees of transna-
tional corporations. The most common affiliations of the authors
of IETF output documents, the so-called RFC-series, are: Cisco,
Huawei, Ericsson, Google, Juniper, IBM, Nokia, Microsoft, AT&T,
and BBN.*2 The RFC-series (an abbreviation for Request for Com-
ments) should not only be understood as a series of technical
documents but also as policy documents (Braman 2013) which
describe the values, processes and procedures for co-production
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and therefore are relevant for understanding the sociotechnical
imaginary of the Internet architecture. Most RFCs, however, are
written by authors with an affiliation in the private sector, there
are also many RFCs that have been authored by researchers, and
even some by members of civil society organizations.

The Internet architecture’s sociotechnical imaginary revolves
around doing things that are ‘for the good of the Internet’ (Mathew
2014, 160), sustaining a ‘generative Internet’ (Zittrain 2008, 6),
and is underpinned by three specific engineering principles: end-
to-end, permissionless innovation, and openness (Internet Soci-
ety 2012). The Internet architecture’s imaginary is rooted in the
idea that the network is a general purpose ‘common carrier net-
work’ (Davies et al. 1967, 3) where ‘all hosts are equal’ (Mogul et
al. 1984, 1), meaning that they can function as general purpose
end nodes (cf. Padlipsky 1982; Braden 1989; Carpenter 1996),
and that everyone has the freedom to shape their own traffic by
deploying new protocols between end nodes, and thus redesign-
ing the Internet. The ability to freely deploy protocols fits very well
with the ‘ideology of open standards’ (Russell 2014, 21) and the
voluntary nature of the Internet standards developed in the IETF.
In this paper | interrogate this sociotechnical imaginary because
‘[m]yths are important for what they reveal (including a genuine
desire for community and democracy) and for what they conceal
(including the growing concentration of communication power in
a handful of transnational media businesses)’ (Mosco 2005, 19).

DeNardis (2009) explores the complex process of the co-pro-
duction of the Internet architecture by describing how the mere
transition from one protocol to another caused a significant
amount of contestation because of its geopolitical interests and
impacts. This process of contestation is described by Clark et al
(2005), who argue that there are different adverse interests at work
in defining the Internet architecture, that this ‘tussle’ should be
accommodated because ‘it is crucial to the evolution of the net-
work’s technical architecture’ (Clark et al. 2005, 462), and that rigid
designs which do not accommodate this tussle will not survive the
passage of time and will be broken. Braman (2011) convincingly
shows that social policy issues such as rights and freedoms have
always been part of the Internet standards deliberations. Braman
(ibid), however, did not address how or whether these discussions
actually resulted in changes in the technical materiality of the
network. Davidson, Morris, and Courtney foresaw Braman'’s find-
ings but argue that while ‘many technologists within the leading
standards bodies are public-minded, few have explicit expertise
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in policy-making or at interpreting the public interest. Standards
organizations have always (appropriately) emphasized technical
goals over societal ones’ (Davidson, Morris, and Courtney 2002,
4). Since the call of Davidson et al to assess the impact of proto-
cols in the IETF there have been several efforts to better under-
stand the relationship between values and networks (Orwat and
Bless 2016), develop guidelines to integrate human rights consid-
erations in protocol design (ten Oever and Cath 2017), and calls
for the IETF to ‘enable the actualisation of human rights through
the protocols and standards it designs by implementing a respon-
sibility-by-design approach to engineering’ (Cath and Floridi 2017,
449).

The IETF has not operationalized any structural assessment
of the impacts of their standards and protocols. The lack of inte-
gration of impact assessments in the standards process and the
intentional undermining of technical standards has led to a dis-
cussion about the legitimacy and adequacy of the self-govern-
ing technical standards bodies to deliver a trustworthy Internet
architecture (Rogers and Eden 2017). Internet shutdowns during
political events, such as elections, foregrounded how the Inter-
net architecture is used as a domain of control and showed how
infrastructure is used by governments to realize their objectives.
Research has established a trend of the enactment of governance
objectives through and by private parties rather than governments
(Arpagian 2016; DeNardis and Musiani 2016). Levinson and Cog-
burn (2016, 219) remark that this process is tightly connected with
the privatization of the governance of the Internet architecture.
While the privatization of the Internet architecture was supposed
to lead to competition and innovation (Cowhey, Aronson, and
Richards 2009; Van Schewick 2012), this paper argues that actu-
ally led to the subversion of equality between hosts and the free-
dom to deploy new protocols.

As described above the Internet architecture has been an
object of research in different fields, but analyses that take into
account the combination of the guiding sociotechnical Internet
architecture imaginary, the materiality of the technology, and
economic drivers, are still quite rare, but are gaining traction (eg.
DeNardis 2014; Mathew 2014; McKelvey 2018). Analyses gener-
ally take into account institutional and technical aspects, such as
Dourish (2018) has done in his analysis of IPv6; or rather, it takes
economic and institutional aspects into account, such as Van
Schewick (2012), Russell (2014) and Smyrnaios (2018) have done.
Arguably, both approaches undervalue the dynamic interplay
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between technological materiality, institutional configurations, and
economic drivers. | argue that it is exactly this interplay that cre-
ates new orderings and affordances. My theoretical contribution
is to reveal how economic drivers prompted an interplay among
architectural principles which led to a reconfiguration and subver-
sion of technological affordances and the Internet architecture’s
sociotechnical imaginary. This seeks to overcome an economic,
legal, or technological reductionist approach in the analysis of the
Internet architecture.

Methods

My research into the IETF started with a long-standing fasci-
nation for RFCs: their language, particular formatting, and author-
itative standing for everyone interested in computer networking.
The institutions, people, and processes behind the production of
the RFCs, their infrastructure so to say, only became apparent
when | started participating in the IETF and its surrounding envi-
rons. This participation is the basis for my ethnographic memoir,
which developed into participant observation when | formalized
my research plans. The research period spanned between March
2014 and July 2018, during which | participated in 11 tri-annual
IETF meetings and actively participated on mailinglists. | partici-
pated in several Working Groups, and served in several leadership
positions. This experience provided me with a first-hand account
of the practices in the most prominent Internet standards body,
as well as access that an external observer might not otherwise
have. In qualitative research, the researcher is an inherent part of
the creation of meaning (Denzin, Lincoln, and Giardina 2006), part
of a critical ethnographic practice is therefore ‘an ongoing com-
mitment to re-thinking and re-doing one’s work as ethnographer
and activist’ (Lave 2011, 2). Part of this process was to address
my particular situatedness in the fieldsite (Haraway 1988), namely
as an activist-engineer-researcher. In order to gather and seek to
understand different points of views, | employed a mixed method
approach, to triangulate and validate my findings, and in that pro-
cess to create an opportunity for reflection on research context,
the relationships with the community | researched and was sit-
uated in, and the power dynamics in the process of knowledge
production (Haraway 1991).

In order to analyze the evolution and emergence of explicit val-
ues in the large body of data on transnational governance of the
Internet infrastructure, | engaged in the quantitative analysis of
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IETF mailinglists and the IETF’s technical documents published
in the so-called RFC-series. In my analysis | focused on preva-
lence and development over time of language related to society,
ethics and rights, as well as trends in the professional affiliation
of document authors, guided by intuitions that arose from par-
ticipant observation. | obtained these documents from the IETF
website, after which | undertook a quantitative document anal-
ysis of the RFC-series using the JavaScript-based tool rfc-anal-
ysis*®, and engaged in quantitative mailing list analysis using the
Python-based tool BigBang*4, to gain a deeper insight into cases,
trends and interactions. The outcome of these quantitative anal-
yses informed the creation of the questionnaire | developed for
the interviews, and helped me focus on architectural principles
and specific protocols. | engaged in 25 semi-structured inter-
views with IETF leadership and RFC authors through a purposive
sample of seasoned and visible members of the Internet protocol
community. The audio was transcribed and analyzed using quali-
tative methods informed by thematic analysis, with which themes
were identified and coded across interviews. Through the identi-
fication of themes, concepts, practices, and activities, | analyzed
the interview data to understand the ways in which the Internet
architecture fundamentally changed from the early 1990s up to
now, and how that affected the equality of users and their ability
to design and deploy new protocols. The last step of triangulation
and validation was to see how my findings on the Internet archi-
tecture compared to the description of the Internet architecture in
the RFC-series. Therefore | engaged in the qualitative analysis of
a specific subset of RFCs. | made a purposive sample of 20 RFCs
that mention ‘architecture’ and made a chain sample of 20 RFCs
that are referred to in the aforementioned 20 RFCs to add back-
ground understanding for the architectural issues that are being
referred to and that they are responding to. Finally, | analyzed 5
RFCs that specifically got mentioned during the interviews.

Analysis - On the idea of smart
endpoints and the dumb pipes

I will first describe the Internet architecture imaginary, then |
will describe the challenges in the form of the rise of the middle-
box and the accompanying reconfiguration of the affordances of
the architecture, and the subsequent iterative responses to over-
come the obstacles presented by this new ordering.
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The Internet architecture imaginary

The sociotechnical Internet architecture imaginary emerged
during the early phases of the development of the Internet while
it was still a research network. | focus on the stabilization of this
imaginary that started with the privatization of the Internet in the
early nineties when the US government ceded direct control over
the Internet. This gave way to an increased amount of self-regu-
lation through private governance bodies such as the IETF. When
asking engineers in the IETF about the central architectural values
or principles of the Internet protocol community, their answers
have a significant amount of overlap. | will describe the imaginary
as a category, or ideal type, based on the research data, which
in reality can appear less monolithic and will have fuzzy edges.
Nonetheless in the interviews, documents, and observations, the
imaginary turned out to be remarkably consistent. The end-to-end
principle (Saltzer, Reed, and Clark 1984), permissionless innova-
tion, and openness (Russell 2014) get mentioned time and again
in interviews as well as in technical and policy documents (Inter-
net Society 2012). These three architectural principles shaped a
sociotechnical imaginary which is rooted in the equality of ‘inter-
net host computers’ (Mogul et al. 1984; Deering 1989), the ability
to design and deploy new protocols between these computers,
and to increase and grow the Internet with more computers and
more users (Braman 2012a). The architectural principles have
both sociotechnical and sociopolitical conceptions which play
important roles in the co-production of the Internet. | will discuss
the three architectural principles in depth, because they played a
central role in the demise of the Internet architecture’s imaginary.

The first architectural principle, the end-to-end principle,
appeared as a central pillar of the values and principles of the
architecture in nearly every interview, RFC3724 even calls it: ‘the
core architectural guideline of the Internet’ (Internet Architecture
Board 2004). The principle describes where to put functionality
in the network, namely at the edges (Internet Architecture Board
1996), and let the network be ‘dumb pipes’#® that solely transports
data. The end-to-end principle allowed for a ‘tremendous amount
of agency in individuals and anyone who could put a server any-
where. Anybody could make arrangements to have a prototype
protocol pair that you could talk to with each other from anywhere
to anywhere.’*® This principle was infrastructurally a revolution
because it contrasted so strongly with the communication net-
works that preceded the Internet. Endpoints that are controlled
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by their owners can be altered quickly, and thus allow for freedom
and flexibility. Changes in the infrastructure are far more cum-
bersome, or in the words of a former telecommunications engi-
neer turned Internet engineer: ‘we have the end-to-end principle
because so you can do things really quickly on the infrastructure,
but [..] if you have to change the infrastructure, that takes a long
time’.%” This captures the importance of the end-to-end principle
for innovation, but it has further implications as a sociopolitical
conceptualization, one engineer mentioned that:

There are other folks who take that principle to be more
than an engineering principle, but rather an ethical or
values driven principle which says that the role of the
network is to enable parties to communicate with each
other, and not to enable the network itself as a form of
control, centralized control. | take both views.*®

The end-to-end principle provides users with the freedom to
shape and create their own networking experience. This had a tre-
mendously empowering effect on engineers: there was ‘a desire
to go your own way, um, and a kind of idea that we can invent our
own rules and we don’t need too many rules, but the ones that we
want, we can invent’*®.

The second principle, the principle of permissionless innova-
tion, describes that there should be no barriers to the deployment
of new protocols. In other words: ‘you don’t need to negotiate
with any entity in the middle of the network to get your new thing
deployed. [...] [Y]Jou don’t need to negotiate with any entity in the
middle of the network in order to transport your packets.’>® Nego-
tiating is meant here in both technical as well as sociopolitical
terms; permissionless innovation depends on the fact that there
is no authority that can sanction what protocols can or should be
used. ‘[A] typical example is the Web. Tim Berners-Lee did not ask
permission from anyone, he invented something, went back, built
it, and then it was downloaded and no one [...] had anythin to say
about it.”®' This sociotechnical conceptualization has clear socio-
political implications: there should be no limitations on the ability
to deploy new technologies on the network. With this principle
participants in the IETF also limit their own authority and respon-
sibility, summarized in an often repeated phrase among long time
participants: ‘we’re not the protocol police™?.

The third principle, the principle of openness, is described as
the property ‘that you can reach from any point of the Internet to
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any other point of the Internet without your packets been ham-
pered or they’d been stopped or so on’®, it furthermore means
that new computers can be added to the network.

The sociotechnical conception of openness is directly cou-
pled with a conception of connectivity, access, as well as their
explicit sociopolitical consequences. Except for the socio-tech-
nical conception of openness of the network, openness is also
often associated with the socio-political consensus approach to
standards development, which fits into an ‘ideology of open stan-
dards’ (Russell 2014, 21)that ‘linked the open standards-making
process with the ideals of participatory democracy, open markets,
individual autonomy, and social progress’ (Rogers and Eden 2017,
804). Similar to the end-to-end principle and permissionless inno-
vation, openness is not only associated with a technical ability, in
this case to add nodes to the network, but also with open com-
munications, open standards, as well as with open governance
(Internet Society 2013). The ideal of participatory democracy is
also reflected in the IETF’s unofficial motto: ‘We reject: kings,
presidents, and voting. We believe in: rough consensus and run-
ning code’ (Clark 1992, 543), a credo which was minted during
the Internet-Open Systems Interconnection (OSI) standards war
(Russell 2006; DeNardis 2009), when the governance model of the
IETF was heavily tested and further refined. This process strength-
ened the organizational practice that individuals opinions should
seriously be considered and discussed, and cannot simply be
overruled by an authority or a majority (Resnick 2014). This shows
the strong interrelation between the technology, the institutional
organization of the IETF, and the community that co-produces the
architecture. The make up of the community participating in the
IETF, however, has changed over the years. In the early days of
its work, the Internet architecture was produced largely by net-
work researchers that were working at universities and as gov-
ernment contractors. Since the privatization of the Internet in the
early nineties, there has been an exodus of researchers (Ding et al.
2013), whose ranks have been filled by contributors from the pri-
vate sector who now dominate the IETF. This can, for instance, be
observed in increasing preeminence of private sector affiliations
among authors of RFCs.5

While the IETF community makes explicit statements about
values and principles, its website says: ‘We try to avoid policy
and business questions, as much as possible’®®. This is quite a
remarkable statement for self-regulatory body of a $44 billion
networking-infrastructure market®®. Interestingly, the architectural
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principles that have strong sociotechnical and sociopolitical con-
ceptions at the same time anchor the architectural imaginary and
obfuscate the socioeconomic reality.

Cracks in the Imaginary I: Firewalls, NATs, and

network management

The first threat to the end-to-end principle, the openness of the
Internet, and permission innovation took the form of middleboxes.
Middlebox is a shorthand for: ‘intermediary device[s] performing
functions other than the normal, standard functions of an IP router
on the datagram path between a source host and destination
host’ (Carpenter and Brim 2002). Middleboxes can have many dif-
ferent functions, such as firewalls, Network Address Translation
(NAT) routers, IP-tunnels (such as Virtual Private Networks), and
network management devices. The introduction of middleboxes
formed a paradigmatic shift in the functioning of the network
(McKelvey 2018). Whereas the network was previously supposed
to function as a ‘dumb pipes’®’, as outlined by the end-to-end
principle, functionality was added to the network. This happened
because of three issues that resulted from the rapid growth of the
network: (1) an increased need for security, (2) the depletion of
Internet Protocol (IP) addresses, and (3) increasing business inter-
ests (Internet Architecture Board 2004). | will shortly describe the
reactions tho these issues below.

To be able to connect to the network every device needs a
unique number: an IP address. It was never envisaged that so
many devices would be connected to the network, so when more
devices were connected, IP addressed were running out and a new
addressing scheme needed to be developed. This was especially
pressing since adding new nodes to the network is an inherent part
of the principles of openness, one of the Internet’s architectural
principles. However, there was no direct replacement address-
ing scheme ready, and there were projections that IP addresses
would run out by 1994%. This led to the introduction of the ‘tem-
porary solution’ of Network Address Translation (NAT), which
allowed a network of computers to share one public IP address
(Francis and Egevang 1994) from the pool of IP addresses. While
this was an efficient short-term solution, this directly went against
end-to-end principle according to which ‘packets [should] flow
unaltered through the network’ (Carpenter 2000). NATs interrupted
the packet flow because the IP address of the end-device is not
known to the network or the recipient and needed to be added by
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the middlebox, thus adding functionality to the network.

When the network grew beyond a group of researchers, there
was the need to introduce firewalls ‘which screens network traf-
fic in some way, blocking traffic it believes to be inappropriate,
dangerous, or both’ (Freed 2000, 2). Firewalls were installed on
end-devices, home routers, but also inside larger networks and
thus not only found at the edges of the Internet. A regularly imple-
mented functionality of firewalls is directionality. This means that a
network, and the computers connected to it, are ‘protected’ from
receiving connections from an outside computer that it did not
request. This is a sound security measure on the one hand, but
on the other hand, it creates a difference between servers and
clients. If your computer is located behind a directional firewall
(or NAT), the computer cannot function as a server because other
clients cannot reach you, traffic can only be initiated from one end
of the connection. While many smartphones currently have more
processor capacity and storage space than early webservers,
they cannot function as a server because the network is imposing
a one-directional ordering. This is how NATs and firewalls create
the difference between producers and consumers. Network oper-
ators, with the help of equipment vendors, inscribed boundaries
into the Internet architecture and attempted ‘thereby to configure
the user such that s/he can only meaningfully encounter the tech-
nology on the company’s terms’ (Hutchby 2001, 451). This rep-
resents the first step in the creation of inequality between Internet
hosts, and thus creation of a class of mere users.

Network management is used by network operators to optimize
network performance. There are different ways for approaching
network management, a contested approach is the differentia-
tion and prioritization of specific services over others, or even the
blocking of some services or providers for economic reasons. This
discussion is more commonly known as the net neutrality debate
(Crowcroft 2007). One probably would not notice if you would
receive an email a few milliseconds later, but if there is a delay in
the delivery of a videostream, this might cause irritating hiccups.
It might seem efficient to prioritize video content over mail traffic,
there is, however, a fine line between network management and
discrimination between kinds of traffic. If one prioritizes a specific
kind of traffic or traffic from a specific provider, this could pose a
barrier for alternative streams and providers to grow and develop,
since competitors would have a distinct advantage. Violations of
network neutrality also interfere with the end-to-end principle and
the idea that the network should just transport packets.
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The introduction of middleboxes in the network solved some
immediate problems such as security issues, delayed other prob-
lems, such as the shortage of IP addresses, and create some eco-
nomic incentives, in the case of the prioritization of services. The
response to the issues of security and the lack of IP addresses
could also be understood as response to the architectural princi-
ple of openness because if these issues would not be addressed
it would hamper the connectivity of existing and new nodes. The
changes in network management could be interpreted as enact-
ments of permissionless innovation, but all responses inherently
violated the end-to-end principle.

Cracks in the Imaginary II: The Advent of

Ossification and the failure of SCTP

While middleboxes improved performance of specific kinds of
traffic, they also negatively impacted the ability to alter protocols
through a process called ossification (Thaler 2011). Ossification
is the decreasing flexibility of the network which results in the
inability to deploy a new protocol or protocol extensions due to
the unchangeable nature of infrastructure components that have
come to rely on a particular feature of the current protocols (Clark
2018). NATs and firewalls ossify around specific protocol charac-
teristics. If these middleboxes receive traffic with other, and thus
unknown, characteristics they will reject the traffic. While middle-
boxes seek to optimize the network, they actually hamper the abil-
ity to deploy new protocols. Or in the words of a senior network
operator:

So at the moment there’s a whole industry of middle-
boxes that basically break [...] end-to-end connections.
[T]hey end up ossifying the internet itself [...] because
these are boxes that are trying to operate transparently
and sort of invisibly you don’t know that they exist or
where they exist. You can’t point to them even. They
don’t have an address. You can’t do anything. They are
bumps in the wire®

Actually, ossification by middleboxes sometimes turns out
to be a lot more than a proverbial bump in the wire by actually
obstructing the deployment of new protocols as the following
example shows.

The Stream Control Transmission Protocol (SCTP) was devel-
oped as an evolution to transport more data in a faster way than
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was possible up to then. Initially it was standardized for telephone
networks in 2000 (Taylor et al. 2000) and was adapted to be a gen-
eral purpose Internet protocol in 2004 and after that has received
updates for over a decade. Nonetheless, SCTP never significantly
worked on the Internet. SCTP worked perfectly in the lab and lived
up to all of its design expectations, but it would not work in the
wild, on the actual Internet, because middleboxes added inflexi-
bility to the network, in other words: ossification. In the words of a
former SCTP developer:

[Y]ou can run [SCTP] on your own network when you
control all of the middleboxes, but if you try to run

it across the public internet there’s some non-trivial
points that the traffic won’t get through because there
will be some boxes like: “SCTP, what’s that?”. NAT mid-
dleboxes are a classic example there. [...] [Y]ou can’t
really run SCTP across the public network. We tried
that and there’s too many things in the way.5°

Middlebox induced ossification changed the Internet from an
environment where equal hosts could deploy their own protocols,
to a network where to design for the future, protocols need to look
like the past. Foundational architectural principles of the Internet
imaginary cannibalized themselves: in order to safeguard open-
ness, permissionless innovation in the network was leveraged.
This undercut the end-to-end principle, which in turn undermined
permissionless innovation.

The introduction of middleboxes reconfigured the affordances
of the network, with pivoted the locus of control from the end-
points to the network operators (Minar and Hedlund 2001). The
latter were enabled in this endeavor by networking equipment
vendors. There were clear incentives for both the network oper-
ators and the equipment vendors: the network operators wanted
more control over their networks, and offer better performance to
their customers. Equipment vendors wanted to sell the network
operators equipment. The way they did this was adding more
intelligence to the network, which was a relatively low investment
for the operators which yielded results on the short term, and ben-
efited the network equipment vendors. An Internet pioneer who
was on the forefront of connecting new countries and continents
formulated it this way:

There seems to have been the development that there
is now more, some would say, ‘intelligence’ in the net-
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work now. Well, this is a bunch of shit from a bunch of
basket cases like Cisco with a willing set of co-conspir-
ators called network operators because in the tele-
phone world they were the center of the universe. [...]
The network folks looked at this [the Internet] and said,
no, no, and they found a willing co-conspirator in Cisco
and instead of having 15 line router that just switched
packets, now they have something with 50,000,000
lines of code.®’

Freedom, agency, and control was taken from the endpoints
by network operators, with devices that were provided by equip-
ment vendors. As | have shown this had both technical and eco-
nomic reasons, which jointly surmounted to a reordering of the
affordances of the network. This reordering largely benefited net-
work operators and equipment vendors, not so much the people
that were operating services on the endpoints, because they were
hampered in the deployment of new protocols, such as SCTP.
Thus a response from the latter group was to be expected.

The return of the strong endpoints:

The Rise of QUIC

The limitations introduced by middleboxes accrued quite
some resentment in the Internet protocol community because it
constricted the freedom to deploy new protocols in the network.
The fact that middleboxes do not announce themselves, and thus
make the troubleshooting issues harder, added to the frustration.
For quite some time, protocol developers could not find a solution:
SCTP developers had worked on it for almost a decade and did not
solve it. For content providers it became increasingly important to
have a protocol that would deliver content in a faster manner over
the networks, because of the increasing demand in streaming
video and media rich websites. This finally became possible with
the development of the Quick UDP Internet Connections (QUIC)
protocol: a connection based stream protocol which supports
multiple streams. QUIC functioned in a way similar to SCTP, with
some extra features. A quintessential difference between SCTP
and QUIC however was that the latter was developed by Goo-
gle. Google already had a fast global Content Distribution Net-
work and developed the most-used browser in the world: Google
Chrome. Thus Google held two important pieces of the puzzle
but needed a protocol to connect the two pieces: ‘Google is very
invested in this [QUIC] because they make a lot of money off of
making sure that no one gets in the path between them and the
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user, and they centralize all that power.’®?> QUIC would allow Goo-
gle to serve their content faster, and ensure that user data would
not be shared with other parties, such as network operators. Both
have significant economic implications for a company that makes
most of its money via targeted advertising. But except for motive,
Google also had the network control and capacity to develop this.
In the words of a long time protocol developer: ‘the reason that
QUIC [..] can do what it can do is because the two endpoints are
controlled by the same people, so they [Google] can, they can do
like dark releases and AB-testing and all that that we can’t do’®3.

Google started developing QUIC in 2012 and in January 2018
between 2.1% and 9.1% of all Internet traffic was using QUIC,
which is dominated by Google that uses it for 42.1% of its traffic
(Ruth et al. 2018). Google was able to gain much better results
than SCTP because it could do testing between its network and
its browsers, and because it had significant resources to invest.
Network operators would also think twice about blocking Goo-
gle’s faster services because it would negatively impact many of
their users:

Google’s big enough that it's very hard to stop in the
sense that when you think about blocking Google
you’re blocking access to search and peoples’ email
and all of the different services that they provide, a
huge number of different services.%

This was another large non-technical but rather economic
difference between QUIC and SCTP: QUIC already had a large
market share through its user-base: Google’s users. Google did
not keep QUIC for itself as a proprietary protocol, Google brought
QUIC to the IETF for standardization, which would increase the
chances of broader adoption of the protocol, and therefore further
ensure that new and updated middleboxes would not block QUIC
traffic.

The implementation of QUIC will lead to a reordering of the
network. QUIC was built to penetrate middleboxes and provide
as little control as possible for network operators to shape, filter,
or access data streams. QUIC was built to reconfigure the affor-
dances of the architecture: it will reinstate the end-to-end princi-
ple and re-enable permissionless innovation but only as long as
the QUIC protocol is used, creating a new path dependency. The
cause and the effect are clear for protocol developers: ‘the incen-
tive for QUIC was to try and prevent ossification in the network,
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but | think the implication is that it’'s going to take power away
from the network’®S. The reasons for this are the limitation incurred
by the ossified network and power imbalance: ‘I do think that
there’s a massive power differential that exists between people
who run the network and the end users’®®, and now ‘the pendulum
is swinging the opposite way’®” back to the end users. While QUIC
restores the end-to-end principle, it cannot overcome the differ-
entiation between users and providers introduced through NAT
directionality, and therefore it does not restore equality between
all hosts.

This brings us back to the initial conception of the Internet
architecture’s imaginary, wherein all hosts were equal and one
could freely deploy protocols, strutted by architectural principles
like end-to-end, permissionless innovation, and openness. While
the limitations of ossification have partially been overcome through
QUIC, this has only been possible by a significantly resourced
transnational corporation, that also controlled large parts of the
network, and controlled the worlds most-used browser, and could
hire the best engineers, some of whom previously extensively
worked on SCTP.

In other words, a precondition to restore part of the Internet
architecture imaginary, was a significant economic incentive and
technical and economic concentration, which contributes to an
even further consolidated technological and economic reality.
The increasing dominance of socioeconomic considerations over
sociopolitical considerations is illustrated a member of the senior
IETF leadership who confirmed that: ‘you need to play into some
of the operators or vendors earning models in order to get some-
thing deployed’®®. This reflects demographic changes in the IETF:
whereas the IETF used to be dominated by researchers, the over-
whelming majority of participants now is representing the private
sector. Deploying new protocols is still possible on higher layers
of the networking stack, but less so in the lower layers of the
architecture, unless one can gather resources like the one Google
could muster, as we have seen in the example of SCTP. One sim-
ply needs to abide by the rules set by transnational corporations.
In the words of a long time participant in the Internet protocol
community: ‘[the mantra of the Internet enterprise is simple: ‘Get
Big or Get Bought!”(Huston 2017, 5).

It is probably the same phenomenon we see in other indus-
tries. When it is brand new|..] you have more freedom to think
exactly about how you want this thing to work and not worry about
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how much money you’re going to make, because you’re you will
just make a lot of money. Now, a lot of people have made a lot of
money off the Internet, there is still more, gobs and gobs need to
be made, but it is a little bit crowded. We are heading a bit into the
‘winner-take-all’-phase.®

While this startling socioeconomic reality, with significant
impact on the material affordances of the Internet architecture,
is widely recognized in interviews, the official IETF position is ‘to
avoid policy and business questions, as much as possible’’°.
This new socioeconomic reality, which is in part produced by
the networks affordances, has cannibalized the Internets archi-
tectural imaginary, that is still being professed. The hollowed out
sociotechnical imaginary actually functions as a cover, or even
an implicit justification, for this consolidation of communication
power.

Conclusion

The Internet architecture is hailed as an architecture in which all
hosts are equal and everyone has the freedom to deploy their own
protocols. This sociotechnical imaginary is anchored in the prin-
ciples of end-to-end, permissionless innovation, and openness,
and was operationalized through a process of co-production in
Internet governance institutions such as IETF. When the Internet
architecture was privatized a tussle over control over datastreams
ensued between networks operators, enabled by equipment ven-
dors, and content providers. This tussle led to the reconfiguration
of the technical affordances of the Internet architecture. In this
reconfiguration the equality of hosts and the ability to deploy new
protocols between hosts has been subverted.

The sociotechnical Internet architecture imaginary and its
self-regulatory governance model have not been able to cement
the equality of Internet hosts and the freedom of researchers,
small companies or individuals to function deploy new protocols,
especially on lower layers of the protocol stack. Previously cen-
tral sociopolitical conceptions and considerations that were part
and parcel of the architecture’s sociotechnical imaginary effec-
tively faded into the background, while socioeconomic consider-
ations have acquired a far more prominent place in the shaping
of the Internet’s technological affordances. The Internet architec-
ture imaginary, that is still professed in IETF, obscures the socio-
economic reality in which interoperation between transnational
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corporations has overshadowed the practice and ethos of doing
things for ‘the good of the Internet’ (Mathew 2014). This dynamic
arguably has contributed to the relative absence of the Internet
architecture in current academic and policy debates on govern-
ment regulation of the Internet, whereas the much discussed plat-
forms and search engines are only a part of the Internet power
assemblage.

The preceding analysis has shown how economic drivers
spurred iterative changed in the affordances and materiality of
the Internet architecture as well as its sociotechnical imaginary,
illustrating the dynamic interrelation between economic drivers
and technological affordances. This analysis contributes to the
debates in governance studies by concluding that the self-regula-
tion of the Internet architecture undermined the very design goals
of the Internet architecture, changed its sociotechnical imaginary,
and facilitated the prioritization of corporate interests.

Future research could focus on how standards development
and self-regulatory governance bodies can take explicit values,
such as the equality and freedoms of users, structurally into
account as a formalized part of their processes, and what internal
or external incentive structures would be needed to achieve this.
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Abstract~

This paper explores how prevalent norms are used to exert
power and control in the governance of distributed infrastruc-
tures, such as the Internet. Through the lens of norm conflict, |
analyze the structural resistance against the introduction of new
norms in the transnational governance of the Internet routing. In
a mixed-methods case study, | examine through an experiment
how a community of network operators resists the introduction
of data protection and human rights norms in the Internet routing
infrastructure. To explain the ways in which existing norms enable
the structural resistance to the introduction of new ones, | develop
the notion of ‘infrastructural norms’. This concept explains why
Internet infrastructure governance thus far has defied national and
international democratic norms. The understanding of how trans-
national infrastructure governance is used to exercise power and
disseminate control contributes to the fields of global governance,
international relations, and Internet governance.

Routing, Power, and Control

Something unusual happened in the realm of Internet gover-
nance in 2017: a Regional Internet Registry (RIR), an institution
responsible for the coordination of numbers and addresses on the
Internet, made headlines. In response to increasing Internet shut-
downs on the African continent, a policy proposal was submitted
to the RIR responsible for Africa. The proposal argued that when
a ‘government ordered blocking access to the general internet’’?,
resources that are a necessary precondition to be connected to
the Internet should be seized from that government by the RIR.
The aimed result would be to disconnect the censoring govern-
ment from the Internet. While the proposal was rejected, and later
retracted’®, it shows how technical actors, such as RIRs, can have
a significant impact on how governments, organizations, and indi-
viduals are connected to the Internet.

As the Internet gets ever further entrenched into our civilization,
‘[slome of the most radical changes to the globalising world are
being written, not in the language of law and diplomacy, but in [...]
infrastructural technologies’ (Easterling 2014, 15). Infrastructures,
such as the Internet, mediate and penetrate all parts of society,
and thereby set the invisible ‘rules governing the spaces of every-
day life’ (Easterling 2014, 11). A significant part of the norms and
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rules for the Internet are produced through a range of self-regula-
tory practices in a ‘mosaic’ (Dutton and Peltu 2007) of institutions,
which together make up the transnational Internet governance
regime complex (Nye 2014), also described as the polycentric
Internet governance network (Scholte 2017b), of which Internet
routing is a significant part. In this paper | explore the question
how power and control are exerted in Internet routing, by looking
at one of the places where the transnational governance of Inter-
net routing takes place: a Regional Internet Registry.

By facilitating the interconnection among roughly 70.000
separnaturalate and independent networks, commonly known as
Autonomous Systems (ASes), Internet routing forms a founda-
tional part of the Internet as we know it, even though it is unknown
and invisible to most people. These interconnected independent
networks are mostly Internet Service Providers, Network Transit
Providers, and large institutions, such as transnational corpo-
rations or universities. The routing of data traffic between these
independent networks is shaped by an epistemic community
(Haas 1992) of network operators that are often competitors, but
that collaborate nonetheless through an ‘economic of convention’
(Meier-Hahn 2014). This in turn is enabled through relationships of
trust, guided by an ideal of collaboratively acting ‘for the good of
the Internet’ (Mathew 2014). However, Internet routing is regularly
used as a tool for surveillance and censorship.

The interconnection, or ‘inter-networking’, of independent
networks functions in a distributed manner. Facilitated by proto-
cols, networks ‘negotiate’ among each other how data streams
get routed through different networks to reach their destination.
Internet routing nevertheless relies on centralized institutional
structures for specialized functions, such as Regional Internet
Registries (Mathew 2014). These bodies ensure that networks
have unique numbers and addresses allocated to them. Next to
that, RIRs are also the vehicle for policy development processes
for Internet routing.

For this paper, | embarked on a case study of the RIR for the
European region, the Réseaux IP Européens (RIPE), to under-
stand how in cases of norm conflict, a dominant norm remains
uncontested, while the introduction of data protection and human
rights norms gets resisted. To examine this process, | engaged in
an exploratory experiment in the form of an ethnographic probe
through which | sought to inscribe a legal and an ethical norm
in the Internet routing system. This process helped me to under-
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stand how norms are used to exercise power and control in such
a distributed, complex, and transnational infrastructure. To explain
this process | deploy the concept of ‘infrastructural power’ (Mann
1984). This concept was coined to describe the capacity of the
state to exercise control over its territory by means of infrastruc-
ture. In order to apply this notion to a transnational infrastructure
such as the Internet, | expand the concept of infrastructural power
beyond the territoriality of the state. Therefore, | introduce the
notion of ‘infrastructural norms’, based on theories of norm con-
flict in international relation (Finnemore and Sikkink 1998; Thomas
2001). This concept helps to explain how norms are used to con-
trol and regulate dynamic and transnational infrastructure like the
Internet, because norms create specific expectations, without
having to prescribe specific behavior, or anticipate all possible
changes, challenges, and innovations.

| will start off by providing an overview of recent discussions in
the field of international relations and internet governance in rela-
tion to norms, Internet infrastructure, and Internet routing. Sub-
sequently | introduce the literature on infrastructural power and
norm conflict, after which | will give an overview of the methods
used in this research. | start my analysis with the description of the
prevalent norm in Internet routing. After establishing the prevalent
norm, | describe the experiment | undertook, the responses that
the experiment evoked, and what taught me about the prevalent
norm and norm conflict. Finally a number of conclusions and ave-
nues for future research is presented.

Internet governance, infrastructural
power, and norm conflict

| approach Internet governance from the understanding that ‘[a]
rrangements of technical architecture are arrangements of power’
(DeNardis 2014, 7). To uncover practices of Internet governance,
is to locate ‘the politics of this architecture’ (Ibidem). One way of
doing this is by looking at the turn to infrastructure in Internet gov-
ernance to exercise control (Musiani et al. 2016), which is espe-
cially relevant when it comes to control over main ‘chokepoints’
(Tusikov 2016, 36). Governance bodies and standard-setting insti-
tutions, such as the Internet Corporation for Assigned Names and
Numbers, the Internet Engineering Taskforce, as well as Regional
Internet Registries are examples of such chokepoints, because
they are persistent fields of convergence for coordination, collab-
oration, and policy development. However, not only the formal
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processes that these bodies facilitate are important. The building
of trust, reputation, and personal relations, which is an essential
part of these coordination processes, happens for a significant
part at the meetings that these institutions organize (Mathew
2014; Meier-Hahn 2014). While not all Internet governance prac-
tices unfold in governance and standard-setting institutions, these
bodies are focus points for coordination, and a place where many
of the actors that produce the Internet, and exercise infrastructural
power, meet to engage in so-called industry self-regulation, or in
the parlance of the field: bottom-up coordination (Sowell 2012).

Within the field of transnational Internet governance research,
the Internet’s routing infrastructure has received relatively little
attention. This is quite astounding since the production of inter-
connection between different networks is an important part of
what makes the Internet work. Studies focusing on routing gov-
ernance are concentrated on security (Kuerbis and Mueller 2011;
Mueller, Schmidt, and Kuerbis 2013) or the economics of the
routing infrastructure (Mueller and Kuerbis 2013; Mueller, Kuer-
bis, and Asghari 2013; Winseck 2019). Since the Snowden rev-
elations that unveiled global surveillance practices in June 2013,
there has been an uptick in research focusing into surveillance
practices that are enabled by Internet routing (Rosa 2019), and
research into geographically limited routing as a countermeasure
to data surveillance and manipulation (Obar and Clement 2013;
Donni et al. 2015; Baur-Ahrens 2017; Lambach 2019). Two nota-
ble exceptions transcend the categories of security, econom-
ics, and surveillance, namely the work of Ashwin Matthew and
Uta Meier-Hahn. Both have engaged in extensive ethnographic
research into the epistemic community of network operators to
foreground the social, socio-technical and socioeconomic fabric
that enables, often competing, companies to collaborate (Mathew
2014; Meier-Hahn 2014; 2015). In this paper, | build on this litera-
ture to understand how norms are maintained and resisted in the
Regional Internet Registry for the European region, the Réseaux
IP Européens (RIPE).

To conceptualize how power and control is exercised through
infrastructure, | leverage the framework of ‘infrastructural power’
(Mann 1984). Mann describes infrastructural power as the abil-
ity to exert control over territory without a centralized means of
control. Infrastructural power is the weaving of an infrastructure
induced web of control, which ‘will territorialise social relations.’
(Mann 1984, 210). Mann mentions communications infrastruc-
tures as a prime example of the exertion of infrastructural power
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that produces territoriality. For the exertion of these powers, an
actor does not need to have a monopoly over these infrastruc-
tures. Mann even argues that ‘infrastructural techniques diffuse
outwards from the particular power organizations that invented
them’ (Mann 1984, 194). | argue that this conceptualization of
power, control and territorialization becomes even more powerful
when it is applied to the Internet, especially because the Inter-
net has been designed as an international network of networks
(Braman 2012). Some researchers even argue that ‘the Internet is
non-territorial’ (Van Eeten and Mueller 2013, 248). Because geo-
graphical borders are not recognized by the Internet’s protocols
and networks, the Internet functions as a plane of power and con-
trol that seems to transcends territoriality.

To expand the notion of infrastructural power and increase
its applicability to deterritorialized, transnational and distributed
infrastructures, such as the Internet, | will build on theories of
norm conflict in international relations (Finnemore and Sikkink
1998; Thomas 2001; Hurrell 2002). Norms are ‘widely-accepted
and internalised principles or codes of conduct that indicate
what is deemed to be permitted, prohibited, or required of agents
within a specific community’ (Erskine and Carr 2016, 87). Norms
are a very effective means of regulation of dynamic and trans-
national systems like the Internet, because they create specific
expectations, without having to prescribe specific behavior. The
application of general norms in particular concrete situations is
delegated to individual agents (Okuyama, Bordini, and da Rocha
Costa 2011). In order to study norm conflict, | use the following
definition: ‘norm conflict occurs when the person is subject (by
the normative system) to several requirements which cannot be
simultaneously satisfied’ (Hilpinen 1987, 37).

| combine the concepts of infrastructural power and norms
to create the compounded lens of infrastructural norms. | argue
that infrastructural power is exercised in the transnational and
distributed Internet routing infrastructure through an infrastruc-
tural norm. Subsequently, | show that in the case of norm conflict,
four sources of resistance emerge from the analysis to support
the prevalent norm: (1) institutional configuration, (2) technological
materiality, (3) economical incentives, and (4) supranational inter-
est. Developing the concept of infrastructural norms, and explor-
ing how several sources of resistance get leveraged in cases of
norm conflict, adds to the empirical usefulness of the concepts
of both norms and infrastructural power, and their application in
polycentric governance networks.
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Methods

Internet routing is co-produced by network operators of inde-
pendent (mostly commercial) networks in coordination bodies
called Regional Internet Registries, enabled by packet switch-
ing technologies that are implemented through commercial net-
working equipment. To understand this complex assemblage, |
engaged focused on one specific Regional Internet Registry,
namely RIPE, the RIR that is responsible for the European region.
| started off my analysis with the main archives of RIPE decision
making processes: its mailinglists and technical documents. On
these | operationalized statistical, network, and discourse analysis
to foreground the prevalence and evolution of norms, using the
programming languages Python and R, and the BigBang toolkit™.
To further explore initial findings and intuitions, | deployed an eth-
nographic probe to invite reflections on existing norms, values,
and practices that were present in the RIPE community. The eth-
nographic probe consisted of a proposal to make data protection
and human rights norms and inherent part of decision-making
in Internet routing. This probe was introduced in three ways:
via working group mailinglists, which are the authoritative chan-
nels for working group decision making, in a presentation at the
bi-annual RIPE meeting, and in conversations with members of
the epistemic community of network operators. The responses
to the probe were captured through semi-structured interviews,
mailinglist analysis, and participant observation. The selection of
interviewees was based on a quantitative analysis of contribu-
tors to the RIPE mailinglists, and was subsequently adjusted to
diversify the group with regards to tenures and roles in the RIPE
community. The interviews were analyzed through thematic analy-
sis, which enabled the identification of themes, which were coded
across interviews. Through the identification of themes, concepts,
practices, and activities, | analyzed the interview data to under-
stand norms and norm conflict.

My research is situated in a paradigmatic body for the gov-
ernance of Internet routing, namely the Réseaux IP Européens
(RIPE), and lasted from September 2018 until October 2019. In
this period, | participated in meetings, engaged in discussions on
mailinglists, and visited the organizations offices. This allowed me
to bare witness, and participate in, a process of meaning mak-
ing as a researcher (Denzin, Lincoln, and Giardina 2006). | was
particularly privileged in my access to the fieldsite because |
had been involved in Internet governance through previous pro-
fessional engagements. This provided a heightened amount of

74 https://datactive.
github.io/bigbang/
accessed on October
31st 2019


https://datactive.github.io/bigbang/
https://datactive.github.io/bigbang/

122

WIRED NORMS

access to, and knowledge of, the community, the technology as
well formal and informal processes and procedures, which might
not be as ready-at-hand for other researchers. To address my sit-
uatedness in the fieldsite (Haraway 1988), | employed a mixed
method approach, to triangulate and validate my findings. This
created an opportunity for reflection on the research context, the
relationships with the community | researched and was situated
in, and the power dynamics that are always present in the process
of knowledge production (Haraway 1991). In every step of my
research process, | sought to combine qualitative and quantita-
tive approaches: | started with quantitative analysis of mailinglists
(ten Oever, Milan, and Beraldo 2020) and technical documents,
which was followed by extensive qualitative document analysis.
The insights and intuitions inferred from this informed the devel-
opment of an ethnographic probe. | captured the responses to
this probe through mailinglist analysis, participant observation,
and semi-structured interviews. The participants of the interviews
were selected through quantitative methods. Through this combi-
nation of methods | sought to critically examine my own assump-
tions, preferences, and preliminary findings, to open pathways to
new perspectives and explanations.

The voluntary interconnection norm

The Reseaux IP Europeens (RIPE) was the first Regional Inter-
net Registry. RIPE was informally established in 1989 to help
coordinate the fast-growing interconnection between different
networks in Europe. From its inception onwards its goal and mis-
sion were clear. As described in in RIPE’s establishing document,
called RIPE-1:

e ‘The objective of RIPE is to ensure the necessary adminis-
trative and technical coordination to allow the operation and
expansion of a pan-European IP network.’

e ‘All parties operating wide area IP networks are encouraged
to participate’

e ‘RIPE promotes and coordinates interconnection of IP net-
works within Europe and to other continents.

e ‘RIPE is not a network service provider. IP networks collab-
orating in RIPE remain under the executive authority of their
respective organisations.’(Blokzijl et al. 1992)

The interconnection between independent networks, as
described in this founding document, produces the Internet. RIPE
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is an inherent part of this process, because it helps to ensure that
all numbers that are used for the independent networks (Auton-
omous System Numbers (ASNs)) and numbers for devices that
need to be reached over the Internet (IP addresses) are unique,
and are used by the organization to whom they are delegated.
However, RIPE has no formal power over these independent net-
works. This stems, in part, from the social setting that helped
spawn the organization. One of the people who witnessed the
establishment process described this as follows:

The original operators were kind of the techies that
knew each other on one hand and that were operat-

ing all the layers of the network in their organization.
They had total control about their network, and so they
could decide both the routing policies and the security
measures, and they could actually agree on both of that
with their fellow operators in kind of a social setting.
And then there was a lot of trust because it was a much
smaller community, much smaller environment. Every-
body knew each other, and they didn’t believe in like the
malicious actors, or they thought that they could fight
the malicious actors, there was the technical settings
then and the social pressures and the social contacts.
And then the internet itself grew, and the community
kind of both grew and split, because there were differ-
entiations of roles with the companies, and the internet
became more like a business requirement which also
required better security, let’s say more businesslike,
more structured.”

The informal power of RIPE lies in the coordination of groups
with diverging interests. This happens through the voluntary inter-
connection norm, a norm that can already be recognized in the
aforementioned founding document, and which also emerged
from interviews with network operators and staff of the RIPE Net-
work Coordination Center, and from the analysis of RIPE mail-
inglists and other RIPE documents. This voluntary interconnection
norm is a guiding norm that shapes a complex set of behaviors
between actors with competing interests, that underlie the trans-
national infrastructure of the Internet. In the words of a seasoned
network operators:

The Internet is not one thing. It’s a composition of net-
works. People want to have control over their network.
So in routing, being completely independent, being
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able to make your own choices, that’s always been very
important. The other one is [...] cooperation. There’s no
such thing as the internet, it’s all networks connected to
each other. So you need a lot of cooperation between
all the parties involved to make it work.”®

The undertone of this attitude is caught more shortly in the
often repeated adage ‘my network, my rules’’’. A long time RIPE
participant further elaborated how the collaborations take shape:

We always think: ‘oh there is a leadership. There is

a center. There’s a control’. But internet is nothing
more—| mean, the closest thing to internet that | can
see if a flock of birds, right? They fly together. [...] They
only follow some simple rules. [...] There is no leader
bird or anything. But the flock works. And that’s exactly
how the internet works with BGP and DNS. It’s decen-
tralized. There is no decision maker, and the consensus
of the whole thing, which is based on their interest.
Again, that’s another part that people forget. Each ASN
has their own interest, but at the end, the common
one, the only common one is that this network should
work.”®

The Internet works through the interconnection between the
different networks, and is based on the premise that all networks
interconnect to make the routing of information possible. The more
networks are interconnected, the better the network is, because it
contains more users and information. But it also means that when
networks are better interconnected among each other, the better
the whole network is, because it is more resilient, and more data
can be transferred with less delay. This can be understood as a
network ethic, or network effect: more interconnected networks,
and interconnection among networks, produces an increase in
value for all networks (Lemley 1997). Therefore, what is good for
interconnection, is understood as working ‘for the good of the
Internet’ (Mathew 2014). This results in a norm that values inter-
connection between networks over everything.

If one further analyzes the voluntary interconnection norms
according to the properties that norms have according to Finne-
more and Hollis (2016, 438-42), it becomes evident that the
interconnection norm applies to network operators, who make
decisions about network architecture and interconnection among
networks. The behavior that the norm informs, is the creation of
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more interconnection between and among networks, in order to
create a resilient network with high bandwidths and low latency.
The voluntary interconnection norm is anchored and propagated
through an institutionalized culture of network self determination
and voluntary interconnection, and a common goal of doing ‘what
is good for the Internet’”®. Some interviewees express there is an
overlap between ‘what is good for the Internet’ and ‘what is good
for society’, but are quick to add that this is currently not an inher-
ent part of deliberations within RIPE®®, In the words of a member
of RIPE leadership:

very little of the routing decisions are made deliberately
for the public good. | think there’s a lot of accidental
public good there, like a lot of capitalism. Sometimes it
is good for people, but it’s not designed to be.’’

The collective behavior upheld by the interconnection norm is
that network operators facilitate and engage in interconnection
between networks. The agreements between the networks are
propagated through the network through route announcements,
and recorded in the RIPE database. Many agreements are made
at RIPE meetings, where reputation and trust play an import-
ant factor in the ability to make more and better interconnection
agreements. As described by an industry pundit:

RIPE meetings become very important because you
can establish direct contacts with the key movers at the
key internet exchanges, the key engineers who are at
the major ISPs and at the content providers.®?

To safeguard the independence of networks and their oper-
ators in the policy making process in RIPE, there is a strong
emphasis on procedural values such as ‘bottom-up processes’,
‘openness’, and ‘transparency’®. They function to safeguard the
voluntary nature of the interconnection norm. In the words of a
long time participant:

We have the old values of bottom-up structure, open-
ness, transparency. And the people that are still around
from that era—| think | should include myself in that—
are still making sure those values stay there.

The interconnection norm functions, like every durable norm,
in a self-reinforcing manner: if more people follow the norm, the
norm becomes stronger, and creates more value for those who
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subscribe to the norm. This value creation is not necessarily, or
exclusively, financial. Every single interviewee mentioned the role
of ‘the RIPE community or ‘the Internet routing community’® as
an essential part of the production of interconnection. The com-
munity started from a wide-felt need of problem solving, in the
words of a long-time participant: ‘we built a network which was
built on people trusting each other and people being able to pick
up the phone to somebody else or send them an email’®®. This
sense of community among network operators allows for quicker
problem solving, and help to increase personal reputation®” and
build trust®® relations. This sense of community and trust relations
have become an inherent part of the interconnection process, in
the words of the seasoned network operators: ‘to be able to peer
with others, you need to establish trust relations’®®. Thus delivery
on the collective expectation of respect for the inter-connectivity
norm, creates an institutional normativity among network oper-
ators, that in turn motivates willing compliance and cooperation
(Jackson 2018), which in turn is rewarded with trust and reputa-
tion.

The voluntary interconnection in RIPE started through the pro-
duction of interconnection between academic networks. One of
the people who was there at the times describes this as follows:

That’s how the RIPE community started, the RIPE
community basically was just a bunch of physicists and
other scientists [who] got together, and they tried to use
that new IP protocol

When the Internet later grew in size and importance, commer-
cial actors became part of it, which was when a global inter-net-
working market was created. This global inter-networking market
enabled profit-making, adding to the reinforcement of the inter-
connection norm. It also enables the financial sustainability of
routing institutions, such as RIPE, through the payment of fees
for acquiring numbering resources. While there are thus several
incentives to reproduce the voluntary interconnection norm, a net-
work operator reiterates that ‘the main value is global IP connec-
tivity’®®, that is the sense that is being shared in the community. It
is the main, leading, and common denominator.

In the previous part of the analysis, | have shown how the vol-
untary interconnection norms guides the production of the Inter-
net. In the following part of the analysis, | will further explore how
the voluntary interconnection norm does not only enable specific
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behavior, but also inhibits other behavior and norms. | will show-
case this through an experiment in which | sought to introduce
two norms into the routing of independent networks.

Probing the norm

In this final part of the analysis | explore the workings of the
voluntary interconnection norm in norm conflict, by analyzing how
it informs responses to the introduction of other norms. | explored
conflict between norms by introducing an ethnographic probe to
foreground existing habits and practices of network operators, as
guided by the voluntary interconnection norm. The ethnographic
probe consisted of the introduction of two relatively simple objects
to RIPE’s Internet Routing Registry, commonly referred to as the
RIPE database. The simple objects | introduce are called ‘as-sets’.
An as-set is generally used to declare a policy that applies to a
number of Autonomous Systems (ASes). An as-set could for
instance indicate that a group of ASes are customers of another
AS that is providing them with connectivity. This generally makes
handling a large number of ASes more readable, scalable, and
maintainable (Schmitz et al. 1999). The two as-sets | introduced
contained the setting ‘mbrs-by-ref: ANY’, which meant that any
network operator could add their AS to this as-set. The two pro-
posed objects | introduced can be observed in figure 1 and figure
2 below:

Figure 6: AS-GDPR, source: RIPE database

Figure 7: AS-UNGP, source: RIPE database
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The two as-sets, AS-UNGP and AS-GDPR, allow network
operators to express that their AS respects the General Data Pro-
tection Regulation, or the United Nations Guiding Principles on
Business and Human Rights. | chose these two norms because
both are well defined international frameworks, and have been
discussed and implemented by members of the Internet commu-
nity. The General Data Protection Regulation (GDPR) is the current
binding legal framework for data protection for Europe and Euro-
pean citizens, which means that many of the ASes are already
subject to this regulation. The United Nations Guiding Princi-
ples for Business and Human Rights (UNGPs) is a leading set
of guidelines for both companies and states to prevent, access,
and remedy human rights abuses (Ruggie 2011), which also has
been widely adopted in the sector, for instance by Cisco, Google,
Ericsson, Microsoft, and Orange®'. If these ASes would use these
as-sets, one could for instance route data traffic preferentially, or
exclusively, through networks that declare that they respect the
GDPR or UNGPs.

The proposal to introduce these two as-sets to the RIPE data-
base was met with resistance among network operators from the
get go. My first step was to share the proposal with the chairs of
the two relevant working groups in RIPE, in order to present the
proposal to the network operators gathered in the working groups
that meet during RIPE meetings. The two working groups were
the routing working group and the database working group. The
chairs of these working groups rejected the presentation with the
argument that this was not a technical proposal, and should be
presented to a larger forum, namely the plenary meeting, in order
for the working groups to obtain guidance from the whole routing
community. Subsequently, | submitted the proposal to the Pro-
gramme Committee for the plenary. The Programme Committee
rejected the presentation proposal, and suggested it should first
be discussed at the working group level. When | tried to bring up
this deadlock with the working group chairs, they did not respond.
After this, | suggested the introduction of these two as-sets to
the mailinglists of the two respective working groups that set the
policies for routing and the RIPE database, which did not yield any
response. When asking experienced members what could have
been the reason for this, they responded: ‘That’s very unusual.
You should be proud of this. [laughs]’®2. Another experienced par-
ticipant explained it as follows:

That’s—the idea that’s time has not come yet. It’s too
early to introduce such a thing. [...] Because the oper-
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ators that can understand part of your proposal don’t
care about the other part, and the people who care
about the other part—which is ethics and values—they
don’t understand what’s the first bit.%

The participant made it clear here that the members of the
epistemic community of network operators, who understand how
the routing database works, do not care for the introduction of
ethics and values in the routing system. But yet | did not know
why.

Four sources of resistance

In order to gain deeper understanding of the question how the
interconnection norms resists the introduction of new norms, |
went to the RIPE meeting in May 2019 in Reykjavik, Iceland to
conduct more interviews. When | arrived in Iceland, on the first
day of the meeting, | received a one-line email from one of the
co-chairs of the routing working group, asking me whether | could
give a five-minute presentation to the working group, followed by
five-minutes for questions and answers. Naturally, | responded
positively. After | delivered a short presentation outlining the
choice for the data protection and human rights framework, and
their operationalization, a senior network operator who works for
one of the largest networks of Europe and who has been active
in RIPE since its inception was the first to respond. In a quite agi-
tated manner he said at the microphone: As we are forwarding
packets, we have no concepts in the processing that are related
to the stuff you are interested in.% Initially, | understood this as a
technical source of resistance to the introduction of values into
routing. This technical resistance can be understood in a material
way, in the sense that current equipment and technology does
not allow for the introduction of new norms, or even of non-tech-
nical norms. It can also be understood as an institutional source
of resistance, in the sense that it does not fit the objectives and
rationality of RIPE and the RIPE database. The engineer then con-
tinued: [...] Would I actually invest in the mechanisms to deal with
that?’®® Here an economic source of resistance was led to bare.
There is no reason, no incentive structure, for network operators
to actually invest in the introduction of these norms. Especially
since the introduction of these norms might potentially be det-
rimental to the increase of interconnectivity, since it would allow
for discrimination between networks. There is simply no incentive
for network operators to spend money or time to facilitate other
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norms than the interconnection norm. A large network operator
mentioned that even if they were willing to implement it, network-
ing equipment vendors ‘have limited software engineering time
[...]- And they make decisions on what [equipment functionality]
they want to press. And if it’s not making them money, or if it’s not
a case of their largest clients asking them for something, they just
de-prioritize it.”%¢, which means they could not even implement it
in the running of their networks.

Another response from the audience followed suit, which
undermined the technical source of resistance provided by the
previous networking engineer by saying:

Yes, we are in the forwarding packet business, but how
we forward packets, and how we send them, already
takes into account non-technical criteria, money being
the most obvious one [...] the question is whether the
RIPE database is the good place? | am not so sure. Can
it be done with the RIPE database? | am not so sure
either.

This confirms that the initial resistance, which | first understood
as technical, was rather institutional. The technical protocol actu-
ally does already take explicit economic values into account, not
solely concepts from computer science. Rather than a technical
issue, it was a matter of behavior and expectations. In interviews
that followed, networks operators framed their resistance in an
institutional manner by stating that the scope of the RIPE data-
base should be kept limited. Because adding norms ‘is not what
the RIPE database was made for’®” and integrating these norms
would ‘build more things onto a system which is already just
about fit for purpose’®8, by any means it should be maintained that
Regional Internet Registries are not ‘the routing police’®®. These
statements show that the interconnection norm, and the routing
practices that are guided by it, are not seen as neutral, but rather
to be in support an all encompassing norm, as a clear objective.
The norm is hardly hidden.

The last source of resistance was harder to identify, even
though it was widespread. It resembled institutional resistance, in
the sense that it referred to an objective that got hampered, but
instead of limiting it to the (narrow) objective of the routing data-
base, it referred to the objective of the Internet to be global. | will
call this the supranational source of resistance.
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In the words of an interviewee:

I have concerns over attempting to encode those
values into routing. I’'m concerned that it’s trying to

put too—it’s trying to build more things onto a system
which is already just about fit for purpose. When we
suddenly start kind of going, “Okay, you’re making your
routing decisions based on local law or otherwise, or on
GDPR,” it starts to potentially make local what we want
to make global.’®

In another interview an engineer entertained the idea that the
proposed as-sets might be useful, but then quickly realized the
risks it might bring to the inscription of national boundaries:

The question is how we would implement something
that is sort of ideologically, politically, and ethically
neutral. No, ethically not. Ideologically and politically
neutral so that anybody can express anything they
want, you know, that certain countries, for instance,
could say, “Okay. Let’s tag some routes as national if we
want to.”0

The concern of involving national interests was echoed by the
routing software developer:

[H]ow can it [RIPE] say, “Well, we’re just gonna stick
with Western European values?’ Well, hang on a sec-
ond. [RIPE] serves 76 different countries or 73 different
countries. That actually doesn’t wash. You’ve shot your
value system in the foot by taking a position to start off
with, so you need to steer clear of this.”?

These concerns are not solely referring to the proposal at hand,
but also about what consequences the adoption of these as-sets
might have. In the history of RIPE, there has been a lot of resis-
tance to the influence of countries who could demand national or
regional routing proposals. Proposals to facilitate routing based
on national borders have always been received with a lukewarm
response within RIPE, to say the least (Donni et al. 2015).

The supranational source of resistance makes the concerns of
the network operators become more clear. When network oper-
ators say they ‘don’t like politicizing identifiers’'®, this should

700 N4019

7107 N2819

102 N2819

703 N3119



132

WIRED NORMS

104 https://ripe78.ripe.
net/archives/video/111/

accessed on August 23,
2019

7105 N3819

106 N4019

107 N2619

be understood as: do not introduce norms that potentially limit
interconnection and thus interfere with the interconnection norm.
Every norm that relies on the responsibility of nation states or
intergovernmental bodies is per definition such a conflicting norm,
because it introduces borders that are perceived as unneces-
sary thresholds in the view of network operators. They prefer to
understand internetworking as a border-less market for data, a
free trade zone. When adopting this viewpoint, it also helps to
understand responses to the presentation on the introduction of
the as-sets such as:

it is not an appropriate use of the RIPE database |[...]
the RIPE NCC should not be seen to make judgments
about human rights, or anything else not related to
sources and routing®*

This is not because norms have nothing to do with routing.
Previously | established that economic values and the intercon-
nection norm are an inherent part of the routing practice. Rather,
integrating norms that are currently not expressed in the practice
routing, would hamper the interconnection norm and make imple-
menting it harder. Or, as a long-time routing pundit said: ‘[I]t would
add more complexity and not necessarily help the job of shifting
bits around the network.’%®

Through the exploratory experiment of introducing two as-sets
as ethnographic probe | was able to show that the voluntary inter-
connection norm is deeply embedded in the epistemic community
of network operators in RIPE. Furthermore, | was able to show
that norms that compete or conflict with the interconnection norm
are resisted.

By applying the lens of infrastructural norms to the data cap-
tured in response to the ethnographic probe, | conclude that
norms that conflict with the interconnection norm are resisted. The
sources for this resistance can be located in four different realms:

e economically, because norms that might limit interconnec-
tion would decrease, or limit the increase, of the value of the
network. As a consequence, there would be no reason for
networking equipment vendors to provide networking equip-
ment that takes these values into account in routing deci-
sions ‘if it’s not making them money’'°,

e institutionally, because the scope of the RIPE database is
kept limited: adding norms ‘is not what the RIPE database
was made for''%” and integrating these norms would ‘build
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more things onto a system which is already just about fit
for purpose’'®®, by any means it should be maintained that
Regional Internet Registries are not ‘the routing police’'%;

¢ technically, because the routing protocols and Internet rout-
ers do not allow to take other norms than economic value
and efficiency into account in routing decisions, and add too
much complexity''?;

e supranationally, because these norms would encourage
the ‘politicizing [of] identifiers’'!, which would be ‘a slippery
slope’'2. This in turn could create thresholds and boundaries
in internetworking, which would not work “for the good of the
network’ '3,

These sources of resistance are leveraged when a new norm is
being introduced that could impinge on the interconnection norm,
that seeks to facilitate adding new networks and increasing inter-
connectivity between networks. New norms could create thresh-
olds or boundaries making the exchange of traffic harder, while
at the same time instituting specific properties. These properties
could, for instance, be exclusive or preferential routing between
networks that abide by the same legal norms. This would hamper
the traffic to networks that do not (explicitly) abide by these norms.

Conclusion

Internet routing is a foundational enabler of the Internet, which
in turn is a core infrastructure of modern information societies.
Internet routing is made possible through the coordination that
takes place in governance bodies, such as Regional Internet Reg-
istries. In this paper | have argued that the coordination and policy
development that takes place in RIPE, the RIR for the European
region, is guided by the infrastructural norm of interconnection.
This norms instructs the epistemic community of networks oper-
ators in RIPE to create more interconnection between and among
networks, and resist any norm or value that could hamper that. |
have demonstrated the workings of the voluntary interconnection
norm through an experiment that consisted of the introduction
of data protection and a human rights norm into RIPE database,
which facilitates Internet routing. The resistance against the
introduction of these norms allowed me to identity four sources
of resistance, namely: economical, institutional, technical, and
supranational resistance.
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The infrastructural norm of voluntary interconnection helps to
explain why the proposal that was fielded in the RIR responsible
for Africa, to repay Internet censoring governments in kind, was
resisted and rejected: network operators, and their institutions,
are expected to create more interconnection, not less. Even when
other actors, such as governments, limit network interconnection,
network operators believe that the Internet governance regime
should not engage in any limitation of connections among net-
works. These sentiments can be traced back to official techni-
cal and policy documents, as well as commonly repeated adage
that says that Regional Internet Registries are not ‘the routing
police’4,

The theoretical lens of infrastructural norms allows for the
extension of the concept of ‘infrastructural power’ (Mann 1984)
beyond territoriality, and with that make it applicable to transna-
tional infrastructures. This revitalized and increases the relevance
of the concept for global governance and international relations in
general, and Internet governance in specific. It provides an ana-
lytical framework for the understanding of the workings of power
and control in distributed, complex, transnational infrastructures.
Future research could seek to apply this lens to other internet
governance bodies to validate its regained empirical usefulness,
and to see whether the same sources of resistance can be iden-
tified. Such research could inform both policy making in, and the
reconfiguration of, Internet governance bodies, as well as the
development and implementation of regulation at the national and
intergovernmental level.
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The role of norms

In the practice of Internet governance, groups of heteroge-
neous epistemic communities with discrete and dynamic val-
ues and interests engage in processes of developing policies,
technologies, protocols, and standards to produce a global and
inter-operable general-purpose communication network. In this
dissertation, | investigated the role that norms and values play in
the governance of the Internet infrastructure, particularly in rela-
tion to the introduction of social and legal norms. To explore this
topic, | created four case studies of three Internet governance
bodies: the Internet Engineering Taskforce (IETF); the Internet
Corporation for Assigned Names and Numbers (ICANN); and the
Réseaux IP Européens (RIPE). These bodies are paradigmatic for
the private Internet governance regime and make up a significant
part of the population of Internet governance bodies. By investi-
gating the role of norms and values in the introduction, evolution,
subversion, and resistance of norms in these different bodies, |
traced and compared the evolution, introduction, subversion, and
resistance of norms across different bodies, to make a general-
ization about the role of norms and values for the field of Inter-
net governance. | argue this is timely and important because the
Internet infrastructure, and the norms encoded in it, have become
entangled with the lives of billions of people. Because of the
ever-increasing role of the Internet infrastructure, | focused partic-
ularly on the introduction of social and legal norms, and how they
got translated and inscribed into the technical infrastructure of the
Internet. Thus, in the first step of my analysis, | investigated how
certain social and legal norms evolved in the groups of people that
try to inscribe them.

Chapter One explored the evolution of the norms and values
of a group of civil society activists engaged in Internet gover-
nance. In this chapter, my co-author and | followed the process
of meaning-making and the development of discourse in a group
of organized civil society actors in institutional and infrastructure
design. We focused on the coordination of the Domain Name
System—an inherent part of the Internet infrastructure in ICANN,
as the main governance and coordination body of the DNS. The
DNS is the telephone book of the Internet, connecting unique
naming resources to unique numbering resources. Our analysis
showed that the group’s most recent effort—the encoding of a
human rights commitment into ICANN’s bylaw—has only been a
recent objective of the group. The group of civil society actors
began this work because an opportunity was presented to them
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due to a change in ICANN’s oversight and stewardship structure.
This meant that the sociotechnical imaginary of the group—the
combination of its norms and values that shape their vision of
the future—altered with the influx of a new cohort of activists.
On the one hand, this shows that civil society actors engaged
in Internet governance are not a monolithic entity, and their col-
lective norms and values (or imaginary) evolves when engaging
with governance institutions and other stakeholders. On the other
hand, it shows that changes in Internet governance are intrinsi-
cally linked with changes that originate from outside the Internet
governance system. This group of civil society actors initially pri-
oritized the norm of the protection of freedom of speech against
other groups that prioritized the norm of the protection of intel-
lectual property through the DNS. By then, the group largely con-
sisted of advocates from the US. With this influx of a new group
of more diverse actors, concerns about norms of privacy, due
process, social and economic rights were added to the group’s
imaginary and the agenda. The influx of yet another cohort, which
included international organizations, brought together the differ-
ent concerns under the banner of human rights. This showed how
a new sociotechnical imaginary—an encompassing human rights
norm—emerged through contestation among a stakeholder group
engaged in Internet governance. This imaginary emerged not only
through contestation within the group, but in the practice of pro-
viding a grassroots ordering in Internet governance. This process
was spurred by several opportunities, such as the establishment
of ICANN, the process of delegating new Top Level Domains, and
the transition of stewardship over ICANN, which led to the influx
of new cohorts of activists. This in turn altered the joint norms,
tactics, and agenda of the group. Overall, this chapter showed
how, through exogenous interventions, ‘human rights’ became a
central norm for civil society actors engaged in a process of polit-
ical contestation with other groups of heterogeneous epistemic
communities with discrete and dynamic values and interests.

While Chapter One analyzed the dynamics within a particular
stakeholder group of actors engaged in Internet governance, in
Chapter Two | focused on the dynamics amongst such groups
that seek to wire their norms into the Internet infrastructure
through governance processes. | continued to follow the group
of civil society actors when they successfully engaged with other
actors in Internet governance to inscribe a human rights norm
into ICANN’s bylaws. This way, | was able to observe what was
needed for this norm to be introduced. The introduction of the
human rights norm happened against the backdrop of a significant
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change for ICANN: the possibility of moving away from the over-
sight regime by the US government. For this transition to happen,
the different groups engaged in ICANN needed to jointly develop
a plan for the stewardship transition which was to be approved by
the US government. In a consensus-building process fueled by
the differences of experience and interests of parties—a process
| labeled ‘productive contestation’—human rights functioned as
a boundary object. In other words, the concept of human rights
was plastic enough to be translated to the different social worlds
of the respective groups that engaged in the negotiations. How-
ever, it maintained enough consistency across the groups to still
be meaningful and allow for collaboration between lawyers, engi-
neers, activists, government representatives, intellectual property
advocates, and civil society activists. In this process of productive
contestation, the concept of human rights did not just play a pas-
sive role—it was also actively shaped in the process of negotiation
towards standardization and implementation. Within this lens, it
was also useful to look back at Chapter One to see how human
rights functioned both within civil society, as well as among civil
society and other stakeholder groups, as a boundary object that
allowed for the collaboration and aligning of interests. However,
as the aligning of interests was made possible because of the
political opportunity of the stewardship transition, which suc-
cess was in the interest of all stakeholders, and a commitment
to human rights would contribute to making this possible. This
process required both active translations to different groups, as
well as contestation about the translations by actors from different
social worlds to make this early step toward making standardiza-
tion happen. Interestingly, the instigation of this process, and its
final adjudicator, was the United States government. Thus, similar
to Chapter One, for existing norms to change or for new ones to
be introduced, significant exogenous input was required.

In Chapter Three, | shifted from examining ICANN to taking a
closer look at another Internet governance body, the IETF. The IETF
is one of the oldest Internet governance bodies, and it focuses
on the development of technical norms for the Internet. To study
how new norms are introduced, | first examined the sociotechni-
cal imaginary present in this body, and the prevalent norms and
values that shape it. There was a surprisingly large overlap among
the participants in the IETF about the norms and values that make
up the Internet architecture’s sociotechnical imaginary, and how
these translated into instructive architectural norms. Aside from
finding the same three architectural norms repeatedly and consis-
tently mentioned, it also showed how these architectural norms
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of openness, end-to-end, and permissionless innovation had
strong sociopolitical connotations. These connotations were not
only found in technical documents, but also on t-shirts that par-
ticipants wore to IETF meetings and in my interviews with them.
Some examples of the sociotechnical norms and process values
that were widely shared included: transparency of processes; the
ability for everyone to freely participate; the free availability of doc-
uments and archives; conceptions about the equality of all users;
the ability for new users to deploy new protocols without having to
ask for permission; and the ability to always add new computers to
the network. However, when concrete technical issues emerged,
the architectural principles were de-prioritized over the interests
of significantly represented groups such as network operators,
equipment vendors, and content providers. Whereas the Internet
architecture’s sociotechnical imaginary relies on the equality of all
hosts and the ability of everyone to deploy their own protocols,
the tussles for power and control between network operators—
enabled by equipment vendors and content providers—have
reconfigured the Internet infrastructure, which subverted the
norms on which the sociotechnical imaginary rests. Based on this
analysis, | concluded that the self-regulatory governance model in
the IETF has not been able to uphold the sociotechnical imaginary
that provides legitimacy to the institution.

In practice, many of the sociopolitical conceptions of the
architectural norms have faded into the background, while socio-
economic considerations dominated the shaping of the Internet
architecture and infrastructure. The combination of norms and val-
ues that are still being professed are actually obscuring this new
socioeconomic reality. In this reality, the interests of the transna-
tional corporations that sponsor the participation of the majority of
IETF participants transcend architectural norms and the interests
of individual Internet users, developers, and smaller infrastructure
organizations. In this way, they inform the reconfiguration of Inter-
net infrastructure. Ultimately, the professed sociotechnical imag-
inary—anchored in the norms and values that shape a vision of
the Internet architecture—combined with the concealed nature of
infrastructure, shrouds this reordering while legitimizing the insti-
tutional design of the IETF. The chapter demonstrates why it is no
longer possible for individuals or researchers to easily deploy new
protocols. This is especially true for the lower layers of the Inter-
net infrastructure, where transnational corporations retain control
over significant parts of the Internet infrastructure. In short, this
means that in the IETF, the professed norms and values captured
in its sociotechnical imaginary solely serve to legitimize the insti-
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tution, while in reality they have actually been subverted by the
interests of the significantly represented groups of transnational
corporations in the IETF.

Chapter four built on the previous chapters and looked at yet
another Internet governance body: RIPE. RIPE delegates num-
bering resources such as IP addresses to independent networks
in Europe, the Middle East, and Western Asia. These numbering
resources allow the networks, and the users of these networks,
to be connected to the Internet. In this chapter, | used a qua-
si-experiment to validate some of the findings found in the earlier
chapters on other Internet governance institutions, namely that
explicit social norms and values only get inscribed and upheld
in the Internet infrastructure if they are translatable to the social
worlds of the significantly represented groups in the governance
body, and if they serve the interest of these significantly repre-
sented stakeholders. This quasi-experiment took the shape of an
ethnographic probe in which | sought to introduce two norms to
the Internet infrastructure in RIPE: the social norm of the soft law
instrument of the UN Guiding Principles for Business and Human
Rights (UNGPs); and the legal norm of the Generic Data Protec-
tion Regulation (GDPR) of the European Commission. To introduce
these norms, | translated them to the social worlds and environ-
ment of the significantly represented groups in this governance
body, namely network operators. To do this | introduced two rout-
ing objects into the RIPE database through which networks could
signal that they had adopted the UNGPs or the GDPR. Some of
the companies that owned these networks had already signed
up to the UNGPs or were subject to the GDPR. Nonetheless, the
introduction of these norms was unequivocally rejected: not a sin-
gle network signed up to these routing objects. The ethnographic
probe subsequently allowed me to gather data to understand why
no productive contestation ensued and what the reasons for the
resistance were. Why did human rights and data protection regu-
lation not function as a boundary object in this case?

The ethnographic probe enabled me to engage with the
epistemic community of network operators and foreground the
deep-rooted norms and beliefs captured in their sociotechnical
imaginary. | found that there was an underlying norm that served to
instruct and evaluate the introduction of new norms: the voluntary
interconnection norm. This norm encompassed the architectural
norms of end-to-end, permissionless innovation, and openness
that | found in the IETF, as described in Chapter Three. Whereas
the architectural norms that | found in the IETF were explicitly
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communicated and documented, the sources of the norm of vol-
untary interconnection were embedded in different realms, such
as the institutional configuration, the technological materiality, the
political economy, and the supranational values of the epistemic
community. To describe this type of norm embedded in different
parts of this distributed governance regime, | coined the term
‘infrastructural norm’. The infrastructural norm of voluntary inter-
connection instructs network operators and others engaged in
RIPE to create more interconnection without assigning obligations
to independent networks, without assigning obligations to inde-
pendent networks. Norms that either limit the creation of more
interconnection or assign obligations to independent networks
are resisted by network operators. The two proposed norms that
were part of the ethnographic probe might limit interconnection
between networks because this might lead networks to not route
data through a networks that have, or have not, adopted these
human rights and data protection norms. Because of this, the
proposed norms would not lead to an increase in interconnec-
tion, which is why no productive contestation ensued, and why
the introduction of these norms was resisted by the community of
network operators. This is a clear example of norm conflict, where
a prevalent norm, the norms of voluntary interconnection, is used
to prevent the introduction of new social and legal norms.

In these four chapters, | thus examined the process of the evo-
lution, introduction, subversion, and resistance of norms in three
different Internet governance bodies: ICANN, IETF, and RIPE. In
the consecutive chapter | foregrounded how norms evolved, were
introduced successfully, became subverted. Further, | found that
a deeply embedded infrastructural norm instructed the resistance
against the introduction of conflicting norms. In each chapter, dis-
tinct aspects of the role that norms play in private Internet gover-
nance were discussed. While this limits the generalizability of the
results, | argue that the distinct features that emerge from these
case studies do interrelate. Together, they create a coherent image
that provides new insights into the workings of norm-setting in the
transnational governance of Internet infrastructure.

Viewed as a whole, these chapters show the different roles
that norms play in the governance of the Internet infrastructure,
with a particular emphasis on social and legal norms. My analy-
ses show that the practice of distributed Internet governance is
guided by the Internet’s sociotechnical imaginary. This imaginary
shapes a vision of the Internet architecture, based on embedded
architectural norms and values such as openness, end-to-end,
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and permissionless innovation. This architectural sociotechni-
cal imaginary, as examined throughout my dissertation (particu-
larly Chapter Three), facilitates and informs norm development.
This combination of norms and values is then reflected in every
observed Internet governance institution in this dissertation. For
instance, the sociopolitical conception of the norms of openness
are reflected in the commitment of all the observed Internet gov-
ernance institutions in the sense that they allow for open par-
ticipation, maintain publicly available archives of meetings and
conversation alongside freely-available standards and policy doc-
uments. The sociotechnical Internet architecture imaginary and
its embedded norms and values serve to guide and facilitate the
process of horm development, and legitimize the current institu-
tional ordering, even if the norms are then concretely subverted in
practice, as shown in Chapter Three. New norms are introduced
and subsequently shaped in a process that | refer to as productive
contestation, in which the new candidate norm is translated to
the social worlds of the participating epistemic communities, and
subsequently shaped to accommodate their understandings and
interests in a process of negotiation, which | theorized in detail in
Chapter Two.

Whereas all chapters examined the role of social and legal
norms in Internet governance, the norms that have successfully
evolved and been encoded in the Internet infrastructure are exam-
ined in Chapters One and Two, whereas Chapters Three and Four
examine the social and technical norms that have been subverted
and resisted. These findings have thus provided a sound basis as
to speculate what the reason for these results might be. The first
two chapters show how exogenous influences—namely the itera-
tive influx of new communities in the constituency of civil society
activists, alongside criteria set by the United States government
during the ICANN stewardship transition—are important precon-
ditions for the success of the evolution and introduction of social
and legal norms, in this case human rights, in Internet governance.
In Chapter Three, | demonstrated how the norms of equality of all
nodes, end-to-end and permissionless innovation were subverted.
Subsequently, in Chapter Four | examined how the introduction
of social and legal norms of data protection (GDPR) and human
rights (UNGP) in the Internet routing infrastructure were resisted.
In the cases of Chapters Three and Four, there was no exogenous
influences to uphold, integrate, or encode these norms. This was
not due to the fact that these norms were alien to the community,
as the architectural principles that were subverted are inherent
aspects of the technical and policy documents of the IETF. More-
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over, many of the networks that are represented in RIPE are sub-
ject to the GDPR, and some have even signed up to the UNGPs.
Chapter Four thus provides the frame of the infrastructural norm
to serve as the primary evaluation criterion of candidate norms,
and whether these candidate norms will increase voluntary inter-
connection. Ultimately, | argue that the difference between the
norms and values that make up the sociotechnical imaginary and
the infrastructural norm is that the latter does not serve to legiti-
mize a particular institutional or architectural ordering, but rather
serves as a concrete and deeply embedded evaluation mecha-
nism for new and existing norms.

Exogenous factors are an inherent part of the evolution and
inscription of social and legal norms in Internet governance. How-
ever, this only happens when these norms do not hamper the
growth of interconnection. The growth and internationalization of
the non-commercial user constituency in ICANN as examined in
Chapter One went hand-in-hand with the development of its dis-
course from a relatively narrow, US-centered, freedom of speech
focus, to a more integrated human rights approach. This resulted
in norms of due process as well as social, cultural, and economic
rights, playing an important role, alongside freedom of expres-
sion and privacy norms. The growth and internationalization of
this group was important, not only for its legitimacy, but also to
allow this community to increase its relevance to non-commercial
users around the world. Moreover, it also allows this community to
enhance its communication with other stakeholders. All of these
are clear cases of improved interconnection. In the second chap-
ter, | examined how the prospect of the internationalization of the
oversight over ICANN and the transition away from US government
oversight was a strong factor for stakeholders with different inter-
ests to work together, because this would mean an increase in the
legitimacy of ICANN in transnational Internet governance. Overall,
| argued that the connection of human rights to one of the criteria
set by the US government for the approval of this process thus
spurred a process of productive contestation. In Chapter Three, |
analyzed how architectural principles that are widely shared in the
IETF community were deprioritized for other interests; arguably
because there was no strong advocate, incentive, or process to
uphold them, and because they did not necessarily created more
voluntary interconnection. There was no exogenous factor that
sought to uphold these architectural norms in concrete tussles
between advocates with strong incentives. Moreover, there was
also no endogenous process that could safeguard them. In Chap-
ter Four, | showed how the network operators made it very clear
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that the introduction of data protection and human rights norms
would not increase interconnection, and therefore these norms
should not be introduced. | concluded that the infrastructural norm
of voluntary interconnection functions as a tool to evaluate can-
didate norms in the process of productive contestation. Since its
inception, discussions on social and legal norms have been part
of the Internet infrastructure, but this research suggests that lack
of their prioritization, implementation, and survival is connected to
a lack exogenous pressures and opportunities, and because they
do not necessarily increase interconnection between independent
networks. This has led me to conclude that without exogenous
pressures, social and legal norms that do not increase intercon-
nection are likely to be resisted or subverted.

The Internet architecture’s sociotechnical imaginary consists
of a vision of the Internet architecture that anchored in norms and
values, which provides legitimacy to a complex and distributed
transnational governance mosaic. In contrast, an infrastructural
norm enables the Internet infrastructure’s growth. Norms are an
instrument of governance that are very fitting for a transnational
and distributed governance environment because norms create
specific expectations—without prescribing specific responses—
or anticipate all possible changes, challenges, and innovations.
The sociotechnical imaginary alongside the infrastructural norm
should be understood as sources of metagovernance that tie
the transnational distributed private Internet governance regime
together, provide it with direction, and are a means to hold it on
a specific course: namely one of producing more interconnection
between almost 70.000 independent networks. The Internet archi-
tecture’s sociotechnical imaginary and infrastructural norm thus
jointly form an efficient instrument of metagovernance by enabling
a wide variety of actors to collaborate on creating more intercon-
nection. To be precise, the sociotechnical imaginary facilitates
collaboration that allows for the introduction of sociotechnical
norms that are evaluated, in a process of productive contesta-
tion, through the infrastructural norm. Consequently, the result is
that sociotechnical norms, especially social and legal norms, that
interfere with the increase in interconnection, are either or sub-
verted or resisted upon introduction.

Overall, this dissertation does not provide any answers as to
the intentionality of this normative metagovernance constellation,
but it does show that exogenous factors, such as the transition of
stewardship in the case of ICANN, facilitate the introduction and
evolution of social and legal norms. Furthermore, where it comes
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to existing legal and social norms that are inscribed in the Internet
infrastructure, these are likely to be subverted in cases of norm
conflict with the norm of voluntary interconnection.

Methodological innovation

Mailinglist analysis

Mailinglist archives are a precious and surprisingly under-ex-
plored source of data about discursive and norm change as well
as stakeholder conflicts and alliances (ten Oever, Milan, and
Beraldo 2020). A distinctive feature of Internet governance bodies
such as the ICANN, the IETF, and RIPE, is their (relative) openness
and the degree of meticulous documentation of their activities
through public archives. Consequently, | concluded that only a
mixed-methods approach that combined computational and inter-
pretative tasks would be best able to exploit these data sources .
There were no readily available quantitative analysis tools to effec-
tively analyze word trends, networks, participation, and affiliation
in the Internet governance mailinglist archives. Moreover, qualita-
tive analysis of the raw mailinglist data would be very challenging
because of the sheer amount of data available. | thus contributed
to the development of the BigBang tool—which is freely available
for the use of other researchers—and helped to make it applica-
ble to Internet Governance. This approach resulted in three ways
of approaching these mailinglist archives: descriptive statistics;
network analysis; and qualitative/quantitative text analysis. Both
the tool and the mailinglist archives of the respective organiza-
tions are available online, which adds to the overall robustness of
the findings in this dissertation, and increases the validity of the
results through the triangulation between multiple methods and
sources.

Use of an exploratory experiment

The development of an ethnographic probe, two objects that
invited responses and laid bare underlying values and norms (De
Leon and Cohen 2005) in Chapter Four allowed me to translate
the legal and ethical norms of data protection and human rights
to the technical worlds of Internet routing engineers. This took the
form of the proposed introduction of two so-called ‘as-sets’ in
the Internet Routing Registry. This use of an ethnographic probe
allowed me to uncover and foreground values, opinions, and
responses that | would not have been able to capture otherwise.
By translating, or trans-coding, social and legal norms into candi-
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date technical norms, | reorientated the discussion from hypothet-
ical or high-level abstractions into a concrete proposal that could
be implemented. The probe thus allowed me to test and examine
the opinions of network operators by making these norms directly
applicable to their technical contexts. This helped me explore,
and understand, not only how and when norms get inscribed, but
also why they get resisted, which helped me to uncover the work-
ings of the infrastructural norm. This was a methodological inno-
vation for two reasons. Firstly, the usage of a quasi-experiment
is uncommon in both science and technology studies as well as
international relations. This allowed me to operationalize the find-
ings from earlier chapters and to engage with the field of study
using a more (inter)active approach than through a survey or par-
ticipant observation. Secondly, it is uncommon for a researcher to
actually propose new norms in horm-setting regimes and observe
the response. Thus, this was both a methodological innovation as
well as an approach to valorize research by increasing its societal
relevance and impact.

Conceptual Innovation

Productive contestation

In Chapter Two, | developed the term ‘productive contesta-
tion’ to explain the process of negotiation, shaping, and consen-
sus-building in the introduction of norms between heterogeneous
groups of experts with different interests who ultimately share a
sociotechnical imaginary. Productive contestation takes place
when a concept becomes a bridge between the different groups
and enables collaboration among them in the shaping disputa-
tion that is the norm development process. When a concept plays
such a bridging role, it can be defined as a boundary object (Star
1990; 2010). This concept requires the need to be able to accom-
modate different understandings by differing groups, whilst also
having sufficient plasticity to remain sufficiently consistent. The
process of consensus-building that takes place thus needs to
allow for the different stakeholder groups to align with the mean-
ing of the boundary object with their interests and incentives. In
this process of negotiation, groups define the concept in a way
that limits the ability for other groups to accommodate the object
to their interests and incentives. | thus developed the term pro-
ductive contestation through my findings in Internet governance
where | witnessed that this negotiation entails a careful shaping
and sculpting of the meaning of the concept alongside loading it
up with different meanings. While the translations and interpreta-
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tions of the respective social worlds do not need to overlap, they
should not exclude each other; and when they do, work needs
to be done to make the translations converge. A back-and-forth
between epistemic communities enables collaboration to move
towards standardization and implementation in a diverse environ-
ment. The concept of productive contestation therefore helps to
explain how negotiations take place in Internet governance, and
thus how norms are shaped in their introductory phase. The con-
cept also expands the applicability boundary object-theory to the
field of global governance. The term of productive contestation
helps expand the field boundary object theory in the sense that
it accounts for how the accommodation to different social worlds
shapes the boundary object in early stages of standardization.

Infrastructural norms

The concept of infrastructural norms builds on the concept of
productive contestation. Where the process of productive con-
testation shows the shaping of norms in the consensus-build-
ing process, the infrastructural norm is the evaluation criterion in
Internet governance for a norm to be accepted. In other words, |
introduced the term of ‘infrastructural norms’ to explain why and
how the introduction of certain norms is resisted. This concept
helps explain how norms tie the distributed governance of a trans-
national infrastructure together by instructing and informing insti-
tutional design and epistemic communities in the production of
technological materialities. This theoretical lens of infrastructural
norms allows for the extension of the concept of ‘infrastructural
power’ (Mann 1984; Weiss 2006) beyond the territoriality of the
state, and makes it applicable to transnational infrastructures in
general while being specifically applicable to Internet governance.
By coining this concept, | have therefore contributed to the the-
ory-building around tools of metagovernance. While norms are
already recognized as tools for metagovernance, as is institutional
design, infrastructural norms help theorize the reinforcement of a
particularly ingrained norm through norm conflict, technological
materialities, institutional configurations, economic drivers, and
supranational ideals, and its legitimation through a sociotechnical
imaginary. This therefore increases the applicability and empiri-
cal value of the concept of metagovernance in global governance
within international relations in general, and Internet governance
and the governance of other transnational infrastructures specif-
ically.
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eu/digital-single-market/

en/policies/building-eu-
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accessed on July 19,
2020

Relevance

Perspectives for policy-making and Internet

governance practice

The introduction of the Generic Data Protection Regulation of
the European Commission (Kulesza 2018; Perrin 2018) and the
Russian ‘Sovereign Internet’ regulation (Stadnik 2019) are new
milestones in the governance of the Internet infrastructure. These
initiatives could form the beginning of a trend in state-based
rule-setting on Internet infrastructure, or even the emergence
of a multilateral Internet governance regime, which is inherently
different from the private Internet governance regime which has
dominated the development and scaling of the Internet thus far.
Increasingly, states are engaging in intergovernmental initiatives
for norm-setting for the Internet. For instance, this can be seen in
the ‘United Nations Group of Governmental Experts on Advanc-
ing responsible State behavior in cyberspace in the context of
international security’, the ‘United Nations Open-Ended Work-
ing Group on Developments in the Field of ICTs in the Context of
International Security’, as well as the Digital Strategy of European
Commission of the European Union that is grounded in the con-
cept of ‘Data Sovereignty’''®. A reason for the emergence of this
multilateral Internet governance regime could be the perceived
inability or unwillingness of the private Internet governance regime
to accommodate the needs of (groups of) governments because
their proposals do not pass the evaluation of the infrastructural
norm of interconnection. By engaging in these initiatives, the mul-
tilateral Internet governance regime creates exogenous pressures
and incentives that the private Internet governance regime needs
to take into account. On the one hand, this can be perceived as a
threat to norm-setting in the private Internet governance regime,
since it gives rise to other norm-developments in this field: even
for norms that might not be voluntary, but are binding. On the
other hand, this could also be seen as an attempt to keep geopo-
litical tensions between and among nation-states inside multilat-
eral institutions and initiatives and outside of the private Internet
governance regime, as to identify ‘the Internet’s core protocols
as a neutral zone in which governments, pursuing their national
interests, are prohibited from interfering’ (Broeders 2016, 7). This
would, however, leave the shaping of the Internet’s infrastructure
largely in the hands of transnational corporations, which perhaps
are not as neutral as indicated by Broeders. As shown in this dis-
sertation, the private Internet governance regime, in its current
form, is not conducive for upholding, protecting, or encoding
social or legal norms that do not increase interconnectivity, but
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rather, it subverts and resists them, unless there is exogenous
opportunity or pressure. People active in policy-making could
consider whether it would be possible to overcome this conun-
drum by creating an exogenous pressure on the private Internet
governance regime, to integrate a structural consideration of the
impact of existing and candidate norms on social and legal norms,
and thus enhance the infrastructural norm. Conversely, the private
Internet governance regime could continue to focus on its nar-
row mission to follow its infrastructural norm and increase inter-
connectivity. However, it would then need to expect an increase
in norms set by the multilateral Internet governance regime that
it will subsequently need to conform to. Overall, the multilateral
Internet governance regime is currently still peripheral in the Inter-
net governance regime complex compared to the private Internet
governance regime. However, this may change, at least in part,
due to the willingness and ability of the latter to accommodate the
social and legal norms.

Advancing the academic debate on Internet

governance

This dissertation addresses the gap in the global governance
literature on the role of norms in the governance of the Internet
infrastructure. It illustrates how an infrastructural norm is what
effectively guides the private Internet governance regime. This
analysis of the Internet private governance regime, as an instru-
ment of creating more interconnection, shows the strengths of
the distributed regime particularly to foster a global communi-
cation network that connects machines, people, states, compa-
nies, and research institutions. But it also shows its narrow remit.
The metagovernance frame provides a lens for analysis for the
shaping of the global and distributed Internet infrastructure by dif-
ferent actors with distinct interests and rationalities and the role
institutional design and norms play in it. The private transnational
multistakeholder Internet governance regime thus produces inter-
connection. This is reinforced through the infrastructural norm
that is embedded in the institutional configuration, the techno-
logical materiality, the economic drivers, and in the epistemic
communities that produce this infrastructure. The metagover-
nance lens also provides the ability to theorize the functional dif-
ferences between, but also the interaction among, the different
governance regimes. For instance, one could speculate about
the interrelation between the private and the multilateral Internet
governance regimes that jointly make up the Internet governance
regime complex. Ultimately, while the private Internet governance
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regime has a normative governance model to increase intercon-
nection, it might be in the interest of the multilateral governance
regime to clearly shape the network to delineate nation-states
and ensure that the infrastructure accommodates their respective
norms. This is where the lens of metagovernance has allowed me
to theorize and functionally differentiate regimes within a regime
complex, without separating these regimes into different sub-re-
gimes based on their area of application, nature of the institution,
or other formal criteria. Therefore, metagovernance allows for a
more granular analysis that still builds on the abstractions that
regime theory provides.

The discussion on how the governance of the Internet infra-
structure impacts human rights and how human rights can pro-
vide a lens to analyze the governance of the Internet infrastructure
from the perspective of rights holders is still in its infancy. Human
rights have played a returning role in this dissertation. However,
more as a proxy for social and legal norms rather than in an anal-
ysis of the engagement of the human rights regime with the pri-
vate Internet governance regime. The reason for this is that the
interrelation between the governance of the Internet infrastructure
and human rights has not yet been widely explored neither inside
academia nor outside of it (Scholte 2020). Except for one report by
the UN special rapporteur on Freedom of Expression (Kaye 2016),
there has been little engagement of the human rights regime with
Internet infrastructure governance. While there is ample discus-
sion regarding the impact of Internet applications and platforms
on human rights, the underlying infrastructure and its governance
that enables and shapes the platforms and applications is escap-
ing critical assessment. When there is a focus on the Internet
infrastructure, it is mostly in terms of the importance of prolifer-
ating access, and thus creating more interconnectivity. This is not
dissimilar to the norms found among the first cohort in the ICANN
constituency that were analyzed in Chapter One, as well as the
architectural norms of end-to-end and openness and the infra-
structural norm of interconnection. | argue that an understanding
of human rights that goes beyond freedom of expression can turn
this around and provide a productive lens to critically examine
the impact of the governance of Internet infrastructure, because it
forces researchers to anchor their analysis at the points where the
infrastructure impacts the ability of groups and individual users to
exercise their human rights, and from there navigate the expan-
sive and complex assemblage of the Internet infrastructure and
its governance.

Human rights could also prove to be a useful lens to exam-
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ine the transnational Internet governance regime complex, con-
sisting of the private and multilateral Internet governance regime,
because human rights are applicable to both in a different man-
ner. Human rights are a social norm when it comes to non-state
actors and an international legal norm where it comes to states. In
this sense, human rights provide a heuristic to critically question
the norms-setting of both regimes. Whereas the human rights of
freedom of expression might fit very well with the infrastructural
norm of interconnection, the right to privacy limits the unlimited
free flow of all information. This makes human rights a prism
into the impact of sociotechnical norms that are prioritized. For
instance, while freedom of expression is a human right that is
extensively discussed in the private Internet governance regime,
and to a lesser extent regarding privacy as well, the right to free-
dom of association, non-discrimination, political participation, or
the right to science, are much less discussed. Therefore, | argue
that human rights function as a productive, albeit not simple, lens
to understand the choices made in the governance of the Internet
infrastructure.

Future Research

In his interdisciplinary examination of the Internet routing infra-
structure, Ashwin Mathew tells us that ‘[fjo make sense of the
modern world—of the information society—we must pay atten-
tion to the details of the production of space through infrastruc-
ture’ (Mathew 2014, 242). Yet, to do this, we need to take into
account the infrastructure’s embedded and relational nature. To
increase the understanding of the infrastructural normative wir-
ing of the information society that comes with deeper integration
of the Internet infrastructure in our daily lives and our increasing
dependency on it, one needs to understand not only the com-
plex assemblage of the transnational Internet governance regime,
but also how it works when it touches upon other governance
regimes. This dissertation thus argues that metagovernance pro-
vides a lens into the dynamics both inside and among regimes. In
regards to further research, there are a number of differing ave-
nues that can be taken.

Firstly, future research could seek to increase support for the
functional differentiation of infrastructural norm regimes within the
transnational Internet governance regime complex; for instance,
by replicating the approach used in this dissertation on the multi-
lateral Internet governance regime. This would then allow schol-



152

WIRED NORMS

ars to establish a relationship between the role of the multilateral
Internet governance regime and the self-regulatory transnational
private Internet governance regime.

Secondly, established scholars like Milton Mueller argue
there is a structural misalignment between Internet governance
and national sovereignty (Mueller 2017). Future research could
therefore investigate, and perhaps challenge, Mueller’s view that
Internet governance produces one global Internet, while nation-
states seek to apply rules based on their own limited geographical
reach. Instead, it could depart from the hypothesis that the pri-
vate Internet governance regime that produces interconnection,
and the (inter)governmental regime that sets the limitations to
interconnection through laws and regulations, actually form one
metagovernance regime that shapes the global Internet with its
own discrete functions and functionalities. Rather, such research
could build a framework that, instead of focusing on a structural
misalignment, explains the relation between the two complexes
as mutually beneficial. While states may not need or want to focus
on interconnection and innovation of technologies, transnational
corporations do not need or want to develop their own policies
and standards vis-a-vis social and legal norms. The crux of this
research could thus be found in the interfacing between these
regimes, and how they adapt and accommodate each other.

Thirdly, embedded scholars like Stephanie Perrin have shown
the frictions between the multilateral Internet governance regime
and the private Internet governance regime in the case of per-
sonally identifiable information in the DNS system. Perrin has
showcased the inability, or unwillingness, of the epistemic com-
munities in ICANN to accommodate the requests by data protec-
tion authorities and privacy advocates (Perrin 2018). The narrow
remit set by the infrastructural norm for private Internet gover-
nance bodies, supplements the findings Perrin, but also the find-
ings of by Musiani et al. who observe a turn to infrastructure by
states to achieve their policy goals such as surveillance or cen-
sorship (Musiani et al. 2016). However, in the cases the authors
describe, the nation-states do not engage with infrastructure
governance bodies, but rather directly engage with infrastructure
providers to achieve policy goals. Future research could therefore
further investigate whether, or when, influence from the multilat-
eral governance regime on the private Internet governance regime
is direct, such as in the case of WHOIS and ICANN, or rather indi-
rect, such as in the cases of government sanctioned censorship
and filtering that are implemented through infrastructure provid-
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ers, as described by Musiani et al. The study of the roles and inter-
actions between different actors in the governance of the Internet
infrastructure will provides insights into global power relations for
years to come.

Wiring norms

The transnational sociotechnical norm development that hap-
pens in the private Internet governance regime is expected to gain
influence for the foreseeable future. The norms that instruct and
inform this process have shaped governance bodies, epistemic
communities, protocols, standards, hardware, and software that
is getting ever further integrated into the mesh of society. This
norm induced growth has not been one-dimensional. Rather,
these wired norms have set the invisible rules that run through the
information society, and have helped spread the Internet through-
out the world and deeply into our lives. It is here that the private
Internet governance regime has attained tremendous power.

Over a thousand engineers participated in the 102nd meeting
of the IETF, held in Montreal, Canada in July, 2018. The meeting
agenda was filled with working groups that discussed complex
technical topics, as well as several administrative and logistical
issues. In the midst of the working group sessions, the power
went off. In the dark room, the glow of hundreds of laptop screens
lit up the faces of the engineers in the room. This is when the pic-
ture on the front on this dissertation was taken. Without any inter-
ruption, the working group continued its work, their eyes glued to
their screens.

Their norms of behavior were less dictated by collective
engagement in the room itself but rather by the norms and val-
ues that are embedded in their sociotechnical imaginary. Ironi-
cally, during the same IETF meeting, the decision was made to
not hold any IETF meetings in India for the foreseeable future due
to ‘infrastructure problems’. This may indicate the actual prob-
lems that lie within the wired norms that form an inherent part
of the Internet infrastructure. Their rapt attention to technology
should give us pause. Sociotechnical imaginaries are flawed and
subject to unconscious biases and logical inconsistencies, like
the failure to notice how the three architectural norms are being
quietly subverted. However, in this dissertation, | have shown how
exogenous incentives and the influx of new people can change a
norm, and subsequently encode it into the Internet infrastructure.
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This finding is perhaps hopeful, because it shows we might chart
alternate routes to govern the Internet.

The question remains: can we take our eyes off the screen to
recognize that the Internet infrastructure has a shaping power that
benefits specific actors and hampers others? Future routes for
the Internet architecture have not been programmed yet. The way
the future Internet infrastructure will be shaped depends on public
and political engagement with Internet governance.
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