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1 | Introduction and outline 

Everything's got a moral, if only you can find it. 

(Lewis Carroll, Alice’s Adventures in Wonderland. 1865; p. 71) 

This would not be a book on medical research ethics if it did not mention the Second 

World War. So let me begin with the beginning. Not with the medical atrocities per-

formed by Josef Mengele and others, nor with the Nuremberg Trials that resulted in 

the similarly named Code about ethical research with humans, but with something 

else: with information. Gregory Bateson defined information as "a difference that 

makes a difference".1 Separate datapoints exist through a lack of uniformity, and 

when data are endowed with meaning, they can make all the difference in the world. 

In the 1930s, my grandfather Dirk Bak (1891 - 1951) worked as manager at the 

regional newspaper De Rotterdammer. The paper was discontinued in October 1941 

because it did not want to cooperate with the “new order”.i During the war Dirk 

helped to supply underground resistance newspapers with paper, before he went on 

to work as director for the printing company Libertas in Utrecht.ii While the clandes-

tine printing paper helped inform the resistance against the Nazis, on the other side 

paper records were used to the detriment of the Jewish community. Compared to 

the rest of Western Europe, the relatively largest number of Jewish people were de-

ported from the Netherlands, partly due to our country's well-organised census. This 

comprehensive system for population registration was created before the occupation, 

for administrative purposes and social research, but used by the Nazis for genocide.2 

Recordkeeping produced data which were turned into information for mass murder; 

committed by the people who had access to this information. 'I have nothing to hide' 

is thus a sentence uttered only by the ignorant: we do not always know who has our 

personal data, why, and how they will use the information encoded in our data.3  

A few kilometres from where I am writing this thesis, Anne Frank wrote in her 

famous diary: “in spite of everything I still believe that people are really good at heart.”iii 

It is common knowledge that someone informed against her family causing their 

deportation, but less well-known is the fact that Anne's diary contained two hidden 

pages which had been pasted over with brown paper – these pages concealed literary 

contemplations about sexual matters. Her self-editing may have been a preparation 

 
i Nieuwe Leidsche Courant, Saturday 3 March 1951. 'D. Bak te Utrecht overleden'. 
ii At the time of writing in 2021, the company is still operational under the name Libertas-
Pascal and is responsible for printing this thesis in an environmentally sustainable manner. 
iii Anne Frank, Het Achterhuis [The Secret Annex], Saturday 15 July 1944.  
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for a new version of the diary that she hoped would be published as an eyewitness 

account after the war.iv Self-censuring is not uncommon for writers, and may go 

much further: we know that Jewish writer Franz Kafka included a provision in his 

will to have all his manuscripts burned after his death but, luckily for us, the executor 

of the will did not honour this request. Anne Frank's wish was not upheld either. In 

2018, researchers could uncover the text on the two pages for the first time, with the 

help of new photo-imaging technology that worked without touching the paper.  

Technology thus creates new possibilities for interacting with existing sources of 

information. Currently, big data analytics are accelerating the potential to do good 

(or bad). What are the ethical aspects associated with such large-scale data collection? 

Should we respect the wishes and privacy concerns of the dead? What are good uses 

of data? In the field of medical research, these questions are highly relevant as state-

of-the-art research is being conducted with health data of vulnerable patients. In this 

thesis I study what 'good' means for data-based research in sudden cardiac arrest. 

1.1 The ethics of big health data research 

Along with developments in computing power and data storage prices, increasingly 

large numbers of data can be stored and analysed.4 The use of 'Big Data' in research 

may help to improve the quality of healthcare, to gain understanding of the underly-

ing factors of health and disease, and to lower costs.5 The standard definition of big 

data utilises a number of terms starting with a 'v' to explain what is so big about these 

data.6, 7 If we focus on to the most common ones, big data is characterised by: 

 

1. Volume: the sheer amount of available data, which has increased significantly 

in the past years and is estimated to double in the next five years.v 

2. Velocity: the high speed at which data are collected, processed and analysed. 

3. Variety: the large number of data sources and heterogeneity of datasets. 

4. Veracity: the accuracy of the information encoded in the data, which is gener-

ally lower when data are collected from many different sources. 

5. Variability: the consistency of data over time, e.g. to what extent the outcomes 

change when new data are added to a dataset.  

6. Value: the worth of the data, which depends on whether they are analysed in 

an appropriate and scientifically valid manner. 

 
iv Nina Siegal, May 15 2018, The New York Times. 'Researchers Uncover Two Hidden 

Pages in Anne Frank’s Diary'. [https://www.nytimes.com/2018/05/15/books/anne-frank-
diary-new-pages.html] 

v Statista, June 2021. 'Volume of data/information created, captured, copied, and con-
sumed worldwide from 2010 to 2025'. [https://www.statista.com/statistics/871513/world-
wide-data-created/] 
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In medicine, secondary analysis of big data is used among others to identify new risk 

factors and inform the design of clinical trials, which can be done at much lower cost 

than if the researchers would have collected the data themselves.8 Valuable data may 

include clinical trial data, genetic sequencing data, electronic health records, admin-

istrative hospital or pharmacy data, information in cause-of-death registries, data gen-

erated through social media platforms or smartphone applications and wearable 

devices, and so on. Modern information technologies are used to link and analyse 

these data, with a growing reliance on algorithms and since recently also on advanced 

artificial intelligence (AI) models.9 An example of a practical application is the iden-

tification of skin cancer in images taken with smartphones, which neural networks 

can do just as well as expert oncologists.10 The majority of healthcare organisations 

are now using, or planning to use, big data and AI-based methods, and the economic 

value of the global market of big data analytics in healthcare was estimated at 24 

billion USD in the year 2020.vi Despite their potential for improving care, however, 

big data analytics also create ethical concerns due to the sensitivity of health data. 

Even before the Economist proclaimed in 2017 that "the world's most valuable 

resource is no longer oil, but data", others had referred to big data as the new nuclear 

energy: "we should treat personal electronic data with the same care and respect as 

weapons-grade plutonium – it is dangerous, long-lasting and once it has leaked 

there's no getting it back".vii Personal data is data which can be traced back to iden-

tifiable persons without unreasonable effort, and it is vital to properly store and han-

dle such data. Data breaches are common in the online environment, including for 

health data. For example, in 2014, a study of thousands of health-related websites 

showed that in about 90% of website visits, health information was shared with third 

parties like advertisers and data brokers.11 An intriguing insight into online data pri-

vacy is given by a documentary ('I love Alaska')viii about a major data breach by the 

US-based internet provider AOL that posted the searches of their clients online, 

coded by user number – the document had been meant for academic research, but 

could be used by reporters to identify individuals in the dataset. In the documentary, 

we get to know user #711391 by their searches, which reveal the incredibly personal 

nature of these data. For instance, on March 2, 2006 she searched for the following 

phrases: people are not always how they seem over the internet; houston texas is one hot place to 

live; gay churches in houston texas; can liver problems cause you to lose your hair; pimple that gets 

white head on it and never goes away. Within a few lines, we know about this internet user's 

sexual orientation, religion, possible health problems, and place of residence. Com-

bining all her searches, a complete profile can be created. 

 
vi Visiongain Ltd., June 2021. 'Big Data Analytics in the Healthcare Market 2021-2031'. 
vii Cory Doctorow, 15 January 2008, the Guardian. 'Personal data is as hot as nuclear 

waste'. [https://www.theguardian.com/technology/2008/jan/15/data.security] 
viii Lemert Engelberts & Sander Plug, 2008. 'I love Alaska'. Available on YouTube. 
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The ethical, legal and social implications (ELSI) of big data have received increasing 

attention in the past years, including in the medical field.12 This includes questions 

around informed consent, privacy and data protection, ownership, and discrimina-

tion. Ethical aspects can be viewed using a deontological or consequentialist perspec-

tive, i.e. defining the good in terms of moral duties or consequences of actions, 

respectively. The ethics of medical research are also frequently analysed using the 

principlist approach of Beauchamp and Childress who proposed that four principles 

lie at the core of medical ethics: beneficence, non-maleficence, autonomy, and jus-

tice.13 Autonomy, which refers to the right to make informed decisions about one-

self, has become increasingly important in modern day care and forms the foundation 

for the moral and legal right to privacy (the latter is further discussed in Section 1.2). 

Traditional ethical guidelines like the Helsinki Declaration and the Nuremberg Code 

were initially drafted for experimental research with human subjects rather than for 

observational studies and they are not legally binding. However, aspects of these 

codes such as the need for informed consent, are found in data protection legisla-

tion.14 In addition, guidelines for data-driven health research have been created in 

recent year.15,16 These documents generally agree that because of the privacy risks 

associated with personal health data processing, participants in observational studies 

should have the ability to control the sharing and uses of their data, including about 

whether they do not want to know certain information, such as genetic findings that 

may potentially impact their health.17 However, the rights of data subjects may con-

flict with the needs of science so a careful weighing of values is needed.18,19 

Some comments about scope and terminology are in order. While big data ana-

lytics can be used in healthcare organisations in various ways, including for improving 

staffing management, I will focus on the use of (big) data for observational research 

aimed at precision health in sudden cardiac arrest. The word big is bracketed because 

the issues discussed in this thesis also apply to datasets not matching all the traits of 

big data: the difference between small and big data is one of degree, not of type. For 

readability the terms 'big data research', 'data-driven research', 'observational re-

search' and 'health data research' are used interchangeably throughout this thesis. For 

the same reason, I refer to people whose data are used for research as 'subjects' or 

'participants', even though strictly speaking the word participant may be reserved for 

people who have a more active role in the research. Lastly, I mostly speak of health 

data rather than biomedical data. The translational potential of data-driven studies in 

medicine had initially been indicated with the terminology of 'personalised medicine', 

which was later rephrased as 'precision medicine' so not to overpromise the empow-

erment of patients, and finally to 'precision health'.20 The move from medicine to 

health is needed to show the broader applications for public health and because big 

data research also includes data on people's behaviour and social environment. 
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1.2 Data protection legislation in Europe 

Early mentions of a right to informational privacy (otherwise known as informational 

self-determination) date back to the late 19th century when US-based scholars Warren 

and Brandeis advocated for privacy rights in relation to new technologies such as 

photography and audio recordings.21 The right to privacy was first established in in-

ternational law through the Universal Declaration of Human Rights (UDHR) in 1948 

and shortly thereafter in 1950 the right to private life was affirmed in the European 

Convention of Human Rights.ix In Europe, where the case study that grounds this 

thesis is situated, the right to personal data protection came to be recognised as a 

fundamental right from the 1970s onwards. This right to data protection is distinct 

from the right to private life by being more modern and active – although the values 

that these rights protect, namely autonomy and human dignity, are similar. Article 8 

of the European Union's Charter of Fundamental Rights, which was proclaimed in 

the year 2000 to promote the coherence of the EU, details the key principles of data 

protection. These had already been enshrined in the EU Data Protection Directive 

95/46/EC which was in force between 1995 and 2018, until the new General Data 

Protection Directive (GDPR) was implemented after a two-year transition period. 

The GDPR is meant to bring a higher level of harmonisation of data protection 

practices, as it is directly applicable in Member States through national implementa-

tion laws. Moreover, the GDPR has an extended territorial scope since it applies to 

all EU citizens even when the data processing takes place outside of the EU. In 

Chapter 2 of this thesis, an overview is provided of the relevant differences between 

the former Directive and the new regulation. The GDPR recognises health-related, 

genetic and biometric data as a 'special category of data' which may not be processed 

in principle, unless exceptions apply. In general, the legal framework aims to find a 

good balance between protecting the privacy of data subjects and ensuring that 

much-needed research can still be conducted. The initial draft of the GDPR was 

especially strict about the requirement for informed consent, which led to worries 

among researchers who feared that medical research would be harmed.22,23  

As a result of political comprises during the negotiations on the final version of 

the law (between the European Commission, European Parliament, and the Council 

of the European Union), the GDPR now leaves room in several places for Member 

States to create their own rules. Importantly, it allows countries to decide about ex-

ceptions from informed consent for observational research (Article 9.2.j). Thus, 

 
ix The UDHR is a non-binding declaration but forms the basis of international human 

rights law. The only legally binding international instrument in the field of data protection, is 
the lesser known Convention for the Protection of Individuals with Regard to the Automatic 
Processing of Personal Data (Convention 108) which is a 1981 treaty by the Council of 
Euro[pe which is also open for signature to countries outside of Europe. 
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many of the specifics of safeguarding data subjects' rights in research, such as these 

'research exemptions' from consent, are delegated to national law. Moreover, as we 

shall see in later chapters, the scope of the GDPR is not all-encompassing as it only 

applies to identifiable natural persons, i.e. the law does not cover anonymised data 

and deceased data subjects. Guidance on the use of data from incapacitated adults 

and the options for proxy consent is also lacking, while this would be valuable espe-

cially in the critical care setting.24 In practice, the application of the GDPR thus re-

mains a responsibility of national governments and requires analysis of national data 

protection laws and relevant health law (that usually regulates the issue of doctor-

patient confidentiality), as well as European human rights law. For instance, in the 

Netherlands data protection for health research is regulated by the GDPR Imple-

mentation Act (Uitvoeringswet Algemene Verordening Gegevensbescherming, UAVG), as well 

as by the Medical Treatment Act (WGBO) and a code of conduct related to the use 

of data in health research (Gedragscode Gezondheidsonderzoek). These laws are further 

discussed in Chapters 7 and 8 which reflect specifically on the Dutch situation. 

1.3 The case of sudden cardiac arrest research 

Sudden cardiac arrest (SCA) is deadly within minutes when left untreated and ac-

counts for approximately one-fifth of all deaths in Europe, with average survival rates 

of only 8-14% even when cardiopulmonary resuscitation is attempted.25 SCA occurs 

when the heart acutely stops beating due to electrical malfunctions causing lack of, 

or irregular, contractions of the heart. In colloquial language, SCA ('cardiac arrest') is 

often confused with myocardial infarction ('heart attack')  which is caused by block-

age of the coronary arteries – to use the analogy of house renovation, the former 

problem calls for an electrician whereas the latter requires a plumber. The most com-

mon cardiac arrythmia resulting in SCA is ventricular fibrillation (VF) which is an 

atypical contraction of the heart chambers.26 The onset of SCA is associated with 

various risk factors, which can be either inherited (e.g., sex, ethnicity or specific ge-

netic variants) or acquired (e.g. age, weight, stress, comorbidities, use of certain med-

ication, or environmental factors such as pollution and socioeconomic status).27-30 

Treatment of SCA consists of cardiopulmonary resuscitation (CPR) which aims 

to preserve blood circulation by giving chest compressions, often together with arti-

ficial ventilation, until spontaneous circulation returns. In addition, the use of auto-

mated external defibrillators (AEDs) is recommended to restore the heart rhythm, 

as the use of onsite AEDs leads to twice the amount of people surviving with their 

neurological capacities intact.31,32 People who are known to be at increased risk of 

SCA may receive an implantable cardioverter-defibrillator (ICD) which works in a 

similar fashion by giving shocks that help to 'reset' the heart to a normal rhythm.33 

Survival rates vary widely cross Europe and are influenced by factors related to the 
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SCA event, e.g. whether it was witnessed, if there was a shockable rhythm such as 

VF, and the time that passed before arrival of emergency medical services (EMS).25 

In addition, the differences in the organisation of healthcare systems may contribute 

to this variation. For instance, higher survival rates are found in regions and countries 

where EMS dispatch centres employ 'first responders' such as firefighters, police of-

ficers, and trained citizens to perform CPR on SCA victims.34 Figure 1-1 shows the 

chain of survival depicting the phases of care for an SCA victim, where early recognition 

and calling the alarm number are initially important, followed by early CPR and de-

fibrillation, and finally by high quality post-resuscitation care in the hospital.35  

Differences in incidence and survival rates may reflect true differences but can 

also result from variation in reporting of SCA across different regions. Moreover, 

observational research in SCA is complicated by the variety of data sources needed 

for data collection that reflect the links in the chain of survival. Initial data collection 

is done through the dispatch centre, the EMS attending to the victim (and in some 

cases from the first-responders and AED devices), and the treating hospital.36 Data 

collection is challenging because of the velocity of data about the resuscitation at-

tempt, e.g. ambulance ECGs need to be collected quickly as they may be overwritten 

when the device is used on an new patient. Some SCA cohort studies collect addi-

tional data, such as the Amsterdam Resuscitation Studies (ARREST) researchers who 

obtain information about the patient's medication use and medical history, as well as 

DNA samples of certain patient groups.37 These data are then also linked with statis-

tics registries containing socio-economic data. Personal data are stored in a coded 

manner and surviving patients are asked for consent. While the ARREST registry 

collects highly detailed data from patients in several regions in the Netherlands, ob-

taining further understanding of the complex causal factors of SCA requires large-

scale databases that necessarily span multiple countries. For this reason, the 

ESCAPE-NET project was created: the European Sudden Cardiac Arrest network 

towards Prevention, Education and New Effective treatment. 
  

Figure 1-1. The chain of survival after sudden cardiac arrest. Source: Nolan et al., 2006.35 
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ECAPE-NET is an international consortium funded through a Horizon 2020 grant 

by the European Commission, which combines and harmonises SCA cohorts from 

various countries into a 'big' database of pseudonymised data.27,38 Figure 1-2 shows 

the countries contributing to ESCAPE-NET and regions where collection of deep-

phenotyped data takes place. Through this database, the project aims to increase un-

derstanding of SCA risk factors and improve prevention and treatment strategies. 

However, the processing of data from these vulnerable patients brings about a num-

ber of ethical concerns, especially at this large European scale. The veracity of data 

could be questioned due to the heterogeneity of sources contributing to ESCAPE-

NET, and the international differences in ethical policies may complicate the conduct 

of joint research while respecting patients' privacy rights. These issues are exacer-

bated by the medical emergency setting where patients cannot give their prior in-

formed consent for data processing. A large majority of people does not survive the 

SCA at all, while a smaller group survives with diminished mental capabilities. How 

should researchers then handle the personal data of SCA patients? That is the ques-

tion driving the research presented in this thesis, which is elaborated on hereafter. 

Figure 1-2. Differences in survival rates after SCA across Europe. Countries in middle grey 

indicate study sites of ESCAPE-NET; the catchment areas in these countries are indicated in 

dark grey. Numbers indicate survival rates (%) at hospital discharge of patients in whom CPR 

was attempted. Source: Empana et al., 2018.27 
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1.4 Aims and methods 

The studies presented in this thesis are situated in the ESCAPE-NET project where 

the 'ethics' work package serves to identify and address relevant ethical aspects. The 

primary aim of this thesis is therefore to explore the ethical challenges – as well as 

potential solutions to these – of large-scale observational SCA research. The second-

ary aim is to provide guidance for other big health data initiatives, especially regarding 

two areas that have received less attention in the literature and in guidance docu-

ments: the use of deceased persons' data for research purposes, and the potential role 

of data-driven research in care. My main research question can be formulated in the 

following manner: What are good ways of combining, analysing and translating large (interna-

tional) collections of SCA research data? The good in this sentence, and in the thesis's title, 

can be interpreted in two ways. Good science may be interpreted as valid and reliable 

science, but methodological scientific requirements are outside my scope and exper-

tise.x I am concerned instead with the interpretation of the good as the ethically jus-

tifiable. The sub-questions addressed in this thesis are the following: 

 

1. What are the potential benefits and harms associated with data-driven SCA re-

search? How are these different for large-scale international databases? 

2. What are good and transnationally justifiable practices for collecting, storing, 

and utilising data from SCA patients including those who did not survive? 

3. How can (personalized) treatment and prevention strategies on the basis of SCA 

data research be created in a responsible manner? 

 

ESCAPE-NET is used as case study to answer these questions as well as to fulfil the 

secondary aim of providing guidance for health data research in general.xi Acute and 

critical illness provides a valuable case for the study of medical research ethics be-

cause it functions as a critical case, meaning one that "can make a point quite dramat-

ically" (p. 236).39 Firstly, as described earlier, SCA patients are particularly vulnerable 

because they are acutely unconscious and cannot give prior consent (or at all if they 

die) for study procedures and data collection. Secondly, SCA research has greater 

life-saving impact, given low survival rates and limited options for improvement (e.g. 

people are currently unlikely to survive an unwitnessed cardiac arrest); this also 

means that clinical decision-making about treatment and prevention comes with 

greater responsibility (e.g. the decision whether to implant an ICD makes the differ-

ence between life or death). The emergency setting thus magnifies the ethical issues 

 
x Good science, interpreted in this way, may be a tautology because only studies that lead 

to actual knowledge, would deserve to be called part of the scientific enterprise. 
xi Within the ESCAPE-NET consortium, each participating research group functioned as 

a case-within-case for the case study of ESCAPE-NET that forms the basis for this thesis.  
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of health data research, making them easier to study while findings from the case of 

ESCAPE-NET can still be logically generalised to other types of illness. Logical or 

analytical generalisation refers to generalising theoretical propositions, as opposed to 

statistical generalization.39,40 For instance, if this thesis were to find that deceased 

patients' data should always be anonymised for research, then it is logical to assume 

that the same requirement should apply to living persons' data.  

1.4.1 Theoretical framework 

Case studies are germane to ethics parallel research, that is, research where bioethicists 

are embedded within medical research consortia and tasked with providing guidance 

on and studying the ELSI of a specific project, such as ESCAPE-NET. This parallel 

and embedded study provides an opportunity for ethicists to constructively guide the 

normative implications of innovations in biomedicine, while these are being devel-

oped.41-43 SCA research and its products can influence the wellbeing of participants 

and society at large, so the mitigation of risks requires involving patients and the 

public, as well as other relevant stakeholders. Engagement of stakeholders is required 

both from a democratic perspective and to benefit from the practical knowledge and 

experiences of these stakeholders. For instance, interview studies with SCA survivors 

have shown how the near-death experience disrupted people's lives not only in terms 

of physical, emotional and social challenges, but also had an existential impact; lead-

ing to suggestions for addressing the unmet needs of survivors in terms of support 

for coping with this turning point in life.44,45 In ethics, the recognition of the patient 

perspective and a desire for evidence-based guidance have led to increasing integra-

tion of empirical research into bioethics, and contemporary ethics parallel research 

projects typically include empirical methods.43,46 This 'empirical turn' is relatively re-

cent: according to Robert Zussman who conducted extensive field research in inten-

sive care units in the US, the dominant paradigm for medical ethics in the early 1990s 

was still characterised by a neglect of context, in terms of ignoring actual practices of 

care and the social background of patients and health care providers.47 

What is empirical ethics? Empirical ethics research is descriptive as well as nor-

mative, and its ultimate aim is to improve the context-sensitivity of bioethics.48 In 

this view, ethics guidance should be finetuned to the particular context (as the nature 

of principles and scope of their application depend on contextual factors), which can 

be done through empirical study of that context. Moreover, real-world practices are 

themselves sources of morality from which relevant ethical principles derive, rather 

than having these externally imposed. Thus, there is an intrinsic link between ethical 

judgements and the social sciences. Musschenga describes two meta-ethical para-

digms that view context in this way: epistemic contextualism and the Rawlsian method 

of reflective equilibrium (which is a form of coherentism).48 While contextualists aim to 
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reconstruct the values and norms internal to a certain practice, coherentists use re-

flective equilibrium to reveal whether moral judgements are coherent with theoretical 

principles and contextual facts. Discussion of these meta-ethical paradigms is beyond 

my scope; it suffices to say that the studies in thesis are grounded in contextualism, 

as I think this paradigm better captures the social nature of ethics than its alternative, 

coherentism, which arguably provides insufficient basis for moral justification.49,50  

The …at heart from the title of this thesis is a phrase used to say what someone 

or something is really like, so my main research question may be re-formulated in the 

language of empirical ethics as: 'What is ethically justifiable data research about pa-

tients whose heart acutely stops beating, really like?'. Pols describes how empirical 

ethics can be used to analyse the intra-normativity of practices in health care, with a 

particular focus on the relations between people and with technologies.51 This rela-

tional account can be illustrated with the citation from Lewis Carroll's famous story 

at the opening of this chapter. During a game of croquet, the Duchess tells Alice that 

everything's got a moral, if only you can find it: morality is in the object (emphasis 

on got) as well as in the observer (emphasis on you).52 This leads to this thesis's 

background assumption that in SCA data research, neither the data themselves nor 

the researchers' uses of the data are morally neutral. Moreover, the quote illustrates 

that my findings reflect both the perspectives of interviewed stakeholders as well as 

of myself as interpreter.53 Lastly, when the word 'if' in the Duchess's statement is 

emphasised, the two parts of the sentence reveal a dialectical process in which it is 

up to the observer to tease out the moral. This dialectical method stems from Hegel 

and Gadamer and constitutes another important aspect of the empirical ethics prac-

tised in this thesis. According to Widdershoven, the role of the bioethicist is to be in 

dialogue with relevant stakeholders and help them explicate their moral views and 

address ethical challenges.54 This is also the role of the ethicists in ESCAPE-NET: I 

do not speak for SCA researchers, but hope that my findings can help these research-

ers in further developing their moral views and ethical practices. 

1.4.2 Qualitative research methods 

Various studies in this thesis report empirical findings (Chapters 3, 4, 5 and 11) and 

the more theoretical chapters also remain grounded in practice as a result of being 

embedded in an SCA research consortium. The empirical studies are of qualitative 

nature and include interviews as well as an invitational 'round table' conference. The 

value of qualitative research for ethics lies in the fact that it provides highly contextual 

knowledge and a holistic overview of an issue.55 Qualitative research is especially 

useful when relatively little is known about a topic, which is the case for the ethics 

of data-driven SCA research.56 For this thesis, I have conducted a total of 53 detailed 

semi-structured interviews that lasted between approximately one and two hours 
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each. Interviewed stakeholders included SCA survivors, their next-of-kin, research-

ers working with SCA registries and/or genetic biobanks, and ethical and legal ex-

perts. I also conducted ethnographic observations and document analysis related to 

data collection procedures and policies at various ESCAPE-NET partners, particu-

larly at the Dutch ARREST group that I joined for the past years. In addition to the 

qualitative interview studies in this thesis, I reviewed the empirical literature about 

the post-mortem use of health research data, which included the perspectives of a 

total of approximately 5,400 individuals. Studies in this thesis were exempted from 

review by a research ethics committee, but respondent identifiers were still pseudon-

ymised and consent for participation was asked. 

The majority of interviews were conducted, analysed and discussed together with 

other researchers and supervised master's students, which increases the reliability of 

the conclusions drawn.57 Of note is that I did the interviews with SCA researchers 

alone, because these involved visits to and observations of various ESCAPE-NET 

study sites. The internal validity of qualitative studies was safeguarded by sharing 

transcripts and findings with participants to enable corrections.58 Coding of interview 

transcripts was done through an iterative process in which the coding tree was mod-

ified after each subsequent interview, and involved open coding followed by a map-

ping of these codes to general themes found through Chapter 2's review of the 

literature.53 Scholarly works in bioethics and other relevant fields such as law, sociol-

ogy and political philosophy, were used to analyse findings and confront these with 

theory and practice. Details about the methods of each specific study are provided 

in the corresponding chapters. A reference list with the literature consulted for this 

thesis is found after the general discussion (Chapter 12). Lastly, it should be remarked 

that the various chapters were initially written as stand-alone papers for scientific 

journals, so the transitions are less smooth than in a monograph. 

1.5 Thesis outline 

This thesis consists of three connected parts. Part I discusses the particular ethical, 

legal and social implications (ELSI) of observational sudden cardiac arrest research. 

In Chapter 2, the findings of a narrative literature review on this topic are presented. 

Specific themes found through this review are discussed with SCA survivors and 

their next-of-kin in Chapter 3. These themes are further debated in Chapter 4, for 

which I interviewed an international group of SCA researchers as well as experts in 

ethics and law of data-driven research, and organised a 'round table' conference. 

Part II describes the ethical and legal aspects of research with data after the sub-

ject has died, an important issue for SCA research. Chapter 5 details the findings of a 

systematic review of empirical studies on the post-mortem use of health data for 

research. In Chapter 6 the underlying philosophical question on the existence of a 
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moral right to posthumous privacy for research participants, is analysed using the 

theory of Information Ethics. Chapter 7 is a practice-oriented article about the rules 

for publication of case reports that recognisably describe deceased patients. 

Part III presents three separate cases where SCA data research is applied in life-

saving cardiac care. Chapter 8 is an opinion piece about the harm due to the non-use 

of data contained in AEDs, as systematic collection of the data would benefit re-

search but could also directly save lives. The AED is also the subject of Chapter 9, 

where I discuss the use of computer modeling to determine the fair placement of 

these devices throughout areas. Chapter 10 is an opinion article that introduces the 

PROFID project, which aims to use AI for personalized placement of ICDs, and the 

chapter provides a first assessment of the ethical acceptability of this aim. 

Chapter 11 functions as an epilogue to the case study of ESCAPE-NET guiding 

this thesis, which concludes with the suggestion of embedding trust-based govern-

ance in health data research. Finally, Chapter 12 is a general discussion of the findings 

in the foregoing chapters and provides suggestions for practice and further study. 

 
 



 

  



 

 

 

 

 

 

 

 

Part I  

 

Ethical, legal and social issues (ELSI) of observational 

studies on sudden cardiac arrest 

  



 
 

  



 

 

2 |  Ethical aspects of sudden cardiac arrest research 

using observational data: a narrative review 

When I saw those toenails, I nearly fainted. I started imagining her sitting in 

her bathroom painting those toenails, and it hit me for the first time that those 

cells we'd been working with all this time and sending all over the world, they 

came from a live woman.  

(Rebecca Skloot, The Immortal Life of Henrietta Lacks. 2010; p. 105) 

Summaryi 

Sudden cardiac arrest (SCA) accounts for half of all cardiac deaths in Europe. In 

recent years, large-scale SCA registries have been set up to enable observational stud-

ies into risk factors and the effect of treatment approaches. The increasing scale and 

variety of data sources, coupled with the implementation of a new European data 

protection legal framework, causes researchers to struggle with how to handle these 

‘big data’. Data protection in the SCA setting is especially complex since patients 

become at least temporarily incapacitated, and are thus unable to provide prospective 

informed consent, and because the majority of patients do not survive. A narrative 

review employing a systematic literature search was conducted to thematically analyse 

ethical aspects of non-interventional emergency medicine and critical care research. 

Although the identified issues may apply to a wider patient population, we describe 

them within the context of SCA research. Potential harms were found to include: 

privacy breaches, genetic discrimination and issues associated with the disclosure of 

individual findings, study design and application of research results. Measures pro-

posed to mitigate harms were: alternative informed consent models including de-

ferred or waived consent and data governance approaches promoting data security, 

responsible sharing and public engagement. The themes identified in this study may 

serve as a basis for a much-needed ethical framework regarding research with data 

from patients with acute and critical illness such as SCA. 

 

 
i This chapter was published as: Bak MAR, Blom MT, Tan HL, Willems DL. Ethical as-

pects of sudden cardiac arrest research using observational data: a narrative review. Critical 
Care. 2018;22:212. 
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2.1 Background 

Sudden cardiac arrest (SCA) is lethal within minutes if left untreated. Despite ad-

vances in emergency medicine, SCA remains a major public health concern with 

global average survival rates reported to be only 7%.1 The same study found that in 

Europe, SCA accounts for approximately 50% of cardiac deaths and 20% of all nat-

ural deaths. Designing effective individualised prevention and innovative treatment 

strategies requires insight into causative factors of SCA and the effect of (first-re-

sponse) treatment approaches. Since the causes of SCA are complex, and patients 

have unique sets of causative factors, this necessitates large numbers of study  

participants. Thus, there is a long-recognised need for epidemiological database re-

search in order to improve SCA prevention and care.2,3 

Non-interventional, observational research can produce evidence matching the 

strength of interventional studies while providing several advantages in terms of  

external validity, cost and ethics.4,5 By informing the development of personalised 

prevention and treatment approaches, observational studies may lead to better out-

comes for patients as well as cost savings in healthcare.6 

In recent years, various large observational SCA cohorts have been established 

around the world and international research collaborations have emerged.7-10 In  

addition to collecting data from Emergency Medical Services and hospitals, some 

registries contain additional data from general practitioners and pharmacists as well 

as socio-economic data initially gathered for administrative purposes (see for instance 

the Dutch ARREST study)11. It is also increasingly common in critical illness  

research to establish biobanks with DNA specimens. These might be obtained from 

blood samples either collected specifically for research purposes or derived from  

residual blood in samples routinely collected for patient care. In some studies, DNA 

from patients who die on the scene is extracted from endotracheal intubation tubes 

collected from ambulance posts or emergency rooms.11 Due to the transient and 

transdisciplinary nature of emergency medical care, SCA research data generally 

come from multiple data sources and are subsequently ‘linked’.12 

This increasing scale and variety of data, accelerated by the emergence of more 

affordable techniques, e.g. in the field of DNA sequencing, causes data to be increas-

ingly ‘big’ in SCA research specifically and cardiovascular research in general.13,14 

However, the collection and use of big observational data in healthcare brings about 

a number of ethical dilemmas about the appropriate balance between medical re-

search and data subjects’ rights.15 

In SCA research, these issues are intensified by the emergency circumstances that 

prevent patients from giving prior informed consent to the use of their data, which 

is especially problematic for the majority of patients who do not survive. Although 

ethical issues in SCA clinical trials have been widely debated16,17, there is a paucity of 
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literature on the ethical aspects of non-interventional research with data obtained 

from patients in emergency circumstances.18 Moreover, the debate tends to be fo-

cused on informed consent, while there might be other issues that researchers should 

take into account when conducting database studies, especially in this age of global-

isation, genomics and big data. Guidance on these issues would be particularly timely 

given the implementation of a new European Union (EU) data protection regulatory 

framework on 25 May 2018. 

In the European General Data Protection Regulation 2016/679 (GDPR), per-

sonal data are defined in Article 4(1) as “any information relating to an identified or 

identifiable natural person (‘data subject’)”. The GDPR considers genetic, biometric 

and health data to be sensitive data for which strict rules apply (Box 2.1 presents an 

overview of the key changes in the EU data protection law that are relevant for  

research with medical data). Some researchers have worried that medical research 

may be hampered by ‘data overprotection’, fearing that new EU data protection law 

would require written consent for all research uses.19 In response to criticism, the 

text of the GDPR was amended to reflect the importance of processing of sensitive 

data for research purposes. In the final version of the law, informed consent is only 

one of several grounds that can be used to justify the lawfulness of processing sensi-

tive data, while the need for data for scientific purposes is another (Article 9(2)).20 

Concerns about a potentially detrimental impact of data protection legislation on 

observational research have also been voiced in other countries, for instance in the 

United States where the Privacy Rule (as an addendum to the Health Insurance Port-

ability and Accountability Act) governs the use of identifiable health information for 

research21, or in Canada with the Personal Information Protection and Electronic 

Documents Act.22 

To date, no comprehensive review has been conducted on the ethical aspects 

germane to observational, non-interventional research into SCA or other acute and 

critical conditions. The present study was conducted as part of a newly established 

European consortium called ESCAPE-NET (European Sudden Cardiac Arrest  

network towards Prevention, Education and New Effective Treatment).10 The aim 

of this paper is to support the ethical conduct of non-interventional SCA database 

research, such as ESCAPE-NET, by reviewing key ethical aspects from the literature. 

It should be noted that the reviewed literature is used to highlight key issues in re-

search with data from SCA patients in particular, although our study findings will 

also apply to other groups of acutely and critically ill patients. 

2.1.1 Literature search 

We performed a systematic search with terms and MeSH headings related to ‘sudden 

cardiac arrest’ or ‘emergency medicine’, ‘ethics’ and ‘observational research’. 
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Box 2.1 Selected key changes under the EU General Data Protection Regulation 
 

  

Scope and definitions: 

• Subject-matter: The GDPR applies to the processing of personal data from 

natural persons (Article 1), thus excluding anonymous data (Recital 26) and 

data from deceased persons (Recital 27), as the ‘95 Directive did.  

• Special categories: Processing of data concerning health (Article 4(15)) and 

in the updated framework also genetic and biometric data (Article 4(13,14)) is 

in principle prohibited, unless one of the exceptions in Article 9(2) applies, e.g., 

when explicit consent has been provided (a) or when processing of sensitive 

data is necessary for scientific purposes (j) provided that safeguards are in 

place (Article 89(1)). 

• Extended territorial scope: The GDPR applies to all processing of personal data 

of EU citizens, whether it takes place in the EU or not (Article 3). Transfer of 

data to countries outside the EU may take place when the EC has evaluated 

the level of protection in the receiving country as adequate (Article 45), when 

appropriate safeguards have been provided (Article 46), or in case of specific 

derogations (Article 49). 

Principles and conditions for data processing: 

• Principles: The principles (Article 5) of data processing remain largely the same 

as in the Directive: (a) lawfulness, fairness and transparency; (b) purpose lim-

itation (note that secondary use of data for scientific purposes is presumed 

compatible with the original purpose (Recital 50)); (c) data minimisation; (d) 

accuracy; (e) storage limitation; (f) integrity and confidentiality. The principle of 

accountability (Article 5(2)), which holds that the data controller should be able 

to demonstrate compliance with the principles, has been added. 

• Conditions for consent: Data subjects’ consent (Article 4(11)) has become 

bound by stronger conditions (Article 7). When consent is used as the legal 

basis for processing, it should be “clearly distinguishable” from other matters 

and presented in an accessible format using clear and plain language. The 

controller should be able to demonstrate that consent was given, and the data 

subject is free to withdraw at any time. In the context of scientific research, the 

law leaves room for broad consent (Recital 33). 

Rights and responsibilities: 

• Data subjects’ rights: The GDPR introduces the right to data portability (Article 

20), which allows transmission of one’s data to another controller. Moreover, 

the GDPR enhances existing rights, namely the right to: receive transparent 

information (Articles 12-14); access data (Article 15); rectification (Article 16); 

erasure (‘right to be forgotten’) (Article 17); (continues on next page) 
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restriction of processing (Article 18); object (Article 21); not to be subject to 

automated decision taking, including profiling (Article 22). However, in the con-

text of scientific research Member States may provide derogations from these 

rights if they would impair research (Article 89). 

• Privacy by design: The idea of “data protection by design” is introduced to 

ensure risks are accounted for early through technical and organisational pro-

tective measures (Article 25). Processing of data for research purposes re-

quires “appropriate safeguards” (Article 89(1)), although it is not specified 

what these should be.   

• Data breaches: Data controllers are required to keep a detailed record of all 

processing activities (Article 30) and in particular of any data breaches, which 

should be reported to the competent authorities within 72 hours and – in case 

of high risk – to the data subject without undue delay (Articles 33 and 34). 

• Data protection impact assessment: For high risk processing of data (which 

includes processing of special categories of data, e.g., health data), the GDPR 

mandates performing a data protection impact assessment (DPIA) in order to 

ascertain the risks relating to data subjects’ rights (Article 35). 

• Data protection officer: Research institutions are now required to install a data 

protection officer (DPO) who monitors compliance with the GDPR, provides 

advice on data processing including the DPIA, and acts as the contact point 

for the supervisory authority (Articles 37-39). 

• Penalties: Organisations that do not comply with the GDPR can be fined up to 

4% of annual global turnover or 20 million EUR, whichever is greatest (Article 

83(5)).Penalties: Organisations that do not comply with the GDPR can be fined 

up to 4% of annual global turnover or 20 million EUR, whichever is greatest 

(Article 83(5)). 

 

Five databases were searched: PubMed, CINAHL, Philosopher’s Index, Philpapers, 

and Web of Science. Reference lists of retrieved articles were hand-searched to iden-

tify additional publications. The search was performed in December 2017 and was 

initially limited to English language articles that mentioned ethical aspects of obser-

vational studies in SCA specifically. However, the focus of the literature search was 

extended from SCA to emergency medicine and critical care in general, after the ini-

tial sample was found to be rather small. Studies were excluded that discussed ethical 

aspects of data processing in an interventional research setting or care context. For 

the search strategy, see Additional file 1 (online via the publisher’s website).  

Due to the limited number and great heterogeneity of articles retrieved, we chose 

not to present the results as a systematic review. Instead we extracted ethical themes 

from the retrieved articles and used those as a basis for a narrative review.  
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The thematic narrative is supplemented by literature on the ethics of research with 

(bio-)medical data in general to provide context and understanding of each theme. 

2.2 ‘First, do no harm’: potential risks to patients 

Ethical themes from the retrieved articles are sorted into two main clusters describing 

(1) potential harms to patients and (2) measures that researchers can take to mitigate 

the harms (Table 2-1). In the following sections we discuss the potential harms of 

SCA data research. 

2.2.1 Privacy of personal data  

Researchers should ensure adequate protection of participants’ personally identifia-

ble data. This right to data protection as described in the GDPR is based in part on 

the right to privacy23, which is enshrined in Article 8 of the European Convention 

of Human Rights. The intrinsic value of privacy arises from the individual’s need to 

freely relate to others in a social context and to have the ability to control who gets 

access to one’s personal information.24 Additionally, privacy is valuable since it  

promotes other fundamental values such as personal autonomy, individuality, human 

dignity and respect for persons.25 

Privacy rights can be violated even without the subject’s knowledge. For instance, 

participants’ personal information may be used for secondary research that goes 

against their religious beliefs. If knowledge of the harm is not a necessary condition 

for harm, then deceased SCA victims can be harmed in terms of their ‘ante-mortem’ 

person’s rights or their legacy.26 However, the discussion on post-mortem privacy is 

still unresolved, and few guidelines address the rights of deceased persons. The  

European Court of Human Rights only recognises privacy rights for the deceased 

when they are connected to living individuals, as is the case with genetic data which 

may contain sensitive information about living relatives.26  

A review commissioned by the Nuffield Council on Bioethics showed that evi-

dence of direct harms to wellbeing resulting from data breaches in healthcare organ-

isations is rare, possibly due to anecdotal reporting.27 At a minimum, however, data 

breaches would cause distress among patients and impact on participants’ trust in 

medical institutions, negatively affecting support for research and people’s willing-

ness to participate.28 What is more, confidentiality breaches involving genetic  

research data may lead to worries of discrimination if third parties (e.g. insurance 

companies) gain access, as discussed in the following section. 
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Table 2-1. Clustering of ethical aspects related to SCA research with observational data 

Cluster Ethical theme Examples from the literature 

Potential 

harms  

Privacy33,37 • Linkage across datasets in critical care research  

increases the risk of re-identification of the indi-

vidual. 

Genetic  

discrimination42,43 

• Genetic testing for SCA-associated conditions cre-

ates  

the potential for stigma and discrimination. 

Disclosure of  

individual findings48 

• Dilemma: whether or not to inform patients with a 

high risk of SCA who refuse to know their test results. 

Research 

design15,33,50-52  

• SCA data may be of low quality due to the acute set-

ting and variety of data sources: sound methodology 

is vital. 

• Incorrect subject selection may exacerbate SCA 

knowledge gaps between developed and developing 

countries. 

Applications33,54 • Creation of (incorrect) risk profiles (e.g., for hyper-

trophic cardiomyopathy) may give rise to health dis-

parities. 

Protec-

tive 

measures  

Informed  

consent18,33,66-68,73 

• Insistence on informed consent for use of data from  

emergency medical settings would bias research. 

• Deferred consent for data collection is seen by pa-

tients as an acceptable consent model in emergency 

settings.  

Data governance33,67 • Critical care research without consent requires  

safeguards  (e.g., safe-havens) to protect data se-

curity. 

 

2.2.2 Genetic discrimination 

Even though discrimination based on genetic features is prohibited in the EU Char-

ter of Fundamental Rights and the Council of Europe’s Oviedo Convention on Hu-

man Rights and Biomedicine, genetic discrimination by family members, employers 

and insurers is widespread.29 Fears of discrimination were documented in Dutch 

families involved in genetic testing for hypertrophic cardiomyopathy, a common 

cause of SCA in young people.31 In North America, Mohammed et al. showed that 

increased genetic testing negatively impacted insurability for patients with sudden 



32 | GOOD SCIENCE AT HEART 
 

arrhythmic death syndromes.31 Discrimination does not only harm people’s dignity 

but also leads to direct harms to health.29 For instance, limited employability or  

insurability might create financial hardship which potentially increases SCA risk  

further, since lower socio-economic status is associated with a higher incidence of 

SCA.32 Moreover, worries about the discriminatory use of genetic data have been 

shown to deter people from participation in research, thus possibly impeding SCA 

research progress.33 

2.2.3 The (non-) disclosure of individual findings 

Physicians have a professional and moral duty to warn their patients about potential 

threats to health. Recent studies and guidelines expand this duty to researchers in the 

context of disclosing actionable genetic findings to study participants.34,35 However, 

research participants may not want to know about any genetic findings. Pullman and 

Hodgkinson describe a case of genetic research into autosomal dominant arrhythmo-

genic right ventricular cardiomyopathy, a cause of SCA in young people that can be 

effectively treated.36 Several subjects with a DNA variant causing high risk of prem-

ature death had refused to know their results and died of preventable SCA. The  

authors state that it is “unethical for genetic researchers to absolve themselves of 

clinical responsibilities for research subjects and/or their families” and stress the  

importance of advance arrangements in genetic SCA studies, i.e. not enrolling  

subjects if they do not want to receive results. Although a full discussion of the ‘right 

not to know’ is beyond the scope of this paper, this case study helps to show that 

not using data may also have harmful consequences. 

2.2.4 Fairness in research design 

For any type of study, it is unethical to use resources and risk subjects’ privacy when 

there is no sound methodology.37 Factors such as bias and confounding should be 

taken into account especially because in SCA research, data may be of lower quality 

due to the emergency setting. SCA data are often not gathered for research purposes, 

and variation in registration or reporting of SCA may lead to errors and bias when 

combining databases [38,39,40]. These limitations might be amplified in studies with 

very large datasets.41 

At a global level, it is important that research is conducted not just in developed 

countries, which would exacerbate existing knowledge disparities with less-devel-

oped countries, and that the results benefit those groups of patients who contributed 

their data. SCA populations from different ethnic backgrounds and geographic areas 

are epidemiologically distinct, and local emergency medicine research in low- and 

middle income countries is needed, as described by Aufderheide et al.42 
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2.2.5 Responsible application of research results 

Research into the causal basis of SCA may lead to the development of new genetic 

tests and risk stratification algorithms, and future cost reductions may stimulate 

health policy makers to implement population-wide screening for SCA risk.43,44 

Rumsfeld et al. note that justice issues may arise if screening data are used to differ-

entially provide care to those at high risk of cardiovascular disease, or when people 

who opt out of data collection would lose the right to benefit from the results of 

research.13 Moreover, research on SCA risk factors could lead to health promotion 

practices seen as a form of control over the individual.45 

In addition to the potential for individual discrimination, group-level harms may 

arise when risk profiles are created for certain (racial) groups, especially when done 

incorrectly. Manrai et al. have reported genetic misclassification of common DNA 

variants among inhabitants of the USA with African ancestry as pathogenic variants 

predisposing them for hypertrophic cardiomyopathy, thereby potentially creating 

further health disparities between black and white Americans.46 The use of genetic 

data and the linkage across datasets may thus increase the potential for stigmatisation 

of ethnic minorities.47 Although these are largely theoretical possibilities, it is  

important that researchers are aware of these potentially harmful effects and that 

they consequently adopt appropriate measures to protect subjects’ rights. 

2.3 Measures to protect SCA patients in observational studies 

The following sections provide an overview of ethically acceptable approaches to 

research with patient data in the context of medical emergencies such as SCA. We 

first describe informed consent, and subsequently other data governance practices. 

2.3.1 Informed consent in the emergency medical setting 

In light of the potentially harmful consequences of research with SCA data, partici-

pants ought to be granted some form of control over the uses of information about 

them, which may be realised by an informed consent process. Voluntary informed 

consent is grounded in the right to self-determination and has been stressed in the 

Nuremberg Code and the Declaration of Helsinki, as well as in the International 

Ethical Guidelines for Epidemiological Studies published by the Council for  

International Organisations of Medical Sciences.48 

Exceptions to prospective consent are important in SCA research because a  

majority of patients do not survive the SCA episode, while others become incapaci-

tated as a result of it. The problem with obtaining SCA patients’ consent has been 

widely debated in the context of clinical studies in which interventions are  

performed.49,50 However, we found little discussion in the literature about the ethics 
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of non-interventional emergency research. Nonetheless, it is clear that insistence on 

seeking consent for SCA data use would pose not only practical problems but also 

ethical ones, two in particular. 

1) Requiring informed consent for studies using data from SCA patients 

would exclude the majority of patients who cannot consent and would 

thereby bias research. Such consent bias causes societal harm by hamper-

ing medical research and skewing the data.51 

2) Not using data from people unable to consent would violate some pa-

tients’ wishes. Denying participation to deceased SCA victims and to 

those who lack the mental capacity to consent deprives them of the op-

portunity to contribute to research and thereby benefit society.18 

The first point relates to the scientific validity of the research. Consent bias would 

render the study findings less reliable and thereby potentially harm future patients, 

while also devaluing the contribution of those who did consent.52 Tu et al. describe 

the problems with informed consent in the Canadian Stroke Registry where less than 

half of potential participants consented to the use of their data due to difficulties 

with obtaining consent (i.e. people died or became incapacitated but had no surrogate 

decision maker).53 The resulting registry was not representative of the typical stroke 

patient: participants in the database were younger and more likely to be alert at  

admission and alive at discharge. Therefore, in a consecutive phase the ethics  

committees of the participating centres approved data collection without consent.54 

Consent bias can also arise from different attitudes towards research among ethnic 

or cultural groups: Freeman et al. found that African American surrogate decision 

makers of critically ill patients were less receptive of genetic data collection than their 

counterparts of European descent.55 

The second point concerns patients’ right to self-determination. For some  

people, sharing their data for research purposes is an important goal. Informed con-

sent should thus not be interpreted only as a means to protect research subjects from 

harm, but also as an “act of autonomy that has a positive motive (e.g., compassion)”, 

as has been stated by Christen et al.56 Denying the possibility of contributing data for 

those unable to consent would be based on the assumption that the patient places 

individual privacy concerns above health benefits for others. 

Alternatives to prospective consent: waived or deferred 

Considering the above, researchers seeking to use SCA data need to find ethically 

acceptable alternatives to prospective consent. Designing informed consent pro-

cesses can be a complex endeavour, considering the various types of consent models 

(Table 2-2). The largest problem within emergency medicine research is the timing 
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of consent: since prior consent is impossible, one could either apply for an exception 

from consent or seek deferred consent.  

Clinical registries can be set up without the requirement for individual patient 

consent. Provided that appropriate safeguards are in place, an exception from  

consent is often seen as permissible because of the large benefits and small risks, 

coupled with the aforementioned issues associated with seeking consent. However, 

according to Tu et al. certain components (e.g. data linkage and genetic information) 

of acute illness database research add new responsibilities for which consent should 

be obtained if possible.53 Namely, data linkage creates highly specific knowledge on 

individuals, thereby causing a higher risk of re-identification.57 DNA sequences are 

uniquely identifiable due to the presence of individual genetic markers, which have 

been used to re-identify anonymous DNA donors in a study by Gymrek and  

colleagues58, and they reveal information about not only the individual but also about 

their relatives. 

SCA survivors may be retrospectively asked permission for data collection, a 

practice known as deferred consent.59 When the subject becomes mentally incapable 

of giving consent as a result of the SCA, the researchers must seek consent from the 

legally authorised representative (‘proxy’ or ‘surrogate’), according to Article 30 of 

the Declaration of Helsinki. Because proxy consent during the emergency is of  

questionable value due to the emotional nature of the situation, it is generally sought 

later as well.52 In a study by Fox et al. where residual blood was collected from trauma 

patients, deferred consent was seen by patients and legally authorised representatives 

as an acceptable approach, with no refusals to consent.18 Deferred consent may be 

obtained through telephone conversation, which was found by Offerman et al. to be 

highly effective and well-received among trauma patients.60 The time until seeking 

consent should be long enough for the patient to be approachable or the surrogate 

to have recovered from the initial shock. Similar to prior consent, deferred consent 

may be opt-in or opt-out and the permissions given can vary in specificity. 

Deceased patients 

Obtaining consent is especially problematic for the large majority of patients who do 

not survive the SCA episode. Should consent be sought from a representative in 

those cases or is an exception from consent justifiable? There is a lack of literature 

on this issue. Also, the EU data protection framework is not helpful since the GDPR 

does not apply to the personal data of deceased persons, although “Member States 

may provide for rules regarding the processing of personal data of deceased persons” 

(Recital 27). The majority of international guidelines do not address the issue of de-

ceased patients or give conflicting advice.61 
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Table 2-2. Informed consent models (continues on next page) 

 Model Description Advantages Disadvantages 

Control Opt-in Actively given,  

explicit consent. 

- Promotes autonomy. 

- Respects patients’ 

expectations and  

preserves trust. 

- Lower response 

rates and potential 

consent bias. 

- Relatively costly 

and time- 

consuming. 

Opt-out Consent is 

presumed unless 

participant  

objects. 

- Higher participation 

rates and less bias 

than opt-in. 

- More practical,  

less costly. 

- Assumes that peo-

ple want to partici-

pate: may infringe 

upon autonomy. 

- Potentially less  

informed. 

No consent Study conducted 

without consent  

(exception 

/waiver). 

- Maximum participa-

tion rates and no 

consent bias. 

- Most practical,  

least costly. 

- No control by data 

subjects: least  

autonomy- 

enhancing. 

Timing Prospective Consent is given 

prior to data  

collection. 

- Promotes autonomy. 

- Respects patients’  

or representatives’  

expectations and 

preserves trust. 

- Time pressure and 

stress in emergen-

cies: consent not 

fully informed/valid. 

- Excluding (tempo-

rarily) incapaci-

tated subjects 

causes bias and 

may not respect 

subjects’ wishes. 

Deferred Retrospective  

consent which is 

sought after data  

collection. 

- Provides temporarily 

incapacitated sub-

jects the opportunity 

to participate. 

- More valid than prior 

(representative or 

subject) consent in 

stressful situations. 

- Logistical issues 

with reaching  

participants 

- Data are already  

collected: less  

autonomy- 

enhancing than 

prior consent. 
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Speci-

ficity 

Study- 

specific 

Consent for the 

use of data for 

one specific aim. 

- Promotes autonomy 

since patient has a 

high level of control 

over uses. 

- Requires the re-

contacting of 

subjects for new 

aims: logistical 

challenge, burden 

for participants.  

- Bias when contact  

attempts are  

unsuccessful. 

 

 Tiered Subjects 

chooses from a 

list what study 

types are allowed 

(online: dynamic 

consent).  

 

- Promotes autonomy 

since patient has a 

high level of control 

over uses. 

- Burdensome and  

complicated for 

subjects: requires 

detailed  

understanding  

 Broad or 

blanket 

Consent for  

overall  research 

topic (broad) or 

without limitation 

(blanket). 

- Smallest burden for 

researchers and  

patients in terms of 

re-contacting. 

- Broad consent 

may not be truly  

informed. 

- Blanket consent  

often not accepted  

by research ethics  

committees. 

The case against approaching relatives is the emotional stress this might cause, which 

conflicts with the healthcare professionals’ prima facie duty to prevent suffering and 

which could impact the validity of the consent.52 When it concerns genetic infor-

mation, however, family members might be said to have a stake as well. An Icelandic 

woman who objected to the use of her deceased father’s genetic data in the national 

Health Sector Database was backed by the Supreme Court based on the grounds that 

her own privacy was involved due to the direct biological link with her father’s 

DNA.62 Moreover, disclosure of findings that have implications for relatives’ health 

becomes problematic when research was performed without their knowledge [63]. 

Whether relatives have similar rights as the original data subject, and how this should 

be dealt with in genetic research, is still an open question.62 

2.3.2 Responsible data governance 

When informed consent has been obtained, and even more so when research is con-

ducted without consent, confidentiality of data should still be protected. Data  

governance policies should address privacy as well as broader societal issues (e.g. 

fairness) not covered by consent. We distinguish three main components of data 

governance: security and oversight, sharing and access and public engagement. 
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Data security and oversight 

If personal data are fully anonymised, the GDPR does not apply. However, anony-

mising the data is not an ideal solution.64 Firstly, it does not allow for control over 

usage of the information, i.e. data can be used for purposes that conflict with the 

data donor’s views. Secondly, the weaknesses of anonymization techniques and the 

uniqueness of genetic data prevent data from becoming truly de-identified. Instead, 

research data are often pseudonymised (‘pseudo-anonymised’), which means that  

additional information, stored elsewhere, is needed to link the personal data to a 

specific subject.  

Still, other safeguards are needed to protect against unauthorised access and  

ensure integrity of research data (Article 89 of the GDPR). These may include secure 

storage within a robust information technology system, encryption of data and of 

identifiers used for linkage, access logging, the use of secure environments (‘data 

enclaves’), data access through a trusted third party or ‘honest broker’ and potentially 

new techniques such as block-chain.54,65,66 Also, the GDPR requires the creation of 

a Data Protection Impact Assessment to evaluate privacy risks and adopt appropriate 

safety measures (Box 2.1). When deferred consent is used, there should be a  

pre-defined procedure for destruction of data from SCA victims who do not consent 

at the delayed time point or choose to withdraw from the study.67 Another ‘safe-

guard’ is the oversight by the Research Ethics Committee or Data Protection Officer. 

In the absence of consent, the approval of an ethics committee is vital (Declaration 

of Helsinki, Article 32), especially when collecting human material (e.g. OECD 

Guidelines on Human Biobanks and Genetic Research Databases) [68] or perform-

ing data linkages.46,56 Moreover, as described by Morris et al., obtaining approval 

from an ethics committee or privacy officer enhances the researchers’ credibility and 

thereby contributes to successful data collection from the various data sources.21 

Data sharing and access 

The sharing of research data is increasingly framed as a scientific and ethical imper-

ative.69 Data sharing is especially important in fields where large numbers are needed, 

such as SCA research. However, barriers to data sharing include the lack of incentives 

for researchers who originally collected the data or the regulatory fragmentation 

across Europe, which the GDPR aims to harmonise.65,70 Researchers sharing data 

should check whether the receiving party consists of bona fide researchers, there is 

a justified research need, ethics approval has been obtained and sharing is in line with 

conditions pre-specified in data transfer or access agreements.65 They also need to 

provide patients with meaningful access rights to their personal data and respect 

other patients’ rights that potentially apply, such as the right to be forgotten. 
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Despite high levels of public support for data sharing among public institutions, peo-

ple generally do not want their data to be shared for commercial gain.71 Worries of 

commodification may become voiced even after the subject’s death: think of Henri-

etta Lacks’s family who want to be compensated for the unauthorised use of her 

cancer cells (the HeLa cell line) in 1951, which led to numerous medical advances.72 

Similarly, the care.data initiative in the UK, a linked database of patient information, 

was abandoned due to ethical concerns related to sharing data with commercial ac-

tors outside the National Health Service without consent. This led to a “collapse of 

context”: patients felt that their privacy was violated when data were taken out of the 

health context to benefit the country’s economy.73 Thus, fostering trust in research 

does not involve the right of participants to control all information flows, but  

requires transparency and what Nissenbaum has termed contextual integrity.74 

Public engagement 

In studies without opt-in consent, researchers often emphasise communitarian val-

ues such as solidarity or altruism as a reason not to ask consent.75 However, this 

needs to be supported by data from the SCA context. In the US, intervention studies 

in the emergency setting are required to engage in prior community consultation to 

assess the acceptability of the research. Similarly, there is a general need for empirical 

studies on patients’ views regarding ethics in observational emergency research and 

for involvement of patients and other stakeholders in the creation of SCA database 

research consortia. Indeed, data governance is increasingly conceptualised as “data 

democracy”64 and this deliberative approach of involving stakeholders may comple-

ment the Research Ethics Committee review and help to legitimise acute illness data 

research. 

2.4 Conclusions 

Research with observational data from SCA victims is vital to improving prevention 

and treatment of SCA. Since the use of personal data could harm patients and com-

munities—although usually to a lesser extent than experimental studies—legitimate 

consent procedures and data governance policies are needed. However, in our  

systematic literature search we encountered a lack of empirical work on the ethical 

aspects specific to non-interventional database research in SCA and other emergency 

settings. We therefore present the retrieved articles, supplemented by general litera-

ture on the ethics of biomedical big data, as a thematic narrative. In this review article 

we identified ethical issues that SCA researchers should be mindful of, in terms of 

both potential harms and approaches to address these harms, and we highlighted 

current knowledge gaps. Especially the dearth of guidance from the literature and 
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law regarding data collection from deceased SCA patients warrants attention. There 

is a need for a context-sensitive, transnational and empirically informed ethical 

framework regarding collection, use and sharing of data from those who are struck 

by SCA or other acute and critical conditions. 



 

 

3 | Health data research on sudden cardiac arrest: 

perspectives of survivors and their next-of-kin 

If the world is to contain a public space, it cannot be erected for one genera-

tion and planned for the living only, it must transcend the life-span of mortal men. 

(Hannah Arendt, The Human Condition. 1958; p. 55) 

Summaryi 

Consent for data research in acute and critical care is complex as patients become at 

least temporarily incapacitated or die. Existing guidelines and regulations in the  

European Union are of limited help and there is a lack of literature about the use of 

data from this vulnerable group. To aid the creation of a patient-centred framework 

for responsible data research in the acute setting, we explored views of patients and 

next-of-kin about the collection, storage, sharing and use of genetic and health- 

related data for observational research. We conducted qualitative interviews (n=19) 

with Dutch sudden cardiac arrest survivors who donated clinical and socio-economic 

data and genetic samples to research. We also interviewed their next-of-kin. Topics 

were informed by ethics literature and we used scenario-sketches to aid discussion 

of complex issues. 

Sudden cardiac arrest survivors displayed limited awareness of their involvement 

in health data research and of the content of their given consent. We found that 

preferences regarding disclosure of clinically actionable genetic findings could change 

over time. When data collection and use were limited to the medical realm, patients 

trusted researchers to handle data responsibly without concern for privacy or other 

risks. There was no consensus as to whether deferred consent should be explicitly 

asked from survivors. If consent is asked, this would ideally be done a few months 

after the event when cognitive capacities have been regained. Views were divided 

about the need to obtain proxy consent for research with deceased patients’ data. 

However, there was general support for the disclosure of potentially relevant post-

mortem genetic findings to relatives. Sudden cardiac arrest patients’ donation of data 

for research was grounded in trust in medicine overall, blurring the boundary  

 
i This chapter was published as: Bak MAR*, Veeken R*, Blom MT, Tan HL, Willems DL. 

Health data research on sudden cardiac arrest: perspectives of survivors and their next-of-
kin. BMC Medical Ethics. 2021;22:7.  * These authors contributed equally to this work. 
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between research and care. Our findings also highlight questions about the accepta-

bility of a one-time consent and about responsibilities of patients, researchers and 

ethics committees.  Finally, further normative investigation is needed regarding the 

(continued) use of participants’ data after death, which is of particular importance in 

this setting. Our findings are thought to be of relevance for other acute and life-

threatening illnesses as well. 

3.1 Background 

The use of patient data for research carries great potential to improve care and de-

crease the burden of illness on patients and health care systems, especially given the 

advances in big data and machine learning and the rise of biobanking.1-4 At the same 

time, the analysis of health data creates ethical and legal challenges particularly with 

regard to subjects’ informational privacy.5 The ‘bigger’ (e.g., in terms of size, detail, 

variety, accessibility, or extent of potential uses) these data are, the more difficult it 

becomes to protect patients’ autonomy through measures like anonymization, if pos-

sible at all, and informed consent which presupposes understanding of the research.6 

Moreover, health data research may bring about group-level ethical issues relating to 

stigma and unfair discrimination.7,8 In this context, genomic data are often seen as 

particularly sensitive, since they are almost by definition personally identifiable and 

may reveal information about blood relatives.9-12 

In 2018, the European Union’s General Data Protection Regulation (GDPR) 

came into force to harmonise data protection rules across the EU and to provide 

data subjects with more control over their personal data than the earlier 1995 Di-

rective.13 The GDPR defines genetic, biometric and other health-related data as a 

special category of data (together with “personal data revealing racial or ethnic origin, 

political opinions, religious or philosophical beliefs, or trade union membership, […] 

or data concerning a natural person's sex life or sexual orientation” [Article 9]). Pro-

cessing of these types of sensitive data is in principle prohibited, but one may appeal 

to exceptions such as informed consent or public interest. In the setting of acute and 

critical care there is a tension between data protection legislation and research since 

“it is not possible to ask for the patients’ informed consent to be enrolled in obser-

vational research at the point of admission to the hospital” (p. 59).14 Yet the use of 

large-scale patient data is necessary for acute conditions like sudden cardiac arrest 

(SCA) that have a diversity of causes and are often the first expression of underlying 

disease.15 Disease-specific biobanks and registries are needed to obtain sufficiently 

large numbers of samples, and because the clinical data needed for this research (e.g., 

ambulance ECGs) are usually not collected routinely. 
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While there has been ample discussion of the issues around interventional research in 

people with acute and critical conditions, there is a dearth of literature about the 

responsible use of data from this patient group for observational studies.16 Research 

using data from people with acute life-threatening conditions (e.g., stroke, SCA,  

traumatic brain injury, or acute respiratory failure due to infectious disease) brings 

about a number of ethical questions.  

For instance, is a consent waiver permissible to enable the use of data from pa-

tients who cannot give consent? While explicit informed consent has been the gold 

standard of clinical trial ethics, for registry and biobanking studies some jurisdictions 

allow ethics committees to waive the consent requirement or to enable opt-out  

mechanisms, under specific conditions like a requirement for anonymization.17 In 

case of truly anonymous data, there is generally no obligation to obtain consent be-

cause these data do not fall under the scope of the GDPR. However, in emergency 

medicine, working with fully anonymized data is especially difficult due to the differ-

ent data sources in the “chain of care” and the need to link these using personal 

identifiers. Anonymization is also problematic from another perspective: complete 

de-identification would make it impossible to return clinically relevant and actionable 

(genetic) research findings to subjects.  

In addition, the acute and critical care setting is special because relatively many 

patients will not survive their sudden medical event or hospitalization. For SCA, the 

survival rate ranges from 3% to 23% across Europe.18 However, there is no interna-

tional consensus regarding the acceptability of post-mortem observational research 

without consent from next-of-kin, or about the conditions that should apply. The 

growing contribution of deceased persons to health research databases also brings to 

the fore questions about disclosure of individual genetic findings by researchers to 

relatives. Most hereditary arrhythmia syndromes and cardiomyopathies that increase 

the risk of SCA are inherited in an autosomal-dominant fashion (providing a 50% 

chance to be passed on to either sex). Disclosure of such findings can help to tailor 

preventive interventions but may also cause concerns among recipients about their 

health, the right not to know, and about privacy and decision-making within  

families.19,20 Should these individual research findings be reported posthumously to  

next-of-kin? And if a person has stated that family should not be informed of any 

clinically actionable genetic findings, should this wish be respected after his or her 

death? Current ethical guidelines and regulations, including the GDPR, do not  

provide the needed guidance on the post-mortem use of data for research.21,22 

We think that, especially in the acute setting in which the decision-making capac-

ity of critically ill participants is absent or at least very limited, it is important to obtain 

patient views on topics as informed consent and other relevant issues.23 Therefore, 

in this paper we present our findings based on interviews with Dutch SCA survivors, 

and their next-of-kin, about the donation of their data to research, with the aim of 
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contributing to an empirically informed, patient-centred ethical framework on data 

use in emergency care research, as well as to the broader health data privacy debate. 

Our study was situated within an SCA research group in the Netherlands where, 

apart from the GDPR, national data protection and civil law regulate the use of  

patient data for research. However, the ethical issues discussed are also of relevance 

to research in other countries and other acute settings. 

3.2 Methods 

3.2.1 Study design and setting 

We performed a qualitative, semi-structured interview study in the Netherlands with 

patients who survived SCA and with their next-of-kin.ii The study was funded by a 

EU Horizon 2020 grant which had no role in the design or execution of the research. 

Our methodological orientation was one of empirical ethics24 and we based our  

interview topics on previous literature research16. Patients who were interviewed had 

donated their data to the ARREST (AmsteRdam REesuscitation STudies) research 

project. This project, part of the European ESCAPE-NET consortium, is an  

ongoing registry that investigates causes and treatment of out-of-hospital SCA.25,26 

Data for ARREST are collected through various data sources in the ‘chain of care’ 

such as ambulance services and hospitals. These sources provide information about 

pre-hospital treatment (resuscitation by citizen rescuers or ambulance personnel),  

in-hospital treatment and diagnosis, patients’ medical history and medication use, 

name and date of birth, (pseudo-anonymised) socio-economic data like household 

income, and biosamples including DNA from residual materials that were obtained 

for the sake of routine clinical care (blood, intubation tubes). Some data are collected 

without prospective consent, because they need to be saved quickly (e.g., ambulance 

ECGs will otherwise be overwritten). For other data, surviving patients are  

approached to ask for opt-in consent, three months or more after the resuscitation. 

Contact is initiated with a letter from the ambulance service after which, unless they 

opt out from being contacted, patients are approached with consent documentation 

by ARREST researchers. Until deferred consent has been obtained, the data are not 

used for the ARREST study. For genetic data, a separate consent option is provided. 

In the year 2016, a total of 1126 patients were eligible for ARREST (one-fifth alive 

at discharge). Of the survivors, 67% consented while 9% declined to give consent 

and the remainder were not reachable.  

 
ii We use the word ‘patient’ instead of the more neutral ‘person/participant’ in order to 

differentiate between SCA survivors and next-of-kin. 
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3.2.2 Recruitment 

Patients were eligible for an interview if they: were ≥18 years old at the time of  

interview; had previously consented to participate in ARREST; had declared that 

they could be approached again; were sufficiently fluent in the Dutch language to 

participate in the interview; and had a Cerebral Performance Category (CPC) score 

of 1 at hospital discharge after resuscitation, to increase the likelihood that they 

would be cognitively fit for an interview and for their consent to be informed.  

Eligible ARREST participants were purposively selected (as much as possible within 

the constraints of the sample) based on diversity in age, sex, ethnicity, and prefer-

ences regarding disclosure of individual genetic findings. They were approached by  

telephone to gauge their interest. Next-of-kin (spouses and blood relatives of  ≥18 

years old) were found through participating patients. Information about the study 

and the informed consent forms were mailed to participants before the interview. 

Participants were given the option to receive and correct interview transcripts and, 

eventually, study results. The local Research Ethics Committee (REC) stated that 

approval for the interview study was not required under Dutch law. 

3.2.3 Interview guide and procedure 

Based on practical experience and previous literature research16, we developed an 

interview topic guide which was used for this study and to evaluate patients’ experi-

ences with consent for the ARREST project (Online Supplementary File 1). This 

guide was pilot-tested on an experienced researcher and cardiologist in a role-play, 

discussed with the ARREST team, and shared with co-authors multiple times during 

the study. We re-evaluated the questions after each interview and changed their 

wordings or order, if needed, but left the main topics unchanged. An adapted, shorter 

version was used to interview next-of-kin. New copies of the interview guide were 

used for every interview, so field notes could be written down. An overview of topics 

discussed in the interviews is shown in Box 3.1. To aid understanding of complex 

topics, we offered participants handouts with additional information (Online  

Supplementary File 1). In addition, we used three scenario-sketches of fictional SCA 

patients. The fictional patients were given Dutch gender-neutral names to limit gen-

der bias, inspired by hypothetical patient “Pat” from a study by Breitkopf et al.27 In 

these scenario-sketches we described cases in which informed consent and the dis-

closure of genetic findings can be especially troublesome for researchers. One-time 

interviews were conducted together by two researchers, namely MARB (PhD  

researcher in ethics who published several qualitative articles) and RV (MSc student 

in medicine without prior experience in qualitative research). Interviews with SCA 

survivors and next-of-kin lasted between 45 and 75 minutes and were audio-recorded 

and transcribed.  
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Box 3.1 Summary of interview topic guide (version: patient) 
 

  

Introduction 

• Introduction of the interviewers and stating of their credentials. 

• Personal conversation to build rapport.  

• Asking permission to record and stressing voluntariness. 

• General health since the SCA. 

Awareness and decision-making around participation 

• Knowledge of ARREST.  

• Handout 1: Information about the ARREST study. 

• Attitude towards medical research and reasons to participate.  

• Potential risks of participating, including privacy concerns.  

• Handout 2:  List of data collected during and after the resuscitation. 

Informed consent preferences 

• Desired level of control (opt-in, opt-out, waived). 

• Specificity of consent and types of data. 

• Expiration of consent, including after death. 

• Informed consent in deceased and incapacitated patients. 

• Views on current ARREST procedure and timing (for internal evaluation). 

Perspective on return of individual genetic findings 

• Preferences on disclosure of genetic findings to participants and next-of-kin. 

• Handout 3: Description of variables (treatability/severity/clinical utility/validity). 

• The disclosure of genetic findings from deceased patients to next-of-kin. 

Special cases: three scenario-sketches 

• René(e): who survives the SCA but becomes severely limited in understanding 

due to neurological damage and unable to consent for data research.  

• Sam: who passes away suddenly due to SCA and was therefore never in  

a position to consent for research that uses their data. 

• Maxim(e): who survives the SCA and gives consent for data to be used in re-

search. Maxim passes away later in a car accident: does the consent expire?  

Other aspects of data governance 

• Perspectives on oversight and on the importance of patient engagement. 

Closing 

• Questionnaire with socio-demographic information. 

• Time for additional questions, remarks, evaluation and feedback. 

• Desired receipt of transcript and findings, recruitment of next-of-kin.   
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3.2.4 Data analysis 

We analysed the interviews using MAXQDA 2018 software. The first analysis was 

performed through open coding by two researchers separately (RV and MARB), after 

which the two analyses were compared. The following analyses were carried out by 

one researcher and reviewed by the other. Changes to the codebook were logged 

after every analysis and data saturation had occurred after 19 interviews (Figure 3-1). 

All participant names were replaced with pseudonyms. Consolidated criteria for Re-

porting Qualitative research (COREQ) were followed to ensure transparency and 

rigour of study reporting.28 

 

 

Figure 3-1. Data saturation visualized. 

 

3.3 Results 

In this section we first describe the characteristics of the sampled interview popula-

tion, after which we discuss three themes that arose from interviews with patients 

and next-of-kin: (1) risk perception, data protection and trust; (2) informed consent 

in acute life-threatening situations; (3) disclosure of individual genetic findings, in-

cluding after death. 
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3.3.1 Sampled population 

We approached a total of 17 ARREST participants of whom 12 agreed to participate. 

Patients who declined (29%) did so because they were not interested, were occupied 

with informal care duties to relatives, or had a language barrier. Of the twelve  

patients, nine were interviewed at their own home and three preferred to have the 

conversation in the hospital. We also interviewed seven relatives or partners, some 

at the ARREST participant’s home together with the SCA survivor and others by 

telephone at a later point in time. Two of these next-of-kin were related to the same 

patient. None of the interviewees had any relationship with the researchers before 

the start of the study. Mean time passed since resuscitation was 4.2 years (range: 0.9 

– 8.8 years). Other sample characteristics are presented in Table 3-2.  

3.3.2 Risk perception, data protection and trust 

Participants thought they had granted consent for ARREST to “help science” and 

improve prevention and treatment of SCA for themselves or others. Especially since 

participation took little effort, the study was deemed relevant, and a personal  

connection with the topic was recognized, interviewees found it important to  

participate. Some reported feeling a need to reciprocate because of the care they re-

ceived. Peter, who was resuscitated a year before and became emotional when think-

ing about it – for instance when discussing deceased fictional patient Sam – stated: 

“Everything I can contribute for other people or other heart failure [patients], I am will-

ing to pitch in. (…) In the end, because of research in the past, my own life was saved. 

That is science, and that should be developed and continued.”  

Some patients noted that they were happy to give their data, but in return would like 

to receive general study findings (“because then you know that you didn’t do it for 

nothing” – William) and thought this was a way for researchers to show their grati-

tude. Another reason to participate was that people experienced it as empowering. 

Patricia, who is working again after being resuscitated a year before, viewed partici-

pating in the ARREST study as a sign for herself that she had recovered from the 

SCA. An alternative form of empowerment is patient participation, e.g., in the form 

of patient advisory boards or patient researchers, during the design of health data 

research.29 Some interviewees did not find such engagement important, for several 

reasons: they doubted that patients would have the needed research skills; views from 

people uninterested in this additional involvement would be excluded; or because it 

would take too much effort on the part of researchers.  
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Table 3-2. Sample characteristics. 

 Patients (n=12) Next-of-kin (n=7) Total (n=19) 

Gender    

Male 9 1 10 

Female 3 6 9 

Age (years)    

<40 2 2 4 

40-59 3 0 3 

60≥ 7 5 12 

Educational level    

Finished primary or  

secondary school 

7 2 9 

Finished higher education 5 5 10 

Employment status    

Employed 5 3 8 

Unemployeda 3 1 4 

Retired 4 3 7 

Marital status    

Married 5 4 9 

Co-habiting 2 2 4 

Singleb 5 1 6 

Parents' country of birth    

The Netherlands 11 6 17 

Otherc 1 1 2 

Relation to the patient    

Partner - 3 - 

Child - 1 - 

Parent - 1 - 

Sibling - 2 - 

a = on sick leave, disabled or on social welfare. b = unmarried, separated, or widow(er) c= Suri-

name 

 

Most interviewees had no privacy concerns associated with the use of their data for 

medical research. When asked what privacy meant for them, two aspects were  

mentioned: (1) safeguarding of personal data and (2) the right to control who has 

access. Health and genetic data were not considered especially sensitive and most 

patients were indifferent regarding the fact that their DNA had been stored, while 

some declared that the study was more interesting because of it (“I think it’s very 
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important, DNA. I think they can get a lot out of that.” – Patricia). The only collected 

data that most interviewees saw as private was socio-economic information, also  

because the relevance of these data for health research was less clear-cut. Jessica, who 

is a lawyer and works with personal data herself, said she was aware of the risks but 

found privacy less important than the benefits of participating. When presented with 

the list of data collected about her, Jessica reacted as follows: 

“Then you know quite a lot about someone, in my opinion. Especially with these data 

from the Statistics office [i.e., socio-economic information], that is a lot of data. (…) I 

can imagine these data give you a better perspective. So actually it’s good, especially if it’s 

anonymous. What everyone earns shouldn’t be written here together with your name.” 

Concerning the need to anonymise personal data before use, none of the patients 

found this necessary for medical data. Some interviewees noted that in their opinion 

– based on experience in their work or because they thought it might inhibit medical 

research – privacy legislation has become too demanding. Several next-of-kin also 

pointed out this issue. Especially Roy’s daughter Sheila, a young woman who suffers 

from anxiety ever since her father survived SCA, was vigilant on this issue: 

“You should just be able to do your work. It’s about people’s wellbeing. I think we live 

with too many rules for some situations, like this one. Why would you need all those 

rules for the research world? You do good work. I mean, you do work for us, for every-

one.”  

Just as Sheila mentions the “research world”, most patients preferred that their data 

stayed in the realm of medical research. There was less trust in commercial parties: 

people worried about higher insurance premiums, research findings being influenced 

by commercial interests, and (genetic) discrimination from employers. In this  

context, Peter commented: 

“If I go to a job interview and they hear what happened to me, then you run the risk of 

them thinking: well, we’ll look out for another candidate without medical history. While 

I could have ridden my bike here and I’m in perfect shape. So I think, well, then I’d ra-

ther make the choice myself – whether to tell an employer or future employer that maybe, 

one time, I had a cardiac arrest and that I take medication.” 

Decision-making about whether their data would be stored and used correctly, was 

grounded in trust. For William, an elderly gentleman who lives with his wife and is 

active doing sports and volunteer work, this trust was formed mainly by what he felt 

was a respectful manner of approaching. Patients mentioned that they need to trust 
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because they have no expertise, but also that they trust the hospital conducting the 

research (not the hospital where patients were treated, but well-known in the  

Netherlands) or the medical realm. Edward, a widower of almost ninety years old 

who was resuscitated six years before, did not differentiate between trust in medical 

researchers and his treating physicians: 

Edward: “Well, it’s just a feeling. I don’t know what they [commercial parties] will do 

with it. If you know it is for science, I have complete trust. That’s very different.” 

Interviewer (later): “So you mentioned trust – you said you fully trust the researchers. 

What is it that gives you this trust that your data are stored safely?” 

Edward: “Well, the way they treated me. I’m awfully glad to be alive, as it were. They 

did everything to keep me alive, didn’t they? Yes, I’m very grateful for that.” 

3.3.3 Informed consent in acute life-threatening situations 

Several patients confused the ARREST study with other investigations they took part 

in previously. Ruth, who experienced SCA five years before the interview, said: 

“Yeah, that’s really a lot. (…) But it’s all true though, right? What’s written here? That has all 

happened, I think”. Some stated they had probably forgotten because they did not mind 

the data being collected. Of the next-of-kin, when asked if they were aware that DNA 

of their relative or partner was saved and analysed, most declared that they were 

notified at some point, but only could recall it now because they were reminded. Still, 

some interviewees preferred an opt-in procedure for consent from SCA survivors. 

People felt this would provide them the necessary control over their data, or that it 

was needed out of common courtesy. Patients who preferred a waiver of consent 

(i.e., no consent is required on the basis of a decision by a research ethics committee) 

did so because they expected these data to be solely used for research. Those prefer-

ring opt-out found it most important that medical research could continue  

unhampered. An option would be for researchers to implement tiered consent where 

patients can choose which types of data not to share: this was preferred by some but 

only for socio-economic data; no-one advocated tiered consent for DNA analysis.  

In emergency medical research, consent from surviving patients is necessarily  

deferred, which was found acceptable. Regarding the appropriate timing, different 

views were expressed. Some shared that they were approachable as early as a few 

days after the resuscitation while others needed weeks or months to recover  

cognitively and emotionally. Patricia said: 

“The first few weeks I was very emotional and I cried a lot. (…) At that moment I 

would have also consented maybe, but I was so busy doing other things. But because [the 
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informed consent request] came a month or two later, I was capable of thinking about it 

properly and I could give a sensible answer.”  

As for means of contact, the majority preferred consenting through a letter. Initial 

contact by telephone was thought to be overwhelming and unreliable as the identity 

of the caller is unknown, and e-mail was found impersonal and not used by everyone. 

The procedure as implemented in the ARREST research group was found acceptable 

by all respondents. Simon commented that he would be able to give a meaningful 

answer again after three months and that he thought “it’s a good option to send a letter 

and announce that ARREST will call you. Researchers could also say: if you don’t respond it ends 

here. But then they can never fill their study, there has to be some pressure on it.” 

Generally, patients agreed that if opt-in consent is used, this could be a one-time, 

broad consent (although one participant preferred a “one-time reminder” to know 

that their data is still being used). More specific or tiered consent was thought to 

result in some patients thinking “that is actually very confidential, maybe not that one”  

(Jessica) which might hamper research participation. Others took into account the 

administrative burden for researchers (“I think such broad consent would save a lot of time 

and paper” – Simon) and the limiting effect on research of specific consent (“You 

cannot always know beforehand for what research it is useful” – Peter ). Moreover, a number 

of interviewees would find it too burdensome to be contacted with consent requests 

for each separate study, like the retired William who would not participate anymore 

if that was the case.  

We also discussed in detail the situation where a research participant dies. Patients 

all believed that their given consent does not expire after death; some said that they 

assumed the data would continue to be used post-mortem even if this was not  

specified during the consent process. Next-of-kin were more hesitant, like Peter’s 

sister Claudia who felt uncomfortable by the idea that genetic data is still being used 

after someone passes away. Liam’s partner Sophie first thought it might be good to 

delete the data once it served its purpose, but later changed her mind: 

“No, actually I think it should just not be in the hands of the patient, because they 

don’t benefit from it anymore and science does, so you should look at the greater pur-

pose”.  

However, many people who experience SCA die within minutes and can therefore 

never give consent to the use of data collected during the medical emergency. We 

asked whether consent (from next-of-kin) should be required in this situation; this is 

currently not done in the ARREST study and not required under EU and Dutch law. 

In contrast with participants’ views on the use of data from living but mentally  

incapacitated persons, where they found either opt-in or opt-out mechanisms to be 
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required, when patients have died the majority of interviewees said notification of 

next-of-kin is not required; since no possibility for harm was seen whereas the data 

could still be useful. Simon who had an SCA around ten years ago argued that “even 

after your death you can still feel useful” and that in the future his data may be useful to 

validate new genetic tests. In addition, contact with next-of-kin might be burden-

some and stressful for them. William’s spouse Anne said that her “mind would be 

occupied by other things” and that it would be alright to just use the data. Other 

respondents felt there needs to be some form of control by relatives, especially for 

genetic or socio-economic data that may implicate them as well. Peter elaborated: 

“Why do you ask consent to living persons for DNA and why do you throw it out in 

the open for someone that has passed way? There should be no difference between that. 

(…) Because it’s actually cheating, because that man or woman is not alive anymore. So 

you’re dealing with that disrespectfully. Certainly for the one that has passed away, but 

also for the family.” 

When we discussed whether next-of-kin are in a good position to make decisions for 

the deceased about continued data use, opinions were divided. Patricia doubted 

whether her relatives would make the same decision in her stead: 

“Maybe the next-of-kin don’t want the data to be used. Look, I discussed this with my 

husband. Not exactly this, but: ‘I will give consent, what do you think?’. He said he’d 

have done so too. It is my decision in the end, but if you don’t survive, that’s pretty in-

tense for the relatives. I don’t know what they would say then.” 

Ronald, on the other hand, thought this should be discussed with relatives and that 

his brother who had also experienced a cardiovascular event would be the right  

person to make the decision: “My oldest brother would surely consent, without a doubt.  

Especially now that he’s had a similar experience himself. In that respect, it would be all right.” 

His brother Martin said he would have done so indeed, but noted that consent from 

next-of-kin of incapacitated or deceased patients should only be sought after a few 

months when the family has had time to cope with the situation, because otherwise 

“they could give an answer that goes against their interest, an emotional instead of a rational answer”. 

Others, like the elderly Nancy whose husband had been resuscitated, felt that next-

of-kin should be asked as quickly as possible: 

“Yes, because if you want to do that study, then the data should be collected anyway. 

(…) Then you get the situation that they already took it. They already got it. And I 

hear just now that they did so. I wouldn’t think that’s nice, so to say.”  
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3.3.4. Disclosure of individual genetic findings, including after death 

In the hospital where the ARREST study is based, since 2016 it is local regulation 

that to participate in genetic research, people need to agree that they want to receive 

results on clinically actionable genetic findings. Before then, a participant could opt 

to donate DNA but not be informed on any individual findings. Almost all ARREST 

patients sampled for this interview study were recruited after 2016 and had therefore 

agreed to the new policy. However, one of these patients, Ronald, when asked did 

not want to be informed anymore of any individual findings: 

“No, because I’m feeling well. I probably just came back from the hospital at that time. 

Then you don’t feel a hundred percent yet and then you probably think differently about 

it. But at this moment, I say: no.”  

Another patient also changed his mind. After being resuscitated in 2010, Simon had 

declared that he did not want to be informed on genetic findings, but said during the 

interview that at present he would like to be informed if anything clinically actionable 

was found. He did not recall making this choice: 

Interviewer: “Can you imagine why you answered ‘no’ to that question in the consent 

form?”  

Simon: “No, it is such a long time ago. The first year after I came home from the hospi-

tal, I had some strange things. Coffee mugs that I had to clean, I put in the fridge in-

stead, and open milk cartons I left in the pantry. My wife thought: this guy is driving 

me crazy. (…) In the first year, things like that happened a lot. Your brain really needs 

some time to recover. So I really wouldn’t know.” 

Neither of them had ever contacted the ARREST researchers to report their change 

of heart. All other patients wanted to be informed of clinically actionable genetic 

findings as per their consent – of note is that a number of these participants had 

forgotten that their DNA was analysed. Patients recognised a potential conflict of 

interest: a patient’s ‘right not to know’ genetic findings but also a duty for researchers 

to report findings to those who do want to know. Whether the finding was incidental 

or deliberately sought after by researchers, i.e., related to the field of SCA or not, was 

not seen as important. We also queried if the interviewees would prefer that DNA is 

extracted from left-over blood routinely drawn in the hospital for critical care or 

rather have additional blood sampled after consent. Our participants would prefer 

the use of residual blood (current practice in ARREST), even though the blood is 

stored without the patient’s knowledge until consent procedures are started. 
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To discuss reasons for wanting to receive individual genetic findings, we presented 

participants with four variables: risk, severity, clinical utility, and clinical validity. 

Some interviewees noted that risk and clinical validity would be most important since 

these factors determine how to evaluate the other two, but generally the main factors 

were clinical utility and severity of the condition, which were often mentioned  

together. Roy, who is retired and lives with his wife and daughter, said that he would 

like to be informed so that he knew what symptoms to look out for. Other reasons 

mentioned were to be able to warn their children to check for risks, or because 

knowledge about genetic determinants could give some peace of mind, as Liam  

explains: 

 “Yes, definitely. The reason that this [cardiac arrest] doesn't bother me anymore in 

daily life is that the blood clot was taken out and they explained to me what had hap-

pened. What had gone wrong in my body. I could see it clearly on the monitor during the 

catheterisation. So you finally know what it was that made you feel unwell. That was 

really nice. So in ninety percent of the cases I’d say: tell me everything you can find about 

me, please.” 

A difficult situation in SCA research is the case of deceased patients whose DNA is 

analysed but who are not alive anymore to share potential genetic findings with their 

relatives. Using the fictional case of patient Sam, we asked whether relatives should 

be informed of DNA analysis. This is not required under Dutch law but sometimes 

done by researchers through the family’s general practitioner. Patients and next-of-

kin believed that when genetic data continues to be analysed after death, it is right to 

inform the relatives and give them the choice whether to be informed about  

potentially clinically actionable findings. Next-of-kin stressed that the manner of  

approaching should be sensitive and tactful, and Liam’s partner Sophie emphasized 

that researchers “should make it clear how this data is being handled and why it’s 

important that the research is being done”.  

Lastly, with the case of Maxim, we explored if participants felt that family should 

be informed of potentially relevant genetic findings after the participant had died, 

even if she/he had stated the desire for this not to happen. Opinions were divided: 

while some thought privacy and the patient’s wishes should be respected after their 

passing, others looked at it in terms of beneficence and found the value for relatives’ 

health more important. A sister of someone who suffered from SCA, Claudia stated: 

“If I look deep into my heart, I think it expires. [Being able to prevent] is more im-

portant than to respect the wishes of a deceased person. But well, it’s also dependent on 

what is found. It depends on how life-threatening it is.” 
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Middle grounds were also suggested: providing the information if asked for by rela-

tives, but stressing that it is against the deceased’s wish; or reporting only findings 

that suggest a very serious threat to relatives’ health. 

3.4 Discussion 

This qualitative study explored the views of Dutch patients and their next-of-kin 

regarding health data research in the acute care setting. Hereafter we discuss in turn 

three observations of ethical concern for research with personal data of these partic-

ularly vulnerable subjects, namely: first, the distinction created between the medical 

realm compared to other areas, and trust as basis for health data privacy; second, the 

lack of awareness among patients about the contents of their given consent; and 

third, the ethicality of the use of data after death. The explicit aim of this study was 

to obtain participants’ moral intuitions and gather information about experiences 

donating data to a particular SCA study in the Netherlands, in order to inform policy 

but without drawing definitive normative conclusions on specific moral dilemmas: 

elsewhere we will “cross the bridge from is to ought” 30. 

3.4.1 Privacy and trust in the medical realm 

Health-related research data was not seen as especially sensitive and donating was 

viewed as part of being a good citizen who contributes to medical science. We can 

link this to an idea described by sociologist Miriam Ticktin who argues that the cur-

rent medical paradigm (where health-care and -research are always in the name of 

the good) connects people by virtue of the fact that we are all potential patients, i.e. 

‘the universal sick body’.31 Similarly, some interviewees believed that data protection 

rules should be less strict for medical researchers who “work for us, for everyone”. 

Participants became worried only when data moves outside of this medical sphere, 

which is in line with scholarship on privacy that emphasises contextual integrity.32,33 

People want to give their health data for health-related uses. Because people struggled to 

see the connection between medicine and environmental factors., data relating to 

one’s socio-economic status was regarded as sensitive and deserving of other  

contextual norms, i.e., stricter consent and data protection requirements. In contrast, 

while the Dutch ARREST study provides a separate (‘tiered’) consent option for 

DNA analysis, no interviewee advocated this. Likely because participants regarded 

genetics as part of the “medical research world” they did not support such genetic 

exceptionalism, i.e. the idea that genetic information deserves special protection 

compared to other types of medical data.34 Our study thus suggests that knowing the 

utility of the data is important for patients’ views on the acceptability of research and 

that consent procedures may need to include explanations when collected data is not 

obviously connected to health care. However, one could argue that especially with 
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big data analysis, all personal data is in essence health-related.35,36 Further ethico-legal 

study is needed on the distinctions between normal and special categories of data.  

In addition, we found that patients’ participation in the observational ARREST 

study was grounded in trust, which corresponds with results from research investi-

gating SCA survivors’ views about clinical trials without prior consent37 as well as 

with findings from a number of publications about health data research38-41. Lea & 

Nicholls have argued that the traditional physician-patient relation forms the basis of 

trust in the medical realm, and that health information governance should honour 

subjects’ expectations about this relationship to avoid undermining it (e.g., causing 

patients to withhold information important for their treatment because of wrong 

uses of health data elsewhere).42 Similarly, in our study sample, some interviewees’ 

(misplaced) trust in academic researchers came from having been treated well earlier 

by physicians not involved in the research. Trust has been defined as a “willingness 

to be vulnerable”43 and this willingness may be higher among those who survived 

acute and life-threatening illness. Trust seemed to stem from a universally recognised 

trustworthiness of publicly funded medical doctors and researchers as opposed to 

commercial parties operating for profit.44-47 However, health data research is becom-

ing increasingly interdisciplinary and based on public-private partnerships, so that 

the distinction between medical and non-medical uses becomes ever more difficult 

to make.48 Research is required on these divisions between realms and on the condi-

tions for commercial uses of health research data, as well as on the concept of  

vulnerability in relation to health data research. 

Trusting might not always be a voluntary act: a need to trust may derive from a 

lack of knowledge. Biobanking participants generally have limited understanding of 

the aspects of research included in consent forms, and the level of understanding 

depends on contextual and demographic factors such as education.49 A recent delib-

erative study showed that better informed persons are more supportive of sharing 

data for health research.50 As such, improving research participants’ knowledge on 

data protection processes (e.g., through public engagement, increased transparency 

or more extensive consent procedures) might enhance autonomy but also improve 

patient trust. Especially in emergency medicine where prior notification of the data 

collection is impossible, guidance is needed to promote the contribution of lay peo-

ple’s expertise to patient and public engagement (PPE) initiatives, since their actual 

influence is limited.51,52 However, doing so also increases costs for researchers, po-

tentially brings about disparities among participants with differing capacity for un-

derstanding, and “might transfer an unwelcome sense of responsibility to patients”.53  

3.4.2 Consent or non-conception? 

Even though health data were not regarded as particularly sensitive within the  

medical realm, some interviewees preferred an opt-in procedure, i.e., the reverse of 
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the well-known privacy-paradox where people care about their online privacy but do 

not take action to safeguard it.54 Requiring informed consent may lead to lower  

participation and a biased sample55,56 and some authors have argued that people have 

a social duty to participate in low-risk research.57,58 However, trust is something that 

is created and in our setting, this may currently require explicit informed consent: as 

a gesture of courtesy and to enable some control over the usage of one’s data.  

Findings from literature in non-acute settings vary. In a study on waived consent for 

research using data from general practitioners (GPs) in the United Kingdom,  

participants did not accept the waiving of consent, for the same reasons we found.59 

In a more recent study, roughly three out of every four interviewed German  

outpatients stated they approved research with clinical data without consent.60 Since 

views differ between different times and localities and depend on the types of data 

collected and the specific healthcare setting, policies would need to be sensitive to 

context, although this could complicate international harmonisation of data.61,62  

In acute care research, consent is necessarily deferred. This deferring of consent 

from SCA survivors was seen as acceptable. The appropriate length of deferment 

was largely determined by the length of situational incapacity, since recovery for SCA 

survivors is hindered by a range of physical, emotional, cognitive and social  

challenges.63 Within the ARREST study, a time period of three months was thought 

to be appropriate, but we recommend further normative study on this issue and sug-

gest leaving room for an individualized approach due to the differences in recovery 

time. Of note is that we refer to ‘deferred consent’ which for interventional research 

might be more aptly called ‘research without prior consent’ (RWPC) as study proce-

dures already took place. There is an on-going debate on whether the deferring of 

consent is appropriate in clinical trials.64-67 However, this is not necessarily the case 

for observational studies where data and samples might already be collected but are 

retained, for instance, by a Trusted Third Party (TTP) before release to researchers.  

In our study all patients approved of a ‘broad’ type of consent, a practice which 

is debated among bioethicists but increasingly necessary when big data is used, and 

appears permissible under the GDPR.68-70 Those who want to have the autonomy to 

choose whether to donate data are willing to leave the implementation into research 

to the investigators. This might explain the lack of awareness we encountered among 

participants about the contents of their given consent, which corresponds with  

findings from a study about cancer genetic research where most of the patients  

remembered participating in interventional research but 67% did not remember  

contributing to database studies.71 The fact that participants had forgotten their  

indicated preferences regarding the disclosure of individual genetic findings, raises 

questions about the validity of their consent for genetic analysis. In interventional 

research, the existence of a ‘therapeutic misconception’ (i.e., participants believing 

that the research will clinically benefit them) may limit patients’ ability to give valid 
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consent.72 In biobanking and genomic data studies, however, the boundary between 

research and care is known to become increasingly blurred due to the disclosure of 

individual genetic findings, and this risk of therapeutic misconception is therefore 

less relevant.73 In contrast, our study provides evidence of a therapeutic non-conception 

among biobank participants: a term coined by Tupasela & Liede meaning that  

“people are not aware of how their samples and information are being used” (p. 269) 

while lack of awareness and up-to-date preferences regarding DNA analysis may 

have implications for participants’ health.74 Namely, this may limit the possibility for 

acting on individual findings or, conversely, receiving these findings may give rise to 

anxiety or stress.     

It is up to debate whether participants should be asked again every few years if 

they want to receive genetic findings. In recent years, a ‘dynamic consent’ process 

has been debated where participants can update their preferences periodically or 

when the data are used for new aims outside of the original consent.75-77 Our inter-

viewees believed that consent is not subject to a certain shelf-life, consistent with 

other studies investigating patient views.78 However, the impact of receiving genetic 

findings on people’s wellbeing may suggest otherwise for studies that collect DNA 

and re-contact participants (on an ad hoc basis) with clinically relevant findings. While 

potentially reducing the number of study participants over time and creating addi-

tional costs for researchers, a periodic renewal of consent would offer participants a 

chance to continuously exercise their rights.79 Further study is needed on the ethical 

appropriateness of such a policy, and on what findings should be disclosed to  

patients with acute and critical illness like SCA, since judgments about the clinical 

significance of genetic results differ between medical specialties.80 Of note is that a 

dynamic consent policy could only be implemented when both the right to know and 

the right ‘not to know’ about genetic results are respected.81 In some cases, a right not 

to know puts researchers in a morally uncomfortable position, as was described in a 

study on a genetic subtype of a certain cardiomyopathy where median age to death 

in men was 41 years but researchers were not allowed to approach individuals at high 

risk who had refused to receive their results.82 A full discussion of the rights related 

to disclosure of genetic research results is outside the scope of this article. 

3.4.3 Data protection after death 

If consent is currently not confined to an expiry date, does it also stay in effect after 

the participant’s passing? Although the extension of consent beyond death is often 

unspecified in the consent procedures for biobanks and registries, as it was in the 

ARREST study, most interviewees thought it obvious that data continues to be saved 

and used after death, because the person granted consent while he or she was alive 

and fully aware. However, the majority of SCA victims do not survive the event and 

have never given consent for the use of their data or genetic samples obtained during 
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emergency care before the onset of death. Especially with the rise of biobanking and 

longitudinal studies, the contribution of deceased people to the pool of (big) data for 

research is increasing, and non-use of data from these deceased patients may lead to 

biased studies.83,84  

The GDPR and the Dutch implementation act do not apply to deceased persons, 

but national civil law does include provisions to allow the use of data for research 

without consent when a patient has died.85 Thus, in the ARREST study no consent 

is asked from next-of-kin. While some respondents disagreed with this policy, others 

said data should be used without consent, for reasons similar to those mentioned by 

interview participants in other disease areas.86 Interviewed next-of-kin seemed more 

uncomfortable with the idea of post-mortem data use than patients themselves. In 

addition, some patients were not certain whether their next-of-kin would have made 

the same decision as they had. Whether there is truly an inconsistency can only be 

established with additional quantitative research.  

Concerning genetic data, all interviewees thought that next-of-kin should be  

informed about the fact that post-mortem genetic data analysis is taking place and 

be given the choice to be contacted about findings with potential relevance for their 

own health, if no prior preferences had been reported by the deceased. This is similar 

to a large quantitative study where over 80% of biobank participants thought such 

post-mortem disclosure was acceptable.27 European Commission recommendations 

on genetic testing recognise a right of access to samples and data from a deceased 

person when blood relatives’ health is at stake.87 Chan et al. have argued that studies 

that disclose individual genetic research results to participants should also do this for 

relatives of deceased participants, at least when asked, but potentially also actively.88 

Still, return of these findings to living relatives of research subjects is not standard 

practice in many places and further discussion is needed about whether it should be, 

and if so, about how this could be done in a sensitive and trust-promoting manner. 

Also, opinions were divided about whether a living patient’s wish not to inform  

family members of potentially relevant clinical genetic findings (a wish whose  

ethicality is already subject of debate due to the familial nature of genetic infor-

mation89) should be respected after death. This inconclusiveness is consistent with 

literature on this topic.90 In the end, many of these issues come down to the right 

balance between respecting the deceased person’s wishes on the one hand, and the 

rights of living relatives or partners on the other: a question that deserves renewed 

empirical and philosophical study given the increased technological possibilities (e.g., 

around data storage or DNA analysis) and the heightened connectedness of personal 

data with ourselves and others.91" 
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3.4.4 Study limitations 

Health data research is a complex topic. Despite the use of handouts and scenario 

sketches, some themes may have been difficult to understand for participants, which 

potentially biased our analysis towards those interviewees who were able to formulate 

a coherent opinion. We also interviewed individuals relatively long after their arrests 

occurred: while this provided valuable insight on long-term study recollection among 

participants, we wish to stress that these findings may not be generalizable to people 

who consented to participation more recently. Discussions about the trustworthiness 

of researchers and data safeguards might have been influenced by the perceived reli-

ability of the researchers in our interview study, especially because these researchers 

are affiliated with the cardiac arrest registry to which patients had donated their data. 

While we aimed to include a diverse group of patients, people of ethnic minority 

were underrepresented. What is also missing from our paper are the perspectives of 

next-of-kin of deceased patients, and of patients who had declined to give consent 

to data donation for research. After talks with our institution’s REC we decided not 

to include these groups, not only because they are difficult to identify but also  

because approaching them is challenging in terms of ethical and legal constraints. 

Future studies should aim to include those groups as well as promote a diverse mix 

of participants, especially in terms of ethnicity. 

3.5 Conclusions 

In this qualitative interview study we have explored the views of sudden cardiac arrest 

survivors and their next-of-kin concerning the processing of health and genetic data 

for research purposes. Our findings suggest a blurred boundary between research 

and care, given that data donation for medical research was based on trust in the 

medical field in its entirety. We also highlight questions about the acceptability of a 

one-time consent and about responsibilities of patients, researchers and ethics  

committees regarding data governance. Our study provides a first step toward the 

creation of an empirically informed ethical framework for (big) data research in acute 

care settings. Other stakeholders’ perspectives as well as substantive ethical analysis 

should also be included in order to build on more than the patient perspective alone. 

Further study is needed regarding the observed distinctions between different types 

of research data, the desirability of further information provision to enable partici-

pant empowerment, and the questions around the research use of data after death 

including the return of genetic findings to relatives. 
  



 

 

  



 

 

4 | Regulating registries and biobanks for research in 

sudden cardiac arrest: European experts’ views 

The terminological Tower of Babel overshadowing survival rates prompted the 

Utstein consensus conference on a small island off the Norwegian coast, [where] an 

international task force recommended a template approach for data reporting. 

(Stefan Timmermans, Sudden Death and the Myth of CPR. 1999; p. 71) 

Summaryi 

Observational studies using large-scale databases and biobanks help improve preven-

tion and treatment of sudden cardiac arrest (SCA) but the lack of guidance on data 

protection issues in this setting may harm patients’ rights and the research enterprise 

itself. This qualitative study explored the ethical implications of observational SCA 

research, as well as solutions. European experts in SCA research, medical ethics and 

health law reflected on this topic through semi-structured interviews (N=29) and a 

virtual roundtable conference (N=15). The ESCAPE-NET project served as a dis-

cussion case. Findings were coded and thematically analysed. The first key theme 

related to the potential benefits and harms (at individual and group level) of obser-

vational data-based SCA studies and included the following sub-themes: scientific 

validity, privacy breaches, disclosure of genetic findings, stigma and discrimination, 

resource allocation and medicalisation. The second key theme involved governance 

through ‘privacy by design’, ‘privacy by policy’ and associated regulation and over-

sight. Sub-themes were: de-identification of data, informed consent (broad and de-

ferred), ethics review, and harmonisation. Researchers and scientific societies should 

be aware that ethico-legal issues may arise during observational studies in SCA and 

other emergencies, and should mitigate these in collaboration with colleagues from 

other relevant disciplines and patient representatives. Combining technical data pro-

tection safeguards with appropriate informed consent policies and proportional eth-

ics oversight will serve to protect research participants’ privacy, without discouraging 

researchers to carry out important research. We recommend the establishment of 

‘codes of conduct’ to ensure responsible conduct of this type of research. 

 
i This chapter was submitted for publication as: Bak MAR, Vroonland JCH, Blom, MT, 

Damjanovic D, Willems DL, Tan HL, Ploem MC. Regulating registries and biobanks for re-
search in sudden cardiac arrest: European experts reflect on challenges and possible solutions. 
European Heart Journal Open. 2021; under review. 
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4.1 Introduction 

Sudden cardiac arrest (SCA) is lethal within minutes if left untreated through cardi-

opulmonary resuscitation and is characterised by low survival rates.1,2 Increasing 

amounts of patient data and tissue combined with improved processing capabilities 

carry the potential for breakthroughs in SCA prevention and treatment.3-5 Such ob-

servational studies provide advantages over randomized controlled trials in terms of 

both real-world applicability and ethicality, given their non-interventional nature.6 

The ESCAPE-NET (European Sudden Cardiac Arrest network towards Prevention, 

Education, New Effective Treatment) consortium combines large SCA datasets and 

(when available) biobanks from multiple countries. This collaboration is necessary 

because large datasets are needed to unravel the multiplicity of causal factors, while 

SCA data collection is difficult.7 

The use of these sensitive data and biospecimens gives rise to privacy concerns.8,9 

The medical emergency makes it impossible to obtain prior informed consent from 

research participants (‘data subjects’), while acquiring consent after the SCA event is 

often problematic because some people become mentally incapacitated and a major-

ity does not survive. Guidance is needed on the right balance between expected ben-

efits and potential harms of observational studies with this vulnerable population.10,11 

In Europe, the General Data Protection Regulation (GDPR) provides basic data pro-

tection rules and principles, but specific regulations for research (e.g. safeguards) are 

left to Member States.12-14 Moreover, the GDPR does not apply to deceased data 

subjects, nor does it contain a provision for proxy consent of incapacitated subjects.15 

In those situations, guidance follows from national law and, if available, ethical guide-

lines. With regard to tissue samples, there is a similar lack of uniform European reg-

ulation. There is the Tissues and Cells Directive 2004/23/EC but its scope is more 

in clinical uses of tissue, so biobanking research is mostly regulated through interna-

tional ‘soft law’ instruments and national legal frameworks.16-18 

With this study we aimed to identify and explore the main ethical implications of 

(internationally organized) observational research in the context of SCA, as well as 

strategies to deal with these issues responsibly and lawfully. Figure 1 graphically de-

picts this aim and the structure of our findings. We focus on data in registries and, 

where relevant, we discuss issues associated with biobanking. To this end, we con-

ducted interviews with experts from several European countries, and hosted a virtual 

roundtable conference, using the ESCAPE-NET project as an example. We believe 

that our findings will have significance for other emergency settings, such as those 

relating to trauma, stroke, or COVID-19 research, and for the broader field of ob-

servational health research. 
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4.2 Methods  

4.2.1 Study design 

A qualitative design fits the exploratory nature of our study.19 Data sources were 

semi-structured interviews with experts who served as “crystallization points” for 

knowledge on data protection in this setting,20 and a roundtable conference where 

findings and open questions were discussed (via Zoom, due to the Covid-19 pan-

demic). The ESCAPE-NET project was used as discussion case (Box 1). ESCAPE-

NET combines SCA study cohorts from multiple European countries. These studies 

collect prehospital data from emergency medical services (EMS) according to uni-

form (‘Utstein Style’)21 reporting guidelines, as well as hospital treatment and out-

come information through patient records or interviews, and some groups collect 

data from pharmacists and general practitioners. In Scandinavian countries, most 

data are gathered through linkage to national registers with detailed information on 

medical treatment, cause of death, prescription medication, genealogy and socio-eco-

nomic status.22 A number of participating centres operate genetic biobanks of SCA 

patients and control whose DNA is extracted mostly from residual biosamples taken 

for clinical purposes, e.g. blood samples during hospitalisation, or endotracheal tubes 

placed by EMS. 

Figure 4-1. Ethical aspects of SCA research registries and biobanks 
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4.2.2 Participants  

We conducted interviews (N=29) with researchers working with SCA registries and 

biobanks (n=16) as well as with ethical and legal experts (n=13) across six EU coun-

tries (The Netherlands, Italy, France, Denmark, Sweden, Czech Republic) represent-

ing different geographical regions of the European Union. Respondents from the 

field of SCA research were medical doctors or epidemiologists involved in ESCAPE-

NET. Respondents with expertise in ethics and law were key opinion leaders in their 

field who did not participate in the ESCAPE-NET consortium. Some were members 

of a Research Ethics Committee (REC). Prior to the interview, respondents received 

information about the ESCAPE-NET project and a brief description of relevant eth-

ical considerations. For each discipline (medicine, ethics, law) at least one expert per 

participating country was interviewed. In the roundtable conference, 15 experts from 

the different fields participated; these experts had been previously interviewed 

(n=10) or were newly invited (n=5). The latter group included researchers from ad-

ditional European countries (Germany, Norway). The roundtable format was chosen 

to give all participants the possibility of equal input.23  
  

 

Box 4.1  Aims of the ESCAPE-NET project 
 

  

(a) To combine Europe’s largest deep-phenotyped SCA cohorts for full exploitation. 

(b) To improve and maximize data sharing and stimulate hypothesis-driven research 

by using new technologies in building and maintaining this large-scale database. 

(c) To develop a financial strategy to keep the database alive after the project.  

(d) To reach out to other SCA investigators for collaboration and data sharing.  

(e) To identify genetic, epigenetic, acquired, and environmental risk factors, and inter-

actions, for SCA occurrence in a combined large-scale European study population. 

(f) To design and validate a personalized risk score for SCA occurrence.  

(g) To relate differences in first-response SCA treatment strategies to survival across 

different European countries.  

(h) To evaluate effects of novel technologies for SCA treatment by utilizing smartphone 

applications (for rapid deployment of lay rescuers) and novel technological solu-

tions (e.g., based on ventricular fibrillation waveform analysis).  

(i) To design a personalized risk score for survival after SCA.  
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4.2.3 Data collection and analysis 

Interviews were conducted face-to-face or through video conference, between May 

2018 and June 2020. Interviews lasted 60-120 minutes and were conducted using 

topic guides based on a previous literature study.11 They were pilot-tested with ex-

perts from the research team. Interviews were audio recorded and transcribed fol-

lowing consent. The local REC stated that approval for this study was not required 

under Dutch law. Respondents were given the opportunity to receive the full tran-

script and a written summary to enable corrections. Interviews were conducted until 

data saturation was reached, and thematically analysed using MAXQDA 2018 soft-

ware. Coding was done by two researchers (MARB and JCHV). Changes in coding 

structure were tracked to conclude that data saturation was achieved. The invitational 

roundtable conference was held in September 2020, and was transcribed and coded 

in the same manner. A document with conclusions was shared with conference par-

ticipants to allow for corrections and the final report will be made publicly accessible 

on the website of the ESCAPE-NET project (https://escape-net.eu). 

4.3 Results I: Ethical implications of observational SCA studies 

Respondents mentioned potential benefits and harms related to SCA registries and 

biobanks (see Table 1 for illustrative quotations). Hereafter, these are discussed and 

linked to four core moral principles in biomedical ethics: autonomy; beneficence; non-

maleficence; and justice.24 Of note is that ethical and legal experts stated that most of the 

issues are exacerbated by the emergency setting of SCA but are relevant for other 

observational studies with data or tissue. Findings from the interviews and round 

table discussion are combined and presented together (supplemented with literature). 

4.3.1 Benefits for future patients 

All interviewed experts acknowledged that observational SCA studies offer great po-

tential for societal health benefits, which is an important precondition for research 

that carries potential risks.25 This societal value requirement reflects the duty of be-

neficence (i.e., relieving, lessening or preventing harm, and providing benefits that are 

weighed against risks and costs) and is enshrined in ethical guidelines like the Helsinki 

Declaration and the Nuremberg Code. Examples of ESCAPE-NET research with 

societal value are the discovery that the widely prescribed drug nifedipine, used to 

treat high blood pressure and chest pain, is associated with increased SCA risk,26 or 

the evaluation of European first response systems for out-of-hospital cardiac arrest.27 
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Table 4-1. Potential benefits and harms of SCA data research: illustrative quotations 

Benefits (beneficence) 

General “We are very much in a protection-paradigm, but what can be forgotten is 

that patients really like to participate and have their data used for good 

science.”  (23 – Ethico-legal expert) 

Scientific  

validity 

“We do not have the manpower to manage it for the whole country. We col-

lect a huge variety of data, but only for a small area, which gives rise to 

questions about representativeness.” (9 – SCA researcher) 

“In the UK they have do-not-resuscitate [DNR] orders, but not in Italy. The 

denominator changes if you remove all patients with DNR from the da-

taset.” (8 – SCA researcher) 

“You would create an enormous selection bias, because deceased patients 

are the most ill patients of your cohort.” (18 – Ethico-legal expert) 

Individual harms (autonomy, non-maleficence) 

Privacy 

breaches 

“It would be a breach of trust if personal data were available for a third party 

without the patient’s knowledge.” (5 – SCA researcher) 

 “Before coming into the clinic, we'll tell them, do all your insurance before 

you meet me. Because once you're in my system and I have to write, ‘I 

have seen an ECG with this and this’, then the insurance company will 

get that information. But that is only when it goes from research to the 

clinical setting.” (4 – SCA researcher)  

 “If I would share data with commercial parties, it is to hire staff and continue 

doing this research. Trying to explain takes up a lot of time, and not eve-

ryone will agree. Would you have to exclude that person then? Or did 

they just misunderstand?” (13 – SCA researcher) 

“It might be possible to wrong some patients by using their data, without 

actually harming them.” (19 – Ethico-legal expert) 

Disclosure  

of genetic 

findings 

“It happened a few times that we looked at single genes and found stuff that 

could potentially save the lives of relatives. That's been difficult, not to 

inform them.” (4 – SCA researcher). 

“Each case is specific and cannot be answered with a single question. When 

information can save a life, it’s different than when it’s not life-threaten-

ing. The most important thing is to be clear about people’s expectations” 

(25 – Ethico-legal expert). 
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“Having this knowledge might increase stress which is in itself a risk fac-

tor. There should be exceptions only when a preventative measure 

can target that one mutation. But then it should be a screening pro-

gram run by public health agencies.” (28 – Ethico-legal expert) 

Group level harms (justice) 

Stigma and 

discrimination 

“If your study finds that a minority group have a higher risk, then that group 

can be labelled as having these problems, while it might not apply to 

everyone.” (6 – SCA researcher) 

Broader soci-

etal impact 

“The money you spend for one patient you don’t spend on another. I think 

the researchers, most are clinicians too, should consider medical as 

well as social factors. (…) We always want to cure people and prevent 

sudden death. We think about having a good life, but we never think 

about having a good death. And sometimes I think that sudden death 

is a good death.” (11 –  SCA researcher) 

Scientific validity 

For studies to be valuable, it is an ethical prerequisite that they are designed in a 

scientifically valid manner. The GDPR has ‘accuracy’ as one of its core principles 

(5,1,d). Interviewed SCA researchers made use of research data management plans 

and/or standard operating procedures, and audit and quality control were regularly 

performed for a number of studies. Still, respondents noted that several issues may 

impact scientific validity of SCA research: low quality of data and inconsistencies in 

reporting, especially for linkage from various sources in the chain of care28-31; diffi-

culties in international comparisons due to variations in health system characteristics 

and definitions32,33; and limited generalisability because of true differences across dif-

ferent regions and populations or due to selection biases when severely ill or deceased 

patients are excluded, which changes study outcomes.34-37 Inclusion of deceased pa-

tients is necessary to improve evidence-based care and, moreover, not including the 

data might be against the person’s wishes.38 Lastly, beneficial SCA research requires 

adherence to general research integrity standards, so research institutions, funders 

and journal editors should limit perverse incentives that may lead to questionable 

research practices.39 

4.3.2 Individual harms 

SCA data research can bring about risks to patients, which are relevant in the context 

of researchers’ duties of nonmaleficence (i.e., avoiding the causation of harm) and re-

spect for autonomy (i.e., supporting patients’ self-governance).  
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Privacy breaches 

Observational SCA studies collect a variety of personal data on inherited and ac-

quired SCA risk factors such as gender, ethnicity, genetic predisposition, medication 

use, comorbidities, lifestyle, environmental factors and socioeconomic status.7,40,41 

The GDPR stipulates that health data may not be processed unless there is a specific 

legal ground, and that processing should be subject to certain safeguards. For genetic 

data, some countries have stricter regulations due to the identifiable and hereditary 

nature of DNA. Multiple respondents shared notions of this ‘genetic exceptional-

ism’42 but others thought that viewing DNA as extra sensitive may block genetic 

epidemiology and would be inconsistent because identifying individual patients is 

also possible with clinical and demographic data. Even non-health information can 

be used to make inferences about health.43  

All researchers and some ethico-legal experts believed that the current data pro-

tection regime renders the possibility that a third party will illegitimately re-identify 

patients mostly theoretical because of the disproportionate effort needed. If a data 

breach would occur, privacy concerns for SCA patients were regarded as less worri-

some than for more sensitive conditions (examples mentioned were circumcision 

registries and studies of acute psychosis or sexually transmitted disease). For SCA 

victims who do not survive, most of the harm was thought to have disappeared; 

although experts acknowledged a risk of posthumous reputational harm and the fact 

that some types of data (e.g. genetic) may bring privacy concerns for relatives.44 While 

researchers mostly focused on consequences of privacy breaches, ethico-legal experts 

recognised that confidentiality is important regardless of potential harm but rather 

out of respect for participants’ autonomy and to safeguard public trust in science.45 

Disadvantages resulting from findings being shared with insurance companies 

were not experienced in the research setting of ESCAPE-NET. None of the research 

groups shared identifiable data with commercial third parties; some shared pseudon-

ymised data with defibrillator manufacturers or data mining companies. Respondents 

noted that an increasing amount of valuable research is conducted by public-private 

partnerships46,ii but SCA researchers were worried that participants would not un-

derstand this. Still, a number of experts thought that patient data, even when de-

identified, should not be shared with commercial parties without explicit consent 

from the data subject – out of respect for patients’ privacy and to protect the social 

license for research. Referring to health data research scandals, Expert 17 noted that 

“juridical legitimation is not always sufficient” for creating public trust.  

 
ii This is partly because collaboration with private partners may create more financially 

sustainable research. However, details on the topic of public-private partnerships are outside 
the scope of this article.  
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Disclosure of genetic findings 

SCA biobanking research presents particular ethical questions. Firstly, some studies 

draw participants’ blood for research purposes: this was seen as minimally invasive 

(which is in line with SCA survivors’ views)47 but experts preferred the use of residual 

blood leftover from care. Secondly, studies collecting DNA need to have a policy for 

the return of individual genetic findings. While most SCA studies have focused on 

single nucleotide polymorphisms (SNPs), i.e. common genetic variants without direct 

health implications, the issue becomes more pressing with whole genome sequencing 

where disease-causing gene mutations may be detected. Different policies were pre-

sent across ESCAPE-NET. In two cases, patients could only participate if they 

agreed to be informed of actionable findings, following institutional policy. Some 

experts found this problematic because they recognised patients’ autonomy in the 

form of the right not to know without being excluded from participation.48 On the 

other hand, one researcher experienced moral distress from not being allowed by his 

institution to contact relatives of deceased patients with relevant findings.  

Whether researchers have a moral duty to contact deceased patients’ relatives 

with clinically actionable genetic findings from research on SCA – where the patient 

has had no opportunity to register preferences or inform next-of-kin – is a complex 

ethical issue for which the legal options differ per jurisdiction.49-51 In the Nether-

lands, for instance, doctor-patient confidentiality remains in place after death, but 

there are exceptions in certain situations, such as relatives who have a major health 

risk.52 Experts recommended that researchers create an incidental findings policy to-

gether with ethico-legal experts, and that a genetic findings committee should be 

installed for large biobanking projects. Especially for low penetrance variants (vari-

ants that cause a phenotype in only few carriers) it is important that disclosure is 

done cautiously, preferably by genetic counsellors, so that people are not unneces-

sarily alarmed. Clear guidelines should be drafted beforehand that describe what 

counts as a serious and valid finding. One expert emphasized that the fading bound-

ary between research and screening purposes might require upholding the Wilson 

and Junger screening criteria.53 This notion is shared in the literature by Cho,54 who 

states that “blurring the lines between clinical and research obligations should not be 

taken lightly. It is important to cross this line only with compelling reason, accurate 

information, and clear informed consent”.  

4.3.3 Group-level harms 

To fulfil the aforementioned duties as well as the criterion of justice (i.e., fairly distrib-

uting benefits, risks and costs), findings from SCA data research should not only be 
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valid but also translated to practice in a responsible manner since “many of the pri-

vacy harms of big health data arise not merely in the collection of data, but in their 

eventual use”.43  

Stigma and discrimination 

Privacy harms may occur at group-level, affecting not only the individuals who con-

tributed the study data but also the broader community.55 One of the aims of 

ESCAPE-NET is to develop a risk prediction model to enable personalised preven-

tion of SCA. Respondents noted that the use of such risks scores requires ethical 

reflection on how to communicate and use the information, especially given the small 

effect sizes expected in the general population. Another issue put forward was the 

fact that creating (genetic) risk scores for certain groups of patients can cause stig-

matisation of these groups, such as ethnic minorities, if findings feed into social ste-

reotypes (e.g. related to health behaviour).56 Stigma is harmful in itself, but can also 

lead to discrimination.57  

Broader societal implications 

Another societal issue briefly touched on by some experts, is the allocation of re-

sources between different patient populations. Two researchers wondered whether 

SCA constitutes a ‘good’ death for elderly people (who constitute the majority of 

SCA victims), and whether it might be more ethical to spend resources on other 

conditions. This theme is reflected in discussions about the medicalisation of death 

and dignity in dying.58 Whether researchers have a responsibility for those broader 

societal impacts, indirectly related to their work, was considered by the experts as a 

topic for further debate. 

4.4 Results II: Responsible governance of observational SCA research 

Governance of observational research can be divided into three components59: ‘pri-

vacy by design’ consisting of privacy-enhancing technical and organizational 

measures built into the study design, such as anonymization; ‘privacy by policy’ that 

refers to the study’s data protection policies, such as on informed consent; and the 

overarching influence of (inter-)national regulations and oversight bodies. In Table 

2 illustrative quotes are presented relating to the discussion hereafter. 

4.4.1 Privacy by design 

Most interviewed researchers were aware of the GDPR requirement to conduct a 

Data Protection Impact Assessment (DPIA) for large-scale health data processing. 

Such a DPIA can give direction on what measures researchers ought to employ in 

order to comply with legal principles such as confidentiality and data minimisation 
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(i.e., collection of data limited to what is necessary for the research). Examples of 

measures operated by researchers were data access logging, data separation, pseu-

donymization, and encryption (i.e., encoding of information that can only be re-

coded by the persons for whom it is intended)60. These were already in use before 

the introduction of the GDPR, although some experts recognized a stimulus from 

the GDPR (which contains a requirement for data protection by design [Article 25; 

Recital 78; Article 89 for research purposes]). The most common privacy by design 

measure was to render data less identifiable, which we discuss below. 

De-identification of data 

Aggregating data into groups of multiple individuals or removing identifying infor-

mation decreases the likelihood that specific individuals can be identified. The 

GDPR does not apply to completely anonymous data. To determine whether a nat-

ural person is identifiable, “account should be taken of all the means reasonably likely 

to be used” in terms of cost, time, and available technology (Recital 26). Another 

safeguard, mentioned in Article 89, is the pseudonymization of data, which is re-

quired provided that the research purpose can still be fulfilled. Instead of irreversibly 

anonymizing data, pseudonymization ascribes a code which is separately stored but 

can be linked back to the data subject.61 This code may be kept by the treating phy-

sician or a Trusted Third Party (TTP) so that the data remain anonymous at least for 

the researcher.62  

Within ESCAPE-NET study cohorts, some researchers were authorised to have 

a nominal database with personal data, while others worked with pseudonymized 

data. Some respondents voiced concerns on the quality of pseudonymized data: one 

researcher had worked with old genetic samples where outdated codes in the lab and 

the database had to be re-matched manually. Still, experts preferred pseudonymiza-

tion over anonymization as it allows addition of new data to a subject’s profile and 

enables an audit trail to source documents. Full anonymization would also make it 

impossible to provide data subjects with transparency and access to their data, which 

several ethico-legal experts found problematic. What is more, complete and irreversi-

ble anonymization is practically impossible because of the ability to cross-link with 

other datasets, arguably even more so when genetic data is collected, and especially 

in emergency research with many data sources along the ‘chain of care’.63, 64  

4.4.2 Privacy by policy 

For data that cannot be anonymized, policy measures may be needed around data 

sharing, access, and informed consent. Within ESCAPE-NET different research pol-

icies are used, depending on national legislation and contextual ethical factors, such 

as the level of data sensitivity (e.g. consent was asked in all genetic studies). Inter-

viewed researchers experienced that most SCA survivors consent because they want 
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to give back to society; as of May 2018 in all studied ESCAPE-NET cohorts ≥90 % 

of patients consented to the use of their data. As informed consent is the most per-

tinent issue for SCA research, hereafter we discuss experts’ views on this topic: 

whether consent is needed at all for observational studies; and if so, what form this 

consent should take in the setting of SCA research. 

The need for informed consent 

The decision whether SCA survivors’ consent for data use should be asked or may 

be waived entirely, “must be made considering the tradeoffs associated with both”65. Some re-

spondents felt that informed consent should not be required for non-genetic minimal 

risk research, similar to Porsdam Mann et al.66 who argue for a duty of easy rescue in 

this context.iii This would prevent participation bias and lower the burden on re-

searchers. Most jurisdictions contain exemptions to the consent requirement, for in-

stance if obtaining consent would be reasonably impracticable or impossible, 

provided that the research serves a public interest and that privacy by design safe-

guards are in place.67 Experts said this must be determined for every study separately: 

there should be no general exemption for observational emergency research. Legal 

experts explained that even if a consent waiver is justified, an accessible opt-out pos-

sibility should remain (e.g. with the help of a public information campaign). This was 

not the case in all ESCAPE-NET countries. For instance, in Denmark, there is no 

way to opt out of the use of clinical or socio-economic data for research, as a result 

of the country’s history of data-driven epidemiology.22  

Some respondents thought ‘opt-in’ informed consent should be the default as “it 

can give people a good feeling that they were able to give their data for science” (11 – SCA Re-

searcher) or “in light of respect for patients’ autonomy” (8 – SCA researcher). Even if ob-

taining consent may not be legally required, doing so shows respect and promotes 

public trust.68,69 To preserve trust, one ethicist noted that researchers should not rea-

son solely from the law but from respect and reciprocity (‘what would they want to 

happen if it was their data?’). Another commented that it may be most important to 

inform patients about what will not be done with the data, e.g. sharing for commercial 

purposes. Consent is not a panacea, however, as data can cause privacy concerns for 

people other than the person consenting, such as blood relatives, or non-participants 

who are subject to risk prediction models created on the basis of the research (the 

‘tyranny of the minority’)70. Also, patients cannot always recount what they con-

sented to71,72; so the value of informed consent lies in the promotion of autonomy 

and the fact that people can refuse when they do not trust the researchers. 

 
iii Some ethicists think that there is a moral (societal) obligation to help others when this 

can be done at small cost to oneself; in this case, by donating data. This duty of easy rescue is 
then used to justify waiving of consent. 
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Table 4-2. Governance of SCA data research: illustrative quotations 

Privacy by design 

General “Pseudonymized data should be used, that is one safeguard. Another is 

that it should be stored according to an ISO27001/2 norm, that a 

data transfer takes place in an encrypted way and that the key is 

kept by a data manager.” (21 – Ethico-legal expert) 

De-identification “Right now there is broad consensus that double-coded data is not 

anonymous. Somewhere in the chain, personal data will be pro-

cessed.” (17 – Ethico-legal expert)  

“With the chain of care it’s impossible to collect anonymised data. Later 

on, while analysing, you can anonymise. But if you do genetic anal-

yses and need to report to the patient or the patient’s family, you 

need to be able to get back to the patient.” (2 – SCA researcher)  

“But if you seriously hamper data quality, then pseudonymization is not 

in the interest of the patient.” (1 – SCA researcher) 

Privacy by policy 

Informed  

consent 

 

 

 “[If you do not ask consent] you should provide a lot of information about 

the scientific research, to create openness and transparency. For 

example, a website containing the studies that have been conducted 

with the data and with results, and information about the researchers 

and the affiliated research institutes.” (20 – Ethico-legal expert) 

“Consent is about trust in doctors, which is more crucial than any kind 

of information about the research.” (2 – SCA researcher) 

 “The best thing would be if you had an online electronic system for the 

whole population where people could opt in or out of registry stud-

ies.” (6 – SCA researcher)   

 “As a researcher I prefer opt-out, also because people often do not un-

derstand what they sign for anyway. If you do ask consent, it should 

be after a few months. In the ICU, the person is in a dependency 

position and I don’t think that is right.” (13 – SCA researcher) 

“I usually say, “You can think about it and I'll come back later” or “I will 

call you later”. Because sometimes it’s so confusing what’s going 

on, so I would contact them later when they were at a coronary care 

unit or at home. I look at the situation and the people and make a 

decision based on that.” (12 – SCA researcher) 
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 “There may be purposes that I couldn’t have known about while I was 

alive, that I would not have consented to when my data are used 

after death.” (22 – Ethico-legal expert) 

“It might rip open some scars if you have a husband or wife who has died 

and you get a letter that they have been included in a study. I don't 

know if that can be informed consent in any way because it's a 

stressful situation.” (5 – SCA researcher) 

Regulation and oversight 

Ethics review “Not only because of the difficulty of consent, but also because data 

could be reused, it is really important to have oversight from a spe-

cific committee.” (27 – Ethico-legal expert) 

 “Most researchers here are only asking ethics committees for approval 

because of different journals requesting that, not because it’s re-

quired by law.” (16 – SCA researcher) 

Harmonisation “I think it is a very good plea to strive to European harmonisation, but it’s 

far away still. Even in our own country it is difficult to get all the hos-

pitals on the same policies for review. The GDPR still leaves room to 

all kinds of national regulations. In the end we stay in our countries 

with our own cultures.” (21 – Ethico-legal expert) 

“It would be very nice to have someone who facilitates the process of 

the approval. They should give more advice. It is not that it is not 

clear, but it depends on the local ethics committee. The most im-

portant thing would be harmonising all the decisions at a national 

level. There are now only 40 ethics committees in [our country], but 

this is still a big number.” (10 – SCA researcher) 

“But I think it is also a waste to jeopardise this whole registry system in 

order to harmonise everything. It is too heterogeneous to harmo-

nise.” (2 – SCA researcher)  

“Adjusting the GDPR or national law is a formal and difficult process, 

while a code of conduct is a living document that is able to withstand 

the ticking of time. (…) It should be possible to apply a more general 

code of conduct to different situations, also the emergency situation. 

We don’t need too many codes for too many different situations. That 

would get very complicated again.” (21 – Ethico-legal expert) 
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Deferred consent 

Many data need to be collected during or shortly after the SCA event, e.g. ambulance 

ECGs which could be overwritten. Consent for research with such data is necessarily 

deferred until the patient is conscious, either in the hospital or preferably at home after 

a few months. Participants stated that obtaining patients’ contact details outside a 

treatment relation is not allowed in many jurisdictions but several experts saw no 

issue with this: others did and suggested making contact through the healthcare pro-

vider or TTP. All experts regarded deferring of consent as acceptable for data-driven 

SCA research, which is consistent with the literature and perspectives of SCA survi-

vors.73-75 However, there was also agreement that data should be placed on hold until 

consent is obtained and that the timing of consent should be based on the patient’s 

recovery. Experts stated that consent given before the patient's mental capacities are 

sufficiently restored after the SCA event, is not legally and morally valid. To assess 

decision-competency on an individual basis, the Appelbaum criteria can be used.76 

Some respondents suggested that the appropriate timing should be approved in ad-

vance by an REC. In most countries, proxy consent from next-of-kin may be asked 

if the patient remains incapacitated; this is described in national health law. 

Broad consent 

After consent has been obtained, data may be used for the purposes described in the 

consent form (‘purpose limitation’). Respondents agreed these purposes can be as 

broad as ‘SCA research’ and some thought they extend to all health-related research. 

Broad consent was also found acceptable by SCA survivors as they prefer to make the 

main choice themselves but wish to leave specifics to researchers.75 Broad consent 

seems acceptable in the eyes of the drafters of the GDPR (Recital 33), but there is 

still an intensive policy and scholarly debate about its legitimacy.77 Asking specific 

consent for each study might be burdensome and one expert advocated for dynamic 

consent, where an online communication system is used to inform patients of changes 

in data use, and where participants can easily choose to opt-in or opt-out of specific 

uses, and decide with whom data may be shared.78 In this system, participants may 

also provide preferences regarding (re)contact and whether they want to be informed 

of findings, similar to meta consent where preferences for the type of consent are rec-

orded.79 Such approaches may enhance autonomy, trust and social engagement, but 

depend on funding for the required communication infrastructure.  

Deceased patients 

We also discussed with experts whether consent would be required for the inclusion 

of deceased patients’ data, an important question in research on acute and life-threat-
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ening illness. In most ESCAPE-NET studies there is no role for next-of-kin in de-

ciding about (non-genetic) data uses, as there is no legal basis and it may be an emo-

tional burden on them. Experts agreed it would be best to inform people during their 

lifetime about the post-mortem use of data. Regarding genetic studies, experts noted 

that there is an ethical responsibility, albeit not a full legal duty in most countries, to 

disclose clinically actionable genetic findings that indicate serious risk to relatives of 

the deceased.51 A number of respondents said that if a study may potentially give rise 

to such findings, it is useful to notify relatives as soon as possible about the research 

taking place. 

4.4.3 Regulation and oversight 

Ethics review of observational studies 

Given the limitations of consent and anonymization, what is needed is a “shift from 

personal data protection to data protection tout court”.80 Most experts believed that 

observational studies should be subject to multidisciplinary ethical oversight even 

when consent is asked or data are anonymized. This is currently not the situation in 

many European countries, but was found important because of the potential impact 

on individuals and society, and because it provides the opportunity to give advice 

about ethical and legal aspects to SCA researchers, who expressed a desire for more 

guidance. For instance, RECs or data protection authorities evaluating observational 

studies should determine whether consent is needed, but should also assess study 

methodology, just like for randomised controlled trials, in order to gauge whether 

the public interest is served. Experts thought assessment needs to be proportional to 

the kinds of data (and tissue) used and the proposed uses.  

The need for harmonisation 

Respondents experienced (inter-)national differences in REC requirements for ob-

servational studies, which complicated cooperation and affected study validity, as 

also reported in the literature.81,82 In some countries, observational studies with ex-

isting, pseudonymised, data or tissue are exempt from (‘full’) ethics review, but there 

is no clear international guidance on the criteria for exemptions.83 Creating a Euro-

pean ethics approval process would be difficult in practice but at a minimum, review 

procedures should be harmonised at a national level, as regional procedural differ-

ences unnecessarily impede progress in science.84, 85 Experts also noted the differ-

ences in interpretation of privacy laws. In addition to the GDPR and its 

implementation laws in EU Member States, other legal regimes and national lex spe-

cialis may regulate data protection for health research. However, it is not always clear 

how these laws should be applied to the SCA setting, which may complicate the 
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conduct of research and the proper protection of patients’ rights.13, 69 Therefore, ex-

perts mentioned the idea of an ethical code of conduct specifically for observational re-

search in emergency medicine, but in the conference they agreed that there should 

not be too many different codes. Instead, when general codes of conduct for obser-

vational studies are created or updated, these should contain a provision on research 

in the emergency setting, and SCA researchers may need to lobby for this. 

4.5 Discussion 

We have provided an overview of expert perspectives on ethical challenges and gov-

ernance solutions for observational SCA research. The study finds expert consensus 

about the ethical imperative for conducting research with SCA registries and bi-

obanks. Still, researchers should recognise that adhering to ethical and legal require-

ments is more than mere administrative necessity given the potential for individual 

and societal harms. We addressed the governance options relevant for SCA and other 

acute and critical illness research, but due to the variety of themes our descriptions 

are necessarily limited in detail. It was not our intention to study specific privacy-

enhancing technologies and their effectiveness, or to conduct a comparative analysis 

of the current data protection and biobanking laws in the EU, but rather to identify 

and explore the ethical challenges related to SCA research, which are clearly not lim-

ited to specific data protection methods or jurisdictions.  

We find that when privacy by design and privacy by policy measures are deployed 

correctly and in congruence, and combined with ethics oversight, observational SCA 

research poses minimal risk to the data subjects and others. Technical measures such 

as pseudonymization should always be in place, also for deceased patients, as long as 

this does not disproportionately limit the conduct of research. While some respond-

ents thought that informed consent is only necessary when anonymization is impos-

sible, this standpoint disregards the limitations of anonymization and the fact that 

control may still be important even if data are anonymized. Ignoring participants’ 

expectations may also harm trust in the research enterprise. Experts agreed that ex-

emptions from consent should be established by an REC on a case-by-case basis. If 

consent is asked, we found that a deferred and broad consent model is acceptable 

for observational SCA research, which is in line with patients’ views and the recently 

updated European Resuscitation Council (ERC) guidelines.86 Our study adds that 

consent from SCA survivors is most valuable when deferred until the patient has 

fully regained cognitive capacities. This may be some months after the SCA event.75  

Further study is needed regarding innovative governance solutions to facilitate 

data sharing and improve data subjects’ control.87 For instance, digital consent tools 

would allow SCA survivors to easily register (broad) consent preferences, including 
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on when they can be approached for consent. Research aimed at improving commu-

nication about complex aspects of studies (e.g. involving commercial parties, genetic 

risk scores, or uses after death) would help avoid patients opting out due to lack of 

understanding. SCA research may also benefit from population-based democratic 

governance tools such as data cooperatives,88 as these enable potential SCA victims 

to register privacy preferences in advance. Another valuable avenue would be to cre-

ate government-appointed national SCA registries across Europe, which would help 

centralise ethical governance and remove some legal uncertainty, while allowing for 

larger and more representative cohort studies.12, 29, 89 Specific research registries and 

biobanks will continue to be needed, however, for in-depth studies. 

Our study highlights the interdisciplinary nature of this topic which calls for so-

cietal dialogue about data research in emergency medicine between medical, epide-

miological, humanities, legal, policy, and ICT experts as well as lay people. Scientific 

societies such as the European Resuscitation Council, should position themselves 

and endorse an active, structured dealing with the topic. We advocate the develop-

ment of an up-to-date code of conduct, or addition of a section about emergency 

medicine to an existing and more general code,iv in order to clarify to what rules 

observational SCA research has to oblige and so to stimulate collaboration on the 

EU-level. This might be a joint effort with societies in intensive care medicine that 

are facing the same issues.85  

 
iv Such as the one being developed by BBMRI in the Code of Conduct for Health Research 

initiative (http://code-of-conduct-for-health-research.eu/) or the code of conduct for data 
sharing developed by the Global Alliance for Genomics and Health.90 



 

 

 

 

 

 

 

 

 

 

Part III  

 

Post-mortem processing of health research data 

 

 

  



 

  



 

5 | Stakeholders’ perspectives on the post-mortem use 

of genetic and health-related data for research 

Whenever laws that were forged in a pre-digital age collide with modern infor-

mation technologies, a general state of confusion and contradiction tends to hold 

sway, but when death is added to the mix, you’ve got a mess on your hands. 

(Elaine Kasket, All the Ghosts in the Machine. 2019; p. 81) 

Summaryi 

The majority of biobank policies and consent forms do not address post-mortem use 

of data for medical research, thus causing uncertainty after research participants’ 

death. This systematic review identifies studies examining stakeholders’ perspectives 

on this issue. We conducted a search in MEDLINE, CINAHL, EMBASE and Web 

of Science. Findings were categorised in two themes: (1) views on the use of data for 

medical research after participants’ death, and (2) perspectives regarding the post-

mortem return of individual genetic research results. An important subtheme was 

the appropriate authority and degree of control over posthumous use of data. The 

sixteen included studies all focused on genetic data and used quantitative and quali-

tative methods to survey perspectives of research participants, family members,  

researchers, and Institutional Review Board members. Acceptability of post-mortem 

use of data for medical research was high among research participants and their  

relatives. Most stakeholders thought participants should be informed about post-

mortem research uses during initial consent. Between lay persons and professionals, 

disagreement exists about whether relatives should receive actionable genetic find-

ings, and whether the deceased’s previous preferences can be overridden. We  

conclude that regulations and ethical guidance should leave room for post-mortem 

use of personal data for research, provided that informed consent procedures are 

transparent on this issue, including the return of individual research findings to  

relatives. Future research is needed to explore underlying causes for differences in 

views, as well as ethical and legal issues on the appropriate level of control by  

deceased research participants (while alive) and their relatives. 

 
i This chapter was published as: Bak MAR, Ploem MC, Atesyurek H, Blom MT, Tan HL, 

Willems DL. Stakeholders’ perspectives on the post-mortem use of genetic and health-related 

data for research: a systematic review. European Journal of Human Genetics. 2019;28:403-416. 
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5.1 Introduction 

Progress in medical science is promoted by the availability, sharing and use of vast 

amounts of personal (i.e., identifiable) data from patients and healthy volunteers.1-3 

In recent decades there has been a rise in the number of longitudinal studies and 

long-term biobanking projects. These extended timeframes increase the likelihood 

of a research participant passing away, which is especially true for studies with high 

mortality risks such as certain types of cancer or cardiac disease. However, it seems 

that the majority of study policies and consent forms do not address the use of data 

after death.  

An international review of 54 biobank consent forms and information documents 

found that only two of these (one Canadian and one British biobank) discussed the 

fate of data after death.4 Similarly, a study analysing 14 biobanks from different  

European countries found that only three (from Portugal, Luxembourg and the 

United Kingdom) mentioned this aspect in their consent forms5, and our own  

exploration of ten European cardiac arrest registries and biobanks revealed that none 

of their consent forms specifically discussed post-mortem use of data.6 Likewise, a 

German study analysed 30 biobank consent documents of which none made  

reference to procedures for dealing with data after participants’ death.7  

This lack of information may lead to incorrect assumptions among biobank  

participants about what happens to their data when they pass away. Moreover, in 

certain settings (e.g., medical emergencies) it is impossible to obtain prospective  

consent for the use of data for research, which causes uncertainty among researchers 

regarding the use of data when people die before consent could be obtained.8  

Furthermore, even if consent was asked during the participant’s lifetime, this consent 

cannot be renewed for secondary uses of data, i.e. when substantial changes to the 

research project and its aims are made after the participant’s death.  

In light of these issues, two main ethical questions arise. Firstly, it can be  

questioned whether post-mortem use and sharing of identifiable research data is eth-

ically permissible at all. When research participants have not been asked to consent 

to post-mortem use of their data, does this mean that researchers should not be  

allowed to use the data, or, at the other end of the spectrum, that no restrictions are 

needed given the apparent impossibility of harm to the dead participant? This  

question is of particular significance in genetic research, because through its sensitive 

nature and unique identifiability, genetic research data may give rise to privacy and 

discrimination concerns among living relatives even after the initial data subject has 

passed away.9,10 However, the expanding availability of genome and exome sequenc-

ing analyses also generate a growing number of potentially clinically actionable  

findings that could be beneficial for blood relatives to know. Should these individual 

research findings be communicated to relatives of the deceased? A related question 
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is whether it is desirable, and to what extent, that, through informed consent,  

research participants or their relatives are granted control over the post-mortem uses 

and sharing of data, including individual research results. 

5.1.1 Legal and ethical frameworks 

Do international guidelines and regulations provide answers to the aforementioned 

ethical issues? A review of international legal and ethical guidance governing  

biobanking and genetic research showed that few guidelines directly address the  

situation where a research participant has died, and none provide specific recom-

mendations about the return of individual genetic research results to deceased par-

ticipants’ relatives.4 The effect of death on participants’ initial consent is specifically 

mentioned only in a World Health Organization report, which recognises that  

deceased participants still have interests, by stating that “death of a sample source 

only affects the primacy of his/her interests, it does not extinguish them” and that 

ethics approval is needed to re-balance these interests after death (Recommendation 

No. 13).11 Yet, the focus of this recommendation is on samples and not data as such, 

and moreover it remains unclear how and by whom this balancing should be done.  

Binding legislation on post-mortem use of research data is limited in detail.4 In 

the United States, for example, the research use of deceased persons’ data is not 

regarded as human subject research, and data may be used post-mortem for research 

even if obtained outside of a consented research project.12 Similarly, regarding the 

European perspective, the General Data Protection Regulation 2016/679 (GDPR) 

of the European Union (EU), that was implemented in May 2018, does not apply to 

deceased persons (see Recital 27).13 

Moreover, legislation varies between nations. Some EU Member States have  

independently enacted post-mortem data protection legislation, such as Estonia 

where under the former Personal Data Protection Act, consent from next of kin used 

to be required for the use of deceased participants’ data. This is changed, however, 

in a new version of the law: now, the prospective consent of the data subject suffices 

for the first 10 years after death14, similar to the situation in Denmark.15 EU countries 

that do still allow post-mortem control by relatives (e.g. in terms of access, rectifica-

tion or deletion), unless expressly prohibited by the data subject while alive, include 

Italy16, Spain17, Slovakia18 and Hungary19. This is in contrast with countries like the 

Netherlands20, Belgium21, Sweden22, or Finland23, where data protection regulation 

contains no special provisions regarding personal data of deceased persons.  

Nevertheless, there seems to be agreement at least in Europe that data of  

deceased patients are still protected – that is, in principle, with deviations possible 

for research purposes – under doctors’ duty to medical confidentiality which contin-

ues to apply after death24, and countries may have specific legislation regarding med-

ical research that applies alongside data protection regulation. In the Netherlands, 
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for example, the Data Protection Act20 does not include provisions on post-mortem 

data, but the national Medical Treatment Act25 allows that data be used for research 

when the person has given consent during his or her lifetime or when asking consent 

is no longer possible (after death). Thus, in the Netherlands relatives have no legal 

authority to decide on post-mortem use of already collected data from their deceased 

relative for research.26 Data protection laws may also be supplemented by specific 

national legislation on the (post-mortem) return of individual findings. However, an 

international review suggests that binding legislation and case law may insufficiently 

address the issue of disclosing a deceased participant’s genetic findings to relatives.27 

5.1.2 Aims and scope 

As a result of the lack of clear international guidance, researchers, particularly those 

active in the field of genetics, struggle with how to handle deceased subjects’ data, 

especially when the decedent’s wishes are unknown.28,29 Our aim in this article is to 

provide an overview of the literature on participants’ and other stakeholders’  

perspectives regarding post-mortem use of previously collected research data, in  

order to provide input (rather than draw normative conclusions) for study policies 

and legal or ethical guidelines. Therefore, we conducted a systematic search and syn-

thesis of the empirical literature on this topic. In this paper, we discuss two themes 

that arose from reviewed studies: views and experiences regarding (a) the post- 

mortem use of genetic and health-related data for research and (b) the return of  

individual genetic research findings to relatives after the research participant’s death. 

An important subtheme for both questions was related to views regarding the  

appropriate authority and extent of control over these research data after death. 

The scope of this review is limited to the post-mortem research with genetic (or 

broader: genomic) and other health-related data (contained in databases or biobanks) 

obtained during the lifetime of a research participant. We chose this focus because pro-

curement of samples after death raises a qualitatively different set of ethical questions 

(e.g., concerns about body and burial), and because of the lack of guidance compared 

to posthumous collection.4, 30 

5.2 Materials and methods 

5.2.1 Search strategy 

We systematically searched for studies eligible for inclusion in this review using the 

following electronic databases: PubMed (including MEDLINE), CINAHL, 

EMBASE and Web of Science. In addition, reference lists of included studies were 

manually searched to find other potentially relevant citations, and forward reference 

searching was used to identify potential articles citing the included studies. Our 
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search encompassed studies published in English up to 31 December 2018. No lower 

limit was used to restrict publication date. 

The search strategy contained synonyms and sub-topics ─ in the form of data-

base-specific subject headings as well as free terms ─ of the following concepts:  

post-mortem; health-related and genetic data; research ethics; stakeholders; preferences. These syn-

onyms were discussed among the research team beforehand in order to facilitate 

finding all relevant papers, such as those discussing different types of stakeholders 

(e.g., research participants, relatives, and the general public). The full search strategy 

is available in Supplementary Table S1 online. 

5.2.2 Eligibility criteria 

The list of retrieved studies was first screened on the basis of title and abstract, and 

subsequently by reviewing the full text of each of the articles selected during the 

previous round. Screening was done independently by two researchers (HA and 

MARB) who discussed the results until an agreement was reached. Studies were  

considered to be eligible for inclusion if they: (a) discussed the sharing or (re-)use, 

after the research participant’s death, of genetic and health-related data obtained 

while the participant was still alive; (b) explored the perspectives or experiences of 

stakeholders regarding this process; (c) were empirical in nature. We chose to include 

both quantitative and qualitative studies, in order to enumerate acceptability levels 

while also enabling understanding of underlying reasons. 

Articles were excluded if they were: (a) a systematic review; (b) an editorial, letter, 

case description or other type of descriptive article with no empirical data; (c) a  

discussion of attitudes towards data being used for clinical or forensic purposes  

instead of research; (e) a description of perspectives on the use of data obtained after 

the death of the research subject; (d) not written in English. No exclusions were made 

based on age, sex, ethnicity or any other characteristic of participants. 

5.2.3 Data extraction and quality appraisal 

Data extraction was done independently by two researchers (HA and MARB) who 

both used the same standardised form that was developed for this review. Only find-

ings related to use of data after death were extracted, which were only a small part of 

the results in some studies. The resulting summary tables were used as a basis for 

Table 5-2 of this article. Findings were reported according to the Preferred Reporting 

Items for Systematic Reviews and Meta-Analysis (PRISMA) statement.31 We did not 

perform a meta-analysis given the variety of research questions and study designs. 

To assess the risk of bias and overall validity of the articles, we used the Joanna 

Briggs Institute tools for qualitative research and for analytical cross-sectional  

studies, the latter when appraising survey studies as no specific tool existed for survey 
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methods.32 These tools consist of 8 to 10 questions, where a higher score indicates a 

lower chance of bias. Quality appraisal was done by one researcher (HA) and  

discussed with a second researcher (MARB) for validation of the assessment. Insight 

into study quality was important in interpreting results, but we decided that no  

articles would be excluded based on quality, given the expected scarcity of literature. 

5.3 Results 

5.3.1 Included studies 

As shown in the PRISMA flow diagram, through our systematic search we identified 

518 studies of which 16 were included in this review (Figure 5-1). Included studies 

were published between 2007 and 2018 and were from North America (n=11), the 

United Kingdom (n=2), Poland (n=1), and Australia (n=2). Data collection dates 

were not reported in several of the studies. Stakeholders included living research  

participants (patients as well as healthy controls), relatives of deceased participants, 

  Figure 5-1. Flow diagram depicting the search and screening procedure. 
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researchers, IRB chairs and vice chairs. Studies included a total of approximately 

5,400 individuals who were mostly white and older than 40. Across the ten studies 

that reported gender, a slim majority of respondents (57%) was female. 

Perspectives, experiences or choices regarding the use of post-mortem data were 

explored using cross-sectional surveys, semi-structured interviews, and secondary 

analyses of consent documentation. The focus of all retrieved studies was on genetic 

data rather than (solely) on health-related data such as patient records. A number of 

included studies (n=4) focused specifically on data from paediatric patients. All  

articles scored relatively high on quality appraisal criteria, although it should be noted 

that in some studies, preferences regarding post-mortem use comprised only a  

subsection of the results. Characteristics of the included studies and study findings 

are shown in Table 5-2. In the following sections, results are presented according to 

the two main themes found in the reviewed studies: (1) perspectives on the post-

mortem use of genetic and health-related research data, and (2) views regarding the 

return of individual genetic research results to relatives after the participant’s death.  

5.3.2 Perspectives on post-mortem use of data for research 

Should researchers be able to use data from deceased participants? 

Four studies were identified that reported attitudes (only among family members and 

researchers) towards research being conducted after the death of the research sub-

ject.33-36 Overall, acceptability of post-mortem use of previously collected data for 

research was high. In an Australian study, all parents (100%) of deceased paediatric 

cancer patients were willing to consent to current and future research projects with 

data of their child.33 In another study of parental attitudes, conducted in Canada, 

96.5% of respondents found it acceptable that their child’s previously collected tissue 

was used for genetic research posthumously, with views ranging from only allowing 

research use for original purposes (21%) to whatever research necessary (46.5%).34 

A small survey study among Polish biobank managers found that 83% supported the 

use of genetic data after death if no written objection had been given whilst alive.35 

A fourth study used interviews to explore factors influencing acceptability, as  

discussed hereafter.36  

Factors underlying perspectives toward post-mortem research 

In a qualitative study assessing experiences of Australian parents whose departed 

child’s genetic data was used for secondary research, the news about ongoing  

research was favourably received.36 Parents wanted to spare others the pain and grief 

they suffered, as one participant described when asked whether she wanted to be 

contacted about genetic research results:
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“Absolutely. Look, to me, she died, she was beautiful, there was nothing anyone could 

do, there was nothing I could do, and if having her tissue, or whatever they had of hers 

was going to help one child be diagnosed quicker than what she was… You know, to 

save the parents that terrible anguish of not knowing, or to, you know, to find out more 

about it, I was happy for that to happen.” (p. 265)36 

The desire to help future research and patients was named as a major factor that 

shaped their positive attitudes towards the use of data for research purposes.36 In 

addition to this sense of altruism, parents were pleased to find out about implications 

for their surviving family members. 

Who should decide about usage of data for research after death? 

One Canadian study investigated whether relatives of deceased participants (in this 

case: parents)  should be contacted about their wishes regarding post-mortem  

research use of data, and found that approximately half (49%) thought they should 

indeed be asked for consent regarding new research uses.37  Most included studies, 

however, only reflected on consent for post-mortem use of research data that  

personally affect living persons as well, i.e., in the context of disclosure of potentially 

actionable genetic findings to relatives.  

5.3.3 Views on post-mortem return of genetic research findings to relatives 

Should individual genetic findings be shared with relatives of deceased participants? 

Most studies focused on the familial implications associated with post-mortem  

genetic research data – rather than on the use as such. The return of genetic findings 

with potential clinical relevance for relatives was discussed in 15 out of 16 studies. 

33,34,36-48  The overall majority (ranging between 76.5% and 98%) of surveyed research  

participants and family members believed that individual genetic findings should be 

shared with relatives after the participant’s death.33,34,39-41 Attitudes did not differ  

significantly between participants and relatives, as was seen from an analysis of US 

survey results.42 

Fernandez et al.43 surveyed Canadian genomics researchers most of whom (81%) 

believed that individual research results should be offered to relatives, if there were 

no specific instructions prior to death. In contrast, only about half (45% in Canada 

and 51% in the United States) of IRB chairs and vice chairs said that under certain 

circumstances relatives can be offered results of a deceased research participant, that 

is, when no specific disease was mentioned.44,45  
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To share or not to share: relevant factors in deciding to return post-mortem results 

When IRB members were asked instead about the hypothetical scenario of Pat – a 

deceased pancreatic cancer patient whose DNA researchers discovered had a variant 

of unknown clinical significance – only a minority (27% in Canada and 25% in the 

United States) believed results should be returned to Pat’s family. 44,45 In addition to 

clinical utility, which is lacking in the case of Pat, other relevant factors according to 

IRB members were the seriousness of the disease, clinical validity of the results, and 

the type of statements made in consent forms.44,45 Contrary to this, biobank partici-

pants and relatives in a study from the United States did not consider preventability 

or treatability as factors in deciding on the return of results, but only regarded the 

(un)certainty of results as important.41  

Analysis of consent preferences in a US study found that research participants’ 

reasons to object to the sharing of findings in the event of their death included:  

having no relatives or not a good relationship with them, privacy concerns, and being 

uncomfortable burdening family members with potentially distressing information.25 

Relatives’ reasons for preferring to receive genetic findings were found to be a sense 

of duty towards their deceased family member as well as their own interest in genetic 

knowledge in order to plan for the future.37,41 

Experiences with receiving post-mortem individual genetic research findings 

Despite wanting to know the results, some parents experienced emotional distress 

from visiting the hospital (to discuss genetic findings) for the first time since their 

child’s death as well as from the potential impact on their other children: 

 “…what I thought had been laid to rest, at least in that department, has been reo-

pened, by further knowledge. […] Yeah, which is important to have, but difficult to 

deal with.” (p. 267)36 

Relatives experienced distress especially when information relayed through family 

members was unclear. Moreover, when only one or a small number of relatives was 

informed, downstream communication of the results could be inhibited, e.g., by 

problematic family dynamics.36,48 In one interview study from the United Kingdom, 

participants indicated they would have preferred being contacted by the research 

team directly instead of through family.48 

Who should decide about the post-mortem return of individual genetic research findings? 

Three US-based studies explored who stakeholders thought the designated person 

to receive individual results should be, and found that research participants would 

either choose biological relatives (35% to 52%) or someone not related by blood 

such as a partner (30% to 65%) as the designated person to be offered results.38-40 
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When given the option, only a minority of participants selected researchers (7%) or 

primary care providers (8%) as the appropriate person to make decisions about the 

return of results.40 Notably, in reality about a third (33%) of participants in another 

US study designated a different person for receiving genetic results than the person 

who would normally receive the results according to state law.47 Had this choice not 

been provided, the person deemed most appropriate to decide about further disclo-

sure would not be the one actually receiving them.  

A majority of stakeholders (62% of IRB members, 64% of researchers and 90% 

of research participants, all from the US) indicated that research subjects themselves 

should be informed or asked about post-mortem disclosure of findings to relatives 

during the initial consent talk.45,46 Nonetheless, one researcher noted this might be a 

delicate issue and could prevent people from taking part in research: 

“I think the issue of what to do if someone dies is an important but difficult question. 

Since I work with cancer patients, often at the time of diagnosis they are not ready to 

talk about what happens if they die, and I could see having this discussion could easily 

cause them to become angry and not enter the study.” (p. 370)46 

Can the deceased’s preferences be overridden?  

An important question is whether a person’s preferences can be overridden after 

death. This was discussed in three studies originating from the United States.40,41,46 

A large majority (88%) of IRB members said relatives should not receive individual 

research results if the research participant had indicated not wanting these to be 

shared after death.46 Between one-third and two-thirds of research participants and 

their relatives thought this wish to keep findings private should be respected.40,41  

A number of biobank participants and relatives believed confidentiality should not 

be promised during the consent process:   

 “I know there are people who don’t want their families to know, and so then that is a 

tough question. First of all, if you discussed that with a patient who had the cancer, but 

then if they said ‘I don’t want anybody else to know’, then I probably think that you 

should tell them, ‘Well, we feel it is necessary [to let your family know]’.” (p. 14)41 

However, interviewed research participants and family members were divided on this 

issue, with some stating that the data “should be private unless that person, while they are 

alive, grants permission” and others noting that “a dead person is no longer a person and there-

fore has no rights”.41 
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5.4 Discussion 

This literature review is the first to systematically synthesise the empirical literature 

on the ethical questions around post-mortem use of data for medical research. All 

studies were published in the last decade, signifying increased awareness of the topic 

likely correlated with the advancements in DNA sequencing. Both quantitative and 

qualitative methods were found to be used in ascertaining the views and experiences 

of patients, relatives, healthy controls, researchers, and IRB members about (1) the 

use of research data after death, and (2) the post-mortem return of individual genetic 

research results to relatives. We discuss these themes in turn and conclude with some 

reflections on consent and the desired extent of control regarding post-mortem use 

of data for medical research. 

5.4.1. Post-mortem use of data for research: an underexplored area 

Regarding the question of acceptability of post-mortem use of previously collected 

data for research, we found limited evidence. The four identified studies showed high 

levels of support among relatives and researchers (no studies were found eliciting 

views from participants themselves) for using data from the deceased for research 

purposes. This is in line with the views of living research participants who generally 

support research using clinical data or samples, and believe the contribution to  

research outweighs the risks of re-identification or unwanted uses.49  

Compared to living participants, for the deceased this balance between benefits 

and risks may be further skewed towards the benefits, given the diminished possibil-

ity of harm from data breaches for deceased participants. On the other hand, there 

seem to be risks for deceased subjects too, given the potential harm to their ante-

mortem integrity or changes to their legacy which they cannot correct.50 While the 

philosophical debate51 on whether dead people can be harmed deserves further  

attention, a full discussion is outside the scope of this article. Of note is that genetic 

data brings about additional risks in terms of the potential implications for blood 

relatives sharing genetic traits with the deceased, namely potential practical concerns 

(e.g. insurance and employment) and psychological harm associated with clinically 

actionable findings.  

In our analysis of empirical studies we found a complete lack of research regard-

ing health-related data outside of genetics, probably because these implications of 

post-mortem use are most obvious in relation to genetic relatives. However, the  

focus on genetic data obscures the question whether research participants should 

have post-mortem informational self-determination as such, independent of whether 

their data have health implications for their relatives.52 This question warrants further 

attention and studies are needed that focus on other types of health data.  
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5.4.2 Return of individual research findings to relatives after death 

The majority of included studies focused on the post-mortem sharing of genetic 

findings of potential clinical relevance with relatives. In considering whether to  

return these findings, rights of the deceased ought to be weighed against those of 

living relatives interested in receiving such findings (in particular, the right to know; 

which itself may conflict with interests of other relatives who do not want to know). 

Boers et al.53 have provided an overview of arguments in favour of and against post-

mortem disclosure of genetic information to relatives. Our results suggest that of 

those arguments, reasons of participants and family members for not supporting 

post-mortem disclosure are mostly related to the principles of respect for privacy of 

the deceased and of non-maleficence, i.e., the wish to avoid the harm of emotionally 

burdening relatives with individual research findings. Professionals (researchers and 

IRB members) were less supportive of post-mortem disclosure of genetic findings 

than lay persons (participants and their relatives). No qualitative explanation was 

found in the empirical literature, but possible reasons could be professionals’ greater 

experience with the ethical difficulties related to genetic findings and a recognition 

of relatives’ right not to know, as well as insight into the costs and time involved in 

offering results to family.  

Questions regarding disclosure of individual genetic research findings to relatives 

are not specific for the situation after death and, similar to the context in which the 

participant is alive, consensus in the literature seems to be that findings can be  

offered if they are analytically valid, likely to be of substantial clinical significance for 

relatives, and actionable.28,54 Knoppers et al. conclude that there is an ethical duty for 

researchers to return such results (“duty to warn”) to participants, that is, while  

leaving room for the right not to know.55  

In the setting where the participant has died, this duty seems less obvious given 

the lack of relationship between researchers and participants’ relatives.28 Therefore, 

in the context of post-mortem disclosure of genetic information to relatives, several 

authors have advocated a less proactive (“passive”) disclosure policy meaning that 

findings are returned only upon the request of family.28,53,54 Only in very exceptional 

cases of high pathogenicity would the researchers initiate return (i.e. active disclo-

sure). Such a policy would preserve the relatives’ interest in not knowing, and would 

minimise the burden on the research enterprise thereby leaving more resources to be 

used for studies that benefit future patients. Yet other authors have stated this may 

not be sufficient and that active disclosure policies should be explored, given the 

moral requirement of beneficence and the known barriers to downstream commu-

nication of post-mortem genetic findings among surviving relatives.56  
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While debatable, it has been suggested that researchers could help manage these  

barriers through offering of ancillary care such as supporting downstream commu-

nication of results, e.g., by supplementing family mediated disclosure with genetic 

counselling, while taking account of the effect on familial relationships.48,54,57  

Concrete tools and context-sensitive disclosure guidance are needed to aid research-

ers in the disclosure process and provide suggestions on issues like which relative(s) 

to share results with and how to handle family conflict. One example of a pragmatic 

tool for researchers, developed in the United States by Wolf and colleagues58, is based 

on the situation where a personal representative decides on the sharing of results 

with surviving relatives, which, however, may not be regarded as an appropriate  

pathway and level of control in every context.59 

5.4.3 Informing participants about post-mortem uses of research data 

Potentially, when asked, participants would consent to continued research use of 

their data after death, and some authors have stated that it would be reasonable to 

presume an altruistic intent.69 However, in many studies this continued post-mortem 

use of data is currently not made explicit during consent procedures4-7 , although there 

are exceptions60, and it has been recommended in rare disease research that the  

destination of and access to post-mortem data should be included in informed  

consent documents.61 The Organisation for Economic Cooperation and Develop-

ment (OECD), in their Guidelines on Human Biobanks and Genetic Research Da-

tabases, also recommends biobanks to include policy provisions on the use of data 

after death, which should be made explicit to participants during the informed con-

sent process.62  Echoing these recommendations and stakeholders’ perspectives as 

included in our review, we argue that researchers should have policies in place around 

post-mortem use of data and discuss these with potential participants during the  

initial consent procedure.  

The ethical rationale for informing people about the future uses of their data, 

even after death, is twofold. Firstly, this is important from a deontological (i.e. duty-

based) perspective which recognises data privacy as valuable in itself, and infor-

mation provision about future research uses (including after death) as a way to  

respect participants’ autonomy. Secondly, the utilitarian (i.e. consequence-based)  

argument is that transparency is needed for maintaining public trust in science, as the 

success of biobanks and registries depends on people’s willingness to participate, 

which in turn is important to promote the public’s health.   

As Jessica Berg has noted, these consequences of not informing participants 

about post-mortem use are difficult to ascertain. On the one hand, not discussing 

post-mortem use of data during consent talks is current practice in most studies, and 

this lack of transparency currently does not seem to compromise research participa-

tion.63 However, the increased interest in privacy following the introduction of the 
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GDPR in Europe might lead people to start questioning their own assumptions and 

the regulations regarding post-mortem privacy. For instance, the public may be  

unaware that in many jurisdictions, it is not the relatives who decide whether data of 

the deceased may be used post-mortem for research. Moreover, sharing of genetic 

findings with relatives is generally seen as a benefit of research participation by both 

living participants54 and parents of deceased participants36, and participants may  

expect that clinically actionable results are shared with relatives after their death, 

which is not necessarily the case. Informing prospective participants about both 

post-mortem research uses of data and the disclosure of individual findings, if  

possible, would demonstrate that researchers take their responsibilities seriously, and 

knowing that participants have considered this issue whilst alive would remove some 

uncertainty when balancing interests after their death.30 

Whether this obligation to inform also holds with regard to the deceased’s  

relatives, requires further research. When blood relatives were previously unaware 

that the deceased person’s data is posthumously used without consent, hearing about 

this can cause distress37 and, it has been suggested, potentially anger or mistrust to-

wards research in general.64 Yet, contact with relatives is often logistically problem-

atic, and reaching out to grieving people requires a sensitive approach. Thus, 

potential negative consequences of informing participants or relatives about the use 

of research data after death should be considered too, not only because death may 

be a distressing topic, but also because it is currently unclear whether such infor-

mation would deter potential participants.  

5.4.4 Different views regarding control over post-mortem research data 

With regard to the question whether participants or relatives should not only be  

informed but also have the authority to control and make decisions about use and  

sharing of post-mortem data specifically (either regarding research uses or return of 

individual genetic findings to relatives), our findings do not provide a straightforward 

answer. The European Society of Human Genetics has stated that restrictions placed 

by living research participants on the research use of genetic samples should continue 

to apply after death65, although elsewhere they recommend that the use of anonymised 

genetic samples and data from the deceased should be allowed for research purposes, 

and that access to the deceased’s genetic data could be legitimate in case of overriding 

interests of blood relatives.66 Likewise, most legal systems internationally have  

provisions to break confidentiality when it is necessary to serve important (“legiti-

mate”) health interests of relatives, e.g. to warn them in case of risks from genetic 

diseases.68 However, disclosure policies have also been proposed in which partici-

pants can choose not to release results to family members when they die.67 

Further research is needed on the desirability of allowing control by participants 

or (specific) relatives, and on the question whether the deceased’s wishes can be 
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overridden, taking into account what is possible in view of existing national (case) 

law. Some authors have stated that, when no decision has been made by the partici-

pant, the responsibility for these assessments should lie with relevant authorities such 

as IRBs.64,69 Yet, the reviewed empirical literature suggests that this may not be de-

sirable given the aforementioned discrepancy in views between participants and IRB 

members, which calls for further exploration.  

It is worth mentioning an alternative to post-mortem research without specific 

consent that has been gaining traction in recent years, namely, one in which the gen-

eral public is explicitly asked to think about post-mortem data use. Several authors 

have advocated the establishment of so-called posthumous medical data donation 

(PMDD) registries, where people indicate their preferences in a manner analogous 

to organ donation schemes.70,71 This approach would be autonomy-enhancing for 

participants, eliminate the need for others to make these decisions, and would be 

useful for studies looking to use data and samples from incapacitated patients who 

cannot be asked to consent. However, as studies have shown that diseased persons 

are more likely to accept use of data for research compared to healthy individuals49, 

we hypothesise that asking people to register their preferences outside of a medical 

study context may lead to refusals and in turn, lack of generalizability of the acquired 

data. In addition, questions would remain around responsibilities of returning find-

ings to genetic relatives.  

5.4.5. Limitations 

Our study is not without limitations. To start, the number of articles that met inclu-

sion criteria was relatively small, and several included studies only minimally consid-

ered the situation after death. Studies were not only few, but also limited to the field 

of genetics, as discussed above. While our search strategy encompassed all types of 

health-related data, retrieved studies only considered genetic data and mostly in the 

context of returning actionable findings. Second, comparability of included studies 

may be limited. This is due to questions being differentially worded, which slightly 

changes their meaning (e.g., “should vs may” results be “disclosed vs offered vs  

returned” to “relatives vs next-of-kin”?). Comparison between studies was also  

potentially limited because while some authors investigated actual choices made,  

others used hypothetical scenarios to gauge people’s opinions. Third, our findings 

may lack generalizability both across and within studies. Limiting the search to arti-

cles published in English has produced mostly studies from North America, some 

parts of Europe, and Australia, while cultural attitudes towards death and the use of 

data or material, as well as already existing legal and ethical frameworks may differ 

widely internationally. Within included studies, bias may have been introduced by the 

overrepresentation of white people over 40 years old, the small sample sizes, specific 

settings (i.e., mostly cancer research), and the fact that the individuals choosing to  
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participate in these studies may already have positive attitudes towards research.  

Future studies should involve larger and more diverse groups of participants in terms 

of age, ethnicity, nationality, and setting. 

5.5 Conclusion 

This literature review provides evidence of high acceptability of post-mortem use of 

data for medical research, while highlighting knowledge gaps and targets for policy 

improvement. In order to prevent a move in one of two opposite and equally auton-

omy-limiting directions, namely either paternalistic overprotection or blanket  

presumed consent for post-mortem use of data, there is a strong need for further 

legal and ethical guidance on this topic. Such guidance should also address the topic 

of returning individual genetic research findings to relatives of the deceased. 



 

6 | Contextual exceptionalism: the ethics of post- 

mortem privacy in health data research 

 

Death is the possibility of the impossibility of any existence at all. 

(Martin Heidegger, Being and Time. 1927; 53: 307)  

Summaryi 

In this article, we use the theory of Information Ethics to argue that deceased people 

have a prima facie moral right to privacy in the context of health data research, and 

that this should be reflected in regulation and guidelines. After death, people are no 

longer biological subjects but continue to exist as informational entities which can 

still be harmed. We find that while the instrumental value of recognising post-mor-

tem privacy lies in the preservation of the social contract, its intrinsic value is 

grounded in respect for the dignity of the post-mortem informational entity whose 

essential attributes should not be harmed/damaged. However, existing guidance on 

post-mortem data protection is available only in the context of genetic studies. In 

comparing the characteristics of genetic and other health-related data, we identify 

two features of DNA often given as arguments for this genetic exceptionalism: rela-

tionality and embodiment. We show that at the appropriate Level of Abstraction, 

there is no morally relevant distinction between posthumous genetic and other health 

data. Therefore we argue that genetic data should not automatically receive special 

moral status, but instead we make a plea for ‘contextual exceptionalism’ after death. 

Our analysis concludes by reflecting on a case and providing suggestions for contex-

tual factors that researchers and oversight bodies should take into account when de-

signing and evaluating research projects with health data from deceased subjects. 

  

 
i This chapter was submitted for publication as: Bak MAR, Willems DL. Contextual Ex-

ceptionalism After Death: An Information Ethics Approach to Post-Mortem Privacy in 
Health Data Research. Science and Engineering Ethics. 2021; under review. 
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6.1 Introduction 

Deceased people are making a growing contribution to the pool of personal data 

used for health research. The rise of longitudinal studies and long-term biobanking 

projects increases the proportion of research participants who have since passed 

away, especially for diseases with high mortality risks. In addition, many clinical data 

used for research relate to deceased people who were not participants in a study 

during their lifetime, e.g. people who died from acute illness.1 However, in Europe 

the General Data Protection Regulation (GDPR) does not directly apply to deceased 

persons, causing Member States to vary in their enactment of provisions regarding 

dead data subjects.ii Post-mortem data use is generally not discussed in study consent 

forms and few internationaliii guidelines address this topic.2-5  

In the near future, general data donation schemes may enable people to donate 

all their personal data after death, similar to donating organs or bodies.6, 7 This already 

exists for certain datasets, such as full genomes donated through the Personal Ge-

nome Project. The draft of “an ethical code for posthumous medical data donation” 

is also available.8 For the purpose of this paper, however, we focus on data obtained 

in the context of specific research projects. Clinicians are often unsure whether they 

can use posthumous data for research, and this can lead to arbitrary decisions, pro-

ducing undesirable consequences for individuals and society if data used without ap-

propriate governance, or not used at all.9, 10 

The guidance that does exist (e.g. by the World Health Organization)11 focuses 

on information contained in genetic samples, as does ethics oversight. Scholarly litera-

ture similarly focuses on genetics rather than on other health data (e.g., pharmaceu-

tical records or imaging data).12 For genetic data, it seems commonly accepted that 

they come with at least some post-mortem privacy rights, but for other data there is 

almost no guidance. Elsewhere, we have noted that the focus on genetic data “ob-

scures the question whether research participants should have post-mortem infor-

mational self-determination as such, independent of whether their data have health 

implications for their relatives” (ibid). In this paper, we provide a conceptual analysis 

 
ii Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 

2016 on the protection of natural persons with regard to the processing of personal data and 
on the free movement of such data, and repealing Directive 95/46/EC (General Data Pro-
tection Regulation). Recital 27. OJ L 119/1. 2019.   

iii Countries may have sector-specific regulations governing confidentiality of medical data 
post-mortem, but legislation varies widely within Europe and across the globe. For instance, 
France and Hungary have established protections for deceased persons’ data while the United 
Kingdom emphasises that personal data only exists in relation to living individuals. In the 
United States, the Health Insurance Portability and Accountability Act (HIPAA) protects 
health information for 50 years after the individual’s death. 
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of post-mortem privacy grounded in Floridian information ethics.13 Whether guid-

ance for researchers should lean towards individual control or towards solidarity and 

‘presumed’ consent, or sit somewhere in the middle, depends on a number of philo-

sophical and practical assertions. Therefore, we investigate the following questions:  

1. Is post-mortem harm to participants in health data research possible, and if 

so how? 

2. What is the nature of post-mortem genetic and other health data and is there 

a substantive moral difference between the two? 

3. What guidelines follow from this for researchers and oversight bodies?  

The rest of the article is structured in four sections. Section 2 sketches the philo-

sophical debate on posthumous harm. Section 3 asserts that deceased research sub-

jects’ privacy can still be violated, and Section 4 argues that there is no essential 

difference between genetic and other health-related data in terms of the potential for 

harm. Section 5 provides recommendations for practice and further study.  

6.2 Background on posthumous harm 

Most people agree that acts like defaming someone posthumously, or not fulfilling a 

deathbed promise, are morally wrong. Is this because the dead can be harmed, or 

merely because doing so violates the virtue of respecting others? Hereafter we sketch 

the historical debate on the possibility of post-mortem harm,iv which is relevant for 

our topic as breaches of data privacy are essentially harms, that is, setbacks to some-

one’s interest in their personal identity.14 Belliotti proposes that two criteria are at the 

core of the debate: the experience requirement (i.e., the subject of the harm should expe-

rience the sensations that belong to being harmed) and the existence requirement (i.e., 

the subject of the harm should have interests, that is, be living and identifiable).15  

6.2.1 The experience requirement revisited 

Post-mortem harm was already debated among ancient philosophers. In the Ni-

comachean Ethics,17 Aristotle suggests that concerns for reputation and for the well-

being of offspring transcend people’s lifetimes.v This belief in post-mortem harm, 

albeit weak, is in contrast with Epicurus’s well-known annihilation thesis: the idea 

 
iv Harm has been influentially defined as a “wrongful setback of interests”15, but people can 

be harmed without wrongdoing, namely, in the case of (bad) luck. For instance, a patient can 
suffer iatrogenic harm as a result of medication side effects, without having been wronged by 
their prescribing physician. We therefore consider harms to be setbacks of interests. 

v Aristotle probably believed that the force of post-mortem events is weaker than of those 
occurring while still alive, as he was committed to the idea of eudaimonia or human flourishing 
as an objective condition determined in large part by the intellectual virtues of living persons.16 
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that since death is the end of sensations, posthumous harm cannot be experienced 

and hence does not occur:  

“…death means nothing to us, since every good and every evil lies in sensa-

tion; but death is the privation of sensation. (…) So long as we are existent death 

is not present and whenever it is present we are non-existent. Thus it is of no 

concern either to the living or to those who have completed their lives.”18 

Epicurus used the annihilation thesis primarily to refute death anxiety. Yet contem-

porary thinkers like Partridge and Taylor also say that harm occurs only when the 

person is ‘worse off’ as measured by his or her own subjective account.19, 20 They 

think there is no such thing as unaffected harm: while a posthumous act like defa-

mation may be wrong, defaming does not harm the dead. Other modern-day philos-

ophers convincingly reject this experience requirement. Nagel highlights that 

harming someone is bad not because the victim would be upset when discovering 

the harm, but because an independent observer would recognize that it is bad to be 

the (unaware) victim.21 We have an interest in privacy as such, not merely in believing 

our privacy is respected. In a similarly Aristotelian essay, Feinberg states that harm 

can be objectively evaluated, and that interests can still be affected when they can no 

longer be experienced by the interest-holder.22 The dead can be harmed even though 

they cannot be hurt.23, 24  

Of note is that opponents and proponents of the experience requirement agree 

on the societal value of  the recognition of post-mortem harm by surviving parties. 

Part of the human condition is that we all have “transcendent interests”16 that persist 

after death, such as care for our children or community, or how our corpse is han-

dled. Disrespecting the rights that correspond with these interests harms the social 

contract between living people. For instance, neglecting people’s wills would ad-

versely affect our trust in others.19, 25 The continuation of the social contract requires 

people to act at least as if there is such a thing as post-mortem harm, or what Partridge 

calls ‘quasi-harms’. This is true even when no-one is around to experience the harm. 

6.2.2 The problem of the missing patient 

It would be too hasty to move from the premise that hurt is not required for harm, 

to the conclusion that the dead can be harmed. Namely, the existence requirement is 

more difficult to refute because it is hard to establish who bears the interests of the 

deceased: this is known as ‘the problem of the missing subject’.26 Some have sug-

gested that to be the relatives, but not all people have surviving relatives. Or that 

those who outlive the deceased person, be that their relatives or members of the 

community, bear the duty of fulfilling the interests of the deceased person or even 
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of a timeless ‘human subject’ as symbolic rights-holder.16, 27, 28 These suggestions go 

well with the social contract position but are not true accounts of post-mortem harm. 

Another suggestion stems from Kant, who recognised that even if we cease to 

exist after death, our reputation lives on.29 Breaching a deceased patient’s privacy 

would be bad because it treats the patient as a mere means to the researcher’s ends. 

The subject of the harm after death is the living person who had an interest in privacy; 

the ante-mortem subject ‘who is robbed of their honour as if it happened during their 

lifetime’, to paraphrase Kant. Following this reasoning, Feinberg and Pitcher have 

argued that harm begins when the victim first develops the associated interest, i.e. 

the patient’s privacy was violated ‘all along’ by the post-mortem breach.30, 31 How-

ever, this view is difficult to accept as it does not align with common intuitions and 

with ideas about responsibility (was the perpetrator then responsible already before 

the harm occurred?). 

Yet if we take the existence requirement to mean simply that there should be an 

existing subject, then the dead themselves are the appropriate interest-holders: they 

continue to exist as fact (‘reputational’) information about persons from the past.25, 

32 Consider the sentence “Henrietta Lacks’s cells have made a major contribution to 

medicine”. This true fact is caused by the existence of Henrietta Lacks; which means 

she must continue to exist not only biologically in the form of HeLa cells, but also 

as informational entity (cf. the example of Socrates given by Catterson33).vi In the next 

section, we discuss the implications of this view for post-mortem privacy in health 

data research.  

6.3 Conceptualising post-mortem privacy in health data research 

Posthumous data research gives patients the opportunity to reciprocate: some au-

thors have advocated a human right to participate in science.35 In our own empirical 

research, survivors of sudden cardiac arrest stated that “when you are dead, you are 

dead, but it would be nice if you can prevent other people from dying in the same 

way”.36 Nonetheless, research with the deceased has always been an ethically sensi-

tive topic, as controversies have shown, for example, relating to the publication of 

Vincent van Gogh’s medical record, tests performed on Albert Einstein’s brain, or 

the excavation of remains from people in disadvantaged tribal communities.37, 38 In 

those cases, innovative techniques enabled previously impossible research, while the 

dead have no opportunity to control these new uses.  

 
vi An illuminating example of an informational entity is the chess pawn.34 The actual pawn 

(i.e., the phenomenon) is merely a placeholder while the real pawn (i.e., the noumenon) is the 
informational object that captures the properties and behaviour of the pawn in the game of 
chess. 
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In a study among internet users in Israel, half of respondents wished to limit access 

to their digital remains.39 In the context of medical research, most stakeholders think 

that participants should be informed about post-mortem data uses while they are still 

alive.12 Proper handling of post-mortem data can promote public trust in researchers, 

while a lack of consent from either patient or relatives may lead to mistrust in the 

research enterprise. When (intangible) expectations on posthumous data use are dis-

respected, this collapse of context could lead to reluctance to participate, resembling 

the UK’s failed care.data scheme.40 This hampers medical research by limiting the 

available data and by creating bias in datasets.41, 42 Thus, the instrumental value of pro-

tecting post-mortem privacy lies in safeguarding the social contract for health data 

research, but what about the intrinsic value of recognising deceased subjects’ privacy? 

We analyse the latter using Floridi’s Information Ethics (IE). 

6.3.1 An Information Ethics approach 

IE is a patient-oriented ethics that differs from bioethics because its main focus 

(Level of Abstraction) is not on organic life, but on information as the key building 

block of moral patients. As such, IE builds on Floridi’s philosophy of information 

(PI), a family of phenomenological theories whose main thesis is that reality is best 

interpreted as the totality of information. Given the right level of abstraction (LoA), any-

thing, from an enzyme to a healthcare system, can be presented as informational 

system. In the information society which is making the mental world increasingly 

part of the environment, humans are conscious ‘inforgs’ (i.e., informational organ-

isms) who can create knowledge from semantic information, meaning “well-formed, 

meaningful and truthful data” (p. 31).34 Data needs to be invested with meaning in 

order to produce useful information that can be used to model the world with words, 

numbers, and figures. In Kantian terms, data are noumena while information belongs 

to the realm of the phenomena (ibid, p. 40).vii  

According to IE, not only the biosphere, but also the infosphere can be harmed/ 

damaged (and benefited/enhanced). Damage is defined as the change which de-

grades an object from its original state. Limbaugh states that “the point is not that 

the organism is worse off than it would have been, but rather that the organism is 

simply not as it should be”.43 Damaging information is bad because it lacks respect 

for the essence of informational entities.viii This is in line with a minimalist interpre-

tation of the existence requirement (i.e., informational entities exist and can therefore 

be harmed). Yet under this interpretation we could also harm inanimate objects. To 

avoid that conclusion, the existence requirement is often interpreted as an ‘aliveness 

 
vii For readability, we have used the terms ‘data’ and ‘information’ interchangeably 

throughout this paper. 
viii In IE this process is described as metaphysical entropy; the decay of information which 

constitutes an impoverishment of Being qua informational entity.13 
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requirement’ which leads to circular reasoning: the dead cannot be harmed because 

harm requires a living and sentient being. Why could someone in a persistent vege-

tative state be harmed, and not a dead person? Both individuals’ lives would have 

been “more successful if the interests they formed while alive and conscious flourish 

when they are unconscious or dead”.44 We argue therefore that a living subject is 

indeed required for being physically or psychologically hurt but that dead people can 

still be harmed. However, as harm is often associated with living persons, damage 

may be a more appropriate term for cases of harm (including privacy breaches) where 

the biocentric ‘aliveness requirement’ is not satisfied; better than Partridge’s concept 

of quasi-harm which suggests there is not really anything wrong.  

The concept of post-mortem data privacy can thus be formulated in terms of a 

moral right to be protected from damage to the “packet of information” that is the 

individual, and this right is grounded in respect for the dignity of the informational 

entity.45, 46 The European legal framework similarly regards data as inalienable pos-

sessions, and laws are based on human rights such as dignity, autonomy, and respect 

for persons.3 When someone donates their body to science, researchers have a duty 

to treat the body with respect and not to damage it more than necessary; despite the 

consent from the ante-mortem person. The same goes for a person’s data. The dead 

are informational structures just like we are, and in seeking to respect their dignity, 

the golden rule of ethics continues to apply: ‘do unto others as you would have them 

do unto you’.  

While researchers have a prima facie moral duty to respect the dignity of data sub-

jects, including after death, this does not mean that the interests of the dead are ab-

solute: they may be overridden by more pressing moral considerations. There is a 

difference between arguing that data can always be used without consent because the 

dead cannot be harmed; or that data can be used without consent in specific situa-

tions where the interests of the living override those of the dead (we advocate the 

latter).ix Deceased patients, their relatives, and the broader moral community deserve 

different levels of moral respect that need to be weighed against each other. This can 

only be done in specific situations, as competing versions of dignity may be simulta-

neously at stake: it is health data researchers’ engagement with these dilemmas itself 

that is needed for respecting patients’ dignity.48 This contextual aspect is discussed 

in Section 4 where we compare the harm from post-mortem uses of genetic data 

with other types of health-related data. 

 

 

 
ix Not asking consent for data use on the basis of a ‘rule of rescue’47 is ethically unfounded 

as one data subject does not save the life of an identifiable person.7 
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6.4 How does genetic data compare to other health data after death? 

We have argued that recognising post-mortem privacy is important for the social 

contract and that dead patients can be harmed qua informational entities, but the 

question whether the harm is more serious in genetic studies than in other health 

data research has not received scholarly attention.x This question is important be-

cause research policies and guidelines seem committed to a kind of genetic exceptional-

ism (GE). This is the belief that genetic data has an exceptional status and requires 

special protection.50, 51 GE was born in the 1990s along with the Human Genome 

Project and ideas about genetic determinism.52, 53 While the GDPR does not discrim-

inate between genetic and other health-related data, under Article 9(4) the regulation 

does allow Member States to impose further limitations specifically for genetic data.54 

In most ethics guidelines, the processing of deceased persons’ data is addressed only 

in the context of genetics, if they discuss post-mortem data research at all.12  

Regardless of technical privacy concerns about re-identification of the deceased 

participant (and possibly their relatives),xi post-mortem GE may persist because 

deeper socio-cultural ideas underlie the notion of genetic data representing some-

thing special about the dead. In what follows we critically analyse, and compare with 

other health data, two features of post-mortem genetic data that adherents of GE 

often use for their argumentation: relationality and embodiment. 

6.4.1 Relationality 

Genetic data may have implications for living blood relatives who share part of the 

deceased person’s genetic code. Relatives may not want to know about genetic find-

ings potentially affecting their own health, and disclosure may result in psychosocial 

harm.57, 58 But relationalityxii is not an exclusive feature of genetics. Medical imaging 

can also generate incidental findings relevant for family members, which may impact 

insurance eligibility and premiums, and the results of an HIV test can predict future 

health problems among sexual partners.60 With the advent of molecular biology, 

many complex diseases were claimed to be reducible to our genetic material61; ‘we 

 
x The definition of genetic data can be debated, but here we use it to mean any data derived 

from a person’s DNA sample, be it through whole genome sequencing (WGS) or a specific 
genetic test. Regarding health data, we mean any data related to health, including health de-
terminants like socio-economic status.49 

xi Genetic samples are often awarded stronger protection as the unique genetic code is 
thought to make them more identifiable and difficult to anonymize.55 But in the age of big 
data, anonymization does not suffice as a safeguard for other health data either.56 

xii Data are in a relation with the persons who create or process them,59 and ontologically, 
data are relational entities: a data-point can only exist because it differs from other data-
points.34 Here, however, relationality refers to the existence of relevant relationships between 
persons.  
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are our DNA’.62 However, most conditions are still diagnosed by physical examina-

tion rather than through genetic testing, and hereditary illness may present through 

phenotype and/or family history. Increasingly, non-genetic biomarkers are found 

that predict the risk of disease, such as the blood-based assessment of amyloid or tau 

pathology in Alzheimer’s disease.63 Even non-health data is used to make inferences 

about health.64 So, we are our information: the information encoded in DNA would 

still exist if we had not unravelled the genetic code, like a piece of music still exists 

when one plays it without sheet music.  

Still, proponents of GE argue that genetic data is different because it provides a 

reliable method to confirm parentage, and because it allows for a definitive diagnosis. 

However, shared DNA is only one aspect of parents’ relationship with children, and 

biological relations are becoming less important with the rise of modern families.65 

The second point is not necessarily true either, as genotype penetrance can differ 

widely. Some gene variants have little significance and their impact depends on med-

ical or environmental factors, such as health-related behaviour.66 Even DNA mole-

cules themselves are influenced by epi-genetic factors from the environment.67 An 

example of a definitive diagnosis without DNA is a study on familial screening after 

sudden cardiac death, where “complex genetic inheritance can limit the yield of such 

[genetic] screening” and the authors show that clinical screening (review of medical 

history, physical examination, and ECG analysis), supplemented with exercise and 

pharmacological tests, is effective to diagnose relatives of the deceased.68 Diagnosis 

was confirmed using data about the circumstances of the death. 

We also note that discussions about the relational component of data usually fo-

cus on the deceased person’s blood relatives, while both genetic and other health data 

can give rise to privacy and discrimination concerns among the broader group of 

people sharing a ‘data profile’.69-71 

6.4.2 Embodiment 

Post-mortem GE also arises from the medical view of genetic samples as parts of 

our bodies that can be ‘banked’ for material: “the human body is becoming perceived 

as a biobank or raw material consisting of genes, cells and tissues”.72 Collection of 

genetic data requires a DNA sample taken from blood or saliva, but this involves 

almost no physical risk. When collection takes places after death (e.g. from residual 

blood samples), the physical risk vanishes entirely as the deceased can no longer be 

hurt. Thus, similar to collection of observational health data, DNA collection comes 

with minimal physical risk.73  
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Genetic data are embodiedxiii in a socio-cultural sense as well. Human biological ma-

terial has always been viewed as an extension of people’s spiritual being.75 However, 

human behaviour and identity result from a combination of factors, just like our 

health, and are not determined merely by genetics.76 This is reflected in how people 

think about data privacy. Evans & Burke hypothesised that “most people would feel 

more comfortable sharing their CYP2C9 alleles with a third party than their social 

security number, previous hospitalizations, or history of testing for sexually trans-

mitted diseases”.66 Indeed, in one study 92% of respondents regarded their Social 

Security numbers as exceptionally private, while a minority of 44% thought their 

genetic test results required special protection.77 The public was similarly divided in 

another study where 52% supported GE.78 In our interviews with sudden cardiac 

arrest survivors, socio-economic data was regarded as more personal than DNA.36  

In this regard, Floridi describes people as “informational bodies”: as well as hav-

ing physical bodies, humans are living bodies whose self is constituted by information 

(cf. Marx’s organic/inorganic body, Husserl’s and Plessner’s Körper/Leib distinc-

tion).13, 45, 79, 80 Currently, the information age is blurring the distinction between an-

alogue and digital, and informational entities obtain a higher ontological status.45, 81 

For instance, artificially generated journalists and virtual social media influencers may 

hardly be distinguished from real persons.xiv The same trend is seen for the virtual 

afterlife. While Facebook profiles could already be ‘memorialized’, i.e. turned into a 

shrine to mourn someone’s passing, personal data of the deceased are now used to 

create a personalized chatbots resembling an interacting self, e.g. to be used in psycho-

therapy.82; xv Digital clones will likely become valuable also for health research, which 

is increasingly conducted in partnership with large internet companies.83 An older 

example is the 1994 Virtual Human Project (VHP) that virtualized the bodies of 

people who had donated them for research, by digitally scanning cross-sections of 

tissue with CT and MRI technology. The VHP is analogous to the Human Genome 

Project as it turned the human body into an archive or a ‘digital substance’.84  

 
xiii Embodiment is a complex term. Here, we ascribe to the phenomenological definition 

of embodiment as the bodily aspects of human subjectivity. The biological presence of one’s body is 
a precondition for their socio-cultural identity and existence, and the body is to be considered 
a subject of culture.74 

xiv Ian Urbina, “I Flirt and Tweet. Follow Me at #Socialbot”, New York Times, August 10, 
2013 [https://www.nytimes.com/2013/08/11/sunday-review/i-flirt-and-tweet-follow-me-
at-socialbot.html]; Matt Klein, “The Problematic Fakery of Lil Miquela Explained – An Ex-
ploration of Virtual Influencers and Realness”, Forbes, November 17, 2020 
[https://www.forbes.com/sites/mattklein/2020/11/17/the-problematic-fakery-of-lil-mi-
quela-explained-an-exploration-of-virtual-influencers-and-realness/] 

xv Companies are also filing patents on technology to create such ‘reincarnation bots’, 
mostly to perfect their ability to create digital clones which can be used for personalising 
advertisements for the living. The commercial interests associated with posthumous (health) 
data research are outside the scope of this article, but the concept of a ‘Digital Afterlife In-
dustry’ (DAI) has been introduced and elaborated in a paper by Öhman & Floridi.45 
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This brings us to the final aspect of embodiment used as argument for GE: the dual 

(legal) status of DNA samples as biological materials and as personal data.xvi How-

ever, neither data stored in databases nor samples stored in lab freezers are them-

selves sources of information, but they are resources from which information is 

constructed. Genetic and other medical databases can be described as “spaces of 

convergence for computing and biology”86, with data functioning as a boundary object87 

between the natural and the sociocultural. Yet this distinction between “ana-

logue/carbon-based and digital/silicon-based” is simply a feature of the Level of 

Abstraction (LoA) used. One’s physical and informational body are ontologically dif-

ferent in that they are realizations of that person at different LoA.34 Turner already 

described that the phenomenological perspective we adopt, depends on the ‘level of 

analysis’.88 One intentionally adopts a certain LoA, and questions about the nature 

of data are always teleological and tied to context: e.g. the organic aspects of genetic 

data are relevant when we discuss how to collect or store DNA samples, while the 

inorganic aspects are useful in discussions on anonymization. 

6.4.3 A plea for contextual exceptionalism 

We have seen that both genetic and other health data research can thwart the privacy 

interests of deceased patients and related living persons. Genetic information does 

not have exceptional characteristics per se, but the specific qualities of data relate to 

the context. For instance, genetic testing for hereditary cardiovascular illness is sim-

ilar to an HIV test in the sense that both can predict future health problems; but they 

are different in that HIV testing will not produce incidental findings, while the ge-

netic test will not result in stigmatisation by sexual partners. Because sensitivity of 

data is context-dependent, the idea of exceptionalism should be extended to other 

health data when the context so requires. Garrison et al. propose a notion of ‘ge-

nomic contextualism’ which highlights the importance of context and updates the 

term for the era of genomics.89 This may still give rise to specific policies for genetic 

data in certain situations, or as the authors explain: “tailored policies for genetic tests 

and information need not be predicated on a claim of global exceptionalism”.  

We concur with the general conclusion by Garrison and co-authors but feel that 

their term still seems applicable only to genomics, so we instead make a plea for 

contextual exceptionalism in post-mortem health data research.xvii Rather than thinking 

in terms of genetic/non-genetic or dead/living, researchers and oversight bodies 

ought to focus on whether the specific research project matches the expectation of 

 
xvi Some authors do not consider genetic samples to be data, as the data must first be 

extracted, whereas others believe that since the data is carried within the material, data pro-
tection rules should apply.85 

xvii This links closely to Nissenbaum’s terminology of privacy as contextual integrity,90  
but we purposely framed in a manner analogous to the term genetic exceptionalism. 
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respectful and just treatment of the data. Posthumous data should be treated by re-

searchers with exceptional care if the context requires so, which might be because 

the data are highly relational or embodied (in Section 5 we suggest a list of contextual 

factors). One example of a sensitive context is the use of data from people in indig-

enous communities. Following the legal case of the Havasupai Tribe whose DNA 

samples were used by researchers for purposes outside of the given consent,91 com-

munities have advocated for more control over (secondary uses of) their samples. 

Among such historically disadvantaged groups, there may be less willingness to par-

ticipate in genetic studies than in other types of observational health research.92 How-

ever, the idea of contextual exceptionalism may help to see that non-genetic big data 

research could have negative implications for these communities as well.93 

6.5 Post-mortem privacy in practice 

In health research with posthumous data, the ethics are complex because while such 

research concerns  potentially sensitive data, it also carries the possibility of future 

benefit for living individuals. How should benefits for the living be weighed against 

the privacy interests of the deceased and other relevant persons in practice? We re-

flect on this using the real-world case of research with ICDs and pacemakers re-

moved after death, to which we apply the findings from the previous sections. 

6.5.1 The case of research with data from implanted cardiac devices 

In the Netherlands there exist no data protection laws or guidelines specifically for 

observational research after death. Researchers are uncertain about what rules apply, 

which is illustrated with a recent case from a Dutch university hospital where cardi-

ologists had come into contact with a funeral care company that possessed a large 

number of pacemakers and implantable cardioverter defibrillators (ICDs). These had 

been removed when the deceased individuals were prepared for burial or cremation, 

and normally the devices are either destroyed or returned to the treating hospital. 

However, the personal data contained in them would be valuable for research, as one 

of the researchers said: “The patient has died and I understand that many rights are lost then. 

My hope is that I can use the data on the ICDs and pacemakers for scientific research”. The 

devices had belonged to patients from various hospitals and the researchers had no 

treatment relation with (most of) these patients during their lifetime. Would it indeed 

be acceptable, not only legally but morally, to use these data posthumously? 

This is a sensitive topic because removal of implanted cardiac devices is an inva-

sive act (removal used to be an act reserved for medical professionals but can now 
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be done by funeral directors)xviii and because the data give information about hered-

itary heart rhythm disorders which may be relevant for relatives. The data in these 

devices are relational and embodied, at least in the biological sense. However, the 

GDPR does not apply to deceased persons and the Dutch implementation law is no 

exception. National lex specialis consists of the Funeral Services Act which does not 

mention either implants or data processing, and the Medical Treatment Act which 

states that post-mortem data research may be performed without consent if the data 

are necessary for the study, which serves the public good, and if the deceased did not 

explicitly object whilst alive.94 These conditions provide a starting point for decision-

making on the ethical use of the post-mortem data for research. 

6.5.2 Reflection and recommendations 

We concur with Harbinja that post-mortem privacy should be recognised in either 

the GDPR (through an amendment that includes the dead in the definition of per-

sonal data) or national law, and that consent requirements should also apply to the 

dead.3 Moreover, we advise that all posthumous data processing for medical research 

is assessed by an institutional Research Ethics Committee (REC) or by a review body 

for observational research. This should be a case-by-case evaluation grounded in 

what we have called ‘contextual exceptionalism’ in order to propose tailored safe-

guards, rather than merely distinguish between genetic and other health data. Based 

on the (missing) information in our case, we propose the following list of contextual 

factors to be used for evaluating health research that uses personal data posthu-

mously, or for the development of ethical codes for specific research areas: 

• aims and quality of the research project (e.g. whether aims serve the public interest);  

• whether the data are required for the purpose of the study (i.e., data minimisation);  

• what safeguards are in place (e.g. ICT security, or whether data can be anonymised); 

• sharing policies and details on how the data were obtained (e.g. commercial purposes); 

• reasonable expectations of the next-of-kin (e.g. based on information provided);  

• what impact asking consent from next-of-kin would have on them and on study valid-

ity (e.g. in terms of emotional burden, or whether contact information is known);  

• the implications for next-of-kin and the broader community (i.e., relationality); 

• to what extent the data constitute the deceased person informationally (i.e., embodi-

ment) and how the dignity of the informational body is affected by this particular use;  

• wishes of the deceased person (e.g. expressed in consent for other research projects) 

 
xviii Guidelines of the national society of crematoria specify that ICDs and pacemakers 

need to be removed because of the explosion hazard when cremated and because of the en-
vironmental pollution when buried. 
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A few comments are in place. Firstly, this list is not exhaustive and more factors may 

be added after additional case studies. Secondly, some factors have a higher moral 

value than others. For instance, even if data can be anonymised without losing their 

relevance, this mitigates concerns about re-identification but it would still be morally 

wrong to use these data if patients or relatives had been told that devices would be 

destroyed. Thirdly, some questions are difficult to answer, e.g. researchers may not 

know the deceased person’s wishes. Empirical research could help: a survey study in 

the United States showed that most patients with an ICD wanted the data to be used 

for research when they die.95; xix Interview studies may provide insight in the emo-

tional burden on next-of-kin when approached for consent. Lastly, the embodiment 

criterion stresses that some, but definitely not all, data is constitutive of one’s identity. 

Less restrictive policies may be used for ‘dead’ pieces of information (e.g. a separate 

ECG recording is less sensitive than a full medical record), although this becomes 

increasingly difficult in the age of big data with increased linkage of datasets. 

What would be our advice to the researchers from the case, if we presume that 

neither the patient, whilst alive, nor the relatives received any information on post-

mortem use? Removal of the device does not itself require consent but the research-

ers’ lack of treatment relation, combined with the potential implications for living 

relatives, may create a moral duty to ask consent for data research from next-of-kin. 

However, study validity would be limited by non-responders, which in a grieving 

population may be many. Full data anonymization is not an option as researchers 

likely want linkage to the medical record. An acceptable middle ground would in-

volve a letter by the funeral director about the transfer of data to researchers, also 

explaining the disclosure policy for individual findings, which should include an opt-

out option. In the future, this information could be provided routinely by the funeral 

home. Yet the most autonomy-promoting option would be to inform the patient 

during placement of the ICD or pacemaker about post-mortem use of data for sci-

entific research – this is the recommended route by the British Cardiovascular Society 

(section 7.14).96  

It is a question for future study if consent should expire at a certain time after 

death, in order to limit the potential for undesirable future uses.37 Dynamic consent 

where data subjects are continuously updated and can change their preferences ac-

cordingly,97 is impossible after death. Alternatively, people might select their own 

“data death date” or choose a trusted person (“posthumous data guardian”) to give 

 
xix There are also initiatives from patient organisations to ask people to create a living will 

where they ask for autopsy and readout of the device after their death, in order to improve 
quality of care. Source: Heart Patients Netherlands [Hartpatiënten Nederland],  “Call: have 
your pacemaker or ICD checked after your death [Oproep: laat uw pacemaker of ICD con-
troleren na overlijden]” December 10, 2018 [https://www.hartpatienten.nl/nieuws/oproep-
laat-uw-pacemaker-icd-stent-controleren-na-overlijden/] 
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consent in their stead,98 and researchers could use AI-based tools to investigate what 

the likely preferences of the dead subject would have been.99 These ideas require 

further research in terms of acceptability, impact on research, and whether guardians 

and AI accurately predict preferences. An open question is also whether relatives can 

cancel the deceased person’s wishes, similar to families overruling organ donation 

preferences in some countries; and further study is needed on procedures for dis-

closing findings to relatives as well as on the distinction between research and diag-

nostics, which may be narrow for rare disease research with data of the deceased.100 

6.6 Concluding remarks  

We have argued that posthumous privacy violations, once carefully interpreted, are 

possible in principle and that further oversight is needed especially in the context of 

non-genetic data research. This article focused on health data obtained for specific 

clinical and observational research projects, because this is currently still the largest 

source of research data and present-day regulations fall short in this context. Some 

authors have advocated the creation of Posthumous Medical Data Donation 

(PMDD) initiatives where people can donate their entire medical records for use 

after their death.7, 8, 42 PMDD would support the public interest, but to reach its full 

potential, all relevant health data should be stored in the medical record: in emer-

gency medicine, for example, data need to be collected quickly and are often lost for 

use in research. Moreover, future research projects using PMDD sources will still 

need to take account of the contextual factors relevant to their specific use, and our 

recommendations remain applicable. This paper has shown how, in the current age 

of information, medical ethics ought to be complemented with information ethics so 

that we care not merely for the dying, but also for the dead data subject. 
 



 

 

  



 

7 | Publishing case reports of deceased patients 

One of the first portraits he painted was of Dr Gachet, who immediately felt 

great sympathy for Vincent. They spent most of their time together and became 

great friends - a friendship not ended by death, for Dr Cachet and his children 

continued to honour Vincent's memory with rare piety.  

(Jo van Gogh-Bonger, Memoir of Vincent van Gogh. Dec 1913) 

Summaryi 

Publishing a patient history or case report fulfils an important role in education and 

scientific research. However useful this may be, proper privacy protection is an  

elementary prerequisite. The main rule is that it must be nearly impossible to identify 

a patient in the presented case. If complete anonymity is not  a possibility, or if this 

is doubtful, then publication is only possible after the patient's informed consent. 

But what if such authorization is not possible after a patient’s death, or upon their 

departure to an unknown destination? We believe that it still should be possible then 

to publish patient cases, however, only if this is decided on after careful consideration 

of all interests, including those of the next-of-kin. 

7.1 Introduction 

It can be of great value within medicine to publish interesting medical case histories 

in scientific journals. The Dutch Journal of Medicine (NTvG), for example, contains 

a section "Clinical Practice" that offers authors the opportunity to highlight striking 

or rare case histories of one or more patients, for example presented as a clinical 

lesson, dilemma or new insight. The question is which rules apply to the publication 

of such case descriptions (see example in Box 7.1). Should consent always be sought 

from affected patients, and if so, what to do if they have since died or if no contact 

details are available, for example due to moving to an unknown destination? Almost 

30 years ago a discussion arose about the publication of data from the medical file of 

Theo van Gogh, who died in 1891, and of his brother, painter Vincent.1,2  

 
i This chapter was published as: Ploem MCP, Bak MAR, Linthorst GE. Casuïstiek van 

overleden patiënten: kan die zomaar gepubliceerd worden? Nederlands Tijdschrift voor Genees-
kunde. 2021;165:D5685 
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In our contribution, we discuss the rules for publication of a patient case, with special 

attention to the situation in which the person concerned can no longer give permis-

sion as a result of death or the lack of contact details. We believe this fulfils a need 

among authors of such case descriptions, but possibly also among journal editors.  

 

 

7.2 Main rules for the publication of patient cases 

The most important rules for the publication of patient cases arise from privacy leg-

islation, namely the General Data Protection Regulation (AVG) and the Medical 

Treatment Act (WGBO) in the Netherlands. What rules for publishing a deceased 

patient's case can be derived from this?  

7.2.1 Anonymization or consent 

When publishing the results of scientific research, but also when presenting a clinical 

lesson for education, it has always been the case that this is preferably done in a way 

in which the patient remains completely anonymous.3 If this principle can be met, 

the said legislation does not apply. The latter simply means that the legislation does 

not impose any further requirements on the publication of a case, such as asking for 

permission. The problem, however, is that it is becoming increasingly difficult to 

completely anonymise a case given the growing amounts of available data and tech-

nological progress. For example, when a case mentions a rare genetic variant or dis-

ease that has been diagnosed in the person concerned. It follows from the GDPR 

that a case description that does not contain directly traceable patient data, but from 

 

Box 7.1 Case 
 

  

You work as a specialist in a general hospital. During your shift, a 54-year-old man 

is admitted with a ketoacidotic disorder of a recently diagnosed diabetes mellitus 

in an already known neuroendocrine tumour. A few weeks earlier, the patient 

started treatment for his diabetes. Despite rapid intervention, ventricular fibrillation 

develops shortly after admission and the subsequent resuscitation is unsuccessful. 

In autopsy, no additional explanation for the sudden death is found in addition to 

the known neuroendocrine tumour. You therefore wonder whether the chosen di-

abetes treatment in patients with a neuroendocrine tumour can lead to such a 

serious ketoacidotic disorder and decide to write an article about this. Your pref-

erence is for a description of the patient case in question to be as detailed as pos-

sible, and you believe that this is possible if you ask the next of kin (partner and/or 

children) for permission. Is this right? 
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which a patient can be recognized through spontaneous recognition or linking of 

data, cannot usually be considered anonymous. It is only possible to speak of a 

'GDPR-proof' anonymization if it is no longer reasonably possible – that is to say 

without disproportionate use of manpower, time and resources – for someone other 

than the researcher to identify the patient from the case.  

When (full) anonymization is ultimately not an option, for example because the 

case study would lose its function in the article by omitting certain details, or when 

there is doubt as to whether the requirement of complete anonymization can be met, 

the authors must ask the patient for permission for publication of the case. This 

permission must be free and can therefore be refused without any problems, but 

does not have to be given in the form of a signature in order to be legally valid: a 

note in the medical file or a registration intended for that purpose is sufficient, as 

long as it can be demonstrated. that the person concerned has consented, when the 

journal requests this. A signature is, incidentally, the standard required by most  

scientific journals.4 The consent requirement, which applies to non-anonymous pub-

lication, remains in force after the patient's death. This follows from the medical 

confidentiality that 'reaches beyond the grave'. In other words: not publishing a case 

(completely) anonymously also means a breach of professional secrecy after the  

patient's death, for which the patient should in principle have given permission. 

7.2.2 Problem with deceased patients 

What to do now if a researcher comes up with the idea to publish about a specific 

case only after the death of the person concerned. Is it sufficient to ask the next of 

kin for permission, as the researchers in our case did? Some journals such as the 

British Medical Journal ask for the consent of next of kin, but we consider this nei-

ther sufficient nor necessary.5 Of course it is important to check how relatives view 

non-anonymous publication and whether they are aware of any wishes of the  

deceased, but from a legal point of view, at least under Dutch law, their consent 

cannot replace that of the deceased. Moreover, from a moral point of view, it may 

not be desirable in all cases to approach next of kin about this: consider, for example, 

parents who have recently lost a child. 

Does it stop there? That is to say, can an important, but not (completely) anony-

mous case of a deceased person never be published without their prior consent given 

during their lifetime, even if the person concerned died decades ago? That point of 

view is too demanding far for us. Earlier in this journal it was stated that the passage 

of time after death has a certain 'eroding' effect on the duty of confidentiality, in the 

sense that the importance of secrecy may diminish as time goes on, while other  

interests, such as scientific or educational importance of publication of special or 

exemplary case studies, gain in authority.6,7 We believe that this erosive effect of time 

only comes into effect when at least one generation has passed since the death of the 
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patient. In many countries a period of 50 or 70 years applies after death (or some-

times even 100 years in view of the increased life expectancies) in order to be able to 

speak of an 'elaborate duty of confidentiality': this corresponds respectively to the 

time periods for public access to death certificates and copyright expiration in several 

countries.8 

Our position is therefore that in special situations there must be room to deviate 

from the consent rule. A prerequisite is then that complete anonymization of the 

case is not an option and that the interests at stake in the specific case have received 

careful consideration. This statement also follows from the COPE guidelines of the 

International Commission for Publication Ethics.9 In making that assessment, we 

believe that the researcher who wishes to publish, or the body that supervises publi-

cation, should take into account at least the following factors: 

a) the period that has elapsed after the death of the person concerned  

(the longer, the better); 

b) the scientific interest served by the publication of the case in not  

completely anonymised form; 

c) the sensitivity of the data being published; 

d) any indications that the data subject would have objected to this; 

e) the wishes of the surviving family members of the person concerned,  

after being informed of the intention to publish a traceable publication. 

7.2.3 Evaluation of our case 

In the case described earlier, there is at least some doubt about whether the case can 

be published anonymously. Therefore, it should be assessed whether publication is 

acceptable on the basis of the above criteria. The course of time does not play a 

significant role in the case. Therefore, the researchers must first be able to demon-

strate that publication of the case in a possibly identifying form is necessary for the 

medical-scientific interest to be served. In this case, that interest may reside in the 

fact that an undesirable side effect of medication is suspected in a patient with a rare 

condition. In addition, if the family situation permits, the researchers will have to 

contact the partner and/or children to find out on the one hand whether the patient 

himself might have objected to publication, and on the other hand how they them-

selves view it. If the researchers come to the conclusion on the basis of the foregoing, 

possibly advised by an ethics committee, that publication of the case is acceptable, it 

is of course up to the editors of the scientific journal concerned to assess whether 

they also want to be accountable for publication.  
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7.2.4 When the patient is no longer traceable 

A more or less comparable situation arises if a researcher wishes to publish a medical 

history of a patient who can no longer be traced when consent was not granted by 

this person at the time. In our opinion, also in these circumstances, publication of a 

case that is not (completely) anonymised should not be entirely excluded in advance. 

At the same time, in this context one should expect an even stricter assessment 

against the above criteria. In addition, it must be established that the investigator 

made reasonable efforts to determine the patient's whereabouts. 

7.3 Conclusion  

Researchers who want to publish a patient's case after the death of the patient, are 

faced with a problem when the scientific or educational value of the case description 

would be lost if the case is to be fully anonymised. After all, it is no longer possible 

to request permission from the data subject, as required by professional secrecy. This 

also applies when the patient is no longer traceable. However, the fact that it is no 

longer possible to ask for permission does not necessarily mean that the road to non-

anonymous publication is hermetically closed. Provided that a decision to do so by a 

researcher and approval of this by a journal editorial team has followed a careful 

consideration of all the interests at stake (including those of the next of kin) in the 

specific case, we believe there should be some room for publication. Because such 

considerations will not be easy, it is worth considering asking an ethics committee 

for advice in this regard. 
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Applications in life-saving cardiac technology 



 

  



 

8| Resuscitation with an AED: putting the data to use  

Helping people should be nothing special, he thought.  

It should be like eating – just something that he did in the course of his life. 

(Larissa MacFarquhar, Strangers Drowning. 2015; p. 220) 

Summaryi 

The increased use of the automated external defibrillator (AED) contributes to the 

rising survival rate after sudden cardiac arrest in the Netherlands. When used, the 

AED records the unconscious person's medical data (heart rhythm and information 

about cardiopulmonary resuscitation) which may be important for further diagnosis 

and treatment. In practice, ethical and legal questions arise about what can and 

should be done with these “AED data”. In this article, the authors advocate the  

development of national guidelines on the handling of AED data. These guidelines 

should serve two purposes: (1) to safeguard that data are handled carefully in accord-

ance with data protection principles and the rules of medical confidentiality; and (2) 

to ensure nationwide availability of data for care of patients who survive resuscita-

tion, as well as for quality monitoring of this care and for related scientific research. 

Given the medical-ethical duties of beneficence and fairness, existing (sometimes 

lifesaving) information about AED use ought to be made available to clinicians and 

researchers on a structural basis. Creating a national AED-data infrastructure, how-

ever, requires overcoming practical and organisational barriers. In addition, further 

legal study is warranted. 

8.1 Introduction 

Every year, 15,000–16,000 people in the Netherlands are affected by sudden cardiac 

arrest outside the hospital, with an average survival rate of 23%.1 This is high com-

pared with the rate in other countries, due in part to the increased deployment of the 

automated external defibrillator (AED) since its introduction nearly 20 years ago. 

Nowadays, an AED is connected in more than half of all resuscitations in the Neth-

 
i This chapter was published as: Bak MAR, Blom MT, Koster RW, MC Ploem. Resusci-

tation with an AED: putting the data to use. Netherlands Heart Journal. 2020; 29:179-185. 
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erlands. For patients with a cardiac arrest and a ‘shockable’ rhythm (ventricular fi-

brillation or ventricular tachycardia), rapid defibrillation is crucial. In the period of 

2006–2014, the increased use of an AED in this group of patients was associated 

with an increase in the survival rate from 32.4% to 49.5%.2 Of the surviving  

patients, 56% received initial defibrillation with an AED.3 

An AED can be deployed by so-called ‘first responders’ (police and fire brigade) 

after notification by ambulance care dispatch centre. In the Netherlands, AEDs can 

also be operated by bystanders witnessing the cardiac arrest, since this is no longer 

an act reserved by law for healthcare professionals.4 In addition, ‘citizen responders’, 

who have completed a course on cardiopulmonary resuscitation (CPR), can be paged 

by the dispatch centre through text message or smartphone app notification as part 

of a national resuscitation alert system (HartslagNu).5 These citizen  

responders often collect a public AED while making their way to the patient. 

When using an AED, the device registers the unconscious person’s heart rhythm, 

as well as information about the delivery of one or more defibrillation shocks and 

about the resuscitation procedures, i.e. chest compressions and ventilations (Fig. 8- 

1). In this point of view article, we consider the healthcare goals for which data  

recorded by an AED are of vital importance and the legal framework that applies to 

such data. We argue that these data are currently underutilised and conclude by giving 

suggestions on how wider availability of AED data can be achieved. 

Figure 8-1. Example of the start of an AED registration. At timepoint A, the electrodes of the AED 

are connected and the rhythm analysis starts. At timepoint B (9 s later), the AED has determined that there 

is a "shockable" heart rhythm and charges itself. At timepoint C, the rescuer delivers a shock 7 s after the 

AED instructed it to do so. The heart rhythm has returned to normal immediately. At timepoint D (8 s later), 

chest compressions are started at a speed of approximately 105 per minute, indicated by the green line. 

Three important conclusions can be drawn from this registration: (1) the cause of the patient's unconscious-

ness was ventricular fibrillation; (2) the first shock was successful; and (3) the (non-medically trained) civilian 

care provider has acted quickly and adequately in full accordance with the guidelines. 
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8.2 Clinical value of AED data  

8.2.1 Good and continuous care 

When the ambulance staff take over CPR from first responders or citizens, they 

check the patient’s heart rhythm. Absence of a shockable rhythm may suggest that 

earlier defibrillation (by the AED) has been successful—sometimes the patient has 

even regained consciousness. The AED, however, does not display what happened 

before the ambulance personnel were on site and obtaining the electrocardiography 

(ECG) records from the AED requires a complicated read-out procedure. Recent 

research has shown that in 11–13% of cases of out-of-hospital cardiac arrest, the 

shockable rhythm can only be seen on the AED’s ECG record, and that adequate 

transfer of this critical information, first to the ambulance staff and then to the  

hospital, is not always accomplished.6 

If treating physicians are not aware that the patient was defibrillated with an AED 

to treat ventricular fibrillation, the cause of the collapse may not be recognised as 

cardiac arrest. If an AED/ECG record is absent, the patient may not receive the 

appropriate treatment, such as an implantable cardioverter-defibrillator, and thus  

remain at risk of a new cardiac arrest. Even when it is known that the AED delivered 

a shock, using this information as a proxy for ventricular fibrillation can result in 

treatment errors.7 Therefore, AED/ECG records should always be analysed to allow 

for correct clinical decision-making. 

Even though these data are necessary to provide good and continuous care of 

patients who survive a cardiac arrest, to date, systematic collection and storage of 

data generated by an AED is lacking. The only exception is the Dutch province of 

North Holland, in which AED/ECG records are routinely read out and stored. 

However, the primary objective here is not patient care, but scientific research. As 

such, a valuable registry, known as the AmsteRdam REsuscitation STudies 

(ARREST; see Box 8.1), has been created. While it is not the main purpose of the 

ARREST Research Group, its employees regularly—and often unsolicited—contact 

the treating physician to give information about the initial rhythm registered by the 

AED, in order to potentially benefit the patient’s diagnosis and treatment.  

It is unfortunate that information about defibrillation with an AED only becomes 

available in the framework of ARREST. This facility does not offer a sustainable 

solution due to its limited resources and its focus on only a few regions and on sci-

entific research instead of care provision (and evaluation thereof). Only inhabitants 

of the study regions in North Holland can benefit from the transfer of AED data to 

their treating physician. This ‘non-use’ of AED data can be questioned in light of 

important medical ethical values such as beneficence and fairness, i.e. providing good 

and equal care of all patients experiencing a cardiac arrest.8  
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Data collection is challenging and costly, however, with ARREST employees physi-

cally traveling to the AED location (when known) to collect the ECG record. Greater 

availability requires overcoming logistical barriers to the registration of privately 

owned AEDs and to subsequent data extraction, which is generally not automated 

nor standardised for different types of defibrillators.9 

8.2.2 Quality assessment and scientific research 

Data collected by AEDs can also be used to evaluate the CPR quality, from an epi-

demiological perspective or at the individual level, e.g. when providing feedback to 

first responders. ARREST researchers have experienced that oral feedback (‘You 

have done well’) is often insufficient and that there is generally a desire for further 

evaluation through access to data on the resuscitation procedures. Of note, negative 

feedback (e.g. incorrect rate of chest compressions) is usually given to the CPR  

instructors in general terms rather than to individual responders. In addition to qual-

ity monitoring, knowledge of the initial rhythm stored in the AED is required for 

scientific research that—similar to ARREST—aims to investigate the causes of  

cardiac arrest or to improve defibrillator performance. Still, researchers should  

remain mindful of potential individual and group-level harms associated with the use 

of data from this vulnerable patient group, as we have previously described.10 

8.3 Data protection considerations 

In our opinion, it is beyond dispute that ‘AED data’ are important for both care and 

research. However, making the data available for these purposes requires implement-

ing privacy safeguards to recognise and to support the patient’s autonomy. Moreover,  

 

Box 8.1 The ARREST study 
 

  

The AmsteRdam REsuscitation STudies (ARREST) have been carried out by the 

Department of Cardiology at the Academic Medical Center in Amsterdam, the 

Netherlands since 1995, in collaboration with emergency medical services in the 

Dutch province of North Holland. To gain insight into the causes of and the survival 

after cardiac arrest, automated external defibrillator (AED) data are read out (on 

location, by means of special software), and information is collected from patients 

about hospital treatments, medical history, medication use and hereditary disor-

ders. The use of AED data for ARREST requires the patient’s consent once he or 

she has recovered sufficiently. Still, it is important to collect the data quickly since 

the electrocardiogram may otherwise be overwritten. 
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healthcare providers and first responders also have an interest in protection of AED 

data as they may provide information about the quality of their resuscitation efforts. 

As such, the processing of AED data (i.e. viewing, using, sharing, et cetera) is regu-

lated by data protection laws, as outlined in Box 8.2. 

 Despite the existence of a general legal framework covering the protection of 

medical data and highlighting the obligation to keep records of relevant data, clear 

rules regarding the access to AED data are lacking. For instance, are citizen respond-

ers allowed to view this personal information for quality monitoring purposes? While 

their efforts are invaluable to those in need, they are usually not a doctor or other 

 

Box 8.2 Data protection legislation in the Netherlands 
 

  

General Data Protection Regulation 

Relevant legislation primarily concerns the General Data Protection Regulation 

(GDPR) of the European Union, which entered into force in 2018, and the (na-

tional) GDPR Implementation Act. From the GDPR it follows that individuals whose 

data are processed, have rights, such as the right to information and the right to 

access their data (including information about who has accessed the data). Those 

who process the automated external defibrillator (AED) data, have duties, such as 

providing information about data processing, performing a data protection impact 

assessment (an investigation to assess privacy risks), taking appropriate security 

measures and reporting data breaches. A complicating factor in the context of 

resuscitation is the unconscious patient’s inability to exercise his or her own rights 

at the time and their dependence on a representative. Moreover, the GDPR does 

not provide protection for deceased individuals (recital 27, preamble GDPR). 

Medical Treatment Act 

If  AED data are collected within a professional/patient relationship (for example, 

when an ambulance employee or general practitioner uses the AED) or are viewed 

in the context of healthcare evaluation, the Dutch Medical Treatment Act (Wet op 

de geneeskundige behandelingsovereenkomst) applies. From the record and  

retention obligation (Article 7:454 of the Dutch Civil Code) in the Act it follows that 

the professional care provider keeps a record of all health data that are deemed 

necessary for good care, for 20 years or as long as needed. From the medical 

professional secrecy (Article 7:457 Dutch Civil Code) it follows that, besides the 

patient, access to data is limited to care providers who need it to perform their 

duties or evaluate the quality of their actions, and to relatives who represent the 

interests of their incapacitated family member. The Medical Treatment Act does 

not directly apply to the deceased, but offers scope for research with data from 

deceased patients without their prior consent (Article 7:458 Dutch Civil Code). 
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professional bound by medical secrecy as specified in the Medical Treatment Act. 

The General Data Protection Regulation (GDPR) may not suffice to protect the  

patient’s data either, as this does not apply to ‘anonymous’ information—this means 

one cannot uncover the resuscitated person’s identity without disproportionate  

deployment of manpower and resources. Neither does it apply to information about 

deceased individuals. 

Currently, it is unclear who is responsible for keeping the AED data secure and 

for performing a data protection impact assessment. There is a lack of oversight, for 

instance, when owners of an AED buy the software needed to extract these data 

themselves or when the judiciary takes an interest in the data in relation to a criminal 

case. How are data protected from these third parties who are not covered by medical 

secrecy, especially when the patient is deceased and the GDPR does not apply either? 

What could be the effect if public trust in resuscitation care decreases as a result of 

missing data protection safeguards?  
  

Figure 8-2. Flow chart of ARREST researchers’ practices of sharing data collected from an 

automated external defibrillator (AED), such as the AED with ECG, with third parties. 
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In addition, it remains difficult to assess under which conditions personal data may 

be used for scientific research (e.g. consent requirements11), making some AED own-

ers hesitant towards sharing data with researchers without patient consent. (Obtain-

ing consent prior to collection would be highly impractical given the time-sensitive 

nature of the data, which will be deleted when the AED is used again.) Both 

healthcare evaluation and medical research suffer when these data are not sufficiently 

available because this leads to distorted figures and less representative results. 

Therefore, there is a need for further legal research on the rules concerning data 

processing in the context of AED data. In the meantime, we believe that the 

flowchart used by the ARREST researchers to indicate whether data may be shared, 

can serve as a good starting point for practice (Fig. 8-2). 

8.4 Conclusion 

We conclude that information from the AED is important for patient care, quality 

assessment and scientific research, and that it ought to be made available for these 

purposes on a structural basis, given the duties of beneficence and fairness. Collab-

oration of experts from different fields is essential to overcome logistical, ethical and 

juridical obstacles and to finally create a national infrastructure for collecting and 

storing AED data. This AED databank should ideally be linked to a nationwide  

sudden cardiac arrest registry, the creation of which is being explored by a working 

group with various stakeholders from the field of emergency medicine, to support 

quality measurement and research using routinely collected information (such as data 

from claims12 and other clinical sources). 

This requires, first and foremost, a national policy in which the (sometimes life-

saving) AED/ECG record is integrated into the electronic patient record. Preferably, 

this is not regulated by a lengthy process of formal legislation, but by a ministerial 

decision and self-regulation. A national registration system could also include an op-

tion for feedback on CPR quality. We believe that such feedback should not only be 

possible within the legal framework, it is also inextricably connected to the perceived 

social responsibility of effectively using an AED when someone is in medical need. 
 



 

 

 

 



 

9 | Ethics of modeling and simulation in public 

health: the case of the AED 

In whatever sense health is a natural good, its distribution is to a large extent 

socially determined, as is the aggregate level of health in a population. 

(Norman Daniels, Just Health. 2007; p. 13) 

Summaryi 

The field of public health increasingly utilises computational models. In this context, 

computer scientists are confronted with moral dilemmas like those around modeling 

the distribution of scarce resources. However, there is a lack of research on the eth-

ical implications of computer modeling and simulation (M&S). In this paper I aim to 

show that taking a transdisciplinary ethical perspective is useful when analysing these 

implications. The practice of modeling geospatial distribution of automated external 

defibrillators (AEDs) for sudden cardiac arrest treatment is used as a case study. It is 

shown that there exists no consensus on what theory of justice should underlie 

choices in computer modeling and simulation of public health resources, and that 

professionals struggle with building equity considerations into their models. The  

example highlights new ethical consequences arising at the nexus of public health 

and M&S. Computer models and simulations are not morally neutral, but have the 

effect of making those involved in their creation more responsible for making just 

choices. For some moral dilemmas, such as those related to distributive justice, there 

may be no correct solution that can be readily modelled. Promoting professional  

responsibility through a code of ethics will not help prescribe a right course of action 

in these situations. I suggest therefore that procedural justice and deliberation with a 

range of stakeholders is needed to take ethics into account “by design” when devel-

oping computer models and simulations for public health policy. Future research 

should reflect on the content and practical procedures for these deliberations.  

 
i This chapter was published as: Bak MAR. Computing Fairness: Ethics of Modeling and 

Simulation in Public Health. Simulation. 2020;1-9 (Special Issue on Ethics). 
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9.1 Introduction 

Computer modeling and simulation (M&S) has been called the third paradigm in re-

search.1 It came into existence after theory and experiment but before the advent of big 

data. As a new scientific paradigm, computer M&S has implications for how we see 

the world and for the nature of scientific knowledge, i.e. for the philosophical areas  

respectively known as ontology and epistemology. In the past decades, authors have 

studied these philosophical meanings of computer models and simulations.2-5 How-

ever, as Durán notes in his overview chapter on the ethics of computer simulations, 

there is a striking lack of research about the social and ethical implications.3 

The necessary role for ethical reflection is apparent from the definition of com-

puter simulations provided by Frigg & Reiss.6 They state that in a narrow sense, sim-

ulation can refer to the use of computers to solve problems that cannot be solved 

with traditional analytical methods, and in a broader sense, to the process of “con-

structing, using and justifying” these computational models. Justification of these 

models is needed not just in epistemic terms, but also from an ethics perspective. 

The foundations for the wider field of computer ethics (or ‘information and com-

puter ethics’) are being built,7 but only a handful of philosophers have studied the 

ethical implications of computer M&S specifically.8-12 Sceptics might reject the view 

that the ethics of M&S comprises a topic in itself and rather see it as a sub-discipline 

of computer ethics or professional ethics more generally. Nonetheless, there may be 

ethical concerns that arise exclusively from the use of computer models and simula-

tions.3,13 

Especially in healthcare, such ethical concerns are poignant because they can have 

direct implications for human health.14 An increasing number of computer models 

and simulations are developed for the efficient design of healthcare systems.16 How-

ever, the use of computer models in the field of public health (which focuses on 

populations rather than individuals) means that M&S professionals need to deal with 

inherent concerns about social justice.17,18 An example of a classic moral dilemma in 

public health planning involves the trade-off between maximising healthcare effi-

ciency versus providing people with equal access to care. For instance, locating an 

HIV/AIDS clinic in a city might save more lives than placing it in a rural area, but 

would create unequal chances for people to benefit from this clinic.18 Similar distrib-

utive justice dilemmas are encountered by M&S professionals in various (public 

health) contexts, e.g. when aiming to optimise spatial allocation of resources like hu-

manitarian aid,19 primary schools,20 general hospitals,21 or urban green spaces.22 To 

illustrate the dilemma, I will use the example of spatial modeling of Automated Ex-

ternal Defibrillator (AED) placement for emergency treatment of sudden cardiac ar-

rest (SCA). This example, described later in this paper, is taken from experience 

working within an SCA research consortium. 
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In this article, I reflect on the case of AED placement modeling by using insights 

from the developing fields of public health ethics and information and computer 

ethics.7,17 I aim to show that new ethical consequences arise at the nexus of public 

health and computer modeling and simulation, and that taking a transdisciplinary 

perspective is useful when analysing these consequences. The structure of this paper 

is as follows: in Section 9.2, the case of AED distribution is described. I show that 

there is no consensus on what theory of justice should underlie choices in computer 

modeling and simulation of AED placement and that professionals struggle with 

how to build equity considerations into their models. In Section 9.3, new ethical con-

cerns are discussed that result from the use of M&S for public health planning. Com-

puter models and simulations are not morally neutral, but have the effect of making 

those involved in their creation more responsible for making just choices. Section 

9.4 reflects on approaches used to address ethical concerns, including codes of con-

duct. I suggest that theoretical concerns need to be taken into account “by design” 

when developing computer models and simulations for public health policy and that 

this requires procedural justice and deliberation when dealing with resource con-

straints. In Section 9.5 some concluding remarks are made. 

Of note is that additional justice concerns might arise in our case, namely those 

related to the data from SCA victims that is used as input for constructing models. 

The use of these data may exacerbate existing social justice concerns, because: (1) 

problems with data quality might lead to inappropriate disadvantages for certain 

groups when biased models are built on factually wrong assumptions; and (2) chal-

lenges in safeguarding privacy of patients can give rise to fairness concerns when per-

sonal data are differentially secured across institutions or jurisdictions, or when data 

breaches lead to discrimination.23-27 However, data quality and privacy concerns are 

not specific to M&S and in this article I focus on ethical consequences that are in-

herent to the design of the computer models.  

9.2 Modeling distribution of public health resources: the case of AED 

placement 

Sudden cardiac arrest (SCA) is a medical condition in which the heart stops func-

tioning acutely. This leads to death within minutes if left untreated. Global average 

survival in 2010 was only 7%, and around 20% of all natural deaths in Europe are 

due to SCA.28 Often the event is caused by cardiac arrhythmias (irregular heart beat) 

and in those cases, the patient’s life can be saved by defibrillation, which is the appli-

cation of an electric shock to restore the normal heart rhythm.  

An AED is a portable medical device that can diagnose cardiac arrhythmia and 

resuscitate the patient by delivering the electric shock. When placed in public areas, 

AEDs may also be referred to as public access defibrillators (PAD). These devices 
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employ visual and audio commands easily understandable for laypersons, who in 

most jurisdictions do not require specific training to operate an AED. Increasingly, 

public health organizations around the world are creating smartphone applications 

that alert ‘citizen responders’ of a nearby cardiac arrest and guide them to the location 

of the AED closest to the victim. In countries that have AEDs, these are generally 

placed in public spaces (e.g. schools, shopping malls, airports) and often funded 

through subsidies from governments or charities.29 In the Netherlands, for instance, 

the Heart Foundation provides a discount for communities when they purchase a 

‘neighbourhood AED’.  

In recent years, many researchers in the field of Operations Research and Man-

agement Science (OR/MS) have used modeling and simulation to study planning of 

Emergency Medical Services (EMS). The increased interest in EMS is fuelled by the 

increasing availability of EMS data and the push toward increased efficiency in 

healthcare, including emergency services.24 Newer is the specific topic of simulating 

and modeling AED placement, on which less research has been conducted.29-33 Pub-

licly funded AEDs are often placed without knowledge of the SCA incidence in the 

area, leading to ineffective spatial distribution.31,34 Thus, the “lack of data-driven 

guidance in choosing AED locations” may lead to low usage of AEDs and creates 

non-optimal survival chances among SCA victims.35 The issue of AED placement is 

timely because at the moment, many countries do not systematically register AEDs, 

and policy-makers may look for guidance when developing new policies around reg-

istration and (re-)location of these devices.29 

Although not used in practice yet, computational models and simulations could 

provide such guidance. These models can be either descriptive or normative, i.e. they 

respectively aim to simulate or optimise AED placement (although combinations of 

these strategies are often used). Of interest here are mainly the optimisation models, 

i.e. models that maximise an objective function based on a set of constraints, since 

these are based on normative considerations and imply a need to choose among dif-

ferent ethical values. Nonetheless, these AED models often also make ‘light’ use of 

simulation, e.g. when historical cardiac arrest cases do not follow normal distribution 

and simulation is needed as a first step and basis for the optimization model. Here, 

a comment on terminology is in order. While I refer to modeling and simulation 

(M&S) in the same breath, naturally these are distinct methods. However, because 

the division is not always sharp, and because the general issues discussed in this paper 

will also – perhaps to a lesser extent – apply to moral dilemmas encountered in other 

types of M&S, I do not distinguish between different kinds of M&S in the remainder 

of this article. In the following sections, I will reflect on the need for M&S profes-

sionals to choose among moral values, by describing how efficiency and equity come 

into conflict in the AED example (9.2.1) and by briefly reflecting on what equity 

means from a public health ethics perspective (9.2.2). 
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9.2.1 The dilemma: maximising survival versus ensuring equity  

When a person is struck by sudden cardiac arrest, there is an expectation of quick 

EMS response. This response can include the use by citizen responders or bystanders 

of AEDs to treat victims with cardiac arrhythmia. A linear relation exists between 

response time and survival, making quick action a priority. Intuitively, this response 

should not only be fast but response time should be approximately equal for every-

one. The population is generally considered to be covered when an AED is available 

within 100 meters of each cardiac arrest.36 However, when dealing with budget con-

straints (in the Netherlands, for instance, one AED costs between 1,000-3,000 EUR 

depending on type), it is practically impossible to have a sufficient number of devices 

and satisfy both requirements of efficiency and equity.  

Data-driven planning of AED placement may help to realise efficiency by pro-

moting better overall health outcomes among SCA victims. Efficiency in AED plan-

ning prescribes that the number of survivors is maximised, which is often expressed 

in terms of coverage of the model. In a study where an optimisation model of AED 

relocation in an urban area (in this case, Toronto) was built, optimised placement 

was estimated to save an additional 10 lives annually, and was calculated to be cost-

effective.29 In this scenario, AEDs would be concentrated in downtown areas where 

population rates are higher. Indeed, access to care for SCA victims generally differs 

across areas given the lower number of AEDs in less-populated (rural) areas and the 

longer response times in those parts.32,37 Thus, coverage-based models of AED 

placement may lead to inequitable solutions given the preference for urban and 

densely populated areas, and we see a trade-off between efficiency (maximising over-

all survival among SCA victims) and equity (providing equal access to AEDs). Rec-

ognising this trade-off, scientists struggle to create ‘fair’ models:  “As there is no 

agreement about what equity should entail for a particular system, it is difficult to 

include fairness considerations during the planning of the system. In addition, several 

groups of stakeholders will usually have different objectives, and improving a single 

perspective can lead to bad solutions from other’s points of view.”38 

The consensus in the literature about how to include equity in AED location 

optimisation (and more generally in EMS planning) is that there is no consensus. 

Researchers in this field have commented that there seems to be no universally  

accepted method to address the trade-off between efficiency and equity, no common 

fairness criterion.39,40  

9.2.2 What are ‘fair’ model considerations? 

The dilemma can be broadly construed as a disagreement between utilitarian (i.e., 

maximising ‘the good’) and egalitarian (i.e., promoting equality) perspectives on dis-

tributive justice. Full-blown utilitarianism is not considered ethical by many people, 
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and generally an egalitarian ‘constraint’ is built in when allocating resources. Contem-

porary theories of distributive justice are generally grounded in the idea of equality 

of opportunity, as made famous by philosopher John Rawls in his theory of justice.41 

Extending Rawls’s egalitarian theory to the sphere of healthcare, Norman Daniels 

argues that in a just society, resources should be distributed in such a way that the 

health of individuals is promoted, given the “special moral importance” of health for 

protecting opportunity.42,43 According to Daniels, health inequalities are  

unjust when they stem from unjust distribution of the determinants of health, which 

includes distribution of medical devices such as the AED.  

A full discussion of theories of justice (for another influential theory, see Nuss-

baum44) is beyond the scope of this paper, but it should be noted that different the-

ories can lead to different conceptions of equity, making it a complex concept. The 

World Health Organization defines equity as “the absence of unfair and avoidable or 

remediable differences in health among population groups defined socially, econom-

ically, demographically, or geographically”.45 The term equity may also refer to equal 

access to care. However, when equity is interpreted as supporting equal access, this 

has a not-so-equal implication for our case. Namely, a policy providing equal access 

to AEDs would ascribe different values to a life saved in densely versus scarcely 

populated areas. A German modeling study has shown that implementing uniform 

EMS response times would imply valuing lives saved in non-urban areas up to 2.6 

times higher than in urban areas.46 In another (hypothetical) situation, no one is pro-

vided with access to an AED which leads to an equitable but highly undesirable sit-

uation. This shows that the system’s equity is not related to the system’s efficiency 

or effectiveness, and that the latter is also of moral importance.  

Another point is that, in order to evaluate the equity of a certain optimisation 

approach, contextual factors need to be taken into account.47 These can be popula-

tion-based factors (e.g. by adjusting for SCA determinants such as age or socio-eco-

nomic status) or system-based factors (e.g. the availability of lay/citizen  

responder apps like PulsePoint).29 Moreover, the consequences of a delay in AED 

treatment should ideally be taken into account, since the response time is positively 

correlated with brain injury and thus affects quality of life.30  

9.3 Ethical implications of computer models and simulations 

The issues discussed so far resemble a classic distributive justice problem in 

healthcare. What then, from an ethics perspective, is special about the use of com-

puter M&S for public health? Is it not merely a neutral tool, like other scientific 

methods, that is applied to a field in which justice concerns exist anyway? In my view, 

that is not the case. Building on the AED case and on scholarship in the philosophy 

of technology, I will argue that computer M&S is not a morally neutral enterprise. 
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Instead, computer models and simulations have built-in moral consequences that put the 

aforementioned fairness concerns in a new light (9.3.1). In the next sections, two 

consequences are highlighted. On the one hand, the use of M&S in public health 

prompts the programmer to make moral decisions and to reflect on relevant contex-

tual factors (9.3.2). On the other hand, it makes justice concerns less visible by situ-

ating ethical decision-making in the ‘opaque’ realm of computer science (9.3.3).  

9.3.1 Computational models are not morally neutral 

To show that computer models are not morally neutral, let us first consider a simple 

example: the use of scissors. As a tool, household (‘all purpose’) scissors may be used 

for a variety of aims, such as to cut out paper or fabric patterns, to open plastic 

packaging, to curl ribbon for gift wrapping, or to physically hurt someone. The spe-

cific use determines the ethicality of the action. While cutting another person with 

scissors is not ethically appropriate, this would also be the case when any other sharp 

tool is used. However, it is not just about use. Technological artefacts can also have 

ethical consequences built in to them, which manifest in a wide range of uses.48-50 

Due to the overlapping blades, scissors are not symmetrical and most pairs are de-

signed for use with the right hand. While left-handed scissors exist, these are less 

readily available. Thus, by their design, scissors may disadvantage left-handed people, 

which can have serious consequences. Research has shown that due to a lack of  

access to left-handed instruments during medical training, left-handed surgeons are 

more prone to needle stick injuries and have difficulty handling certain instruments 

during surgery.51 One in ten surveyed surgeons even said they would not want to be 

operated on by a left-handed surgeon themselves.  

Like scissors, computer models and simulations have built-in consequences. As 

a new scientific paradigm, M&S creates solutions for problems that cannot be solved 

with traditional methods.6 This is also the case when used in public health planning. 

Consider the idea of moving around AEDs to test every possible configuration of 

their distribution within a geographical region: this is simply not feasible (and prob-

ably not desirable). Calculating optimal distribution without a computer is also quite 

an impractical task. Because of their adaptability, speed and accuracy, computer M&S 

turns intractable problems into tractable ones.2 This creates new practical possibili-

ties and with it, new ethical implications. In the next sections, two built-in conse-

quences of M&S are identified using concepts from computer ethics. 

9.3.2 Enhancing human agency 

By allowing us to simulate reality and inform public health planning, computational 

models can help improve human wellbeing. Building computer models, however, 

implies the need to make design choices. In the case of AED distribution, some of these 
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choices take the form of a moral dilemma. Martha Nussbaum (p. 1007) characterizes 

moral dilemmas as difficult situations in which “all the possible answers to the obvi-

ous question, including the best one, are bad, involving serious moral wrongdoing”.52 

However hard M&S professionals look for a solution to the dilemma of maximising 

survival versus providing equal AED access, there may be no right answer. Not 

choosing is not an option, however, because values like equity or efficiency are nec-

essarily “embedded” by design as model considerations, whether this is done  

intentionally or not.48 It should be noted that visualisation may help bring out these 

embedded values, although the extent to which this happens would depend on 

whether the simulation accurately represents reality.9,12 When I saw geographical dis-

tribution of AEDs visually represented on a screen, it was easier for me to grasp the 

equity concerns embedded in specific configurations that clustered all AEDs in city 

centres.  

Because they prompt M&S professionals to notice and choose between compet-

ing values, computer models and simulations give a more central place to human 

agency. Computer scientists make choices and enact these on the world, especially 

when using models to improve the world. We may now know with a high degree of 

confidence how many lives would be saved in specific resource allocations, e.g. cer-

tain AED spatial distributions. Having such knowledge means that computer M&S 

gives us options and the effect of chance (or what philosophers call ‘moral luck’) is 

reduced. In that sense, it changes M&S professionals’ relation to responsibility: it 

makes them more responsible for the outcomes. In this regard, Luciano Floridi (p. 

7) has stated that “ICTs are making humanity increasingly responsible, morally 

speaking, for the way the world is, will and should be”.7  

9.3.3 Creating moral opacity 

While in the previous section it was argued that computer models and simulations 

are making programmers more responsible for design choices, one could say contra-

riwise that technology reduces agency because it shifts the focus to technological 

artefacts and “pushes humans away” from sciences.53 Philip Brey has proposed the 

term moral opacity to describe the obscuring of ethical problems by operations and 

technological systems that are “very complex and difficult to understand for layper-

sons and that are often hidden from view for the average user” (p. 51).48  

Outsiders such as ethicists and public health professionals may not have enough 

insight in complex computer models to grasp the way in which values are embedded 

(although proper visualisation may help, as discussed above). Computer scientists, 

on the other hand, may not understand that their models raise ethical questions or 

what these questions are. This lack of clarity about ethical issues does not mean that 

people involved in M&S lack responsibility, given that the models remain based on 
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human input and choices (although algorithmic decision-making and machine learn-

ing are gradually changing the scope of human control). It does mean that we need 

to think about exactly which agent is responsible for promoting fairness in public 

health modeling and about what that entails in practice. 

9.4 How to compute fairness?  

We have seen that the use of computer models and simulations increases responsi-

bility for making moral choices in public health (in our case: ensuring just spatial 

distribution of AEDs), even though these choices may be hidden from view and not 

recognised as such. This responsibility is often placed in the hands of M&S profes-

sionals, who struggle with how to ‘model’ ethics considerations especially when these 

involve moral dilemmas.54 As a result, for studies related to modeling the distribution 

of public resources, “very often it seems that computational tractability becomes a given 

reason for selecting a particular equity criterion” (p. 419, emphasis added).40 This 

amounts to injustice because public health resources should not be distributed based 

on technological principles like algorithm speed, but rather on the basis of medically 

relevant principles, whether this is saving lives or providing equal access to care.55 

The technical challenge of how to program fairness, needs to be preceded by agree-

ment about what is the right weighing of moral values like efficiency and equity. In 

what follows, some ideas are sketched on how to address fairness concerns in com-

puter M&S for public health planning. I suggest that scientists who build computer 

models should be trained to recognise ethical issues but that this pedagogical ap-

proach has limits (9.4.1) and that when they are faced with a moral dilemma, proce-

dural justice requires deliberation with other stakeholders (9.4.2). 

9.4.1 Values and virtues 

I have argued that computer models and simulations are making computer scientists 

increasingly responsible for moral choices in public health. As such, these profes-

sionals are involved in the constructing, or design, of the world.7 Computer scientists 

can be characterised as “choice architects” who embed certain values when they de-

sign models.48,56 When discussing moral dilemmas related to resource allocation, 

Nussbaum (p. 1036, emphasis added) states that “we will be spurred to use our imag-

inations, thinking how we might construct a world in which such conflicts do not 

confront citizens, or confront them as rarely as possible”.52 Using this imagination 

requires humanity to think about alternatives and find creative ways in which tech-

nology can help address moral concerns.56 For instance, what would happen to moral 

dilemmas in spatial modeling of AED distribution when we imagine that AED-

carrying drones become the standard? Noting the increased responsibility of com-

puter scientists as choice architects prompts the question (from the philosophical 
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area of ‘virtue ethics’) about their role in the design of the world and about the kinds 

of persons these professionals should be. Is there a need to cultivate virtuous pro-

grammers to address moral dilemmas in M&S and public health?    

Indeed several authors have proposed that, because designers of computer mod-

els and simulations have the responsibility to reflect on values, a professional code 

of ethics is needed.8,10,57 Such a collection of values, principles and guidelines, has 

been created by the Society for Modeling & Simulation International (SCS) in their 

‘Simulationist code of ethics’. Under the heading of professional competence, this 

code states that ethical conduct requires providing full disclosure of system  

design assumptions and being explicit about the conditions of applicability of specific 

models (in prescriptions 2.5 and 2.6). In this way, a code of conduct would be useful 

to sensitize professionals to the fact that M&S has ethical consequences, by prompt-

ing them to make explicit what values are embedded in the design of models. In 

education, there is also an increased focus on cultivating responsible computer sci-

entists. For example, at some universities in the Netherlands, students in operations 

research need to submit an ‘ethics enclosure’ with their final thesis, in which they 

analyse an ethical dilemma related to the created model.  

This pedagogical approach to ethical concerns in computer M&S has its limits. 

Cultivating virtue may lead to an individualised ethics where values are stimulated 

that are of concern only to the community of computer scientists.7 While Ören states 

that professional responsibilities require that a researcher acts consistently with the 

public interest,8 it is unclear how this duty to the general public can be  

informed by a code of ethics. Practising computer scientists seldom consult profes-

sional codes and may not feel inclined to follow them.3 This may partly be the case 

because these codes are not helpful for dealing with moral dilemmas in which values 

conflict. The Simulationist code of ethics only recommends to “seek advice from 

professional colleagues when faced with an ethical dilemma in modeling and simula-

tion activities” (prescription 5.3). The code does not prescribe how to handle com-

peting values, making it insufficiently helpful for addressing distributive justice 

concerns that arise in the public health context. As we saw in the case of AED place-

ment, researchers working on these models are often well aware of the moral  

dilemma but still do not know how to address it, no matter how virtuous they are. 

9.4.2 Procedural justice and deliberation 

How can M&S professionals incorporate fairness considerations in their models? 

Knowing that health is of special moral importance (Section 9.2 of this article) does 

not tell us how to meet health needs fairly when we cannot meet them all. Different 

conceptions of equity may all be valid, depending on what reasons are deemed im-

portant. Following Daniels, whose conception of procedural justice has been influ-

ential in the field of public health, I suggest that what is needed is a fair process for 
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dealing with dilemmas around resource allocation. This is captured in the framework 

of Accountability For Reasonableness, which holds that in order for decision-making 

processes to be considered fair they need to satisfy four general requirements.58 

Three of these are conditions for accountability requiring that: decisions and their 

rationales are made publicly available (the publicity condition); mechanisms exist for 

challenging priority-setting decisions (the revisability and appeals condition); public 

regulation is in place to ensure that the other conditions are met (the regulative con-

dition). The remaining requirement (the relevance condition) holds that a reasonable 

explanation is given for decisions, that is, one that appeals to a comprehensive range 

of considerations, principles and evidence that can be considered relevant. 

Disclosing what values are embedded in models and what this entails, i.e. miti-

gating moral opacity, should be a multi-disciplinary endeavour.48 Researchers mod-

eling scarce resources have noted the interplay between different levels of decision-

making, stating that “people concerned with operational decisions simply try to op-

timize their operational objectives under priorities and constraints that have already 

been fixed on the higher level before”.59 Therefore, rather than focusing on the in-

dividual agency and virtue of computer scientists confronted with design choices, 

responsibility needs to be shared with a range of other actors such as ethicists and 

public health policy-makers at an early stage of development. When a broad variety 

of stakeholders are included in group deliberations, the quality of the reasoning pro-

cess involved in decision-making is improved.60 In addition, adopting a deliberative 

approach increases legitimacy and acceptance of the choices made.43  

Outlining the specifics of a deliberative procedural justice approach to the ethics 

of computer modeling and simulation is beyond the scope of this article. Insights 

might be gathered, however, from other areas of science and public health ethics (see 

for instance the deliberation framework by Bernheim et al.61). Deliberative ap-

proaches in clinical medicine and public health may include methods like moral case 

deliberation, patient participation, and empirical ethics.62-64 Generally speaking, 

stakeholder deliberation is becoming a priority for science funding organisations, and 

the European Union promotes a framework called Responsible Research and Inno-

vation (RRI) requiring that societal actors work together during all phases of research 

to align studies with public values.65  

Some notes are in place about what determines the quality of deliberative pro-

cesses. First, models should be represented in an accurate manner in order to enable 

discussions about ethical implications.3,57,66 Second, deliberation needs to be sensitive 

to the specific context that models are created for, with different values prevailing in 

different social, political, or cultural contexts.56 Third, a focus on procedural con-

cerns should not lead to a neglect of discussions about substantive ethical problems 

(e.g. the rightness of utilitarian versus egalitarian approaches). It should not just be 
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assumed that there is no right solution, and theoretical reflection should be included, 

for instance by cooperating with ethicists.67  

9.5 Concluding remarks 

There is a lack of research regarding the ethics of computer modeling and simulation. 

Especially within the emerging field of public health ethics, there seems to be a blind 

spot regarding the ethics of ICT methods and perhaps technology more generally. 

In this paper, I showed that new ethical consequences arise at the nexus of public 

health and M&S, and that taking a transdisciplinary ethical perspective can be useful 

when analysing these consequences. The public health perspective adds to computer 

ethics in the sense that it shows that for some moral dilemmas, such as those around 

distributive justice, there may be no correct solution that can be readily modelled. 

Promoting professional responsibility through a code of ethics will not help to pre-

scribe a right course of action in these situations, and instead, deliberation with other 

stakeholders is needed to ensure procedural justice. Public health ethics may learn 

from the computer modeling context that tools are never neutral and that ICT meth-

ods used in public health planning can have built-in ethical consequences. 

A number of questions remain unanswered and more case studies are needed that 

analyse the tension between efficiency in computer modeling and public values like 

equity. Generally speaking, broader discussions about ethics of computer M&S are 

needed, including on the relation between epistemology and ethics. Does epistemic 

opacity necessarily cause moral opacity, for instance? Debates about the ethics of 

future innovations in M&S are needed too. The rise of algorithmic decision-making 

and Artificial Intelligence (AI) may imply a shift from human to artificial agency, and 

potentially further increases the need for deliberation on embedded values in models. 

Further work is also needed to map how deliberative procedural justice in the field 

of M&S should take shape, in terms of stakeholders to be included and practical 

processes to be implemented.  

There is one final comment I would like to make. Computer M&S is needed to 

optimise health benefits of the population. However, the possibilities of models and 

simulations to improve our world should not lead to an exclusive focus on (fair) 

model optimisation while obscuring other courses of action. Moral dilemmas around 

resource allocations only arise when budgets are restricted. In the case of life-threat-

ening cardiac arrhythmias that can be treated using AEDs, the special moral im-

portance of health (or here: life) may suggest a more central role for governments in 

providing funding for AEDs to improve population health. As Norman Daniels has 

stated, “we protect equal opportunity best by reducing and equalizing the risk of 

these conditions arising” (p. 141).68 



 

10 | Ethical issues in two parallel trials of personalized 

criteria for an Internal Cardiac Defibrillator  

Excellence, in this case and others like it, diminishes self-sufficiency  

and increases vulnerability: it gives you something of high value and it  

enjoins that in certain situations of luck you be ready to give it up. 

(Martha Nussbaum, The Fragility of Goodness. 1986; p. 336) 

Summaryi 

This paper aims to discuss ethical issues related to a complex study (PROFID) in-

volving the development of a new, partly AI-based, prediction model to enable per-

sonalized decision making about the implantation of an Implantable Cardioverter 

Defibrillator (ICD) in post-MI patients, and a parallel noninferiority and superiority 

trial to test decision making informed by that model. The position expressed in this 

paper is based on an analysis of the PROFID trials using concepts from high-profile 

publications in the ethical literature. We identify ethical issues related to the testing 

of the model in the treatment setting, and to both the superiority and the noninferi-

ority trial. We underline the need for ethical-empirical studies about these issues, also 

among patients, as a parallel to the actual trials. The number of ethics committees 

involved is an organizational, but also an ethical challenge. The PROFID trials, and 

probably other studies of similar scale and complexity, raise questions that deserve 

dedicated parallel ethics and social science research, but do not constitute a generic 

obstacle. A harmonization procedure, comparable to the VHP for medication trials, 

could be needed for this type of trials. 
  

 
i This chapter was published as: Willems DL, Bak MAR, Tan HL, Lindinger G, Kocar A, 

Shamloo ARS, et al. Ethical issues in two parallel trials of personalized criteria for implanta-

tion of Implantable Cardioverter Defibrillators for primary prevention – the PROFID project. 

A position paper. Open Heart. 2021;8:e001686. 
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10.1 Introduction 

The PROFID project (Implementation of personalised risk prediction and preven-

tion of sudden cardiac death after myocardial infarction -) seeks to solve the problem 

that current guidelines on the implantation of implantable cardioverter defibrillators 

(ICDs) are insufficiently personalized, leading to both overtreatment and undertreat-

ment with serious personal and societal consequences.1 PROFID aims to develop a 

personalized decision support tool and test it in a double multicenter and multina-

tional trial in patients post-myocardial infarction (post-MI): both a noninferiority trial 

in patients who, according to current guidelines, should receive an ICD because they 

have an ejection fraction (EF) below 35% (but of whom more than 90% are over-

treated because annually, only 1-4% of patients with an ICD receive a life-saving 

shock), and a superiority trial in the group that is currently considered low risk (EF 

> 35%), but is undertreated, because most deaths in post-MI-patients occur in this 

category.  

The PROFID project has an innovative and quite complex set-up that may be 

seen more often in future research involving both the use of big data and large-scale 

clinical trials. First, a prediction tool will be developed based on a very large datasets 

from nine European countries, the USA, and Israel, using standard statistics, ma-

chine learning, and/or other forms of artificial intelligence (AI); to be able to validate 

the prediction tool externally before using it in the trials, 90% of the data from each 

data set will be used to develop the model, and 10% will be kept apart as a separate 

cohort for validation by applying leave-one-dataset-out cross-validation across all test 

sets. Subsequently, the tool will be tested in a combination of a noninferiority trial 

and a superiority trial, both multicentre, involving a total of 3920 patients to be en-

rolled in more than 150 clinical sites.  

Such complex studies are partly uncharted ethical territory, especially regarding 

the noninferiority trial, informed consent, and the number of ethics approvals 

needed. That is the reason why an ethics work package runs parallel to the study, 

during the entire study period. As a part of that work package, this paper aims to 

explore the specific questions it raises for the ethical assessment by the many Insti-

tutional Review Boards (IRBs) that will have to assess the studies. We will address 

ethical considerations around personalization of treatment and big-data based prog-

nostic tools elsewhere.   

10.2 Ethical questions about the PROFID-trials 

PROFID contains two parallel randomized controlled trials (RCTs). The noninferi-

ority trial (PROFID-Reduced) will include post-MI patients who have an EF <35% 

and an annual SCD risk of 2,5% or lower according to the personalized prediction 
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model.  According to the current, but insufficient guidelines, these patients should 

receive an ICD. In the trial, these patients will be randomized 1:1 to receive or not 

receive an ICD. The null-hypothesis of inferiority will be rejected if the upper bound-

ary of 95% confidence interval for the hazard ratio falls below 1.336.  

The superiority trial (PROFID-Preserved) will include post-MI patients who have 

an EF >35% and an annual SCD risk of 3% or higher according to the personalized 

prediction model.  Following the current guidelines, these patients would not have 

received an ICD. These patients will be randomized 1:1 to receive or not receive an 

ICD. The target relative risk is 0.75, i.e. a reduction of the 30-month event rate (all 

cause death) from 24.5% under the reference treatment to 18.375% under the index 

treatment. The patients with a risk between 2.5 and 3% according to the prediction 

model will be treated according to the current guidelines.  

The first ethical question is whether it is justifiable to test the validated prognostic 

model including consequences for treatment, and not parallel to current treatment 

(as is often done). Whether this is justifiable depends on the harm done by current 

treatment or non-treatment. Important negative effects (mainly endocarditis and per-

foration) have been found in many studies. To cite but a few, Kirkfeldt et al, in a 

study of a large Danish database, studied all complications of ICDs such as systemic 

infections, lead-related complications, and perforation, and found that 9.5% of ICD-

users suffered at least one complication.2 Van Barreveld et al, in the DO-IT study, 

found major complications in 7-8% of patients.3  

In the study of Olsen et al, a risk of infectious endocarditis of about 2% during 

device lifetime was found.4 Özcan et al found a risk of death after infectious endo-

carditis of 2.6%.5  

In the PROFID noninferiority trial, the personalized approach intends to save 

the lives and the quality of life that are now lost due to these adverse effects. In the 

superiority trial, the standard approach clearly costs lives, and the personalized ap-

proach is expected to save more lives than it costs. This leads to the conclusion that, 

in the case of PROFID, testing the prediction model against current treatment, as 

proposed in both RCTs, is ethically justifiable. 

Recently, there has been discussion about the ethical underpinnings of noninfe-

riority trials generally, and more specifically when death is the primary outcome. The 

fundamental ethical motivation for noninferiority trials is to show that it is possible 

to maintain efficacy while increasing other benefits. The main ethical pitfall is the 

noninferiority margin: noninferiority trials will never show complete and certain 

equivalence and thus are forced to accept a margin of clinically acceptable loss of 

efficacy – the question then is what loss of efficacy would be acceptable. This is, at 

least in part, an empirical question which will be addressed in the interview study 

accompanying the trials.  
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In a controversial Lancet paper, Garattini and Bertele’ stated that strict noninfe-

riority trials are always unethical, because they would involve no benefit for patients.6 

As was pointed out in the discussion that followed,7 they disregard the trade-off 

character of noninferiority studies: they trade a potential, and minimum loss of effi-

cacy for other benefits such as fewer adverse effects (including death, see above), 

better compliance, and lower costs.  

However, even if these authors are wrong on a general level, noninferiority trials 

with mortality as an endpoint are sometimes regarded as particularly difficult to jus-

tify ethically.8 The European Medicines Agency (EMEA) states that it is “very diffi-

cult to justify a noninferiority margin of any size in a study where the treatment under 

consideration is used for the prevention of death or irreversible morbidity and there 

is no second chance for treatment. Discussion of the number of extra deaths that are 

acceptable is ethically very difficult”.9  

We do think that the PROFID-Reduced trial is ethically justifiable, because the 

risk of dying as a consequence of participating in the trial has been reduced to a 

minimum. To explain this technically: the null-hypothesis of inferiority will be re-

jected if the upper boundary of 95% confidence interval for the hazard ratio falls 

below 1.336. The noninferiority margin for the hazard ratio of 1.336 was taken mar-

ginally larger than the inverse of the historic hazard ratio 0.75 (for proportions) of 

ICD versus no ICD implantation.  

However, because this is such an ethically difficult area, a parallel ethical analysis 

is part of the PROFID project with the double aim of strengthening its ethical justi-

fication and of learning for other noninferiority trials with mortality as an endpoint. 

Since patient views are crucial for the justification of the noninferiority margin that 

is chosen, a study among patients will be part of the project. This will be part of a 

dedicated social science work package of the PROFID project. 

10.3 Informed consent 

In any trial, patients need to be informed properly to be able to decide whether they 

want to participate or not. The consequences of both options (participation or non-

participation) should be clearly described. 

Against this background, two questions may be raised about informed consent in 

the PROFID-trials. Firstly, what will participants need or want to know, to be able 

to decide about participation, about the prediction tool that was used to assess their 

risk and thus to decide about their inclusion in one of the two trials? More specifi-

cally, will they need or want to know that machine learning or AI was used for this? 

It is conceivable that this knowledge will be relevant for their decision to participate 

(‘why was I asked, on what grounds?’), so patient information should be as clear as 
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possible about this. Part of the explanation may be that the AI-part of the tool may 

remain a black box to some extent, but that it has been validated externally.  

Secondly, what do participants need or want to know about the exact purpose of 

the trials? The PROFID superiority trial is relatively straightforward, but how is this 

for the noninferiority trial? In a study by Doshi et al, patients and methodologists 

assessed information leaflets of 50 noninferiority trials studying antibiotics.10 They 

found that the study purpose was explained in only 11 of these according to patients, 

and in just one according to methodologists. Moreover, none of the trials had an 

explicit clinical justification for the noninferiority margin that was chosen – let alone 

that patients were informed about it. In a commentary, Menikoff argued that in the 

case of noninferiority trials, the study purpose may be both very complicated to ex-

plain and less relevant for participants, and could lead to unwarranted non-consent, 

even though it was unclear whether this actually occurred. He concludes that what 

patients need above all is a clear explanation of risks.11 This may seem plausible, but 

will be investigated in the abovementioned studies among patients. Awaiting the re-

sults of these studies, we think that purpose, noninferiority margin, and risks should 

be clearly explained, even though this may not be simple.  

10.4 The number of approvals needed 

In most countries, international multicentre trials need approvals from the Research 

Ethics Committees (REC) of all institutions involved. Some countries, however, del-

egate the assessment of multicentre trials to one committee. For PROFID, the num-

ber of submissions is estimated to be a 100, or even more RECs. This clearly has a 

positive side, because ethical frameworks may differ locally or nationally, and such 

differences must be respected. On the other hand, the number of assessments 

needed and also the differences in speed may jeopardize the timely execution of the 

trials in all sites. An Australian case-study from 2009, however, could show no dif-

ference between a centralized national approval system and a non-centralized system 

regarding time to overall approval.12 More fundamentally, separate assessments may 

lead to different demands for modification, or even approvals by some RECs and 

rejections by others.13 This, in turn, could and sometimes does invalidate the com-

parability of outcomes in different centres, and it may make results more difficult to 

apply.  

So, a procedure is needed that respects local and national value differences, with-

out  unnecessarily endangering the trials. For medication trials, as a consequence of 

obvious commercial interests that are not at stake here, the Voluntary Harmonization 

Procedure (VHP) has been put in place to solve these issues. It allows for a coordi-

nated and therefore less time-consuming assessment in the participating states.14 We 

think something similar might also be needed for publicly funded international non-
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medication studies. In the meantime, the only thing large-scale projects such as 

PROFID can do is informing ethics committees as completely as possible not only 

about the technical, but also about the ethical aspects of the studies.  

10.5 Conclusion 

Studies such as PROFID, in which a Big Data based personalized prediction model 

is tested in both a noninferiority and a superiority trial with overall mortality as a 

primary endpoint, raise several difficult, but answerable ethical questions. The most 

important of these are to the testing of the prognostic model with treatment out-

comes, to the noninferiority margin, and to informed consent. These ethical issues 

will be studied parallel to the project, without constituting a generic obstacle to this 

type of study. In the future, a procedure similar to the VHP could be a solution, also 

for non-drug studies and for publicly funded studies. 
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Epilogue on health data research governance 

 



 

 

 

 

 

 

  



 

11 | Towards trust-based governance of health data  

research: a European case study  

“It is said that the doorkeeper does not know the interior of the law but only 

the path he must constantly patrol outside of the entrance.”  

(Franz Kafka, The Trial. 1925; p. 198) 

Summaryi 

Developments in medical big data analytics may bring societal benefits but are also 

challenging privacy and other ethical values. At the same time, an overly restrictive 

data protection regime can form a serious threat to valuable observational studies. 

Discussions about whether data privacy or data solidarity should be the foundational 

value of research policies, have remained unresolved. This dilemma was the starting 

point for our case study on the implementation of the General Data Protection Reg-

ulation (GDPR) within a European research consortium. We found a gap between 

the aims of the regulation and its effects in practice. First, strictly formalised data 

protection requirements may cause routinisation among researchers instead of sub-

stantive ethical reflection. Second, harmonisation across Europe and data sharing 

between countries is hampered by different interpretations of the law, which stem at 

least to a certain extent from different views about ethical values. Third, strong en-

forcement may actually crowd out trust between actors in the health data research 

ecosystem. Building on this case study, we argue that the concept of trust provides a 

more useful frame for data governance than the privacy-solidarity debate. The paper 

details three aspects of trust that can help to create a responsible research environ-

ment: trust as multi-agent concept; trust as a rational and democratic value; and trust 

as method for priority setting. Mutual cooperation in research – among researchers 

and with data subjects – is very much grounded in trust, which should be more ex-

plicitly embedded in the governance of health data research. 

 

 

 
i This chapter was submitted for publication as: Bak MAR, Tan HL, Ploem MC, Blom 

MT, Willems DL. Towards trust-based governance of health data research: a European case 

study. Medicine, Health Care and Philosophy. 2021; under review. 
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11.1 Introduction 

With the rise of computerised databases, privacy in relation to information technol-

ogy has been a subject of societal debate for about half a century now. In medicine, 

a duty of confidentiality was already included in the ancient Hippocratic Oath: “What 

I may see or hear in the course of the treatment or even outside of the treatment in 

regard to the life of men [persons], which on no account one must spread abroad, I 

will keep to myself”.1 This duty exists to safeguard access to health care and to pro-

tect individual patients’ privacy. The concept of privacy is a social construction and 

difficult to define: no single objective or judicial definition may suffice to describe 

the lived experiences of privacy across contexts.2 Most authors agree, however, that 

we can distinguish between physical (bodily seclusion), proprietary (things like iden-

tity and name), and informational (personal data) privacy.3 The latter is our concern 

in this article. 

Informational privacy in health care and research is currently being challenged by 

the increased globalization that stimulates information sharing and produces a grow-

ing number of international research consortia, as well as by technological develop-

ments like big data and machine learning that are known to exacerbate existing privacy 

risks and to create new ones.4,5 The era of big data enables a realisation of personal-

ised or precision medicine that uses networked resources to combine all kinds of 

information (e.g. health records, biospecimen, socio-economic and behavioural data) 

in order to tailor prevention and treatment to the individual patient.6 These linkages 

of data and the scale of aggregation create the potential for misuses and discrimina-

tion, e.g. in terms of state surveillance or companies denying insurance coverage 

based on risk profiles.7,8 Some scholars have suggested, using Jeremy Bentham’s idea 

of the panoptic prison where prisoners can be unknowingly observed at all times, 

that we are moving towards an “informational panopticon”.9 Others believe that 

personal data are becoming ‘overprotected’ in response to growing privacy concerns. 

A number of scientists have argued that data protection laws in the European Union 

(EU) may harm public well-being by hampering progress in health data research.10-11  

Should we let informational self-determination prevail over data sharing for pub-

lic health benefit or vice versa? In this article we explore another way out of this di-

lemma: one of trust. The concept of trust stands at the core of health data research 

but lacks a philosophical underpinning in this context. We make use of an ethical-

empirical approach to analyse researchers’ lived experiences with data protection 

rules, which highlights the limits of data protection legislation and the important role 

for trust. The structure of the paper is as follows. First, we describe the current status 

of the ethical debate on governance of health data research, including the legal back-

ground. Second, we present our case study of a European research consortium that 

uses an international ‘big’ database to study a particularly vulnerable group of patients 
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(namely, victims of sudden cardiac arrest [SCA], a life-threatening condition). We 

reflect on practice by comparing researchers’ experiences with the aims of the Euro-

pean Union’s General Data Protection Regulation (GDPR). Third, we propose three 

‘rational’ characteristics of trust that can be utilised by researchers and policymakers 

to promote responsible health data research. The paper concludes with final remarks 

and suggestions for further study. 

11.2 Background on governance of health data research 

The term governance has the same origin as the prefix ‘cyber’: both stem from the 

Greek word κυβερνήτης (kybernetes, translation: steersperson of a ship) that was first 

used by Plato to describe a person governing a state.12 Data governance refers to the 

making of arrangements for responsible collection, storage, usage and sharing of per-

sonal data and is needed to account for ethical concerns arising from the use of 

health-related data, especially when collaborating in large-scale research projects.13 

Governance of health data research has become more important in recent decades 

as researchers gather data from many sources to create clinical, genetic and socio-

economic profiles of data subjects. The growing technological possibilities for big 

data analytics and the corresponding potential for misuses, have led to a heightened 

sensitivity for privacy concerns rooted in individual autonomy. At the same time, 

technology can make some values and norms easier to realize: it supplies new ‘cans’ 

which result in new ‘oughts’. The can of big data may create a new ought of solidarity 

in data sharing for public health research. We discuss these two perspectives hereaf-

ter, before linking the debate to the EU legal framework. 

11.2.1 Privacy versus solidarity 

On one side, there is a trend of informational privacy becoming increasingly im-

portant. This trend can be put in instrumental terms of preventing harms to data 

subjects and in principled terms of respecting subjects’ autonomy and human dig-

nity.14 While there are national and cultural differences in research ethics ap-

proaches,15 the general tendency since the Nuremberg trials has been to increasingly 

view the autonomy of research subjects as the most fundamental value in research 

ethics.16,17 Increased attention for informational privacy also follows from more re-

cent controversies in health data research, such as the issues around informed con-

sent during the creation of national health databases in the United Kingdom and 

Iceland.18,19 As health researchers are forming partnerships with companies, people 

experience an increasing loss of control over their personal data.20,21 These privacy 

concerns are accelerated by the rise of what Zuboff and others before her have called 

‘surveillance capitalism’: data misuses by large internet companies (e.g. Google Deep-

Mind and Facebook/Cambridge Analytica).22  
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Privacy can be defined in many different ways,ii but generally we are seeing that its 

meaning is changing under the pressure of new information technologies that enable 

large-scale data mining.23 Anonymization of data may lead to unreliable results while 

it may not suffice to protect people’s privacy in our increasingly networked soci-

ety.25,26 Recognizing the limits of anonymization, privacy is increasingly conceptual-

ised as control, represented in formalised informed consent procedures and data access 

requirements (consider GDPR Recital 7: “Natural persons should have control of 

their own personal data”). While measures of control may be necessary, they are 

never sufficient. The burden of privacy should not be borne by individual data sub-

jects, especially given the well-documented lack in understanding of their consent 

among people who donate data27 and because privacy is about more than being able 

to say ‘yes’ or ‘no’. It is also about how the data is used and by whom.28 Accordingly, 

Bredenoord and colleagues criticise the ‘consent or anonymise’ approach and pro-

pose that we best protect people who donate data or tissue by reframing informed 

consent in terms of ‘consent for governance’, i.e. focused on research infrastructure 

rather than on study content.29,30 While this is arguably what many research projects 

do already, the approach highlights well the limits of relying on consent alone and 

shows that (regardless of whether consent is needed) health data research always re-

quires a protective layer of sharing agreements, ICT security, and potentially over-

sight by research ethics committees.31  

The question is whether such a protective layer would be sufficient and abolishes 

the need for informed consent, in favour of public health. In response to legislative 

burdens of data protection, debates have started on whether data solidarity (i.e., sup-

porting the health of future others by sharing one’s personal data) rather than privacy 

would be the proper basis of health data research.6 Proponents of this argument 

suggest that a ‘neoliberal’ focus on autonomy undermines social institutions, that the 

harm due to non-use of health data can be greater than harm from uses,32,33 and that 

minimal risk research should not require consent.34 They think that the possibilities 

that big data analytics provide, create an ‘ought’ for data sharing. In response to in-

creasing individual freedoms and a declining feeling of community, a push for data 

solidarity mirrors what is arguably a ‘communitarian turn’ in bioethics.35,36 We are 

currently seeing this in the response to the COVID-19 pandemic: when humans are 

suffering as a global sick body, some political actors think this creates priority for 

mass surveillance over individual privacy.37; iii 

 
ii One influential definition of informational privacy was given by Westin: “The claim of 

individuals, groups and institutions to determine for themselves, when, how and to what extent information 
about them is communicated to others”.24 

iii See also: Yuval Noah Harari (20 March 2020), The world after coronavirus. Financial 
Times. [https://www.ft.com/content/19d90308-6858-11ea-a3c9-1fe6fedcca7] 
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Political mentions of data solidarity were found across Europe already in the pre-

pandemic era. One example is a letter to parliament by the then Minister for Medical 

Care in the Netherlands who characterised data as “the new social revolution” and 

argued that since the cost of the Dutch healthcare system is shared by all citizens, 

regardless of whether they need it, the same principle should be envisaged for data 

(p. 10).38 In response, Dutch ethicists commented that solidarity is not without risks 

as personal data sharing limits self-determination and can contribute, for instance, to 

profiling based on lifestyle.39 Political documents like this one generally remain vague 

about how privacy and solidarity are conceptualised but academia fares no better: 

while there is a blossoming scholarly literature on the concept of solidarity in relation 

to health data, there exists no consensus on how it should be defined, other than as 

something “contributing positively to the social fabric of society”.6,40 We are seeing 

a policy vacuum that is caused, at least in part, by a conceptual vacuum about the 

meaning of privacy and solidarity.41 These concepts are difficult to define as they are 

very much linked: an autonomy-inspired striving for individual privacy paradoxically 

leads to more dependence on others; and individual benefits may give rise to group-

level privacy harms.42,43; iv 

11.2.2 Legal framework in the European Union: the GDPR 

Just as information technology develops over time, legal documents are not set in 

stone. The increasing technological possibilities and international collaboration are 

reflected in the development of data protection legislation such as the GDPR which 

came into force in May 2018. In contrast with the 1995 Data Protection Directive, 

the new law is directly applicable in all EU Member States and applies to all EU 

citizens, no matter their location. It also updates the Directive by explicitly mention-

ing genetic data, and has a stronger focus on accountability and high fines for data 

breaches.46 Along with national laws that specifically govern the health care sphere 

(e.g. rules about medical confidentiality), the GDPR aims to protect data privacy 

through various principles and through practical requirements such as the mandatory 

conducting of a Data Protection Impact Assessment (DPIA) for large-scale health 

datasets. It is based on two legal rights that overlap: namely, the right to data protec-

tion which is grounded in the broader right to privacy. Researchers including the 

ones we spoke with, often refer to data protection as a moving target and highlight 

 
iv Adequately protecting health databases, for instance, is impossible without involving 

ICT security experts. Or consider the individual cardiac arrest survivor who benefits from 
data research when he or she receives an implantable defibrillator based on a risk prediction 
model; while the collective privacy of a group would be harmed if this model leads to people 
with overweight and obesity being excluded from defibrillator treatment for reasons of life-
style responsibility. Thus, while the debate is often framed in terms of individual versus soci-
etal benefits, this distinction is not helpful. Namely, autonomy is a relational property and can 
be informed by the concept of solidarity.44,45 
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the changes caused by the GDPR. They sometimes fail to see that specific principles 

and requirements were already included in the earlier Directive. For instance, anon-

ymization requirements have not changed: the new law only clarifies that pseudony-

mised data is still considered personal data. And with its focus on accountability, the 

GDPR has brought out certain requirements more clearly. Also, harmonization 

across the EU may be more effectively pursued if data protection legislation comes 

in the form of a regulation that applies directly in all countries, in contrast with the 

former directive. As stated in the law’s explanatory recitals, the GDPR was created 

to establish a higher level of privacy protection within a more harmonised European 

framework: 

Those developments [technological advances and globalization] require a 

strong and more coherent data protection framework in the Union, backed by 

strong enforcement, given the importance of creating the trust that will allow 

the digital economy to develop across the internal market. (Recital 7 GDPR, 

emphases added) 

This excerpt shows the GDPR’s dual aim of a strong and more coherent framework: 

i.e., better protecting personal data privacy and harmonising the legal framework to 

support data sharing. It also shows that these aims of the new data protection frame-

work require strong enforcement in terms of accountability and transparency, in or-

der to create trust of data subjects (people whose data is used or ‘processed’) and of 

data processors and controllers. In what follows, we present a case study of a Euro-

pean research consortium to investigate how these aims of the GDPR play out in 

practice and what this entails for the privacy-solidarity debate. 

11.3 Case study: researchers’ experiences with the GDPR 

11.3.1 Case study approach and setting 

The approach employed in this study is one of empirical ethics, which combines 

philosophy with ethnographic empirical research.47,48 In our analysis, we draw mainly 

on phenomenology to reflect on concepts arising from researchers’ experiences.49,50 

The empirical research was conducted using a multiple case study design. Case stud-

ies have been described as: an “empirical inquiry that investigates a contemporary 

phenomenon (i.e., the ethical framework for data protection) within its real-life con-

text (i.e., health research)” (p. 13).51  

Our case is an international research consortium called ESCAPE-NET (the Eu-

ropean Sudden Cardiac Arrest network towards Prevention, Education, New Effec-

tive Treatment). This EU Horizon-2020 funded research consortium is building a 

large database of sudden cardiac arrest (SCA) patients for observational studies aimed 
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at improving SCA prevention and treatment.52 Approximately one-fifth of all deaths 

in Europe are caused by SCA, a condition which is lethal within minutes if left un-

treated, and survival rates vary between 5 and 20 percent.53 Because a combination 

of multiple factors can cause SCA and treatments differ between European geogra-

phies, large datasets and international collaboration are needed. Individual datasets 

may include clinical information collected from hospitals, emergency medical ser-

vices (EMS), general practitioners and patient surveys, as well as pharmacological, 

socio-economic and genetic information. ESCAPE-NET combines data from SCA 

cohorts (~85,000 people), genetic studies (~15,000 samples) and prospective popu-

lation cohorts (~55,000 people) into one harmonised database with joint controllers. 

For the purpose of our case study, a total of ten research groups that contribute 

patient cohort data to ESCAPE-NET were selected from six European countries 

(NL, IT, FR, DK, SE, CZ), following guidance recommending inclusion of between 

four and ten cases.52 In selecting cases, we ensured that various regions of Europe 

were represented and different types of cohort studies were included (e.g., those with 

or without DNA collection). Sources of data included qualitative semi-structured in-

terviews that were supplemented with on-site observations.55 Moreover, the authors 

participated in consortium meetings and expert conferences and were involved in the 

ethico-legal approval processes for ESCAPE-NET. Interviews were conducted with 

16 ESCAPE-NET researchers between May and September 2018, around the time 

of introduction of the GDPR, while observations were done over a three-year period. 

Interviews were audio recorded and transcribed following written consent, after 

which they were analysed thematically. We also draw from experience based on in-

terviews about the ESCAPE-NET project with patients and ethico-legal experts. 

Of note is that findings relating to the specific protection of SCA data (e.g., on 

informed consent in emergency settings) will be described elsewhere. Also, we will 

not discuss scientific governance issues such as practical challenges around data har-

monisation. Below, we focus on the experiences of researchers in an international 

consortium with the ethico-legal governance of observational studies with patient 

data (our ‘case study’). We discuss whether these experiences correspond or conflict 

with the aims of the GDPR as described previously: a higher level of data protection 

within the EU, which is harmonized so as to not disproportionally hamper large-

scale data processing; and backed by the strong enforcement necessary to create trust.  

11.3.2 Data protection without reflection 

The first aim of the GDPR is to better protect personal data in an increasingly digital 

and globalised society. During the GDPR implementation phase, the ESCAPE-NET 

project’s focus was on obtaining approvals from Research Ethics Committee or In-

stitutional Review Boards (RECs/IRBs), devising data processing and transfer con-

tracts, and sorting out legal questions such as in which country to host the server for 
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the database. Addressing legal challenges was found costly in terms of time, money 

and workload. In eight of the ten research groups, the introduction of the GDPR 

hampered research.v This burden seemed to decrease when institutions created or 

updated standard templates (e.g., for data transfer agreements and DPIAs) and as 

legal advisers became more familiar with the new European GDPR framework. 

Some costs for the researcher inevitably will remain but arguably this is acceptable 

given the importance of protecting patients’ fundamental data protection rights. 

However, while interviewed researchers agreed in theory with the stronger pro-

tections afforded by the GDPR, they felt that data protection increasingly comes 

down to “checking boxes” and using the correct phrasing. Indeed, studies have 

shown that the effectiveness of DPIAs “varies depending on whether there is in-

house privacy expertise [and that] more often than not, they are compliance checks 

completed without a broader analysis of privacy risks”.56 Before the law came into 

force, one ESCAPE-NET investigator said he thought that registry research would 

become easier because the general public would be made more aware of researchers’ 

responsibilities for proper data protection. However, the stronger requirements may 

not provide practical tools for data protection nor support reflection on underlying 

values. One researcher expressed his frustration as follows: 

Principal investigator: “This is eating up so much of people's time, and I am 

really bothered about this, because we spend less and less time on research 

and more and more time on doing the right wordings in the approvals. And if the 

EU or the government really wants us to continue to do research on such 

high level, they should really think about how to make it easy and not to... I 

mean now it is almost like they are not our friends.”  

When data governance is framed merely in terms of compliance with legal and ethical 

requirements, a risk of routinisation ensues. Ploug & Holm introduced this concept to 

describe the phenomenon where research participants are asked repeatedly for in-

formed consent, and as a result providing consent becomes an act of routine without 

reflection.57 Informed consent then loses its function of protecting autonomy. Simi-

larly, we note that the focus on safeguards and checklists can also cause routinisation 

among researchers trying to practice good data governance. One might argue in an 

Aristotelian manner that routinisation could stimulate good governance: namely, by 

cultivating virtue through creating habit and practice among researchers following 

the data protection procedures.58 This may be true in simple situations but for more 

 
v Partly, this may be due to the fact that with GDPR implementation, data protection fines 

became higher and oversight stricter – requiring institutions who had not been compliant with 
the former Directive to bring their outdated data protection policies up to date quickly. The 
implementation period also made clear the advantages of having a large EU-funded consor-
tium: smaller parties may not be able to bear the data protection costs.  
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complex research projects working with sensitive health data, we should be aware 

that stimulating checkbox routine without further reflection can frustrate the under-

lying moral values of data protection safeguards such as DPIAs.  

11.3.3 Incoherent guidance due to disagreement about ethical values 

While the second aim of the GDPR is to improve coherence, it still allows Member 

States their own interpretation of certain provisions including research exemptions.59 

This complicates the establishment of a joint database with different countries.60,61 

For instance, the use of deceased persons’ data is not covered by the GDPR but can 

be regulated nationally62: in ESCAPE-NET, some groups could not use these data, 

which negatively effects study validity and may result in bias. Researchers also noted 

that their collaboration was affected by national and local variation among data pro-

tection officers (DPOs) and research ethics committees (RECs/IRBs).63,64 As a result 

of different interpretations by experts at participating institutions, a number of stud-

ies were stopped until legal questions were sorted out: this took up to two years for 

some groups.vi 

Differences in (interpretation of) regulation are due in part to cultural and politi-

cal factors. For instance, in Scandinavian countries the importance of registry-based 

epidemiology is engrained in the national culture.65 Another reason for variation is 

that laws are necessarily formulated in broad terms and may not apply directly to the 

specific context, in this case emergency medicine where prospective patient consent 

is impossible. As Kafka wrote, “it is an extremely painful thing to be ruled by laws 

that oneself does not know” (p. 128).66 One researcher summarised: 

Postdoctoral researcher: “There are codes of conduct on using patient ma-

terial. But they never treat my situation. They do not deal with the issues 

that I am facing. We have an approval now from the ethics committee, but 

you still have to go to the DPO and she can still say: no, this is not right.”  

Several interviewees therefore expressed a desire for more legal guidance. A re-

searcher present at a conference about ESCAPE-NET noted that uncertainty of re-

searchers themselves also harms research: 

 
vi For instance, one group created 18 different types of informed consent letters for dif-

ferent types of patients (children, parents of deceased children, adults, legal representatives, 
et cetera) and based on the kinds of data collected (with or without DNA collection). These 
letters were revised dozens of times in response to comments by partners who contributed 
data (ambulance services, hospitals), the legal department, local REC, and DPOs. Only after 
two years of revisions to these letters, and to the DPIA and study protocol, the study received 
ethics approval. In addition, as research in emergency medicine is dependent on other partners 
in the ‘chain of care’, a data breach at one of the ambulance services temporarily halted the 
supply of data from that data source. 
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Researcher: “The ethics committee and data protection officers told us: the 

law does not keep you from doing your research. It is only your own fear 

and uncertainty of doing the research and taking the risk of data breaches if 

you don’t know what you are doing.”  

However, all laws remain to a certain extent open for interpretation. A legal expert 

with whom we spoke about ESCAPE-NET commented on why there is so much 

discussion among jurists: “one might lean more towards the principle of privacy pro-

tection, whereas another might attach more value to scientific research and data shar-

ing”. Law can be seen partly as solidified morality, so the underlying issue is one of 

ethics, and the different interpretations can be traced back to the privacy-solidarity 

debate discussed earlier. Van Veen rightly noted that “[legal texts] could be subsumed 

under informational self-determination versus solidarity” and “the future of biomed-

ical research in Europe will be decided not only by the GDPR text but also by the 

outcomes of the debate on those values”.59   

We already noted in the background section how privacy and solidarity are diffi-

cult to define. Moreover, there is no objective evaluative standard for balancing these 

values. An appropriate shared standard may be especially difficult to find in interna-

tional collaborations if partners do not share the same morality.67 What can be con-

sidered good governance, depends on contextual factors and there is no one 

fundamental value to ground our actions. Philosophers have long known that all 

rules may ground out on something arbitrary and merely stem from how we choose 

to organise society. As Kant said, metaphysics is an ocean without shore and light-

house (2:66.1–6).68 In this ocean of uncertainty, our values are like planks of a float-

ing raft that can only be built into a ship by standing on one of the other planks – 

one cannot stand outside the raft or find final principles by diving down69,70; or like 

a wiki where all entries link to each other based on how the developers decide they 

should.71 Therefore, both privacy and solidarity are in a sense ‘without ground’ and 

finding a good balance between them requires trust as the rope that keeps the raft 

together: as the basis for the social contract between researchers and data subjects. 

11.3.4 Strong regulation may crowd out trust 

We noted how the GDPR text mentions strong enforcement of the regulation as a 

condition for creating trust. Between ESCAPE-NET researchers, the level of pre-

existing (‘ontic’) trust was high. For instance, when discussing whether oversight on 

the scientific quality of studies was needed, one of the executive committee members 

did not find this necessary because “they know what research is and I trust their 

judgement”. Trust makes cooperation easier as it removes incentives for monitor-

ing.72 Researchers who trust each other to handle data responsibly, and who enjoy 
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collaborating, are more likely to share data.13 Indeed, in ESCAPE-NET trust be-

tween scientific partners leads to solidarity in data sharing and collaborating for pa-

tients’ benefit: 

Principal investigator: “It's a good group as well. You know, when you do 

research it's a lot about trust and that's something I think we have in this 

group. We know each other from previously. We know of each other's work. 

I mean it is a question of whether they use the data correctly. Ethical and 

trust is a bit the same in these situations. That they use the data correctly is 

one thing, and of course the breach of data... If they are not secure enough. 

And that is difficult when you are not there, so you really need good trust.” 

However, the complexity of data protection requirements and data sharing contracts, 

combined with the risk of high fines, undermined collaboration between researchers: 

regulation may thus ‘crowd out’ trust. The crowding-out effect is a term from economics 

to describes cases where over-active governments supplant citizens and businesses 

in the market. In our case study, we saw that strict legal measures (related to the 

GDPR or to requirements for medical secrecy) led to researchers having difficulty in 

cooperating with external data suppliers like hospitals or ambulance services who 

became hesitant to share, or with RECs and DPOs who became increasingly cautious 

in approving research proposals. ESCAPE-NET is a relatively young project that 

mostly shares data within the consortium, but the legal complexities may complicate 

future cross-consortium collaborations, as was seen in other studies.13 On the other 

hand, legal contracts may play an important role in promoting trust between these 

parties by demonstrating reliability and reducing uncertainty, especially when societal 

values are in flux. They serve as an implementation of the social contract and as what 

Hannah Arendt called islands of predictability: “to make a promise is to predict the 

future”.73 

A similarly complex association between regulation and trust is seen for the rela-

tionship with data subjects. Trust has always been characteristic for the physician-

patient relation where patients enter the “sick role” exempting doctors from ordinary 

people’s responsibilities, and a key function of medical research ethics codes is to 

foster public trust.74 We trust doctors partly because we know they are covered by 

contracts, professional codes, and laws. However, public trust in science has been 

declining in the past decades, and a lack of trust reduces research participation and 

negatively impacts the public’s perception of research.75; vii In a study from the United 

States, patients’ trust in researchers was the most powerful determinant for the kind 

 
vii For ESCAPE-NET, this was experienced in a minority of studied research groups that 

reported declining consent rates after May 2018, but we do not possess quantitative data about 
the effects of media-attention surrounding the GDPR on patient participation. 
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of control they desired over their medical records: when trust is low, patients desire 

explicit informed consent.76; viii Thus, the response to worries about trust often con-

sists of increased regulation and oversight, including requirements of accountability 

and transparency, and the creation of contracts such as informed consent forms and 

data sharing agreements.79,80 Wolpe has referred to these as ‘rituals of trust’17 that 

emerge when ontic trust is scarce, and the stronger enforcement promised by the 

GDPR may be an example of such a ritual of trust. 

In summary, trust in health data research is not incompatible with regulation, but 

after a certain threshold the gathering of information to ensure that the other party 

can be trusted, will destabilize the pre-existing relation of trust.81,82 After this thresh-

old, rituals of trust can create distrust that complicates cooperation and data sharing 

for the public good.ix As such, a paradox arises where “the commonality of rules, which 

can only exist if there is unconditional trust, becomes itself a precondition for trust and hence a source 

of mistrust” (p. 94).84 This circular relation between trust and regulation thus requires 

delicate balancing.  

11.4 Towards trust-based governance of health data research 

We have seen that the aims of the GDPR were not reflected in researchers’ experi-

ences in our case study. The current data protection framework can have the poten-

tial negative effects of reducing data protection to checkbox exercises, leading to 

incoherent guidance, and crowding-out of trust. Given the uncertainties and contex-

tual factors at play in health data research, neither privacy nor solidarity can serve as 

the sole foundational value. In an article about technologically mediated homecare, 

Kamphof frames privacy “as a gift of trust” to health care professionals23; in another 

paper by Allen et al. the social license for health research is said to be grounded in 

trust.85 Indeed, what is needed is not a search for final principles but a re-appreciation 

of trust. To support this, in what follows we propose a three-part framework for 

trust in health data research: establishing trust as a multi-agent concept; that is ra-

tional and democratic; and that can help with priority-setting among ethical values. 

 

 

 
viii Of note is that also the response at the other end of the spectrum, i.e., enforcing soli-

darity rather than privacy, will cause trust in health data research to wither.77,78 Solidarity un-
derstood as a means to keep society together (‘solid’) cannot be required from the top down, 
but can stem only from shared trust. 

ix Distrust, which serves to protect from tyranny or oppression, has received little attention 
in the philosophical literature, possibly because it is considered less risky than misplaced 
trust.83 However, the harm of distrust may lie in the non-use of data which does have im-
portant societal consequences. 
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11.4.1 Trust as multi-agent concept 

Trust is needed in the world as it would not be economically efficient, nor practically 

possible, to have everyone know and control everything that affects them (e.g. sci-

entific knowledge is impossible without trust: we have to trust scientists’ testimony 

in believing that the earth is round). In the previous section we saw that the com-

monality of rules is based on unconditional trust. Thus, trust is a type of social capital 

that enables people to cooperate.86 William James, an early phenomenological phi-

losopher,87 noted that ethics by definition involves trust in others: we cannot always 

wait for evidence as we might risk missing out on valuable societal truth.88 

A social organism of any sort whatever, large or small, is what it is because each member 

proceeds to his own duty with a trust that the other members will  simultaneously do theirs. 

Wherever a desired result is achieved by the cooperation of many independent persons, its 

existence as a fact is a pure consequence of the precursive faith in one another of those 

immediately concerned. (Section IX) 

The dominant philosophical paradigm of trust is one of interpersonal trust, e.g. be-

tween doctor and patient, and trust has been defined simply as the belief that the trustee 

will put the truster’s best interests first.89 However, this common conception of trust does 

not suffice for our case. Complex health data research is better compared to a multi-

agent system (MAS) in computer science. Similar to a MAS, health data research is 

composed of multiple interacting intelligent agents and their environment, that must 

act together to solve complex problems. In our case study, we encountered many 

mentions of trust at different levels, between various people and organisations. This 

reflects what David Resnik calls a “web of trust” where trust connects all actors in 

the medical research enterprise (i.e. the people building the raft or wiki together), 

including research sponsors.90  

For instance, recall how one of the ESCAPE-NET investigators said about the 

European Commission that it was “almost like they were not friends anymore”, which 

shows betrayed trust rather than misplaced reliance.x The relation with RECs/IRBs 

is similarly one of trust, as investigators need to be able to trust that their studies are 

reviewed fairly and competently (which is sometimes problematic when REC/IRB 

members do not have expertise in big data)93.  

 

 
x Trust is not mere reliance,91 but reliance “plus some extra factor”.92 In an exploration of 

trust in the context of the UK’s National Health Service, Sheehan et al. showed that this extra 
factor lies in the fact that trust is associated with gratitude when vindicated and with betrayal 
when it is not.79 According to Baier, betrayal is the appropriate response when someone is 
relied on to act out of goodwill.81  
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As we saw in our case study, researchers must also be able to trust each other to behave 

competently, ethically, and professionally.94 In addition, artificial agents can also be 

trusted or distrusted, which was not apparent in our case study but is a point to 

consider when artificial intelligence and robotics become more prevalent in the 

healthcare setting.95 

Trust is also important in the relationship between participants and researchers. 

In our case study, researchers believed data breaches would be harmful as they lead 

to a breach of trust in the research enterprise. For clinical research, trust is often 

quoted as people’s reason for participation.96 Similarly, several ESCAPE-NET re-

searchers thought that “the trust in the researcher should be enough” for people to 

decide to contribute data. In a study where we interviewed SCA patients who con-

tributed to ESCAPE-NET, we found that trust was indeed one of the key factors 

for people when deciding to share their personal data for research.97 This trust mainly 

stemmed from their positive experiences with clinicians and with the medical insti-

tution conducting the research. Brown analysed trust among gynae-oncology patients 

using the work of the phenomenological philosopher Alfred Schütz and found that 

patients, in seeking to trust, explained away any media-related fears.98 In Brown’s and 

our studies, this type of confirmation bias seemed to come from a ‘will to trust’, e.g. 

a will to contribute to health research in order to help future others. 

Of note is that big data is mediating the relation between patients and researchers 

in a new way, with the ethical duties less visible due to the distant and sometimes 

anonymous nature of the relationship. Moreover, health data research is increasingly 

performed by non-clinicians like experts in machine learning or epidemiology, and 

generalised trust in doctors does not suffice anymore. These factors complicate the 

creation of trust and seem to reduce the public’s will to trust researchers. If trust 

becomes increasingly scarce, this negatively impacts study recruitment as we saw in 

our and other studies.99 So when aiming to promote trust in big data studies, it is 

important to take into account the more distant relation with researchers, and to 

focus not only on data subjects but on all actors in this multi-agent system. 

11.4.2 Trust as rational and democratic 

The only protection from the unknowable is the suspending of judgment (a Husser-

lian ‘bracketing’ of the world, if you will), but this act of trusting involves risk and 

constitutes at first sight an inherently irrational decision.100 Acts of trust may be prima 

facie irrational actions, but can in fact be highly rational, says Brown in reflecting on 

Kierkegaard’s idea of the ‘leap of faith’.98 Professionals who are friendlier or more 

patient are likely to deliver more positive outcomes: thus emotions of trust can con-

stitute a rational response to unconscious ideas about correlations between the com-

municative signs and the motives of the trustee. Rationality is often mistakenly 

equated with certainty. By drawing on previous lived experiences, data subjects will 
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not have definite predictions of the future but can know (feel) how to act in uncertain 

circumstances. And even in absence of previous experience, trusting may still be ra-

tional when aiming to minimise anxiety about uncertainty in situations of vulnerabil-

ity (e.g., when assuming the aforementioned sick role in relation to healthcare 

professionals; and perhaps especially in relation to emergency care providers)101. 

Health care and research function in a system of societal norms, with its contracts 

and safeguards, and thus make trust plausible for socially embedded agents.102 

To ensure that this trust is not misplaced, however, researchers should give reasons 

that serve as trust-tags within a particular environment or context (p. 40).71; xi After all, 

it is the human capacity for reasoning together that makes moral progress possible.105 

Neither privacy or solidarity is more rational than the other, but discussion about 

these principles leads to more democratic decision-making about health data research. 

French philosopher Emmanuel Levinas argued against Heidegger that ethics does 

not have an essence but occurs out of concern for the Other: across the hiatus of 

dialogue instead of in the content of discourse (“the said does not count as much as 

the saying itself” (p. 42)).106 Therefore, in order to engage in deliberation, those in-

volved need to accept that actions are essentially unfounded but that they still stand 

on a shared societal normative framework. In practice this means that rather than 

asking people to have blind faith, health data researchers can create trust-tags by 

publicly explaining their policies and by providing patients and other researchers with 

information about data uses and oversight mechanisms.  

Because data collection is always embedded within a particular culture and trust 

is different in different social contexts,107 it has been suggested that ‘ethical meta-

data’ may be useful to promote trust in international studies: i.e. the addition of in-

formation to datasets about the normative context of the study, such as the consent 

conditions that need to be respected when data is shared with other researchers.108,109 

Another way to promote trust is via public and patient engagement (PPE) during the 

planning and implementation of studies, for instance through a steering board with 

patient representatives.110; xii In their communication efforts, researchers need not 

 
xi Whether one ought to trust or not, is relative to contextual factors.103 Similarly, the right 

to data protection is not absolute but context-dependent, as it “must be considered in relation 
to its function in society and be balanced against other fundamental rights” (GDPR Recital 
4). For example, it is conceivable to tend towards solidarity for public health research and 
towards privacy for certain commercial uses. This balancing act is influenced by public opin-
ion and depends on how the GDPR is interpreted by experts, policy-makers, oversight bodies 
and courts: "the life of the law is the plaintiff".104 

xii In ESCAPE-NET, most groups disseminated findings but did not involve patients in 
the design of the research. Some researchers thought PPE would be especially valuable in 
emergency medicine given data subjects’ greater vulnerability, and believed that PPE would 
improve study quality and relevance. Others did not see the need, given the lower risks asso-
ciated with observational studies compared to clinical trials, or expressed concerns about the 
representativeness and knowledge of patient panels. 
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fear being transparent about risks and uncertainties, as communicating uncertainty 

only has a minor impact on people’s trust.111 Especially engagement with people who 

distrust researchers, can be an opportunity to make policies more trust-promoting. 

While researchers should be trustworthy, the research subject as truster also has a 

responsibility, namely to be understanding and receptive to trust-tags.xiii It is impos-

sible to require guarantees against all harm and “the existence of the abyss is beyond 

the patient’s control, but they have materials for bridging the depth of uncertainty”.98 

The truster must be content with some level of vulnerability, as we saw that an over-

emphasis on monitoring will crowd out trust. 

11.4.3 Trust as method for priority-setting 

If after the exchange of reasons, moral conflicts remain between key principles of 

biomedical ethics (autonomy, non-maleficence, beneficence and justice), trust is use-

ful for priority-setting. This idea has been elaborated by Resnik who argues that in clin-

ical research a fifth principle (‘promote trust in research involving human subjects’) 

can help investigators and oversight bodies to set priorities and to resolve disputes 

involving the interpretation of regulations (p. 105).90 In case of conflict, researchers 

ought to ask themselves how one action or another would impact on people’s trust 

(of note is that promoting trust is not a ‘meta-rule’ but a prima facie rule that may 

conflict with other principles as well). In our view, the fifth principle also applies to 

non-interventional health research with data and helps deal with the moral dilemmas 

(e.g. privacy vs solidarity) inherent to data sharing.  

For instance, in the case of ESCAPE-NET, the consortium leaders are facing the 

challenge of sustaining the database after project funding ends, and are deliberating 

whether attracting commercial funding would be an option. In their deliberations, 

they could use the principle of trust as an additional aid and apply the moral test of 

trust, asking: ‘Would patients’ trust be damaged if they found out about this prac-

tice?’.81 If the initiators of the failed care.data programme in the UK had used this 

principle, they might have chosen better trust-promoting ways of informing the pub-

lic about (commercial) data uses and may have still been operative.113 Even for min-

imal-risk observational studies, asking consent from data subjects may be valuable to 

create trust, as it shows that researchers are transparent and that they take patients’ 

preferences seriously. In order to facilitate the data subject in perceiving the re-

searcher as competent and caring, incorporating trust into decision-making thus re-

quires good communication.114  

 
xiii Trustworthiness differs from trust in that it depends on features of the trustee, as a type 

of moral virtue or property,112 while the act of trusting is an attitude that depends on features 
of the truster. 
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11.5 Concluding remarks  

In our case study of the ESCAPE-NET consortium, we found that while the central 

aims of the GDPR are compatible with stimulating health data research, the imple-

mentation in practice can be problematic. Formalised measures like extensive DPIAs 

can lead to routinisation among researchers, which may cause data protection instru-

ments to lose their protective function, although quantitative study on the effect of 

routinisation is needed. In addition, the lack of (inter-)national coherence in legal 

requirements and in interpretations by DPOs and RECs undermines the harmoniza-

tion function of the GDPR and complicates data sharing.115 The different legal in-

terpretations stem partly from different views on the right balance between privacy 

and solidarity. Our empirical-philosophical method brings a new perspective to this 

debate, as it suggests that the key does not lie in recognising either privacy or soli-

darity as foundational, but in a re-appreciation of trust as basis for science’s social 

contract. The case study shows that enforcement of privacy measures may build 

trust, but that overly restrictive measures destabilize the trust relation between dif-

ferent actors. We provided a three-part conceptualisation of trust that may help to 

promote responsible governance of health data research: trust as multi-agent con-

cept; as rational and democratic; and as a method for priority-setting.  

This case study may not be generalizable as we looked at a European consortium 

where pre-existing trust was high. In contrast, in collaborations of researchers from 

high income countries with researchers from low and middle income countries, trust 

may not be sufficient given existing power asymmetries.116 Similarly, in research with 

people from underprivileged communities, a model of participant-researcher rela-

tions based primarily on trust might reproduce power and knowledge asymmetries, 

and alternative models should be sought.117 Additional study is also needed on the 

conditions for conducting health data research in partnership with commercial com-

panies which may reduce public trust.118 For instance, commercial access could be 

limited to uses that promote the public interest.21 

We believe that the creation of practical guidelines for creating trust between the 

different agents in the research system requires dialogue with these stakeholders, 

which may be done through PPE or interdisciplinary expert groups.23 Efforts are 

needed to make those initiatives inclusive and representative, and further study 

should explore how to support the public in being responsible trusters. For instance, 

insights may be obtained from research with tissue samples or from non-medical 

contexts, to transpose solutions that worked in those settings.119 In addition, ethics 

education for data researchers could support them in relating data protection rules 

to wider values and norms (such as human rights) as a reminder of the societal fun-

dament of rules, which may help prevent harmful effects of routinisation. We also 

note that specific ethical and legal support is needed for researchers to empower 
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them in safeguarding participants’ rights, to ensure that people’s trust is well-placed. 

Guidance may take the shape of codes of conduct or expert advice, which calls for 

increased collaboration between RECs, DPOs, ICT security and legal experts.  

The promotion of trust also requires recognising the limitations of localized over-

sight in an ICT-based research world, since health data research does not follow the 

traditional model of “one subject, one researcher, one jurisdiction”.109 Increased har-

monization of data protection guidelines and ethical approval processes for observa-

tional studies can help to protect patients’ rights and to promote collaboration for 

creating larger and more valid datasets.64,120 In order to avoid replication of review, 

the ethics review of observational research could be modeled after efforts to harmo-

nise clinical trial review processes.121 Harmonization requires, however, international 

agreement on definitions of bioethical concepts such as solidarity, as well as on data 

protection terminology such as what constitutes anonymous data.15,122 Innovative 

policy solutions, like the use of ethical meta-data when sharing datasets, are needed 

to ensure that the governance of international collaborations is based on the values 

of involved patients and researchers.108,123 

Finally, we wish to stress that initiatives aimed at building trust should not be 

one-time affairs but require responsiveness to changes as “our dynamic society re-

quires a dynamic morality”.124 One area where views seem to be changing is the use 

of deceased persons’ data for research which has been largely unregulated at interna-

tional level, and it is important to investigate the moral basis and implications before 

any practice becomes socially embedded. Moral change around concepts like privacy 

and solidarity is induced by big data analytics, and normative frameworks may con-

tinue to be adapted with the growing use of artificial intelligence and machine learn-

ing methods in health care and research. Where these methods run into problems 

around the explainability of algorithmic decision-making, trust will become vital.  

 

 



 

12 | General Discussion 
 

“Begin at the beginning,” the King said, very gravely,  

“and go on till you come to the end: then stop.” 

(Lewis Carroll, Alice’s Adventures in Wonderland. 1865; p. 98) 

The final chapter of this thesis reflects on the main findings arising from the research 

presented. What it means to conduct 'good' science with large-scale datasets obtained 

from people suffering a cardiac arrest, is discussed first. I then reflect on the research 

methodology and lastly, provide recommendations for practice and for further study. 

12.1 Reflection on main findings 

This study addressed the ethical aspects of data-driven research in the field of sudden 

cardiac arrest (SCA), a condition which is deadly within minutes if left untreated, 

thereby causing approximately 20% of natural deaths in Europe.1 SCA is a complex 

condition, characterized by a multitude of causal factors and by great variation in 

resuscitation policies between regions. Informed strategies to improve SCA preven-

tion and treatment require the creation of large-scale research databases, which is 

done in Europe through the ESCAPE-NET consortium formed in 2017.2 However, 

collection of clinical and other personal data about this vulnerable patient group, of 

whom the majority does not survive, exacerbates ethical questions around issues such 

as data privacy and informed consent. Much had been written about the ethics of 

experimental research in SCA,3,4 but there existed a lack of literature and practical guid-

ance regarding responsible observational research in the medical emergency setting.  

Therefore, the overall aim of this research project was to gain understanding of 

the ethics of (big) data research in SCA and to provide empirically informed sugges-

tions for responsible research with data from people struck by SCA or similarly acute 

and critical conditions. As described in Chapter 1, the framework of empirical ethics 

was used in the research presented in this thesis. Our case study consisted of the 

research registries and genetic biobanks partaking in ESCAPE-NET. A summary of 

findings from the various empirical and theoretical studies can be found on p. 230. 

In this section I reflect on those findings and relate them to broader scholarly dis-

cussions about big data and research ethics to describe what good science means here. 

This is done in three parts concerning: the nature of these data (12.1.1), the proper 

ethical and legal governance (12.1.2) and the responsible translation into care (12.1.3). 
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12.1.1 Good data 

Scientific research is impossible without the collection of data. In order to produce 

knowledge from these data that may be used to benefit future patients, it is vital that 

the data are of good quality and that a suitable study design is used. The use of big 

data, defined in Chapter 1 according to the different v's, amplifies the limitations of 

traditional data science.5 In the emergency research setting quality control has always 

been very important as it may be chaotic, and because there is great variation in reg-

istration and reporting of SCA which complicates harmonization of databases, de-

spite the existence of the Utstein standard.6-8 These issues are merely intensified with 

big data, so the findings in this thesis are equally valuable for 'small' data research.  

The use of resources and the risks to people's privacy can only be justified when 

there is a valid methodology. Incorrect usage and missing or low quality data can 

have real-world impact for patients. Observational studies are prone to confounding 

and other biases, however. One example is 'resuscitation time bias' where patients 

receiving interventions that are usually implemented relatively late in the resuscitation 

effort (such as endotracheal intubation or administration of epinephrine), are more 

likely to have a longer cardiac arrest: these interventions will therefore be associated 

with worse outcomes, if not corrected for or standardised for the duration of the 

resuscitation effort.9 Also, in large-scale SCA research like ESCAPE-NET, there is a 

risk of selection bias due to differences in policy contexts and regulations. When data 

of deceased patients may not be used, the results are skewed towards surviving indi-

viduals; while requiring survivors' consent can artificially lower survival rates when 

data from non-consenters are removed. The collection of at least a minimal dataset 

from all patients is thus necessary for drawing valid epidemiological conclusions. 

Moreover, researchers should be aware that correlations in data are valuable only 

against the background of a certain theory, or in other words, a certain context. Luck-

ily, there is increasing recognition among philosophers and data scientists alike that 

'raw data' is an oxymoron.10 Data are theory-laden, cooked rather than raw: we know 

since Kuhn that data are not 'out there' to be found, but that they are constructed by 

people within a particular socio-historical context. When existing societal biases are not 

corrected for, these can be reproduced through big data analytics, e.g. machine learn-

ing methods that replicate gender or race stereotypes.11 The choice of in/exclusion 

of data from certain communities is an ethical issue as well. Results from European 

projects cannot be applied directly to regions with other ethnic populations or dif-

ferently structured emergency medical services, so local research is needed across the 

globe and with diverse groups of participants.12 This was seen in discussions about a 

Dutch guideline for decision-making about resuscitation, in which worrying interna-

tional statistics about neurologically favourable SCA survival among the elderly were 

presented which are not representative for the Netherlands and might scare seniors 
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into do-not-resuscitate orders.i Another example, discussed in Chapter 2, is the lack 

of inclusion of African-Americans in research which led to misclassification of com-

mon genetic variants so that this group was wrongly thought to be predisposed for 

hypertrophic cardiomyopathy.13 Such mistakes can intensify existing health dispari-

ties and increase stigmatisation of minorities.14 Conversely, data obtained from un-

derprivileged communities should be used to benefit these same communities rather 

than benefiting only affluent groups. The citation opening that chapter was about 

Henrietta Lacks, a black woman who died of cervical cancer and whose tumour cells 

('HeLa cells') were used and sold by researchers without the knowledge or consent 

of her surviving children, who struggled to afford health insurance. Her story shows 

that researchers need to keep in mind that research data (and tissue) stem from actual 

persons, rather than seeing these as two divorced entities. Systematic collection of 

personal data may lead to researchers adopting the "objective" stance, in other words, 

a detached attitude to the data subject.15 Health datasets are growing bigger and big-

ger, but we should not forget the individuals constituting them. What this means for 

the governance of health data research, I discuss later in this chapter. 

Not only the selection of persons about whom data are collected, but also the 

type of data that is collected, has moral relevance. We saw in Chapter 3 that when 

data are collected outside of the medical context, such as socio-economic data, pa-

tients desired more knowledge of and control over the uses of these data. This makes 

sense when viewed from Nissenbaum's theory of privacy as contextual integrity: pri-

vacy always functions within a specific context, or Walzerian 'sphere'.16,17 When data 

move between spheres, data subjects may become concerned and hesitant to share. 

This is why we argued in Chapter 6 that it does not make sense to isolate specific 

types of data as exceptionally sensitive. Instead, their sensitivity depends on the par-

ticular context. Genetic data can be both more and less sensitive than HIV test re-

sults, for example. We advocated the framing of contextual exceptionalism as alternative 

to the stubborn notion of genetic exceptionalism. Contextualism provides a more 

sustainable framework for the quickly changing world of health data research; and 

when combined with universal human rights norms that are widely held across soci-

eties, contextualism does not amount to moral relativism.17 

Embedding context-sensitivity in health data research requires recognition of the 

messy nature of reality which may not be easily captured in a medical dataset. Some 

people still see biomedical data science and social science as strictly separated do-

mains, however. In a recent webinar, humanities scholars who authored a book called 

'Your computer is on fire' shared an insightful anecdote. They had invited a university 

computer science department to a conference about technology and society, but the 

 
i Alwin Kuiken, 30 juli 2015. Trouw. 'Richtlijn voor reanimatie negeert situatie Nederland' 

[Resuscitation guideline ignores Dutch setting]. [https://www.trouw.nl/nieuws/richtlijn-
voor-reanimatie-negeert-situatie-nederland~b2cec5c2/] 
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department chair had said he was only interested in how computer science can im-

prove society, not in how societal aspects should be considered in the development 

of computational systems. Such technological utopianism glorifies the possibilities 

of big data analytics and disregards the importance of incorporating aspects that 

might escape datafication. This is perhaps inherent to big data research, which is typi-

cally grounded in the paradigm of digital ontology. According to that view reality is 

ultimately computational, made of 1s and 0s. However, rather than digital, a broader 

ontology grounded in information is more useful. Namely, information can be pre-

sented in digital and non-digital form (the Second World War population records, 

mentioned in Chapter 1, had not been digitalised), and information can be binary or 

non-binary (suffering cannot be expressed in 1s and 0s and arguably not as continu-

ous variable either, not without losing context). Digital and analogue are merely dif-

ferent glasses, frames, or levels of abstraction for viewing the world.18  

Outside the frame, is what we're leaving out.ii Big data researchers risk missing out on 

important qualitative information if their frame is one of numbers. Only quantifiable 

experience matters: to be, is to be computed.19 One example is the quantified-self 

movement where people use quantifications to make their bodies more predictable.20 

At population level, quality adjusted life years (QALYs), an economic measure for 

disease burden, have been criticised because the value of a person's life should not 

depend on contingent factors such as healthcare budgets, and because the quantita-

tive nature of QALYs does not account for contextual factors such as baseline health 

status or the patient's values and preferences.21 By prescribing which treatments are 

reimbursed, QALYs reduce autonomous choice. Datafication, when understood as 

quantification, may thus lead to a false sense of certainty and objectivity while having 

real-world consequences. When health interventions whose effectiveness cannot be 

quantified through traditional methods are not covered, important values in care may 

be lost.22 Instead, health data researchers should combine qualitative data with qual-

itative research methods "which do justice to the complex outside world" (p. 21).23 

Namely, when patients are reduced to what makes them different from others 

(healthy = 1, unhealthy =0) this limits their possibilities and opportunities for change: 

  

"The world breathes, its heart beats, like the heart of computer technology beats 

between 0 and 1. Does the breathing cause the beating or does the beating propel 

the breath? In the beating of the heart, systole and diastole alternate, the contrac-

tion and relaxation of the heart chambers. There is no presence and absence, but 

continuous movement (…), and to humans this movement quite literally means 

the possible as Derrida describes it – the movement of the maybe, the peut-être." (p. 

94, translated from Dutch)24 

 
ii Queens of the Stone Age. Go With The Flow [Songs for the Deaf]. Interscope Records; 2002. 
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12.1.2 Good governance 

Data-driven research can lead to more personalized care, potentially while bringing 

down costs, but it may also require sacrifices. The studies in this thesis found that 

SCA data research brings instrumental and principled risks, mainly to privacy, but 

stakeholders agreed that the risk of harm to subjects is low compared to intervention 

research. I did not aim to enumerate the harms to participants in data-driven projects 

like ESCAPE-NET, but to provide an overview of areas of ethical concern. Further 

study would be valuable that maps the actual extent of harm due to big data research 

in medicine. Interviewees saw few risks, but researchers and oversight bodies should 

remain vigilant as the literature suggests that the harms of big data are difficult to 

anticipate and that cyber-attacks will become increasingly prevalent in health organ-

isations.25-27 The growing technological possibilities associated with big data should 

thus be accompanied with a growth in knowledge on governing data-driven research. 

In Chapter 4, we saw how privacy by design ('hard measures') and privacy by 

policy ('soft measures') are needed to protect patient data. Figure 12-1 shows the 

current paradigm for data protection in observational studies, where less sensitive 

and more anonymous data come with fewer governance requirements. The GDPR 

does not cover anonymous data at all, and has special provisions for health data. 

When sensitive personal data are used for research, privacy by design measures such 

as data minimisation or privacy-enhancing technologies (PETs) are supplemented 

with policy measures like informed consent procedures. However, my findings sug-

gest this framework is outdated. Namely, interviewed experts and literature con-

firmed that complete de-identification is impossible, especially in SCA research 

where the chain of care results in many different data sources. Complete anonymiza-

tion might also be undesirable because it can affect data quality, limit options for 

audit trail, prevent the addition of new data to a profile and remove the possibility of 

contacting the data subject (including giving people access to their personal data). 

Figure 12-1. Current governance framework for health data research. Figure based on 

Hoepman, 2014 and Spiekermann & Cranor, 2009.28,29 
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Regarding the sensitivity of data, I discussed in Chapter 6 and in the previous section 

that genetic data are not more sensitive per se but that sensitivity depends on context.iii 

Deep phenotyping studies also create a highly detailed individual profile, and even 

data collected outside the medical context may be used to infer information about 

someone's health: for instance, web users might be identified by typing patterns after 

which their speed and accuracy serve as a predictors for psychological distress.30,31 

This is more acceptable if done for health research purposes e.g. in order to create 

an empathic psychotherapy chatbot, than when used for targeted advertising. My 

point is that less anonymous and more sensitive data indeed require stronger protec-

tions but that, unlike what Figure 12-1 suggests, sensitivity and anonymity cannot be 

pre-determined. The characteristics of research data, which also include data validity 

as discussed under the heading of 'good data', vary according to the specific context. 

Context also affects the values and norms operating in the background of gov-

ernance decisions. If underlying values are not explicitly referred to, the normative 

background may be forgotten which can lead to routinisation of researchers' data 

protection practices and cause resistance to regulations thought to harm the research 

enterprise (Chapter 11). In my study of ESCAPE-NET, researchers dreaded the lack 

of clear and uniform guidance. Their experience may be reflected on using the Lewis 

Carroll citation at the opening of this general discussion, taken from a chapter titled 

Alice's Evidence which details the criminal trial of the Knave of Hearts. He is accused 

of stealing the King's tarts, but the evidence presented at the trial turns out to be a 

nonsensical poem supposedly written by the prisoner. The King demands that this 

poem is read from beginning to end, while failing to explain its meaning. Still, the 

poem is considered important evidence and the Queen calls for sentencing of the 

Knave – even before the verdict arrives. This random turn of events goes against all 

Alice's intuitions about justice in her own world. Carroll contrasts the arbitrary logic 

of Wonderland with the ordered legal system in nineteenth-century Britain, where 

the reverence of scientific principles reflected a desire for certainty. In a manner sim-

ilar to the legal process in Wonderland, albeit much less extreme, data protection 

laws such as the GDPR are necessarily open to interpretation, as this is needed to 

allow for changing contexts and differing societal values.32 The different interpreta-

tions, however, frustrated ESCAPE-NET researchers who desired certainty. 

In response to the strict (interpretation of) data protection rules some scientists, 

policy-makers and bioethicists, have argued for the recognition of solidarity as the 

foundation for health data research, as described in Chapter 11. Yet the studies in 

this thesis have shown that neither solidarity not privacy can function as foundational 

value. The search for final principles leads to an infinite regress, as Winch states when 

 
iii Two factors that can make other health-related data as sensitive as genetic data are the 

relationality ('do the data also create privacy concerns for other people?') and the embodiment 
of the data ('are the data constitutive of the person's physical and/or informational identity?'). 
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he reflects on another work by Carroll ('What the Tortoise Said to Achilles'): "alt-

hough we may formulate another, higher-order, set of precepts prescribing how the 

first set is to be applied, we cannot go further along this road without finding our-

selves on the slippery slope pointed out Lewis Carroll" (p. 55).33 We showed that the 

fundament of rules related to health data research is suspended between societal ac-

tors who are bound together through trust. We argued that instead of imposing 

stricter or more rules, trust should be explicitly recognised as the background condi-

tion for governance.iv My proposal for a framework that recognises governance as 

context- and value-dependent and based on trust, and that replaces the one in Figure 

12-1, is depicted in Figure 12-2. As depicted by the arrows, promoting trust requires 

that contextual integrity is respected (i.e., expectations of privacy in a certain context 

are met), or more specifically, through the use of governance measures that are ap-

propriate to the particular characteristics of the data. When the link between context 

and values/norms is severed, trust disappears as basis for health data research. 

 

 

 

Thus, when deciding on the data governance measures needed, these links and the 

effects on trust should be taken into account. This may be illustrated with the ongo-

ing discussions on the need for consent in health data research. Informed consent is 

a key principle in research ethics and relevant law but requiring consent may lead to 

non-use of data, which conflicts with the duty of beneficence and with individual 

autonomy if it violates people's wishes to contribute to research. Some scholars think 

that this creates justification for a general waiving of consent for health data research. 

 
iv I think the terminology of data governance is more useful than the narrow term data protec-

tion, because it also includes principles like accuracy and accountability which are not directly 
related to securing who has access to the data. This interpretation is in line with the European 
Commission's legislative proposal for a Data Governance Act to facilitate data sharing. 

Figure 12-2. Proposal for a new governance framework for health data research 
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Among others, Porsdam Mann and co-authors advocate a duty to participate in 'min-

imal risk' health data research, by arguing that the burden and risk of (instrumental) 

harm is lower than for other societal duties, such as the duty to quarantine in case of 

dangerous communicable diseases.34 I disagree with this conclusion. The link be-

tween data donation and benefits to others is far from direct, while privacy is im-

portant not only in instrumental but also in principled terms. Perhaps people have 

an imperfect moral responsibility to participate in projects like ESCAPE-NET, but 

whether they do so is their business and should not discharge researchers from en-

gaging in good governance: the relation towards the data subject is a non-symmetrical 

relation.35 Even for widely supported research, minority groups can have objections 

based on religion and individuals may have private reasons to oppose a certain prac-

tice (e.g. bad experience with the hospital where the research is conducted). Existing 

public trust is thus not a reason for removing the possibility for opt-out. Moreover, 

mandating data donation would itself negatively impact on trust. I contend that the 

respect for data subjects' autonomy and the promotion of trust, together create an 

important prima facie rule for requiring ('opt-in') informed consent from patients 

whenever possible, such as in the ARREST study described in Chapter 3.  

This point remains true even if SCA survivors could not reproduce their consent, 

which is in line with Nissenbaum's transparency paradox: while autonomy is best 

preserved by long and detailed information, no one will read, understand or remem-

ber it.16 Yet consent of these patients is still valuable, as the value lies in the fact that 

they can refuse when they do not trust the researchers. Nissenbaum explains that in 

health care and research where trust is generally high “it is not the consent form itself 

that draws our signature and consigns us to the operating table, but rather our faith 

in the system” (p. 36). This system is characterised by a governance framework of 

"supporting assurances''. Health data research should ideally employ a combination 

of privacy by design and privacy by policy measures, together with ethical and legal 

oversight such as by RECs and DPOs. Namely, ethics oversight is needed so that 

the burden of privacy protection does not lie entirely with patients (whose options 

for control are limited) and with researchers (who have an inherent conflict of inter-

est)38. Moreover, approval of the study by an REC serves as a 'trust-tag' for scientific 

partners and data sources, and thus contributes to successful data sharing.37 

Regarding deceased data subjects, the current lack of regulation and guidelines 

about post-mortem research uses of data may start to harm public trust as personal 

data are accumulating online, e.g. through memorialised Facebook pages or cause of 

death registries. As opposed to data, tissue has always been seen as constitutive of 

identity. In a documentary about HeLa cells, one of the family members says: "Hen-

rietta ís those cells". Now the data shadows of the dead are becoming increasingly 

sophisticated informational entities – yet ones who cannot control the future unex-

pected uses of their data. Floridi describes how the distinction between online ('here') 
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and offline ('there') is blurring fast.38 This reminds of the futuristic television series 

Black Mirror that featured an episode called 'Be Right Back' where a grieving woman 

buys a synthetic AI-based recreation of her dead boyfriend. If there is some truth in 

this episode, then in the near to long-term future deceased persons may be here, there 

and everywhere. The studies in Part III of this thesis conclude that a moral right to post-

mortem privacy should be recognised and acted on using the same framework that 

applies to the living, although their interests may outweigh those of the dead in cer-

tain situations. In studies for which consent has been given during a person's lifetime, 

it would be acceptable to assume that this consent remains valid after death, but 

ideally the post-mortem use is specified in consent documentation. In the same way, 

careful consideration of the interests of the deceased and their relatives is needed 

before identifiable case reports can be published (Chapter 7). Of note is that while 

case reports have been used for scientific research and education since antiquity, the 

trend towards incorporating extensive data about social determinants of health may 

require future changes to the privacy standards described in that chapter.39 

Lastly, in situations where implementing certain governance measures would limit 

the conduct of research, competing values need to be balanced. Following Resnik, I 

stated in Chapter 11 that trust should be used for priority-setting between values of 

research ethics, but that it is not a "meta-rule" that always trumps other principles.40 

Only in a world where everyone has perfect understanding of context, would trust 

be justified as meta-rule. For instance, even if proper safeguards are in place, people 

may not trust research using commercial data processors (e.g. companies that store 

data or provide computing power) due to limited grasp of the role of these parties. 

Deciding on the consent process then requires balancing trust with beneficence. In 

another situation, people's trust in researchers may be misplaced and conflict with 

non-maleficence.v Resnik therefore includes the proviso that people's trust should 

be based on reasonable expectations of good conduct. In both examples, using the 

principle of trust brings out a requirement for good communication and discussion 

about these principles between potential participants and researchers. Moreover, we 

already saw that trust may be different for individuals than for society as a whole.  

12.1.3 Good care for all 

The title of this thesis demands a teleological explanation, as we need to ask: good 

science for what/whom? Research data are not good or bad as such. Their goodness 

depends on how they are collected and governed, but moreover, on how they are 

used in healthcare and beyond. Who benefits from this use? Hereafter I discuss how 

data-driven SCA research is (in)directly linked to care at individual and societal level.  

 
v Resnik's example is the 'Tuskegee Study' that withheld treatment from participants.  
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Participants' trust in researchers was based on their trust in the medicine. The bound-

ary between research and care has become blurred, which is observed especially in 

discussions on the return of genetics findings. Chapter 3 provided evidence of a 

'therapeutic non-conception'41 in that subjects were unaware of genetic research and 

the corresponding potential of receiving individual findings – in other cases, their 

preferences changed. Decisions not to know are not always well informed and the 

right not to know may be trumped by other interests.42,43 Researchers, who are often 

also clinicians, may experience moral distress when the option to potentially save a 

life is removed (Chapter 4). This thesis did not focus specifically on genetic studies 

and does not provide conclusive results about the disclosure of individual genetic 

findings, so I can only make the tentative suggestion that for life-threatening but 

potentially preventable conditions such as SCA, a general right not to know is too 

demanding on researchers if data subjects are identifiable.vi  

My suggestion is in line with the policy of our own hospital which prevents pa-

tients from participating in genetic studies when they do not want to be informed of 

individual findings. However, rather than instating such a general policy, I suggest 

that oversight bodies should evaluate the contextual factors for each proposed study 

(e.g. the clinical significance of finding or seriousness of the harm) in a manner anal-

ogous to the framework presented in Figure 12-2. This suggestion is underwritten by 

empirical survey data where 96% of IRB members supported the right not to know, 

which dropped to only 35% when a specific scenario was presented in which disclo-

sure results in prevention of serious disease.42 Ethics committees should similarly 

discuss the return of findings to relatives of deceased research participants. Further 

study and guidelines on post-mortem disclosure are needed, as was concluded by the 

European Society of Human Genetics in their reflection on Chapter 5's findings.44  

Once it is determined that research findings should be shared, these need to be 

made available to a healthcare professional for disclosure to the patient or relatives, 

which requires good communication between the research and care settings. This 

also applies to AED data which only become available to the treating physicians be-

cause they are collected by researchers, even though these data may be important for 

diagnosis and treatment (Chapter 8). The data can also help first-responders to im-

prove their CPR performance but are not collected routinely. (In some European 

countries these data cannot become available at all because AED use is reserved by 

law for medical professionals, e.g. Italy.) Standardised collection of AED data for 

healthcare would remove the reliance on researchers. Policy debates are needed 

about which information related the SCA event should be included in the electronic 

health record, such as the AED data, and on the needed infrastructure. 

 
vi My point applies to findings related to the studied condition (SCA), the return of entirely 

incidental findings is beyond the scope of the current discussion. 



GENERAL DISCUSSION |183 

 

Moreover, the policy and regulatory debate on health data research focuses mainly 

on individual safeguards such as consent and anonymization, while big data enlarges 

the potential for group-level harms.25,45 Disparities in SCA care have always existed, 

e.g. people in rural areas are less likely to benefit from quick EMS response than 

those in urban areas,46 and women are less likely to be resuscitated than men.47 How-

ever, the technological potential of data-driven research makes humanity more re-

sponsible for the outcomes. The optimistic explanation of this is that digital tools 

help bring injustices to light: studies about women's lower chances of being resusci-

tated have prompted media attention which creates societal interest in (funding) fur-

ther research on this topic; and the visualisation of AED distribution across regions 

might help to show inequities and fuel action aimed at equal access. With this goal in 

mind, the Dutch Heart Foundation published an online tool where people can check 

whether an AED is still needed in their area (Figure 12-3).vii Another new initiative 

is drone-based delivery of AEDs.48 Complete coverage would be ideal but is unlikely 

to be realistic under budget constraints, given that these devices are expensive. Public 

health initiatives aimed at improving the use of AEDs therefore increasingly utilise 

computer models to simulate what the optimal distribution would be, as described 

in Chapter 10. However, this requires programmers to weigh equity with efficiency; 

i.e. saving the most lives versus providing an equitable chance of being saved.  

 

  

 
vii Dutch Heart Foundation (accessed 22 June 2021). Mist jouw buurt nog een AED? 

Check waar AED's nodig zijn. [Is your neighbourhood missing an AED? Check where AEDs 
are needed]. [https://www.hartstichting.nl/aed] 

Figure 12-3. Screenshots from the Dutch Heart Foundation's website showing: (a) the locations 

in the city of Amsterdam where no AEDs are registered with the citizen responder dispatching 

system 'HartslagNu' that are available day and night; (b) the search result which shows that a 

24/7 AED is still needed in my own neighbourhood.  
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This bring us to the more pessimistic interpretation of justice aspect of data-driven 

research. In addition to the arbitrary decision-making regarding equity, described in 

Chapter 9, models may be unjustly biased against groups as a result of distortions in 

the training data. A much used example is predictive policing, where racial bias arises as 

algorithms encourage police patrols to target certain ethnic groups.49 In the Nether-

lands, big data collection led to citizens receiving childcare benefits being wrongly 

labels as fraudsters, thus pushing families into financial hardship as a result of failing 

oversight and limited transparency.viii A third example focuses on language use. 

When translating from gender neutral languages that only have one word for he/she, 

the algorithm in Google Translate systematically changes the gender of translations 

to fit with stereotypes: 'he is a doctor' and 'she is a nurse'.50  

In the same way, prediction models in health care may be unjustly biased. This 

bias may be propagated if not corrected, especially when big data analytics are used. 

For instance, when predictions about certain groups of critically ill patients lead to 

withholding of treatment on the basis of poor prognosis, this may result in a self-

fulfilling prophecy.51 While a critical doctor might recognise false-positives based on 

contextual factors, computer models are generally not advanced enough to do so, 

and are not always transparent enough about the factors for prediction to be checked. 

Mertens & King detail how artificial intelligence (AI) based models for neurological 

prediction after resuscitation exacerbate this potential for self-fulling prophecies, by 

creating feedback loops that lead to increasingly negative outcomes among (certain) 

SCA patients in the intensive care unit.52 The PROFID project introduced in Chapter 

10 aims to create and clinically validate an AI-model to determine ICD implantation 

but runs the risk of withholding ICD treatment to patients misclassified as low-risk, 

if the model were to be trained on inaccurate or biased data.ix  

This theme is again reflected in Lewis Carroll's work: in the 1871 sequel to Alice's 

Adventures in Wonderland titled 'Through the Looking-Glass', Alice finds herself in 

a country that is bound by rules, like a chessboard where the behaviour of the pieces 

is captured in the rules of the game. The red and white queens of this country want 

to punish people before a crime has been committed. As Siemann notes, this actually 

 
viii Harry van de Loo, Ben Dankbaar, Sjoerd Romme. 10 June 2020, Trouw. De toeslagen-

affaire bij de belastingdienst is het actuele voorbeeld van een oud probleem. [The childcare 
benefits scandal is the contemporary example of an old problem]. [https://www.trouw.nl/ 
opinie/de-toeslagenaffaire-bij-de-belastingdienst-is-het-actuele-voorbeeld-van-een-oud-pro-
bleem ~baa80e1f/] 

ix If we take a global health perspective, the model might not be valuable for countries 
where certain predictors are not available. Namely, among PROFID researchers discussions 
are ongoing about whether magnetic resonance imaging (MRI) data should be included in the 
prediction model. Findings from MRI scans are associated with SCA incidence and function 
as important predictor in the model that determines who receives an ICD. However, the con-
sortium also includes a number of partners from countries where hospitals do not generally 
have MRI machines, as these are quite expensive. 
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makes sense in the chessboard world where action is bound within the game's lim-

its.53 The queens are like AI-based prediction tools such as the ones described above: 

within the parameters of the model, and based on inferences where data are missing, 

the data subject is classified as high-risk and treated as such.x  

While risk prediction is beneficial at a societal level and potentially also for the 

individual, we should not forget that when patients are reduced to data entries, this 

can harm the respect for individual freedom and human dignity. SCA patients may 

consent to the use of risk prediction tools because they fear consequences for their 

care, that is, for their life – just like Alice consents to be governed by the red and 

white queens as she has a vested interest in cooperating with them.53 Consent is never 

entirely free as it is shaped by social forces and, as Foucault described, biomedicine 

can create an abusive power structure.54,55 From a phenomenological perspective we 

can see how the representation of patients into predetermined data categories means 

"bringing the other under the power of the same", to put it in Levinasian terms.35 

Data-based tools create an aura of certainty, but the acute and critical care setting 

remains characterised by uncertainty and dilemmas. In reflecting on the challenges 

around prediction of prognosis in the intensive care, Wilkinson concludes that "what 

we ought to do in this case or in other situations of uncertainty depends upon the 

value that is placed upon different outcomes, including how bad it is to prolong treat-

ment that ultimately leads to a bad outcome compared to how bad it is to withdraw 

treatment from a patient who would have survived without impairment"(p.408).51  

This focus on values leads to another societal issue, briefly mentioned in Chapter 

4: should we accept SCA as a good death in certain populations such as the elderly? 

Sociologist Stefan Timmermans argues that CPR is part of a society that medicalises 

death and corrupts the dying experience.56 According to Timmermans, resuscitation 

research turned death into something that could be overcome, even though most 

victims do not survive.xi He critiques the performing of CPR in medical settings on 

patients who are unlikely to regain consciousness and writes: "in its pure form, sud-

den death is very close to our contemporary conception of a good death, while in its 

current form it's a death to be avoided" (p. 28). Namely, while the in-hospital resus-

citation allows next-of-kin to conclude that everything possible has been done and 

helps them adjust to the death, it might also de-socialise the dying process and harm 

the dignity of the person receiving CPR. Instead, we should focus on dying with 

dignity and on living our best lives: as Nietzsche and Heidegger already said, con-

fronting our death anxiety creates the opportunity for finding meaning in life. This 

 
x The difference with our world is that Looking-Glass country is ruled by women, while 

in reality authoritative industrial AI applications are represented as male (IBM Watson) and 
powerless and submissive personal assistants (Apple's Siri and Amazon's Alexa) as female.  

xi A parallel can be drawn with dataism which also gives the illusion of immortality as peo-
ple live on in the cloud, as discussed in Chapter 6 and by Visser-Knijff & van der Vaart.57 
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confronting implies that discussions about death are needed, as well as the promotion 

or creation of advance directives among older populations to ensure that their wishes 

are upheld.58 Timmermans also states that a focus on survival rates distracts from the 

fact that some patients survive with low quality of life. The PROFID study addresses 

quality of life, as its non-inferiority trial is justified through the prevention of adverse 

effects of ICD implantation (Chapter 10). However, in this type of study there always 

remains a margin of clinically acceptable loss of efficacy: personalizing the decision-

making around ICD implantation comes with a higher risk of death in the population 

who do not receive the ICD on the basis of concerns for their quality of life.  

The aforementioned issues are pressing in light of resource constraints. Strength-

ening EMS infrastructure and placing defibrillators is costly. In 1995, the cost of CPR 

per quality adjusted life year was calculated at one and a half times the median family 

income in the US.56 While cost-effectiveness analyses of CPR are difficult to interpret 

as they depend on how quality of life is measured,59 resources might be more effec-

tively invested in the prevention of SCA by readjusting the focus to determinants like 

stress, diet and exercise. Yet from a trust-based and human rights perspective, public 

health considerations should be constrained by a concern for the rights of individu-

als, including of those without fair opportunity to benefit from (newly instated) pre-

vention policies.60 Utilitarian philosopher Peter Singer argues that resources should 

not be spent on those who cannot contribute to society, but when his mother devel-

oped Alzheimer's disease, he spent a lot of money on her care and said: "Perhaps it 

is more difficult than I thought before, because it is different when it’s your mother". 

While Singer takes this to mean that he failed to live up to his own standards,xii how 

I interpret the anecdote is that policies should leave room to recognise the moral 

importance of the individual person. In this thesis I do not, however, take a norma-

tive stand on the broader societal effects of SCA research, but rather propose that 

these should be taken into account in future ethics parallel research and potentially 

also by RECs. Just like the anthropologist Alice studies the worlds in which she is 

thrown, medical ethicists should pay close attention to the societal impact of big data. 

12.2 Methodological considerations 

For the past years I was part of the European SCA research consortium known as 

ESCAPE-NET, wherein this work is situated. The scope of this ethics research was 

not delineated from the start but rather, most studies followed iteratively from others 

and were inspired by practice. The journey has not been a straight path and I dare 

not say that it 'began at the beginning', as discussions about data protection in health 

 
xii Daniel Gross, 25 April 2021. The New Yorker. Peter Singer Is Committed to Contro-

versial Ideas. [https://www.newyorker.com/culture/the-new-yorker-interview/peter-singer-
is-committed-to-controversial-ideas] 
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research have been going on since the 1980s, if not longer.61 The end is not in sight 

either, because all topics in this thesis require further investigation and have practical 

implications that will not be solved quickly.xiii What this thesis does, is use observa-

tional SCA research as a critical case from which the ethical and policy implications 

can be analytically generalised to other types of illness, as described in Chapter 1. 

The scope of the thesis allows for providing a comprehensive overview of the 

diverse aspects associated with observational SCA research, but herein also lies an 

important limitation. Namely, due to the variety of ethical issues arising in a large 

project like ESCAPE-NET and the lack of focus on one particular issue, my findings 

have remained somewhat superficial: topics such as scientific validity, data sharing 

with commercial partners, or the return of genetic findings, could each fill a doctoral 

dissertation on their own. The limited specificity of the research questions resulted 

in large volumes of qualitative data that were sometimes difficult to navigate and of 

which parts remained unused. However, these data may be valuable for re-analysis 

on specific topics.62 Regarding the scope of the research, it is also important to note 

that the main focus was on SCA data rather than on tissue: if biobanks were men-

tioned, I mostly discussed the genetic data extracted from patients' tissue samples. 

The ELSI of SCA biobanking studies unrelated to the resulting data, such as ques-

tions on the control and ownership of the tissue, remain to be discussed elsewhere. 

In addition, I was unable to compare specific policies of the different ESCAPE-NET 

partners due to the high heterogeneity of the studies and the rarity of events within 

them, e.g. for drawing conclusions about the correct manner of approaching parents 

of children who died from SCA a much more specific approach would be needed. 

 Throughout this chapter I referenced Lewis Carroll, whose work resists inter-

pretation in the sense that we cannot assign universal meaning to the events in his 

books. This PhD thesis is like Alice's adventures, because while I try to make sense 

of data ethics, it turns out that sensible things can only be said in the context of a 

specific practice. The articles in this thesis have not promoted a particular normative 

standpoint that is a priori true, but are a collection of adventures that inform norma-

tive recommendations a posteriori (see 12.3 for such recommendations). As such, this 

work is grounded in the framework of empirical ethics, which was introduced in 

Chapter 1. The strength of that approach lies in its sensitivity to context and in the 

involvement of relevant societal stakeholders.63,64 Not only the empirical studies but 

also the conceptual analyses in this thesis (i.e. on the nature of trust and relating to 

post-mortem privacy) were situated within the specific setting of health data research, 

as we know since Wittgenstein that the meaning of philosophical concepts is deter-

 
xiii Some findings may have become dated in the course of this project, such as the litera-

ture search conducted in 2017 (Chapter 2). The effect on the final thesis, however, was miti-
gated by keeping up to date with the literature throughout, e.g. with the help of PubMed alerts. 
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mined by their use in a context.65 The paradigm employed was a dialogical contextu-

alism instead of the coherentism inherent to the reflective equilibrium (RE) method. 

This approach goes further than RE in that it recognises practice not just as a source 

of 'well-considered judgments' but as the setting in which societal actors negotiate 

about normative claims, and is thus less vulnerable to the charge of conservatism.66 

For the empirical component of this thesis, I used a combination of literature 

study and qualitative research methods to explore the views of stakeholders. This 

gave more insight than a quantitative survey would have, because interviews and ob-

servations provided the opportunity to build rapport and to interact with stakehold-

ers, whenever that was useful and appropriate. Semi-structured interviews with SCA 

survivors were conducted in person, in their homes unless otherwise preferred, 

which was worthwhile as it enabled obtaining a more detailed picture of that person 

and their values. This is illustrated by the following quote from one of our interviews:  

   

Patient: Can I ask you a question? You come here to visit and that gives you a 

very different impression of the person than when you would ask questions via 

e-mail or telephone, right? Now you see the seriousness of the situation and can 

draw conclusions for your research. If you would just have information on paper, 

that would be different. 

Patient's partner: Yes, if you would do your PhD research on this topic without 

ever talking to someone who experienced [a sudden cardiac arrest], then your 

research would be much less valuable than what you have now. 

Me: That is absolutely true. But of course my PhD research is about ethics, and 

for the interview we were talking about medical research on how to improve car-

diac arrest treatment. For those studies you can use statistics, while 'my kind' of 

research focuses on people and perspectives. 

Patient: Still, they can have the largest possible list of data, but it would be worth 

much less than this conversation. 

 

This patient and their partner also make an important point about the nature of data-

based research in medicine, one that I did not realise fully at the time. Section 12.1 

described how the collection of certain data obscures the information enclosed in 

data that are not collected, such as data of qualitative nature. Embedding qualitative 

research into big data projects does not only shed light on the ethics and acceptability 

of these studies, but can also improve them scientifically and help to set relevant 

research priorities.67 In ethics parallel research, ethicists are part of the projects that 

they study, as has been the case with ESCAPE-NET. This type of interdisciplinary 

collaboration has the advantage of allowing co-construction of best practices but 

may also result in a conflict of interest when ethicists are not able to be critical. It is 

important for bioethicists to be reflective about their role and to ascertain which 
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projects are suitable for parallel research and which are not. This also depends on 

timing, as they should avoid the Collingridge problem of being either too early or 

too late to significantly influence the development of a technology (such as a database 

or risk prediction model).68 In the case of ESCAPE-NET, these limitations were 

mitigated through transparency about collaboration and financial support – although 

affiliation with the project under study might still have influenced interview findings 

– and by involving an independent ethicist in the ethical evaluation of the project. 

We were also lucky to cooperate with scientists who had an open mind towards eth-

ics. Resuscitation research has always been closely tied to ethical discussions, which 

may have promoted this collaboration. During the writing of this thesis I also expe-

rienced how close the link between ethics and law is, as both consider how proposed 

norms can be used in practice and whether they are compatible with contextual val-

ues, so further collaboration between these fields would be valuable.  

Specific study limitations were addressed in the corresponding chapters, but one 

key limitation arose across several articles: namely, the generalizability of findings. 

Articles included in literature reviews were few and mostly originated from Western 

European or English-speaking countries, as did interviewees. This is not problematic 

per se since the ESCAPE-NET project is located in Western Europe and, moreover, 

because qualitative research does not aim to generalise but rather to provide insight 

in contextual factors and the conduct and opinions of stakeholders. However, de-

scription of these opinions and the identification of otherwise overlooked issues does 

require inclusion of a diverse and representative group of stakeholders.69 In the surveyed 

empirical literature and in our own research, there was to some extent a lack of di-

versity in terms of age, ethnicity, and nationality of respondents. Views of deceased 

patients' relatives are missing, as well as of patients who declined consent to data 

research. I also would have liked to include SCA survivors in the roundtable confer-

ence, but it was difficult to recruit patient representatives as they worried about the 

knowledge asymmetry with academic attendees. Further work on this topic could try 

to mitigate power inequalities by conducting participatory action research,70 as well 

as aim for mixed-methods research that also includes quantitative methods in order 

to enumerate opinions and help weigh priorities.71  

Lastly, at the time of writing not all papers in this thesis have been published and 

some are still undergoing peer-review, so these articles might be improved in later 

versions (Chapters 4, 6 and 11). It may also be noted that a number of articles in this 

thesis are position papers which could seem divorced from deeper ethical reasoning, 

but they are actually very much connected to the empirical-ethical work done in other 

articles. Unfortunately, position papers provide less space to elaborate on the back-

ground of recommendations. I hope that in presenting the different types of articles 

together in this collection, the connections between them have become clear. 
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12.3 Implications for practice and further study 

Goethe already said that "knowing is not enough; we must apply". Hereafter, I suggest how 

the findings from this thesis, as discussed in section 12.1, can be applied to health 

data research in practice. Practical recommendations and suggestions for further eth-

ical study are made. It is important to note that incorporating ethics into data-driven 

research does not necessarily limit the value of these studies, as is often thought. My 

recommendations are not anti-technology but recognise the trade-offs inherent in 

research (as in any other social practice). Since Hobbes we know that even having a 

government can be considered a trade-off: citizens trade a piece of their individual 

freedom for guaranteed protection from a violent 'state of nature'. In the same way, 

privacy is a prima facie right that should be balanced with the benefits of science. What 

should be done to promote SCA data research while safeguarding subjects' rights 

(12.3.1) and how can such research be evaluated in a fair and just manner (12.3.2)?  

12.3.1 Empowering effective and equitable use of SCA data  

Health data researchers should use valid selection and analysis methods, apply quality 

control measures, and be mindful of societal biases being replicated in the data. Only 

then can research lead to innovations that benefit patients. In most ESCAPE-NET 

countries the costs of SCA data collection only permit doing this on a relatively small 

scale,xiv with the results representing just a few regions. Therefore, a more effective 

solution would be to establish national SCA registries that may be used, under certain 

conditions such as the requirement for consent, for scientific research. A practical 

option would be for SCA data collection to join existing registries in cardiology, such 

as the National Heart Registry in the Netherlands.xv National SCA registries should 

include clinical information and ideally also ECG data stored in AEDs. The latter 

requires establishing an infrastructure for obtaining these data (which becomes easier 

once AEDs with options for internet connection are more widely used). In the Neth-

erlands, the ARREST group has been the only collector of these life-saving 'AED 

data', but due to budget constraints this practice was discontinued in July 2021 – 

which makes the creation of a national registry even more timely. The logistic, ethical 

and legal specifics should be explored in further (pilot) study but a national registry 

should at a minimum adhere to governance requirements for quality registration and 

scientific research, with oversight by an independent entity.72 

 
xiv Unlocking the potential of SCA data also requires global cooperation. Most research is 

currently conducted in high-income countries which causes knowledge disparities and a grow-
ing digital divide with low- and middle-income countries (LMICs). It is important for local 
SCA research to be conducted in LMICs, and for researchers such as those in ESCAPE-NET 
to share their experiences with other parts of the world to promote global health. 

xv Nederlandse Hart Registratie. [https://nederlandsehartregistratie.nl/] 
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National registries make research easier by concentrating the data and they may also 

protect patient rights better by centralising ICT security and ethics oversight. In a 

centralised system more resources may be available for creating a secure environ-

ment, which is increasingly important given growing cybersecurity concerns, and the 

negative effects of diffused ethics oversight are mitigated. At a minimum, an anony-

mised dataset of essential characteristics of all SCA victims should be collected, but 

likely the linkages with other datasets and the desired depth of the information re-

quire pseudonymisation of the data. This should be done through a trusted third 

party that obtains the data from the care setting and then codifies the data. If data 

that may implicate patients or next-of-kin (e.g. genetic data) are included in such a 

national registry, a policy and committee for disclosure of findings should be instated.  

The most convenient option would be to have SCA registries mandated by law 

and funded through national governments. However, we learnt from the population 

registries used in the Second World War and more recently in discussions about trac-

ing apps for COVID-19 that governmental databases pose risks to citizens in situa-

tion where democracy is not respected; and that centralised solutions may lack public 

support.73 Alternative de-centralised solutions should therefore be explored, e.g. the 

use of blockchain by independent cooperatives.74 Any initiative should be accompa-

nied by ELSI guidance and by qualitative research on the non-quantifiable aspects of 

SCA. Ethical study would be valuable into the effects of classification and on the 

relation between data and biopower; as well as on practical tools for promoting trust 

in health data research, in particular for national registries. For instance, storing eth-

ical meta-data that specifies the context of data collection and the conditions of con-

sent, might promote trust in sharing of data with researchers outside the registry. 

A national registration system could also include an option for feedback on CPR 

quality to first-responders, which would be in line with the perceived social respon-

sibility of effectively using an AED when someone is in need. Moreover, national 

SCA registries might provide the opportunity for researchers to connect with patients 

in the registry through an online communication infrastructure.  Such an infrastruc-

ture could help to share the results of studies as a way of thanking participants for 

their contribution, to be transparent on governance, and to provide more detailed 

information and consent options. For instance, a variation on 'meta consent'75 might 

be used where SCA patients can register whether they are emotionally and cognitively 

ready to speak with researchers and give consent to more detailed data collection.  

Given the importance of maintaining societal trust and the respect for individual 

persons, I find that research should always require informed consent from SCA sur-

vivors if these can be contacted. In some cases, an opt-out option might be sufficient 

if the research is disproportionately harmed and the individual risks are minimal – 

but this should be determined for each study separately. Further research is needed 

on whether control by relatives is desirable. I do think that relatives of deceased SCA 
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patients should be informed about any research that may have health implications 

for them. Regarding the consent of SCA survivors, the studies in this thesis suggest 

that contact should be deferred until the patient is able to provide genuinely informed 

consent. Cognitive functioning of SCA survivors is returned to normal in most pa-

tients when measured through telephone interview after 6-12 months,76 but my pa-

tient interviews suggest that a waiting period of three months may be sufficient. 

While some SCA researchers collect consent while the patient is in hospital, I find 

that this should be discouraged or at the minimum be preceded by a test of cognitive 

capacity. Contacting SCA survivors by telephone before sending consent documen-

tation was appreciated by ARREST participants who said it gives them trust in the 

researchers, which is echoed in the literature.77 Individual contact is not only trust-

promoting but also helps researchers explain study aims, context, governance struc-

tures and potential harms – complex issues that are made more accessible by verbal 

explanation. Public distrust towards health data sharing is known to diminish when 

study rationale and potential benefits are explained.78 Further work is needed to tailor 

consent procedures to certain populations (e.g. children or people with low levels of 

literacy), to establish what level of detail in the provided information would be desir-

able, and regarding how the public can be supported in being responsible trusters.   

This thesis also finds that broad consent for participation in academic SCA research 

is ethically justifiable. In addition to views of participants themselves, the main nor-

mative arguments are convincing: patients should have the autonomy to give broad 

consent; and specific consent may lead to selection bias, especially when participants 

are lost to follow-up or when 'consent fatigue' occurs.79 The text of the GDPR (Re-

cital 33) is generally acceptive of broad consent, but the guidelines of Working Party 

29 and its successor (the European Data Protection Board) note that broad consent 

is only allowed in exceptional situations where research purposes cannot be fully 

specified.80,81 This discrepancy creates uncertainty for researchers and discussion 

among ethicists and health law experts. It seems that an approach tailored to context 

is most appropriate (see also Figure 12-2).82 While specific consent might be more 

autonomy-enhancing, broad consent is acceptable if specific consent would limit data 

validity and when data are pseudonymized or not regarded as very sensitive. Moreo-

ver, specific consent models may lead to distrust as they come with the 'subtext' that 

good decisions about whether or not to participate require people to be informed on 

a detailed level: "Why else should people continuously be informed, be asked and 

have to decide, if it was not because the embedded normativity in this model says it is so 

important to make this type of informed decision instead of transferring that respon-

sibility to researchers and ethics committees?" (p. 900).83 In other words, the norma-

tivity in specific consent implies that people's privacy is not safeguarded when they 

do not make the specific decisions themselves. Further research is needed on the 

relation between trust and the type of consent for health data research.  



GENERAL DISCUSSION |193 

 

I should also note that trust is not always voluntary in the medical setting and that it 

inherently involves being vulnerable. Further research (perhaps through the lens of 

feminism) is needed on the concept of vulnerability and how this influences decision-

making around data-driven research and care in the field of acute and critical illness. 

Patients with devices like ICDs might be especially vulnerable as there are concerns 

that these devices might be hacked. Vulnerability also depends on the actual risk of 

harm related to this type of data-driven research, which should be mapped in future 

studies. Not only the risks to patients, but also to first-responders require further 

attention. The fact that every bystander can perform CPR to SCA victims may con-

tribute to interpersonal solidarity but also "requires constant surveillance of everyone 

by everyone" (p. 95).56 Research is needed on the privacy and data protection aspects 

of mobile first responder apps such as those by PulsePoint or HartslagNu.  

In my work I found that uncertainty caused by the GDPR and disagreement on 

underlying values may harm the research enterprise, but that the regulation itself does 

not. There is a lack of guidelines regarding post-mortem data and for data obtained 

outside the patient-doctor relationship, such as AED data. Some have suggested that 

the latter requires a new legal concept for medical secrecy, namely patient secrecy 

('patiëntgeheim'), but in accordance with evaluations of that proposal I find it unneces-

sary as the GDPR's principles sufficiently protect patient privacy.84 Instead, what is 

needed to ensure that trust in researchers is well-placed, is self-regulation in specific 

settings. Governance requirements for SCA data research should be specified in a 

code of conduct devised through an interdisciplinary process. This code can be either 

sector-specific or consist of adding a clause on the SCA setting to a general code for 

health data research. Such a code should include provisions related to post-mortem 

data use. In addition, legal guidance should be available to researchers in order to 

remove misconceptions about the GDPR, e.g. the idea that the law forms an obstacle 

for registering ethnicity.85 Moreover, data management and research integrity courses 

may help to promote good practices (the majority of data breaches is due to human 

error)86 and serve as a reminder for relevant societal values and norms. However, in 

relation to hard choices and moral dilemmas such as those about equity, codes and 

courses are of little use. In these situations, deliberation with stakeholders is needed. 

12.3.2 Towards data democracy, including after death  

I find that a democratic approach to scientific research with health data requires, first 

of all, oversight by an REC or a similar ethics committee specialised in data research 

(in addition to legal evaluation by a Data Protection Officer). Assessment by an ethics 

committee should be done even when data are anonymised or consent is asked, given 

the limitations of these safeguards and the potential societal impact of (big) data re-

search. Despite the requirement for ethics approval of research protocols in the Hel-

sinki Declaration, this is often interpreted to apply only to intervention research and 
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there has been an ongoing scholarly debate about the need for ethics committee ap-

proval of observational studies.87-89 Just like biobanking participants have gained 

more rights over the years, 'data subjects' are slowly moving towards having a similar 

ontological status as 'human subjects' in research and I find that research institutions' 

policies should reflect this. At my institution (AMC) this is currently not the case, 

e.g. the ARREST registry and other critical care databases were not eligible for ethics 

assessment as they do not address a specific study question.90 Only on researchers' 

initiative did ARREST finally received an evaluation, which helped to improve con-

sent policies. In my view, this should be standard practice for health databases. 

The composition of RECs should reflect the affected stakeholders and include 

experts on big data to enable proper evaluation of such studies.91 Evaluations should 

be based on context and reason from 'contextual exceptionalism' rather than genetic 

exceptionalism (see Section 12.1). Moreover, I suggest that REC assessment should 

be proportional to the context and evaluate at least: the ethical justification of gov-

ernance strategies in the context of the study; the return of individual findings and 

whether the right not to know should be upheld; and the societal value and impact 

of the proposed study. The latter suggestion is debatable and requires further re-

search. Additional study is also needed on how uses of data can be evaluated in light 

of an Open Science future; on how RECs can be supported in assessing privacy 

aspects of big data; and about the desirability of harmonising ethics review in inter-

national studies. While harmonisation might reduce burdens on researchers,92 based 

on my experiences in ESCAPE-NET I tentatively conclude that international laws 

and guidelines already protect the fundamental rights of patients (although interna-

tional guidelines about post-mortem data use are needed) and that the specific con-

textual/cultural details should be left to assessment within a country.  

Health data research also requires interdisciplinary collaboration between relevant 

experts and two-way engagement with the communities from whom the data are 

derived. For instance, if a project aims to develop smartwatches that alert the EMS 

dispatch centre in the case of SCA even when there are no bystanders, this is ideally 

done through collaboration between technical developers, cardiologists, epidemiol-

ogists, EMS professionals, psychologists, ethicists and related humanities scholars, 

legal and financial experts; and in engagement with SCA patient representatives and 

next-of-kin, as well as the general public. Such multi-stakeholder deliberation is in-

creasingly required by funders as research data governance comes to be viewed as 

data democracy,91 which refers to the deliberative approach needed to uphold and 

improve the social contract regarding health data research. Public and patient en-

gagement (PPE) did not receive enough specific attention in this thesis but I consider 

it a key part of building trust for health data research, especially for studies sur-

rounded by uncertainty or moral dilemmas.93 I hypothesise that engagement also 

promotes integrity, as it prevents researchers taking an the objective stance and helps 
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them to see data subjects as real people. Further study is needed to see if this is true; 

and on how to prevent biasing PPE initiatives towards certain groups, especially be-

cause the implications of data research may be more serious for minorities. Of note 

is that not only people in the database should be engaged, but also the public expe-

riencing societal implications of the research, e.g. PPE may help shape shared deci-

sion making in the use of big data applications in healthcare (see also Section 12.1.3). 

Specific tools for deliberation should be devised which should specifically incor-

porate the concept of trust, as the value of trust could "tip the scales in favour of one 

option or another when we must balance conflicting obligations" (p. 85).40 Such tools 

could be based on the method of moral case deliberation which was devised for the 

clinical setting but might be helpful for researchers.94 Another source of inspiration 

might be the conditions for fair and trust-promoting procedure devised by Norman 

Daniels in his framework of accountability for reasonableness that highlights transparency 

and publicity of reasons for decisions.95 Fair process is important as it allows research 

organisations to pursue their policies with a mandate from society and as it may im-

prove the quality of reasoning and sensitivity to local context. Further work is needed 

to study how these requirements can be incorporated into a deliberative method for 

health data research and on what the role of bioethicists should be in this process. 

Another topic I want to mention that has not been fully explored in this thesis is 

the fact that data democracy is especially important for research when data moves to 

other contexts, as a 'collapse of context' diminishes public trust. This was seen in the 

much-discussed care.data scandal where data were shared with commercial parties. 

The ESCAPE-NET researchers are currently investigating methods for keeping the 

database alive after project funding end – long term sustainability of research data-

bases takes hard work and substantial financial investment.96 Some options include 

collaboration with commercial parties, but this was not specified in the initial consent 

and may be unacceptable to patients. In a study about data governance preferences 

among research participants in a European diabetes consortium project, 44% did not 

want their data so be shared with commercial companies.97 Commercial sharing 

raises various questions about consent (e.g. whether patients should know all the 

details of licensing agreements and clinicians' personal financial interests) and data 

ownership (e.g. whether data subject should share in financial benefits). Researchers 

should learn from best practices and ethics study should address underlying question 

about whether the concept of the free market is appropriate for health data research: 

“No other mechanism for organizing the production and distribution of goods 

had proved as successful at generating affluence and prosperity. (…) Today, the 

logic of buying and selling no longer applies to material goods alone but increas-

ingly governs the whole of life. It is time to ask whether we want to live this way.” 

(p. 5-6)98 
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Lastly, all of the above recommendations also require consideration of deceased sub-

jects' data privacy. As Hannah Arendt said, the public space must transcend the life-

span of mortals.99 Societal dialogue is needed and ethicists should take a proactive 

approach in considering this topic, to help avoid potential future scandals related to 

the misuse of data from the dead, caused by lack of regulation. In addition, death is 

a tool with which we understand life and studying post-mortem data may give insight 

in the (minimum) requirements for governing living people's data, or into the envi-

ronmental concerns raised by storage of big datasets. Further research is needed on 

the desirability of post-mortem data donation schemes, including the views of people 

who would not want to partake in such schemes. A question that requires philosoph-

ical study is whether the privacy rights of deceased data subjects diminish with time. 

Such fundamental questions cannot be addressed through the lens of bioethics alone, 

but require integration with metaphysical theories like the philosophy of information 

and with epistemology. This broader view would also be useful in addressing chal-

lenges around data-driven research like questions around AI, quantum computing, 

or the next best thing in the 'hype' cycle.xvi While studying emerging technologies 

requires a sensitivity to moral change, the core ethical themes remain familiar.  

12.4 Conclusion  

In conclusion, this thesis was the first to describe the ethics of big data research in 

the field of SCA. I have used an empirical ethics approach to provide insight into 

relevant values and norms, including those of the affected population and their next-

of-kin. The studies in this thesis provide specific recommendations for the SCA set-

ting, but my findings also have broader relevance for health data research. I found 

that there are no a priori objections to such research, but that the goodness of science 

can only be evaluated when ethical aspects are taken into account that relate to the 

data themselves, to their governance, and to their eventual use. I have argued that 

context is key: whether you have something to hide, like Anne Frank did, depends 

on what you are hiding and whom you are hiding it from. Context changes along 

with societal and technological changes, so ongoing ethical questioning and inclusive 

qualitative research are needed. In the age of big data, even deceased patients can 

have privacy concerns. This thesis provides inspiration for various themes to be ex-

plored in further collaborative work, such as the sharing of data in public-private 

partnerships. Time magazine said that you control the information age,xvii but really it 

is up to us to shape the governance of health data research together.  

 
xvi Gartner's hype cycle graphically represents the adoption and social application of new 

technologies. [https://www.gartner.com/en/research/methodologies/gartner-hype-cycle] 
xvii Reuters, 20 January 2007. 'Time magazine's "Person of the Year" is You'. 
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Summary 
 

Good Science at Heart 

Lessons on ethics from big data research in sudden cardiac arrest 

 

Chapter 1 is the general introduction to this thesis. The chapter illustrates how the 

recent growth in big data analytics has major ethical implications, mainly in terms of 

privacy, which also apply to scientific research with health data. The European legal 

framework for data protection is sketched and the case of ESCAPE-NET is intro-

duced. This international consortium seeks to create a large-scale databases of pa-

tients who suffered a sudden cardiac arrest (SCA). This condition account for half of 

all cardiac deaths in Europe and survival rates have remained low. Understanding of 

risk factors and the effect of prevention and treatment approaches requires large 

amounts of data, which is the rationale for ESCAPE-NET. However, data collection 

and protection in the SCA setting are particularly complex as patients are at least 

temporarily incapacitated and unable to provide prospective informed consent for 

research with their personal data – and the majority who do not survive the SCA will 

never have this option. The chapter details how the ethical aspects associated with 

'big' data studies in SCA are explored using an ethics parallel approach where ethicists 

are embedded in the project that they study. The methodological approach of the 

empirical studies included in this thesis is introduced and an outline is provided of 

the different chapters. To reiterate, the research questions guiding this project were: 

1. What are the potential benefits and harms associated with data-driven SCA 

research? How are these different for large-scale international databases? 

2. What are good and transnationally justifiable practices for collecting, stor-

ing, and utilising data from SCA patients including those who did not survive? 

3. How can (personalized) treatment and prevention strategies on the basis of SCA 

data research be created in a responsible manner? 

The ELSI of observational studies on sudden cardiac arrest 

Part I is about the ethical, legal and social implications (ELSI) of observational SCA 

research, that is, non-interventional research using personal data of SCA patients.  
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Chapter 2 describes a literature review about the ethical aspects of such research. 

Observational SCA research may bring benefits for patients through improvements 

in prevention and treatment strategies. However, potential harms are also recognised 

in the literature. Patients donating their data may be the victim of individual privacy 

breaches and (genetic) discrimination, for instance by insurers. Also, SCA research 

can lead to applications that are not beneficial for the group whose data was studied. 

This may happen when the quality of data or study design is insufficient, and when 

outcomes are used to create risk prediction models that result in stigmatisation of 

certain groups of patients, such as ethnic minorities. We think that these issues may 

similarly apply to research that investigates other acute and life-threatening condi-

tions. The literature review also found measures to mitigate harms of data use. One 

way is the creation of appropriate informed consent procedures, and the chapter lists 

the advantages and disadvantages of various consent models. Other measures include 

data governance approaches such as data security, responsible policies for sharing 

with third parties, and public and patient engagement efforts. The themes identified 

in this chapter form the basis of subsequent empirical studies.  

Chapter 3 describes our interviews with SCA survivors and their next-of-kin. In-

terviewed patients had donated their clinical and socio-economic data, as well as ge-

netic samples, to a research registry in the Netherlands known as ARREST 

(AmsteRdam REsuscitation STudies). The chapter shows that participants in data-

driven research trust researchers to handle their data well and are generally not con-

cerned about privacy, at least when it concerns medical data. People's donation of 

data was grounded in trust in medicine overall, and they did not clearly recognise a 

boundary between research and care. We also found that SCA survivors were often 

not aware of their involvement in health data research, and that many had forgotten 

what they had consented to. Some patients had changed their mind about wanting 

to receive clinically actionable genetic findings, if these would arise, but had not con-

tacted researchers to modify their preferences. Thus, there is a need to study whether 

one-time consent is acceptable for this patient group. It might be better to send re-

minders or to implement a dynamic form of online consent. While some interviewees 

preferred that written consent from survivors is always asked, partly because this 

gave them trust, others found opt-in consent unnecessary. If consent is asked, this is 

necessarily deferred until the patient is awake, and patients preferred to be contacted 

a few months after the SCA event to ensure sufficient mental competence for giving 

consent. This is already standard practice in the ARREST study. Lastly, further study 

is needed on the question whether next-of-kin should be asked to give their 'proxy' 

consent for the use of deceased patients' data, as respondents did not agree on this.  

Chapter 4 reports the findings of a qualitative study where expert opinions were 

obtained to explore the ELSI of observational SCA research and to provide possible 

solutions to these challenges. European experts in SCA research, medical ethics and 
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health law reflected on this topic through semi-structured interviews and a virtual 

'round table' conference. The ESCAPE-NET project served as a discussion case. 

Experts recognised the societal benefit of this type of research, at least if the research 

produces valid results. They pointed out potential individual harms (related to pri-

vacy breaches and, for biobanking studies, to the disclosure of genetic findings), as 

well as possible group-level harms (related to stigma and discrimination, and to 

broader societal impacts such as the medicalization of death). Governance strategies 

to address these issues were placed into three main categories: ‘privacy by design’, 

‘privacy by policy’ and associated regulation and oversight. Respondents recognised 

the limits of measures such as anonymization and consent, particularly in this setting. 

Ideally, the three types of safeguards are therefore combined. There was agreement 

that informed consent can be broad and should be deferred until the SCA survivor 

has regained sufficient mental capacity to give valid consent. The study shows the 

interdisciplinary nature of this topic and the need for dialogue with colleagues from 

all relevant disciplines, as well as with patient representatives and the general public. 

Moreover, given the lack of guidance and the limited (harmonization of) oversight 

on data protection in the medical emergency setting, including in relation to deceased 

data subjects, we recommend the creation of a 'code of conduct' for observational 

SCA research, or the addition of a clause about emergency settings to a more general 

code. Scientific societies should play a role in the establishment of such a code. 

Post-mortem processing of health research data 

Part II concerns the (continued) use of data for research after the patient has died. 

This is an important issue in our setting as the majority of SCA patients do not sur-

vive. However, researchers are uncertain about the rules, and most research policies 

and consent forms do not address post-mortem data processing for health research. 

Chapter 5 describes a systematic literature review that identified empirical studies 

using quantitative or qualitative methods to explore perspectives of relevant stake-

holders (i.e. research participants, their partners and relatives, researchers, and mem-

bers of Research Ethics Committees). The two major themes were the use of data 

for research after the participant's death, and the return of individual genetic findings 

to relatives of the deceased participant. We found high acceptability of post-mortem 

use for research purposes, but most stakeholders thought participants should be in-

formed about this use during initial consent (note that in SCA research this is not 

possible for the patients who die suddenly). The chapter indicates that there is disa-

greement between lay persons and professionals about whether surviving relatives 

should be able to control the uses of data for research after death, and about whether 

they should receive information on potentially actionable genetic findings. There was 

no consensus either regarding the question whether any preferences expressed by 

the deceased during their lifetime, may be overridden. Further work is needed to 
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understand the underlying causes of these differences, and to determine the appro-

priate level of control by research participants (during their lifetime) and their rela-

tives. Of note is that all available studies focused on the use of genetic data rather 

than on other types of health-related data. The chapter concludes with stating that 

regulations and guidelines should leave room for post-mortem processing of data for 

research purposes, provided that researchers have transparent policies on this issue. 

Chapter 6 was inspired by the previous chapter which found that guidelines and 

literature about research with data of the deceased, only exist in the context of ge-

netics. The chapter addresses the underlying philosophical assertions about post-

mortem use of data in health research. We argue, firstly, that deceased people con-

tinue to exist as informational entities and therefore have a prima facie right to privacy. 

In addition to this intrinsic value grounded in respect for the dignity of the informa-

tional entity, there is also an instrumental value of recognising post-mortem privacy 

which lies in the preservation of the social contract. Neglecting the transcendent in-

terests of deceased research participants, would harm living people's trust in re-

searchers. Secondly, we analyse the nature of genetic and other health-related data 

(using the concepts of 'relationality' and 'embodiment') to find that their sensitivity 

does not differ per se but depends on the level of abstraction that is employed. The 

chapter argues therefore that post-mortem genetic data should not automatically re-

ceive special moral status. Instead, we make a plea for 'contextual exceptionalism' 

and suggest a number of contextual factors that should be evaluated by researchers 

and oversight bodies for studies that include health data of deceased subjects. These 

suggestions are made concrete using the real-world example of cardiologists who 

want to use data from pacemakers and ICDs of deceased patients for research. 

Chapter 7 is an article informing health researchers about the issues around pub-

lishing case reports of deceased patients. Publishing a patient case report is important 

for medical education and research, but researchers may find it difficult to know 

whether such publication is legally and morally allowed. The chapter details the 

Dutch legal and ethical framework where privacy protection is a key prerequisite 

even after death. Normally, if it is not possible to completely anonymise the patient, 

or when this is uncertain, patient consent is necessary for publication of a case report. 

When the patient has died, or cannot be reached, we argue that it should still be 

possible to publish cases when that is in the interest of science, but only after careful 

considerations of the interest of the deceased person and their next-of-kin. 

Applications in life-saving cardiac technology 

Part III is where I move from health research with SCA data to the application of 

that research in healthcare. These three chapters describe cases where research data 

are linked to the utilization of life-saving cardiac devices, namely the Automated Ex-

ternal Defibrillator (AED) and the Implantable Cardioverter Defibrillator (ICD). 
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Chapter 8 describes how the AED is a valuable source of data for both research and 

care. In the Netherlands, AEDs are increasingly used in the resuscitation of patients 

by 'citizen rescuers', which contributes to rising survival rates after SCA. The elec-

trocardiogram recorded in the AED, can be important for further diagnosis and hos-

pital treatment to patients who survive the resuscitation. The non-use of these data 

is contrary to the medical-ethical duties of beneficence and fairness. However, cur-

rently these data only become available to clinicians because they are collected and 

shared by researchers of the ARREST group. The chapter therefore advocates the 

creation of guidelines to ensure sustainable and nationwide availability of these some-

times life-saving "AED data" for patient care, as well as for quality monitoring and 

scientific research. Such guidelines should also safeguard that data are handled in 

accordance with data protection legislation and the rules of medical confidentiality.  

Chapter 9 discusses the ethics of computer modeling and simulation for public 

health purposes, using the illustrative case of AED distribution. Computer modeling 

of geospatial distribution of these devices is complicated by the lack of consensus on 

the built-in ethical considerations. Computer scientists struggle with moral dilemmas 

about whether to create the most equal distribution of AEDs across a city, or to 

optimise towards saving the most lives (which usually means placing most, if not all, 

AEDs in densely populated areas). The chapter highlights the ethical consequences 

arising when modeling technology is used for public health, as these models are not 

morally neutral but make their designers more responsible for making just choices. 

For distributive justice issues such as in the case of AED placement, solutions often 

cannot be readily modelled, and ethics codes are of little use in these settings. Rather, 

professional responsibility and procedural justice require deliberation with a range of 

stakeholders. Adopting a transdisciplinary perspective will help to promote 'ethics by 

design' in the development of computational models for public health, but further 

work is needed on how to successfully organise such deliberations. 

Chapter 10 details the ethics of the data-driven PROFID project, a complex in-

ternational study which aims to personalize decision-making around ICD implanta-

tion in post-myocardial infarction patients. Currently, ICD implantation is based on 

a single cut-off value, resulting in certain high-risk patients not receiving an ICD, 

while some low-risk patients unnecessarily have an ICD implanted and suffer from 

side-effects. Using multiple big datasets, an AI-based prediction model will be cre-

ated, validated, and subsequently tested in the clinical setting through parallel non-

inferiority and superiority trials. In this chapter we argue, using high-profile ethics 

publications, that the design of PROFID is in principle ethically acceptable, but that 

there is a need for ethical-empirical studies about the testing of the model and the 

clinical trials. Patients should be involved in ethical discussions parallel to the trials. 

The chapter also describes the organizational and ethical challenge of the involve-

ment of many different ethics committee, which raises questions about the need for 
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a harmonisation procedure for data- and AI-based research, comparable to harmo-

nisation of pharmaceutical trials. 

Towards trust for governance of health data research 

Chapter 11 functions as an epilogue, where I draw from experiences with the case of 

SCA research, to reflect on the governance of health data research more broadly. In 

bioethical discussions about health research, scholars often oppose data privacy with 

data solidarity. While overly restrictive data protection laws can threaten valuable 

observational studies, big data research can cause serious privacy concerns. This 

chapter is based on a case study where we studied the experiences of researchers in 

the international ESCAPE-NET consortium, with the implementation of the EU 

General Data Protection Regulation (GDPR). We found a gap between the aims of 

the law and the effects in practice. Namely, the formalised data protection require-

ments may cause 'routinisation' among researchers rather than real ethical reflection. 

Also, we saw how different interpretations of the GDPR resulting from disagreement 

on ethical values, hampered data sharing between and within countries. Lastly, the 

law's commitment to strong enforcement can crowd out pre-existing trust between 

the different actors in the health data research system: the balance between regulation 

and trust is a delicate one. We argue that as an alternative for the privacy-solidarity 

framing, the concept of trust should be more explicitly imbedded in the governance 

of health data research. The chapter ends by conceptualising trust through three 

characteristics that are useful in this setting. 

Conclusions and implications 

Chapter 12 constitutes the general discussion of the studies in this thesis. The chapter 

starts with in-depth reflection on my findings in relation to the main research ques-

tion of what good science means in the context of SCA. Finding are related to the 

scholarly literature on big data and research ethics and are discussed in three sections 

regarding: the nature of these data ('good data'), the proper ethical and legal govern-

ance including my proposal for a new framework grounded in trust ('good govern-

ance') and the responsible translation into care ('good care for all').  This is followed 

by methodological reflection and an overview of the strengths and limitations of this 

thesis. I then provide a number of recommendations for practice and further study. 

First, the creation of national SCA registries would benefit research and thereby fu-

ture patients, while also providing potential opportunities for better protecting data 

subjects' rights. Second, the creation of such registries and of health data research in 

general, requires an approach grounded in data democracy. This consists of assess-

ment by an ethics committee and engagement of all relevant stakeholders to deliber-

ate the norms and values underlying health data research in a particular context.



 

Samenvatting (Dutch summary) 

Wetenschappelijk onderzoek met het hart op de juiste plaats 

Studies over de ethiek van big data-onderzoek bij plotselinge hartstilstand 

 

Hoofdstuk 1 is de algemene inleiding van dit proefschrift. Het hoofdstuk illustreert 

hoe de recent toegenomen mogelijkheden van big data-analyse grote ethische impli-

caties hebben, vooral op het gebied van privacy, die ook van toepassing zijn op we-

tenschappelijk onderzoek met gezondheidsgegevens. Het Europese wettelijke kader 

voor gegevensbescherming wordt geschetst en de casus van ESCAPE-NET wordt 

geïntroduceerd. Dit internationale consortium wil een grootschalige database opzet-

ten van patiënten met een plotselinge hartstilstand (PHS). Deze aandoening is ver-

antwoordelijk voor de helft van alle cardiale doden in Europa en de overlevingscijfers 

blijven laag. Het verkrijgen van inzicht in risicofactoren en in het effect van preven-

tie- en behandelingsstrategieën vereist grote hoeveelheden gegevens, en dit is de aan-

leiding geweest voor ESCAPE-NET. Verzamelen en beschermen van gegevens in 

de PHS-setting is echter bijzonder complex omdat patiënten op zijn minst tijdelijk 

buiten bewustzijn zijn en daardoor niet in staat zijn om vooraf geïnformeerde toe-

stemming te geven voor onderzoek met hun persoonlijke gegevens – bovendien zal 

de meerderheid die de PHS niet overleeft, deze optie nooit hebben. Het hoofdstuk 

beschrijft hoe de ethische aspecten van 'big' data-onderzoek in PHS kunnen worden 

onderzocht met behulp van een parallelle ethische benadering waarbij ethici worden 

ingebed in het project dat zij bestuderen. De methodologische benadering van de 

empirische studies die in dit proefschrift zijn opgenomen, wordt geïntroduceerd en 

er wordt een overzicht gegeven van de verschillende hoofdstukken. De onderzoeks-

vragen die aan het project ten grondslag lagen, waren de volgende: 

1. Wat zijn de mogelijke baten en lasten van datagestuurd PHS-onderzoek? Hoe 

verschillen deze voor grootschalige internationale databases? 

2. Wat zijn goede en transnationaal te verantwoorden praktijken voor het ver-

zamelen, opslaan en gebruiken van gegevens van PHS-patiënten, inclusief 

degenen die het niet hebben overleefd? 

3. Hoe kunnen (gepersonaliseerde) behandel- en preventiestrategieën op basis van PHS 

data-onderzoek op een verantwoorde manier tot stand komen? 
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Ethische, juridische en maatschappelijke kwesties bij observationeel onderzoek 

naar plotselinge hartstilstand 

Deel I gaat over de ethische, juridische en maatschappelijke implicaties van observa-

tioneel PHS-onderzoek, oftewel onderzoek waarvoor geen medische interventies  

nodig zijn, maar gebruik wordt gemaakt van persoonsgegevens van PHS-patiënten. 

Hoofdstuk 2 beschrijft een literatuuronderzoek over de ethische aspecten van 

dergelijk onderzoek. Observationeel PHS-onderzoek kan voordelen opleveren voor 

patiënten door bij te dragen aan verbeterde preventie- en behandelingsstrategieën. 

De mogelijkheid tot schade aan deelnemers wordt echter ook in de literatuur erkend. 

Individuele patiënten die hun gegevens doneren, kunnen het slachtoffer worden van 

privacy schendingen of (genetische) discriminatie, bijvoorbeeld door verzekeraars. 

Ook kan PHS-onderzoek leiden tot toepassingen die niet gunstig zijn voor de groep 

waarvan de gegevens zijn onderzocht. Dit kan gebeuren wanneer de kwaliteit van het 

onderzoek of de data onvoldoende is, en als uitkomsten worden gebruikt om risico-

voorspellingsmodellen te maken die leiden tot stigmatisering van bepaalde groepen 

patiënten, zoals etnische minderheden. We denken dat zulke problemen ook van 

toepassing kunnen zijn bij data-onderzoek naar andere acute en levensbedreigende 

aandoeningen. Het literatuuronderzoek vond daarnaast maatregelen om de mogelijke 

schade van datagebruik te beperken. Een manier is het creëren van geschikte proce-

dures voor geïnformeerde toestemming. Het hoofdstuk somt de voor- en nadelen 

op van verschillende toestemmingsmodellen. Andere in de literatuur genoemde 

maatregelen zijn gegevensbeveiliging, het opstellen van verantwoord beleid voor het 

delen met derden, maar ook inspanningen van onderzoekers om patiënten en het 

algemene publiek bij onderzoek te betrekken. De in dit hoofdstuk geïdentificeerde 

thema's vormen de basis voor latere empirische studies. 

Hoofdstuk 3 beschrijft onze interviews met overlevenden van PHS en hun naas-

ten. Geïnterviewde patiënten hadden hun klinische en sociaaleconomische gegevens, 

evenals genetische monsters, gedoneerd aan een onderzoeksregister in Nederland, 

bekend als ARREST (Amsterdam REsuscitation STudies). Het hoofdstuk laat zien 

dat deelnemers aan data-gedreven onderzoek erop vertrouwen dat onderzoekers 

goed met hun data omgaan, en zich in het algemeen geen zorgen maken over privacy, 

althans niet als het om medische data gaat. De donatie van gegevens door patiënten 

was gebaseerd op vertrouwen in de geneeskunde in het algemeen, en ze herkenden 

geen duidelijke grens tussen onderzoek en zorg. We ontdekten ook dat PHS-

overlevenden zich vaak niet bewust waren van hun betrokkenheid bij onderzoek met 

hun gezondheidsgegevens, en dat velen waren vergeten waarvoor ze toestemming 

hadden gegeven. Sommige patiënten waren van gedachten veranderd over het willen 

ontvangen van klinisch relevante genetische bevindingen, als deze zich zouden voor-

doen, maar hadden geen contact opgenomen met onderzoekers om hun voorkeuren 
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aan te laten passen. Er moet dus onderzocht worden of eenmalige toestemming wel 

acceptabel is voor deze patiëntengroep. Misschien is het beter om hen 'reminders' te 

sturen of om een dynamische vorm van online toestemming te implementeren. Ter-

wijl sommige geïnterviewden vonden dat schriftelijke toestemming van overlevenden 

altijd zou moeten worden gevraagd, deels omdat dit hen vertrouwen schonk, vonden 

anderen een dergelijke 'opt-in' toestemming overbodig. Als om toestemming wordt 

gevraagd voor PHS-onderzoek, wordt dit noodzakelijkerwijs uitgesteld tot de patiënt 

wakker is. Patiënten gaven er de voorkeur aan om enkele maanden na de hartstilstand 

te worden gecontacteerd, omdat er dan pas weer voldoende mentale capaciteit is voor 

het geven van geldige toestemming. In de ARREST-studie is dit al standaardpraktijk. 

Ten slotte is nader onderzoek nodig naar de vraag of aan nabestaanden moet worden 

gevraagd om via volmacht toestemming te geven voor het gebruik van gegevens van 

overleden patiënten, aangezien de respondenten het hier niet over eens waren. 

Hoofdstuk 4 rapporteert de bevindingen van een kwalitatieve studie waarbij de 

mening van experts werd gevraagd om zo de ethische, juridische en maatschappelijke 

implicaties van observationeel PHS-onderzoek te verkennen en om mogelijke oplos-

singen voor deze uitdagingen te bieden. Europese experts op het gebied van PHS-

onderzoek, medische ethiek en gezondheidsrecht reflecteerden op dit onderwerp 

door middel van interviews en een virtuele 'ronde tafel'-conferentie. Het ESCAPE-

NET-project diende als discussiecase. Experts erkenden het maatschappelijke voor-

deel van dit soort onderzoek, tenminste als het onderzoek valide resultaten oplevert. 

Ze wezen op mogelijke individuele schade (gerelateerd aan privacyschendingen en, 

voor biobankstudies, aan de openbaarmaking van genetische bevindingen), evenals 

mogelijke schade op groepsniveau (gerelateerd aan stigmatisering en discriminatie, 

en aan bredere maatschappelijke gevolgen zoals medicalisering van de dood). Strate-

gieën om deze problemen aan te pakken werden in drie hoofdcategorieën ingedeeld: 

'privacy by design', 'privacy by policy' en bijbehorende regelgeving en toezicht. Vooral in 

deze setting zagen respondenten de beperkingen van maatregelen als anonimisering 

en toestemming. Idealiter worden de drie typen waarborgen daarom gecombineerd. 

Men was het erover eens dat geïnformeerde toestemming ruim kan zijn en moet 

worden uitgesteld totdat de overlevende van PHS voldoende mentale capaciteit heeft 

herwonnen om geldige toestemming te geven. De studie toont het interdisciplinaire 

karakter van dit onderwerp en de noodzaak tot dialoog met collega's uit alle relevante 

disciplines evenals met patiëntvertegenwoordigers en het algemene publiek. Gezien 

het gebrek aan richtlijnen en beperkte (harmonisatie van) toezicht op gegevensbe-

scherming in de medische noodsituatie, ook met betrekking tot overleden betrokke-

nen, bevelen we bovendien aan een 'gedragscode' op te stellen voor observationeel 

PHS-onderzoek, of anders het toevoegen van een clausule over dit type onderzoek 

aan een meer algemene code. Wetenschappelijke verenigingen zouden een rol moe-

ten spelen bij het opstellen van een dergelijke code. 
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Gegevensverwerking voor gezondheidsonderzoek na de dood 

Deel II betreft het (verder) gebruik van gegevens voor onderzoek na het overlijden 

van de patiënt. Dit is een belangrijk probleem in onze setting, aangezien de meerder-

heid van de PHS-patiënten het niet overleeft. Onderzoekers zijn echter onzeker over 

de regels, en de meeste bestaande beleidskaders en toestemmingsformulieren hebben 

geen betrekking op gegevensverwerking voor gezondheidsonderzoek na overlijden. 

Hoofdstuk 5 beschrijft een systematisch uitgevoerd literatuuronderzoek naar em-

pirische studies die kwantitatieve of kwalitatieve methoden gebruikten voor het ver-

kennen van de perspectieven van relevante belanghebbenden (d.w.z. onderzoeks-

deelnemers, partners en familieleden, onderzoekers, en leden van medisch-ethische 

toetsingscommissies). De twee belangrijkste thema's waren het gebruik van gegevens 

voor onderzoek na overlijden van de deelnemer en het terugkoppelen van individuele 

genetische bevindingen aan familieleden van de overleden deelnemer. We vonden 

een hoge aanvaardbaarheid van postmortaal gebruik voor onderzoeksdoeleinden, 

maar de meeste belanghebbenden waren van mening dat deelnemers expliciet over 

dit gebruik na overlijden geïnformeerd moeten worden, tijdens het proces van toe-

stemming vragen (waarbij we opmerken dat dit bij PHS-onderzoek niet mogelijk is 

voor patiënten die plotseling overlijden). Het hoofdstuk geeft aan dat er onenigheid 

bestaat tussen leken en professionals over de vraag of nabestaanden controle moeten 

hebben over het gebruik van gegevens voor onderzoek na overlijden, en over de 

vraag of zij informatie moeten krijgen over mogelijk medisch relevante bevindingen. 

Ook was er geen consensus over de vraag of eventuele voorkeuren die de overledene 

tijdens zijn of haar leven heeft geuit, mogen worden 'overruled' door nabestaanden. 

Er is meer werk nodig om de onderliggende oorzaken van deze verschillen te begrij-

pen en om de juiste mate van controle door deelnemers (gedurende hun leven) en 

hun familieleden te bepalen. Opmerkelijk is dat alle beschikbare studies zich richtten 

op het gebruik van genetische gegevens in plaats van op andere soorten gezondheids-

gerelateerde gegevens. Het hoofdstuk besluit met de mededeling dat regelgeving en 

richtlijnen ruimte moeten laten voor postume verwerking van gegevens voor onder-

zoeksdoeleinden, mits onderzoekers hierover transparant beleid voeren. 

Hoofdstuk 6 is geïnspireerd op het vorige hoofdstuk waarin werd vastgesteld dat 

richtlijnen en literatuur over onderzoek met gegevens van overledenen alleen bestaan 

in de context van genetica. Het hoofdstuk gaat in op de onderliggende filosofische 

beweringen over postmortaal gebruik van gegevens in gezondheidsonderzoek. Wij 

stellen ten eerste dat overleden personen blijven bestaan als informationele entiteiten 

en daardoor prima facie recht op privacy hebben. Naast deze intrinsieke waarde die 

gebaseerd is op respect voor de waardigheid van de informationele entiteit, is er ook 

een instrumentele waarde van het erkennen van postmortale privacy, die ligt in het 

behoud van het sociale contract. Het negeren van de transcendente belangen van 
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overleden onderzoeksdeelnemers zou het vertrouwen van levende mensen in onder-

zoekers schaden. Ten tweede analyseren we de aard van genetische en andere ge-

zondheidsgerelateerde gegevens (aan de hand van de begrippen 'relationaliteit' en 

'belichaming') om te ontdekken dat de gevoeligheid van deze data niet per se ver-

schillend is, maar afhankelijk van het gebruikte abstractieniveau. Het hoofdstuk stelt 

daarom dat postmortale genetische gegevens niet automatisch een speciale morele 

status moeten krijgen. In plaats daarvan pleiten we voor 'contextuele uitzonderlijk-

heid' en stellen een aantal contextuele factoren voor die door onderzoekers en toe-

zichthoudende instanties moeten worden beoordeeld voor studies met gegevens van 

overleden personen. Deze suggesties worden concreet gemaakt aan de hand van het 

praktijkvoorbeeld van cardiologen die pacemakers en ICD's van overleden patiënten 

willen gebruiken voor onderzoek met de gegevens uit deze apparaten. 

Hoofdstuk 7 is een artikel dat gezondheidsonderzoekers informeert over vragen 

rond het publiceren van casuïstiek van overleden patiënten. Het publiceren van een 

patiëntcasus is belangrijk voor medisch onderwijs en onderzoek, maar onderzoekers 

hebben soms moeite om erachter te komen of een dergelijke publicatie wettelijk en 

moreel gezien is toegestaan. Het hoofdstuk beschrijft het Nederlandse juridische en 

ethische kader waarbij privacybescherming ook na overlijden een belangrijke voor-

waarde is. Als het niet mogelijk is de patiënt volledig te anonimiseren, of als dit niet 

geheel duidelijk is, is in de regel toestemming van de patiënt nodig voor publicatie 

van een casus. Wanneer de patiënt is overleden of niet bereikbaar is, pleiten wij er-

voor dat het mogelijk moet zijn om in zulke gevallen te publiceren wanneer dat in 

het belang van de wetenschap is, maar alleen na zorgvuldige afweging van de belan-

gen van de overledene en diens naasten. 

Toepassingen in levensreddende cardiale technologie 

In deel III ga ik van gezondheidsonderzoek met PHS-gegevens naar de toepassing 

van dat onderzoek in de gezondheidszorg. Deze drie hoofdstukken beschrijven elk 

gevallen waarin een verband bestaat tussen onderzoeksgegevens en het gebruik van 

levensreddende cardiale apparaten, namelijk de Automatische Externe Defibrillator 

(AED) en de Implanteerbare Cardioverter Defibrillator (ICD). 

Hoofdstuk 8 beschrijft hoe de AED een waardevolle gegevensbron is voor zowel 

het onderzoek als de zorg. In Nederland worden AED's steeds vaker gebruikt bij de 

reanimatie van patiënten door burgerhulpverleners, wat bijdraagt aan de stijgende 

overlevingskansen na een plotselinge hartstilstand. Het in de AED opgenomen elek-

trocardiogram kan van belang zijn voor verdere diagnose en ziekenhuisbehandeling 

voor patiënten die de reanimatie overleven. Het niet-gebruiken van deze gegevens is 

in strijd met de medisch-ethische plichten van goeddoen en billijkheid. De gegevens 

komen momenteel echter alleen beschikbaar voor clinici omdat ze worden verzameld 

en gedeeld door onderzoekers van de ARREST-groep. Het hoofdstuk pleit daarom 
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voor het opstellen van richtlijnen voor het waarborgen van duurzame en landelijke 

beschikbaarheid van deze soms levensreddende "AED-gegevens" voor patiënten-

zorg, kwaliteitsbewaking en wetenschappelijk onderzoek. Dergelijke richtlijnen moe-

ten er ook voor zorgen dat gegevens worden verwerkt in overeenstemming met de 

wetgeving inzake gegevensbescherming en de regels van het medisch beroepsgeheim. 

Hoofdstuk 9 bespreekt de ethiek van computermodellering en simulatie voor 

volksgezondheidsdoeleinden, aan de hand van de illustratieve casus van AED-

plaatsing. Computermodellering van ruimtelijke verdeling van deze apparaten wordt 

bemoeilijkt door het gebrek aan consensus over ingebouwde ethische overwegingen. 

Computerwetenschappers worstelen met morele dilemma's over de vraag of ze de 

meest gelijke verdeling van AED's over een stad moeten creëren, of dat zij moeten 

optimaliseren om de meeste levens te redden (wat meestal betekent dat de meeste, 

zo niet alle, AED's in dichtbevolkte gebieden moeten worden geplaatst). Het hoofd-

stuk belicht de ethische gevolgen die ontstaan wanneer modelleringstechnologie 

wordt gebruikt voor de volksgezondheid, aangezien computermodellen niet moreel 

neutraal zijn, maar hun ontwerpers juist meer verantwoordelijkheid geven voor het 

maken van rechtvaardige keuzes. Voor kwesties van verdelende rechtvaardigheid, 

zoals in het geval van AED-plaatsing, kunnen oplossingen vaak niet gemakkelijk 

worden gemodelleerd, en ethische codes zijn in deze situaties van weinig nut. Het 

vereiste dat volgt vanuit zowel professionele verantwoordelijkheid als procedurele 

rechtvaardigheid, is het plegen van overleg met de diverse belanghebbenden. Een 

dergelijk trans-disciplinair perspectief bevordert het toepassen van 'ethics by design' bij 

de ontwikkeling van computermodellen voor de volksgezondheid, maar er is meer 

onderzoek nodig naar hoe zulke beraadslagingen moeten worden georganiseerd. 

Hoofdstuk 10 beschrijft de ethiek van het data-gestuurde PROFID-project, een 

complexe internationale studie die tot doel heeft om de besluitvorming rond ICD-

implantatie bij post-myocardinfarctpatiënten te personaliseren. Momenteel is het be-

sluit tot implanteren gebaseerd op een enkele afkapwaarde, waardoor bepaalde hoog-

risicopatiënten geen ICD krijgen, terwijl sommige laagrisicopatiënten onnodig een 

ICD geïmplanteerd krijgen en last hebben van bijwerkingen. Met behulp van diverse 

big datasets zal een op kunstmatige intelligentie (AI) gebaseerd voorspellingsmodel 

worden gecreëerd, gevalideerd en vervolgens getest in de kliniek door middel van 

parallelle non-inferioriteits- en superioriteitstrials. In dit hoofdstuk beargumenteren 

we, aan de hand van belangrijke ethiekpublicaties, dat de opzet van het PROFID 

project in principe ethisch aanvaardbaar is, maar dat er een noodzaak is voor het 

doen van ethisch-empirisch onderzoek naar het testen van het beslissingsmodel en 

de klinische studies. Patiënten moeten parallel aan de trials worden betrokken bij 

ethische discussies. Het hoofdstuk beschrijft ook de organisatorische en ethische uit-

daging van de betrokkenheid van veel verschillende ethische commissies, wat vragen 
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oproept over de noodzaak van een harmonisatieprocedure voor data-en AI-gedreven 

gezondheidsonderzoek, vergelijkbaar met harmonisatie bij farmaceutische studies. 

Op weg naar vertrouwen voor bestuur van data-gedreven gezondheidsonderzoek 

Hoofdstuk 11 fungeert als epiloog waarin ik put uit ervaringen binnen de casus van 

PHS-onderzoek, om te reflecteren op de governance van onderzoek met gezondheids-

gegevens in bredere zin. In bio-ethische discussies over gezondheidsonderzoek wor-

den dataprivacy en datasolidariteit vaak tegenover elkaar geplaatst. Hoewel al te 

restrictieve gegevensbeschermingswetten waardevolle observatiestudies in gevaar 

kunnen brengen, kan big data-onderzoek ernstige privacyproblemen veroorzaken. 

Dit hoofdstuk is gebaseerd op een case study waarin we ervaringen hebben bestudeerd 

van onderzoekers in het internationale ESCAPE-NET consortium, aangaande de 

implementatie van de Europese Unie's Algemene Verordening Gegevensbescher-

ming (AVG). We vonden een kloof tussen de doelstellingen van die wet en de effec-

ten in de onderzoekspraktijk. De geformaliseerde gegevensbeschermingsvereisten 

leiden namelijk soms eerder tot routinisering bij onderzoekers dan tot echte ethische 

reflectie. We zagen ook hoe verschillende interpretaties van de AVG, als gevolg van 

onenigheid over ethische waarden, het delen van gegevens tussen en binnen landen 

belemmerden. Ten slotte kan het streven van de wet naar sterke handhaving het reeds 

bestaande vertrouwen tussen de verschillende actoren binnen het ecosysteem van 

gezondheidsonderzoek verdringen: de balans tussen regulering en vertrouwen is erg 

delicaat. We stellen dat, als alternatief voor het privacy-solidariteitskader, het concept 

van vertrouwen explicieter dient te worden ingebed in de governance ('bestuur') van 

onderzoek met gezondheidsgegevens. Het hoofdstuk eindigt met een conceptualise-

ring van vertrouwen aan de hand van drie kenmerken die in deze setting nuttig zijn. 

Conclusie en implicaties 

Hoofdstuk 12 vormt de algemene bespreking van de studies in dit proefschrift. Het 

hoofdstuk begint met een diepgaande reflectie op mijn bevindingen in relatie tot de 

hoofdvraag over wat goede wetenschap betekent in de context van PHS. Bevindin-

gen worden gerelateerd aan de wetenschappelijke literatuur over big data onderzoek 

en ethiek en worden besproken in drie secties die betrekking hebben op: de aard van 

deze gegevens ('goede gegevens'), de juiste ethische en juridische governance inclusief 

mijn voorstel voor een nieuw raamwerk gebaseerd op vertrouwen ('goed bestuur') en 

de verantwoorde vertaling naar zorg ('goede zorg voor iedereen'). Dit wordt gevolgd 

door methodologische reflectie en een overzicht van de sterke punten en beperkin-

gen van dit proefschrift. Vervolgens geef ik een aantal aanbevelingen voor de praktijk 

en verdere studie. Ten eerste zou de oprichting van nationale PHS-registraties het 
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onderzoek en daarmee toekomstige patiënten ten goede komen, terwijl het ook po-

tentiële kansen biedt voor een betere bescherming van privacy rechten. Ten tweede 

vereist het opzetten van dergelijke registers en van gezondheidsgegevensonderzoek 

in het algemeen, een benadering die is gebaseerd op zogenaamde data-democratie. 

Dit bestaat uit de beoordeling door een ethische commissie en de betrokkenheid van 

alle relevante belanghebbenden om de normen en waarden die ten grondslag liggen 

aan onderzoek met gezondheidsgegevens in een bepaalde context te bespreken. 
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We all have something to hide from someone. Especially in the field of 
health research with vulnerable subjects, the age of big data brings major 
ethical dilemmas. The current balance between values such as privacy on the 
one hand and the value of scientific research on the other, is a delicate one. 
In this PhD thesis a case study is presented of a European research  
consortium (a project called ESCAPE-NET) which conducts large-scale 
collection and analysis of personal data and DNA samples from sudden 
cardiac arrest patients. This book explores how to responsibly handle such 
research data from a patient population that cannot give prior informed 
consent - as victims are at least temporarily incapacitated and many do not 
survive the sudden cardiac arrest at all. Using an ethics parallel approach, 
various empirical and conceptual studies were performed that involved  
patients, their next-of-kin, researchers, ethicists, and legal experts. 

Respectively, the main themes addressed in this thesis are the benefits and 
harms of health data research, the post-mortem use of data for research, 
and the translation of data into clinical practice. Specific recommendations 
are provided for the sudden cardiac arrest setting but findings have broader 
relevance. The author shows that there are no a priori objections to health 
data research, but that the goodness of science can only be evaluated when 
ethical aspects are taken into account that relate to the data themselves, to 
their governance, and to their eventual use. To responsibly guide future  
developments in health data research, we will need a contextual approach 
that is grounded in trust and built upon data democracy.
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