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Voor mijn moeder, die altijd naast ons heeft gestaan






[TThe practice of description provides the material that gives future scholars
(including the future self of the describer) the opportunity to engage differently
with their objects, and serves as a building block for extending the collective and

networked aspects of scholarly work across time (Marcus et al., 2016: 4).
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CHAPTER 1
Banks as Security Actors

Detecting transactions related to terrorist financing is a challenging task,
sometimes akin to looking for a needle in a haystack
(Dutch Banking Association, 2017).

1.1 Introduction

In February 2017, I attended a roundtable on the challenges of preventing terrorist
financing (Committee on Finance, 2017). The session, held at the Dutch House of
Representatives, brought together several stakeholders in the Netherlands’ counter-
terrorist financing landscape. At the event, the regulator, the Dutch Central Bank,
asserted that “financial institutions in all sectors insufficiently manage the risk of
becoming involved in terrorist financing”. In particular, it said, “the transaction
monitoring systems [of banks] are often insufficiently tailored to detect terrorist
financing” and “deficiencies are regularly found in client research” (Dutch Central Bank,
2017a). 'The banking sector, in reply, indicated that it is “extremely difficult to detect
terrorist financing in financial transactions” without “concrete leads” because terrorist
financing is “mostly done via small transactions that hardly stand out” (Dutch Banking
Association, 2017). Thus, whereas legislation obliges banks to detect and prevent
terrorism financing, banks point out that terrorist financing can hardly be detected
via their transaction monitoring systems. This discrepancy between the regulator’s
expectations and the banking sector’s reality surprised me. Each side seemed to tell a
different story concerning banks’ ability to combat terrorist financing.

This thesis explores this apparent discrepancy between regulation and practice by
looking at banks’ daily processes of screening and monitoring clients and transactions.
'The international regulatory framework for anti-money laundering (AML) and counter-
terrorist financing (CTF) obliges banks to detect terrorist financing (Directive (EU)
2018/843, 2018; FATF, 2020a). However, it is not unambiguously implemented
in practice. Bank practitioners face difficult choices between privacy and security

regulations, between commercial and compliance decisions and between ‘banking’ a
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customer or not. Practice theorists in International Relations (IR) emphasise that we
need to complement purpose-oriented and norm-oriented models of explaining action
(Reckwitz, 2002: 246) with studies of how rules are interpreted and applied in grounded
practices (Bueger and Gadinger, 2018: 112). Therefore, I argue that security practices are
better understood when one understands ‘rule following’ (Holtzman and Leich, 1981;
MacKenzie, 2008) as a process of continuous experimentation. A rule does not predict
how it will be applied in practice. It is the very essence of the risk-based approach that
makes rule following and compliance an interpretative, experimental and particular
exercise that differs per country and per bank.

Because of the sheer volume of financial transactions that banks process daily,
detection of financial crime relies on digital security technologies that help categorise
and identify risky customers and financial transactions. With this in mind, a human-
centred research approach is not sufficient to understand how CTF works. We must
include in our analysis the digital security technologies that actively shape CTF in
practice. Therefore, this thesis asks, how do banks practice counter-terrorist financing and
how do they experiment with technologies to make authoritative security decisions?

'This research draws on theories at the intersection of science and technology studies
(STS) and International Relations (IR), in particular, studies of how technologies and
material objects enable or constrain security in practice (Amicelle et al., 2015; Bellanova
and Fuster, 2013; Best and Walters, 2013; Salter, 2015). When CTF is to a considerable
extent reliant on digital technologies and algorithms, political and ethical dilemmas
are translated into technical choices. Because of the dynamic and elusive nature of
financial crime threats, such as terrorist financing, banks experiment with the design
and use of digital technologies. In doing so, they constantly ‘tune’ settings and adapt the
underlying data. This thesis, therefore, focuses on the technical and ethical dilemmas
that compliance raises in the practice of appropriating banks’ legal obligations to prevent
terrorism financing. These dilemmas culminate at the human-technology interface.

'This thesis relies on ethnographic fieldwork within a major Dutch bank, where
I closely followed financial transactions’ trajectory from a mundane commercial
transaction to an unusual or suspicious transaction reported to authorities as a potential
security threat. Furthermore, I observed and interviewed practitioners in the wider
financial crime sector in the Netherlands and in the United Kingdom. Prevention of
terrorist financing brings together a wide variety of actors. These range from global
intergovernmental organisations such as the Financial Action Task Force (FATF) to
the European Union (EU), from government ministries to the regulators that enforce
compliance, from law enforcement agencies to the courtroom, from software companies
to financial crime consultancies and from think tanks to the financial crime conferences
where security expertise is formed and deliberated. The combination of ethnographic

research with semi-structured interviews among this wide range of actors enabled me to
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obtain a fine-grained understanding of everyday practices within the broader framework
of countering terrorist financing.

Particularly interesting in studying this field are the shifting boundaries between
private and public actors. In tandem with rising globalisation and mobilisation of
capital, IR scholars have analysed the increasing transfer of political authority from
the state to private actors in the international political economy (Cutler et al., 1999;
Hall and Biersteker, 2002). A reconfiguration of the boundaries between public and
private security is part of that process (Abrahamsen and Williams, 2011; Helgesson,
2011; Williams, 2010). This trend involves the commercialisation of security in Europe
(Hoijtink, 2014), but also private actors’ growing role as security actors, for example,
in policing borders (Dijstelbloem et al., 2017), counterterrorism (Petersen, 2008), the
privatisation of security in urban contexts (Jaffe, 2012) and algorithmic regulation of
security via transatlantic data infrastructures (Bellanova and De Goede, 2021). The
security role of banks corresponds with this broader development whereby “private
actors are increasingly engaged in authoritative decision-making that was previously
the prerogative of sovereign states” (Cutler et al., 1999: 16). 'The inclusion of suspicious
transactions reporting in risk-based approaches to global financial regulation “disperses
authority and (partly) shifts responsibility for security decisions and designations of ab/
normality onto the private sector” (De Goede, 2012: 69).

Banks are legally obliged to conduct customer research and monitor for unusual or
suspicious transactions. They must report transactions with potential links to money
laundering or terrorist financing to their national financial intelligence unit (FIU).
International standards require that each country establish an FIU to serve as a national
centre for the receipt and analysis of unusual or suspicious transaction reports and other
relevant information and for the dissemination of this financial intelligence (Amicelle,
2019; Lagerwaard, 2020; Mouzakiti, 2020; The Egmont Group, 2021). These reports
may spark criminal investigations which may, in turn, lead to court convictions for
terrorist financing or to confiscation of money laundering proceeds. For example, in
March 2016 a Rotterdam court convicted a person because he had transferred a total
of nearly €17,000 to his brother who was active as a jihadi fighter for the Islamic State
(IS) group. Unusual transaction reports and subsequent research by the FIU found
that the suspect had sent money to his brother several times via money transfers and
intermediaries in Turkey (Anwar and Goede, 2021; Rechtbank Rotterdam, 2016).

This thesis calls attention to the different stages in which political decisions are
made about suspicious behaviour, access to credit and potential financial exclusion.
Financial controls in the context of CTF can assist in preventing and deterring terrorist
attacks. By helping to successfully prosecute terrorists, they can serve political purposes
as well (Biersteker and Eckert, 2007: 1-2). ‘Following the money’ is often perceived as a
promising alternative or complement to conventional policing. It is hereby important to
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note that there is a difference between the AML/CTT reporting system whereby banks
can provide possible leads for law enforcement to start new investigations — the main
focus of this thesis — and information requests issued to banks by the public prosecutor
in the context of ongoing criminal investigations or pursuit by police. For example, when
Gokmen Tanis committed a terrorist attack in a tram in Utrecht (the Netherlands),
killing four people and wounding three, he was arrested based on financial transaction
data. The police were able to trace him after he transferred money via internet banking
shortly after the attack. The location of the phone used for the transfer was traced to his
apartment hideout, leading to his arrest (Tieleman and Koop, 2020; Van der Wal et al.,
2019). As this case demonstrates, the financial data that banks hold, such as customer
details, transactions data, IP addresses and location information, can provide helpful
leads towards or during criminal investigations.

However, questions have arisen about the effectiveness of the ‘follow the money’
approach, as the threat of organised crime and terrorism activities has continued
unabated (Walker et al., 2018: 5). Moreover, regulatory pressure, rising compliance
costs and reputational concerns among financial institutions have led to unintended
consequences, such as de-risking, whereby financial institutions end relationships with
and close accounts of clients perceived a ‘high risk’. De-risking may affect individuals,
organisations, money service businesses, foreign embassies, non-profit organisations and
correspondent banks who are perceived a higher risk of using their accounts for money
laundering, terrorist financing, violating sanctions regimes or supporting other illicit
activities, such as drug smuggling or tax evasion (Durner and Shetret, 2015: 8). One
study of the drivers of de-risking concludes that “non-profit organisations around the
world are impacted by issues of financial access — inordinate delays in cash transfers,
onerous due-diligence requirements [and] inability to open bank accounts” (Human
Security Collective and European Center for Not-for-Profit Law, 2018: 7). In most
countries, having a bank account is a prerequisite for a dignified existence. Because of
the increase of internet banking and the decrease of cash payments, the importance of
a bank account will only increase.

The current reporting system also raises privacy concerns. All customers are
continuously monitored, and the numbers of unusual or suspicious transaction reports
submitted to FIUs are rising. As Foivi Mouzakiti (2020) argued, data sharing across
EU borders raises particular legal challenges and uncertainty over the interpretation
of the data protection framework that governs FIU operations. As this thesis shows,
the solutions envisaged to enhance the effectiveness of the current reporting system
— innovation in artificial intelligence (AI) and intensification of public-private data
sharing — raise new privacy issues that need to be aligned within a diffuse field of public

and private actors.
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'The next section of this chapter takes a closer look at the new security role of banks in
the context of terrorist financing. It places financial surveillance by banks within a longer
tradition of risk-based banking activities and argues that a practice-oriented approach
is crucial to understand how political authority is formed at the human-technology
interface. The chapter then goes on to consider the primary contributions of the present
research to the literature, specifically, its ethnographic focus, its foregrounding of
digital security technologies and its documentation of novel forms of public-private
partnerships. Finally, before presenting the theoretical framework for the research in

Chapter 2, I provide an outline of the remainder of this thesis.

1.2 Banks as gatekeepers of the financial system

To understand the dilemmas of counter-terrorist financing in practice, it is important to
first introduce the rules that are to be interpreted and followed. In the wake of 9/11, the
issue of terrorist financing emerged on the global security agenda (De Goede, 2012).
The FATF defines a terrorist financing threat as concerning “a person or group of people
with the potential to cause harm by raising, moving, storing or using funds and other
assets (whether from legitimate or illegitimate sources) for terrorist purposes” (FATE,
2019: 16). Terrorist financing threats “may include domestic or international terrorist
organisations and their facilitators, their funds, as well as past, present and future TF
[terrorist financing] activities, and individuals and populations sympathetic to terrorist
organisations” (FATF, 2019: 8). FATF distinguishes two types of terrorism financing,
though one does not necessarily exclude the other:

financing from above, in which large-scale financial support is aggregated
centrally by states, companies, charities or permissive financial institutions;
and financing from below, in which terrorist fundraising is small-scale and
dispersed, for example based on self-financing by the terrorists themselves

using employment or welfare payments (FATE, 2008: 11).

Whereas money laundering always concerns funds of illegitimate origin, terrorism
may be financed from legitimate sources. Terrorism financers, therefore, do not
necessarily seek to conceal the origin of money, but they may aim to conceal its
destination. The traditional definition of terrorist financing as “how terrorists raise and
move funds” has been expanded in recent years, to encompass “the ways that terrorist
actors also store, manage, and obscure funds” (Davis, 2020: 466). This wider definition
is important because “terrorist actors like ISIS, Hezbollah, and Al-Qaeda have all had
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elaborate financing structures that have necessitated equally elaborate and professional
fund management skills” (Davis, 2020: 466; see also Biersteker and Eckert, 2007).

This section sets out how the AML/CTF framework in the EU and the obligations
for banks have reshaped banks’ traditional role as intermediaries into a new role as private
security actors. Globally enforced AML/CTF regulations place financial institutions,
such as banks, on the frontline of the fight against terrorist financing (Amicelle and
Tafolla, 2017; De Goede, 2017, 2018; Favarel-Garrigues et al., 2008, 2011; Tsingou,
2018). ‘Following the money’ is considered “the alternative to the war on terror’s violent
and controversial fronts, including Guantdnamo Bay” (De Goede, 2012: xxv).

By conducting credit risk assessments, adhering to capital requirements and ensuring
liquidity, banks function as service providers to the economy. In addition, banks are
considered the ‘gatekeepers’ of the financial system and the legal economy (Europol,
2017). Traditionally, banks created value by matching borrowers with lenders. Banks’
core activities were “to act as infermediaries between depositors and borrowers” and “to
offer Ziguidity to their customers” (Heffernan, 2005). Banks’ legal obligation to manage
financial crime risk is closely connected to this intermediary role. Banks are singled out
for prudential regulation due to the ‘public good’ element of the services they offer, as
claims on banks function as money (ibid.: 3).

'The role of banks as security actors originated in the risk assessments that banks have
long carried out to establish potential customers’ creditworthiness. In the 1970s, banks
began using scorecards to determine whether a customer could be considered eligible
for aloan (Interview 7, 2018; Interview 18, 2018; O’Dwyer, 2019). With this pen-and-
paper method, customers were assigned plus points for aspects like stable employment
and income above a certain level, and negative points, for example, if a previous loan
had not been duly repaid. The final sum, or score, influenced whether the loan would be
given. Today, credit scoring is done based on mathematical models using methods such
as logistic regression. With these, banks calculate the probability that a customer will
repay a loan based on the amount of credit extended and other customer characteristics
(Alpaydin, 2016: 45-50; see also Leyshon and Thrift, 1999: 444). These mathematical
models or decision trees resemble modern machine learning techniques (Interview
18, 2018). The earlier forms of risk modelling based on pen-and-paper scoring can be
regarded as a low-tech (Bonelli and Ragazzi, 2014) security technique.

The risk-based approach that now forms the basis of the AML/CTF framework
originated in the Basel Capital Accords, specifically Basel II. Herewith, the Basel
Committee on Banking Supervision (BCBS) required financial institutions to hold
a certain amount of capital in order to mitigate financial and operational risks (De
Goede, 2012: 69). Basel I1I strengthened this risk-based framework, in the wake of
the financial crisis of 2007-2009 (Bank for International Settlements, 2020). Via the
Single Supervisory Mechanism,' the European Central Bank aims to ensure the stability
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of banks’ function as money providers. Nowadays, information held by prudential
supervisors on banks’ governance and operational risk management is also considered
valuable for supervision of AML/CTF activities (Basel Committee on Banking
Supervision, 2011: 3, 2020: 51).

The term risk has acquired a new meaning, establishing the role of banks as new
security actors. Rule following by banks in the context of financial surveillance? is
increasingly characterised by an obligation to anticipate and mitigate risk. Banks must
implement a risk-based approach, not only to be a reliable financial intermediary but
also to prevent money laundering and terrorist financing (FATF, 2012). In the fight
against dirty money, “the boundaries of policing” have been extended by making “the
private sector responsible for identifying suspect transactions” (Favarel-Garrigues et
al., 2008: 1-2). AML/CTF frameworks oblige financial intermediaries, including
not only banks but also payment service providers and other reporting entities such
as accountants, lawyers and art dealers, to include the financial crime aspect in their
risk profiling mechanisms. The obligation to continuously make risk assessments, to
‘know your customer’ (KYC) and to monitor transactions so as to reveal financial crime
threats, is now part of the general obligation of banks to ensure sound risk management
(Fratangelo, 2016: 13).

'The risk-based approach to fighting money laundering was institutionalised by
FATF. 'This inter-governmental body was established in 1989 by the ministers of its
member jurisdictions to serve as the centre of a global regime to combat illicit finance
(Nance, 2018). FATF is mandated to set international standards and, through a series
of ‘recommendations’, to promote “effective implementation of legal, regulatory and
operational measures for combating money laundering, terrorist financing and other
related threats to the integrity of the financial system” (FATF, 2020b). Countries
must identify and assess the risk of money laundering and terrorist financing and take
adequate and coordinated action against it (FATF, 2012: 10). Protecting what is often
called the integrity of the international financial system has now become a “global
and regional standard-setting effort” (Mitsilegas and Vavoula, 2016). It is enforced via
mutual evaluations of FATFE members and transposition of the FATF recommendations
into national and supranational regulations, such as the EU AML directives.®

At the regional level, the fiftth EU AML Directive on “prevention of the use of the
financial system for the purposes of money laundering or terrorist financing” (Directive
(EU) 2018/843, 2018) obliges credit institutions and financial institutions to intercept
illicit money flows via customer research and transaction monitoring systems (European
Commission, 2020). Implementation of KYC measures includes screening customers
against sanctions lists and lists of politically exposed persons (PEPs) (Amicelle and
Jacobsen, 2016; De Goede and Sullivan, 2016). Banks are, furthermore, obliged to

continuously monitor their customers’ transactions and report unusual or suspicious
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transactions to their national FIU. Finally, banks are expected to adhere to a “three lines
of defence” governance and risk-management model whereby each line is responsible
for a different risk-management aspect (Basel Committee on Banking Supervision,
2020: 5-6).* There is no “one-size-fits-all” model for organising compliance (Fratangelo,
2016: 12; Wesseling, 2013: 192). Banks differ greatly in size, core activities, profile and
geographical presence. Mid-sized and major banks, such as the bank where much of
the fieldwork for the present research took place, have various departments that are
responsible for the management of financial crime risks.

To give an indication of the number of suspicious transactions reported to authorities
across the EU, according to Europol, European FIUs received a total of 6,497,664
reports of suspicious transactions, suspicious activities and unusual transactions between
2006 and 2014 (Europol, 2017: 9). Reports relating to terrorist financing accounted
for 1 per cent of this total volume (ibid.: 24). However, only a small number of reports
led to court convictions. Some 10 per cent of the millions of suspicious transaction
reports led to further investigation by competent authorities. According to Europol
(2017: 4), “barely one percent of criminal proceeds in the European Union are ultimately
confiscated by relevant authorities”.

As a result of the increasingly complex regulatory landscape, the risk assessments
that are part of a bank’s intermediation efforts (Heffernan, 2005: 2-3) have grown
rapidly. Indeed, banks spend millions on staff such as compliance officers and security
analysts, as well as on technologies to assist in risk analysis and transaction monitoring.
It is estimated that “some 20-30% of banks’ cost base globally can be attributed to
governance, risk, and compliance costs” (Hanley-Giersch, 2019: 20). In 2016, the British
Bankers’ Association estimated that financial crime compliance cost its members around
£5 billion a year (Hanley-Giersch, 2019: 20). LexisNexis Risk Solutions, a company
that provides technology to public and private actors to assess, predict and manage risk,
conducted a survey of nearly 900 financial crime compliance decision makers around the
globe. They found that average annual costs were highest in Europe (US $136.5 billion)
(LexisNexis Risk Solutions, 2020: 8). The report attributes the higher average cost
of financial crime compliance in particularly the United Kingdom, Germany, France,
Italy and the Netherlands to higher labour costs, as well as to “increasingly complex
regulations, data privacy limitations, sanctions violations, and level of skilled labour”
(ibid.: 6).

One senior compliance officer told me that their bank’s compliance department
consisted of only two persons in the 1980s. During my fieldwork period, Dutch banks
were struggling to fill hundreds of vacancies for compliance officers and positions
relating to AML/CTF (Pols, 2019). In 2019, one Dutch bank increased its number of
financial analysts looking for criminal money to 1,000 (Haegens, 2019). In September
2020, the Dutch Banking Association reported that approximately 8,000 full-time bank



Banks as Security Actors 23

employees were deployed for AML purposes (Dutch Banking Association, 2020b). By
April 2021, a single bank reported that it had 3,800 full-time employees working on
combating financial crime — this equated to one out of every five bank employees (De
Boer et al., 2021). This sharp increase in employees has occurred against a backdrop of
increased technological experimentation for compliance purposes.

For risk management and compliance, banks often buy software packages from
external vendors, such as Oracle, World-Check, LexisNexis, FinScan, Palantir, Fenergo
or Fircosoft. Regulation technologies — also known as ‘Reglech’ — have been developed
to help banks with the compliance overload they face due to increased societal and
regulatory expectations. Reglech promises to use digital technologies, including big
data analytics, to ensure automated and integrated risk management and improve KYC
processes and transaction monitoring systems (Cocheo, 2017; Hanley-Giersch, 2019).
As Chapter 4 and 5 will show, the work of many bank analysts involves processing the
outputs of rules-based transaction monitoring systems, of which 90-95 per cent are
reported to be false positives.

AML/CTF activities are often embedded in or closely connected to departments that
deal with other risks and security issues. Risk management practices by banks happen at
the intersection of many-fold regulations — prudential, financial crime-related, focused
on Open Banking or concerning privacy and data protection® — though these may differ
in each jurisdiction in which banks operate. One manager of a major bank operating
in 60+ countries remarked that as a consequence of this plethora of jurisdictions, “you
could fine us for something every week” (Fieldnotes 26 October 2018).

If financial institutions fail to comply or to follow up guidance, they may face
penalties, incur administrative fines or be deprived of their banking license or
correspondent banking relationship by national or foreign supervisory bodies. Both
failing to report unusual or suspicious transactions and reporting too quickly can
have financial and reputational consequences. Globally, the amount of fines imposed
by regulators on financial institutions for failing to meet AML/CTF obligations has
risen. In 2020 alone, regulators in Europe, the Middle East and Africa imposed US
$990.18 million in fines for AML violations (Fenergo, 2021: 24, see also 2020; Webinar
6, Fenergo, 2020). In 2015, the ABN AMRO bank was fined a total of €1.2 million
by the supervisory Dutch Central Bank and the Dubai Financial Services Authority
for condoning transactions that should have been intercepted based on Dutch AML/
CTF law (Klumpenaar, 2015). An internal audit was conducted after two whistle-
blowers reported inadequate bank employee supervision concerning the reporting of
transactions, the identity of customers and the origin of transactions. Nonetheless, banks
are also pressured not to report without having grounded suspicion. On 2 May 2017,
for instance, a Belgian court ruled against the ING bank for “improper insinuations

and suspicions” and for freezing the account of a long-term customer for a period of six
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months (De Clerck and Bové, 2017). According to the court, the bank had “manifestly
failed in its research obligation” because “customer research by a normal, careful and
cautious banker” would not have led to the money laundering report. Although ING
was only fined the symbolic sum of €2,000, the case set a clear precedent regarding
the complicated nature of bank responsibilities. It demonstrates the sensitivity of the
field that banks must navigate — neither monitoring too much nor too little, as both
can result in fines.

In 2016, ING was implicated in a criminal investigation by the Dutch Fiscal
Information and Investigation Service (FIOD), which stated it had “reasonable suspicion”
that ING had failed to comply with its legal obligations in the context of the Dutch
AML/CTF framework and therefore could be found guilty of money laundering (by
fault). The investigation concluded that the bank had a number of deficiencies, including
absent or incomplete customer files, granting of incorrect risk qualifications, failure to
terminate business relationships in a timely manner and inadequate functioning of the
transaction monitoring system (Netherlands Public Prosecution Service, 2018). Without
delving too much into the details of the case, it is interesting to note the prominent role
played by technology, in the form of the transaction monitoring system. One of the
conclusions was that the settings of the transaction monitoring system were insufficiently
monitored, there was a lack of staff capacity to handle alerts and for some money
laundering signals the system had set a maximum on the number of alerts produced
daily, also called “capping” (ibid.: 11). Such practices were considered inconsistent with
risk-based monitoring. This thesis will shed light on the role of technologies in risk
assessments and detection of financial crime.

The Netherlands Public Prosecution Service found ING guilty of compliance
failures, stating that the bank had “not or utterly inadequately” complied with the
AML/CTF regulations and failed to fulfil its gatekeeper role. However, ING publicly
acknowledged its failure, took responsibility for it and actively cooperated with the
criminal investigation and recovery procedures. The Prosecution Service therefore
decided not to escalate the matter into an actual criminal investigation and settled the
case for an unprecedented €775 million (ibid.: 22).

Apart from such consequences for the implicated financial institutions, there is a
global trend to hold bank board members and senior managers personally accountable
for compliance failures and regulatory breaches. Examples of measures enacted to this
end are the Senior Managers and Certification Regime in the United Kingdom and
the Banking Executive Accountability Regime in Australia. A report by the company
Fenergo distinguishes personal accountability as a key trend of 2020: “In 2020, there
were approximately 212 individuals fined [US] $99.3 by regulatory authorities in the US,
Spain, Italy, Guernsey, UAE [United Arab Emirates], Bahrain, Andorra and China for
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AML and MiFID [Markets in Financial Instruments Directive] compliance breaches”
(Fenergo, 2021: 12).

The Netherlands Public Prosecution Service, too, has attempted to stretch the
responsibility of individuals within banks under the Wwft (the Money Laundering and
Terrorist (Prevention) Act). In January 2021, the Service started investigating the role of
the former managing board of ABN AMRO, led by Gerrit Zalm, in alleged breaches of
AML legislation (Bokkerink and Couwenberg, 2021b). As of this writing, the bank was
being prosecuted for money laundering by fault (Bokkerink and Couwenberg, 2021a).
Returning to the ING case, discussed above, despite the immunity from prosecution
granted to top executive Ralph Hamers in the settlement with ING, the court ruled
in December 2020 that Hamers would be prosecuted after all (De Koning and Rasch,
2021). Though a 2018 court ruling stated that no culprit could be identified in the ING’s
AML failures, a financial activist had initiated a so-called Article 12 proceedings using
‘actual leadership’ as a hook to prosecute Hamers. The court then ruled that Hamers

should be prosecuted after all:

After examining the documents in the file and hearing what was said during
the hearings in chambers, the Court concludes that the defendant was not

only aware of this policy, but also — in the opinion of the Court — actively

cooperated in this policy as CEO together with others (NOS, 2020).

A successful prosecution in this unprecedented case would significantly extend the
personal liability of individuals. It illustrates that banks and the individual executives
within them are increasingly being held accountable for their role as security actors to
combat money laundering and terrorist financing. From their traditional role as financial
intermediaries, banks and their employees now have become full-blown private security

actors on the frontline of terrorist financing.

1.3 Studying the practice of financial surveillance in banks

A growing body of literature investigates the dynamics of financial surveillance and
risk-based regulations, as well as the inclusion of private actors in the context of AML/
CTF (Amicelle, 2011). Studies of AML/CTF provide a particularly rich conceptual
and empirical perspective on the way private actors, such as banks, are being placed
on the frontline of the fight against financial crime and securing financial circulation
(Amicelle and Tafolla, 2017; Amicelle and Jacobsen, 2016; De Goede, 2017, 2018;
Favarel-Garrigues et al., 2008, 2011; Simser, 2011; Westermeier, 2020). The anticipation
of terrorist financing threats by banks, too, has been placed within the longer tradition
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of financial risk management by which finance and security are governed to anticipate
uncertain futures (De Goede, 2004, 2010, 2012).

Studying the risk management practices of banks speaks to the security studies
literature, in which risk practices and calculations are critically examined (Amoore and
De Goede, 2008; Aradau and Van Munster, 2007; Bergstrom et al., 2011; De Goede,
2008; De Goede et al., 2014; Kessler, 2011; O’Grady, 2018; Petersen, 2012). The field
of security studies has long addressed the anticipation of risk, pre-emptive policies and
the impact of these on everyday life. Some findings of the present research regarding
implementation of the risk-based approach have an element of ‘critical’ risk studies, as
they document “the expansion of certain kinds of risk thinking” and designate “certain
practices and discursive elements as fundamental to the modern understanding of risk”,
such as “calculability and present control of future uncertainties” (Petersen, 2012: 702).
Previous work in this field has sometimes been criticised for prioritising a critical,
normative, prescriptive perspective based on “philosophical-theoretical judgment” over
“problem-solving” perspectives (ibid.: 701-703). This thesis does not entail a ‘critical’
analysis of private (international) regimes for emancipatory purposes (Cutler, 2002:
25) or determines “conditions under which the emergence of private authority might be
reversed” (Hall and Biersteker, 2002: 214). Instead, the point of departure is empirical:
the goal is to understand how the political authority to define risk is produced in
dialogue with digital technologies in practice. This will help us to understand how
security technologies construct security threats, delimiting some security actions and
broadening others. The focus on the materialisation of private authority at the human-
technology interface contributes to recent efforts to redeploy ST insights in IR (Barry,
2013; Berling and Bueger, 2016; Best and Walters, 2013) in order to understand how
material objects shape security practices.

The understanding of political authority that is developed in the present thesis
emphasises the experimental nature of security practices and the human-technology
interactions in which that authority manifests. In so doing, the analysis contributes to
the literature on private authority in IR that seeks to understand how authority flows
not only from the instrumentality of states or governments (Cutler et al., 1999: 17,
Hall and Biersteker, 2002). Indeed, the state is no longer the only, nor the principal
source of, political authority. As Hall and Biersteker (2002: 5) concluded, “there are so
many examples of sites or locations of authority that are neither states, state-based, nor
state-created”. Their edited volume explicitly moves beyond private ‘market authority’
in the international political economy by comparing the ‘moral authority’ exercised by
transnational religious movements and non-governmental organisations (NGOs) and
the ‘illicit authority’ of mafias and mercenary armies. The concept of authority is used to
“refer to institutionalized forms or expressions of power” and to differentiate authority

from power by the “legitimacy of claims of authority” (ibid.: 4). They define authority as
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an “implicit social relationship between those who claim or exercise authority and those
who are subject to, or recognize, authority” (ibid.: 5). In defining this relationship, they
take as a starting point that this relationship “is a public one, to the extent that claims
and recognition of claims of authority involve an open, visible process among different

agents” (ibid.: 5). They state:

Nevertheless, authority entails both a social relationship between author
and subject, and a definable domain of action. The consent to authority is
socially constructed through a variety of different political and rhetorical
practices — ranging from behavioural consent to routines, norms, and public

declarations of recognition (ibid.: 6).

This thesis extends the literature mapping an increasingly authoritative decision-
making by private actors (Cutler et al., 1999). However, an intersubjective social
constructivist understanding of political authority overlooks the mediating role of
technologies in security decisions.

In this thesis, I analyse the trajectory of a commercial transaction as it moves through
a bank and may become a report filed to the FIU. This is in line with what De Goede
(2018) called the ‘chain of security’, as a financial transaction passes across the public and
private spheres from banks to, potentially, FIU, investigative authorities’ and court room.
I develop a dynamic and processual understanding of risk detection and of processes of
financial inclusion and exclusion. The following sections outline the focal points of this
thesis and elaborate on how these advance the existing literature on financial surveillance
by banks. Specifically, this concerns the ethnographic nature of the current research,
its foregrounding of materials and technologies, and its documentation of novel public-

private partnerships.

Ethnography within a bank
A core commitment of the practice approach is the primacy of the empirical (Bueger
and Gadinger, 2018: 131). Placing ethnographic and empirical observations at centre
stage, this thesis provides unique insight into the day-to-day business of financial crime
professionals in banks and the way in which security decisions are made. Importantly,
it gives insight into the interpretation and appropriation of rules in practice, hereby
building on studies exploring the discrepancies between the expectations underpinning
AML/CTF obligations and the practice of compliance by private actors (Bergstrom et
al.,, 2011; Hardouin, 2009; Helgesson and Morth, 2016).

Regarding the governing practices of the fight against terrorism financing in Europe,
Wesseling (2013: 191) used the metaphor of the “theatre of compliance” to describe a
stage suggesting controllability and “how financial (ab)normalities and (ir)regularities
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are identified, established and developed” through mundane acts of repetition. Her
argument is not to suggest that compliance efforts are not sincere or being taken seriously
by banks. Rather, she seeks “to make visible a disconnect between the objective of
the Directive — combating terrorism finance — and the shift that takes place while
implementing the Directive — complying with [CTF] requirements”. Wesseling
demonstrated a disconnect between the objective and the implementation, which has
political and societal implications. In order to understand how rules and practice relate,
ethnographic observations are vital.

Ethnographic material can also shed light on the daily dilemmas that banks face
between the different roles that they have, for example their commercial role and security
role. For studying these dilemmas, we can also build on literature that studies AML/
CTF obligations by for-profit actors beyond banks (Bergstrom et al., 2011; Giumelli
and Onderco, 2021; Helgesson and Morth, 2016). Helgesson and Mérth (2016: 1,228)
studied the AML/CTF obligations of European lawyers and argued that for-profit
professionals are “involuntarily” forced into public policymaking, since their “extended
responsibility is contrary to how lawyers perceive their professional role, including
their role in society”. When lawyers are tasked to gather data on clients and report
suspicious transactions to the police, they face dilemmas in the context of breaching
client confidentiality (ibid.: 1,229). Similarly, based on ethnographic material, I describe
the balancing and frictions between the different responsibilities of banks.

Existing studies on financial crime detection by banks rely mainly on document
analysis and semi-structured interviews (Amicelle and Iafolla, 2017; Amicelle and
Jacobsen, 2016; De Goede, 2017; Favarel-Garrigues et al., 2008, 2011). Although these
studies are crucial to contextualise the current ethnographic work, and interviews formed
a large part of my data collection as well, my observations of daily CTF practices in

banks enabled me to see the things practitioners in banks say and do in practice.

Foregrounding technologies

A second focus point of the current research is its foregrounding of the material aspects
and technologies that co-shape security decisions. In practice, most banks are reliant on
technologies. Some studies on financial surveillance by banks indeed mention the use of
information technology (I'T) systems for compliance purposes. These focus on software
vendors as sellers of “bureaucratic insurance” (Amicelle, 2011: 169), banks’ reliance on
software systems to meet their responsibilities (De Goede, 2017; Favarel-Garrigues et al.,
2008: 18, 2012) and why certain I'T systems may be adopted (Canhoto and Backhouse,
2007; Gill and Taylor, 2003). For example, De Goede (2012) examined the use of link
analysis on financial databases, such as the Society for Worldwide Interbank Financial
Telecommunication (SWIFT) programme “whereby intelligence strings are pulled
on the basis of a suspect name, social security number, or credit card number” (ibid.:
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63). In another example, Amicelle and Favarel-Garrigues (2012: 113) demonstrated
the reliance of financial surveillance on screening and profiling technologies. They
argued that finance professionals “frequently express doubts concerning the relevance
of these [profiling] tools, in particular concerning the validity of the data used and the
correlations established in order to define profiles” (ibid.: 113).

Few studies, however, have made the digital technologies that are being used for
financial surveillance their prime object of analysis. One exception is Backhouse and
Canhoto (2007), who placed the profiling and data mining technologies used for AML
purposes in the longer tradition of customer segmentation and credit scoring. Based
on a survey of three UK financial institutions, this work provides insight into the
conditions under which certain systems are adopted and which algorithms or modelling
techniques are used (see also Chapter 4). Another notable exception is Canhoto’s (2007)
ethnographic case study of the financial crime practices of a financial institution in the
United Kingdom.® That research examines “the effects of technology, employee and
context in financial crime profiling” (ibid.: 19). Although insightful, her observations
concentrate narrowly on the detection of money laundering and are by now somewhat
dated (being more than 10 years old). Indeed, technological innovation has since
accelerated, with rapid development in the compliance technology sector.

I base the proposition to make digital technologies the prime object of analysis
on insights from the STS field accounting for the design, use and the socio-technical
characteristics of ‘non-humans’ such as technologies and objects (Akrich, 1992; Bourne
etal., 2015; Suchman, 2007; Tromp et al., 2011; Verbeek, 2005, 2006, 2009). As Bruno
Latour famously argued, both humans and non-humans can be actors with agency
(Sayes, 2014). In order to understand reality, we must look at mediators, at “any thing
that does modify a state of affairs by making a difference” (Latour, 2005b: 71). This
STS imperative to take seriously the role of non-human elements and technology in
security practices has been central to the material turn in (critical) security studies and
in IR (Bellanova and Fuster, 2013; Best and Walters, 2013; Hoijtink and Leese, 2019;
Pallister-Wilkins, 2016; Salter and Mutlu, 2013; Shah, 2017; Suchman et al., 2017; Van
der Kist et al., 2019; Walters, 2014). Scholars increasingly have focused on the design
and use of technologies in security contexts.” Some studies pay particular attention
to technologies in finance, such as big data and algorithmic governance (Campbell-
Verduyn et al., 2017), high-frequency trading (Lange et al., 2019) and the stock ticker
(Preda, 2005). However, the study of technologies at the nexus of finance and security
(Amicelle and Jacobsen, 2016; Boy et al., 2011: 116, 2017; De Goede, 2010) remains
an under-scrutinised field.

In particular, the precise workings of the compliance technologies used to combat
terrorist financing have received little attention. I argue that we should stretch our

concept of the political space of decision-making in the financial sector to include
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the design phase, the socio-technical characteristics and the use of digital security
technologies. Technologies may enable or constrain the potential of banks to identify
fraud, to comply with sanctions regulations and to prevent money laundering and
terrorism financing.

The coding, programming and development of software programs and algorithmic
codes are often seen as purely technical and therefore overlooked as shaping AML/
CTF governance. However, Al, algorithms, security technologies and technological
infrastructures, as well as all kinds of other instruments, are central to the production
and dissemination of security knowledge. Software designers are part of the political
decision-making process. They inscribe assumptions about what is considered suspicious
into algorithms. The design and use of digital security technologies is therefore

profoundly political.

Novel forms of public-private authority

The third key contribution of this thesis is its empirical understanding of the various
ways in which public and private actors work together for security purposes. When
aiming to understand how banks combat terrorist financing in practice, it is not sufficient
to look only at what happens within a bank. Because banks struggle to prevent terrorist
financing via their ‘regular’ obligations to do customer research and monitor transactions,
several countries have started to experiment with novel forms of public-private financial
information-sharing partnerships whereby banks receive leads from law enforcement and
then search in their systems for suspicious transactions. These public-private partnerships
are different from the large-scale financial surveillance that happens within the context
of the suspicious transaction reporting regime and conventional forms of information
sharing between public and private actors. It both reverses the direction of information
sharing —as banks now receive case information from the police — and also works outside
the purview of official criminal investigations.

In this regard, we can draw on the academic literature that explores information
sharing between public actors in the area of security and intelligence (Aden, 2018)
and the reporting of suspicious transactions from private actors to public actors
(Amicelle, 2011; De Goede and Wesseling, 2017; Helgesson, 2011; Helgesson and
Morth, 2016, 2019; Tsingou, 2010, 2014; Wesseling et al., 2012). Although it has been
widely documented that banks and law enforcement increasingly engage in public-
private partnerships, “the division of labour particularly between the banking sector
and public actors on money laundering is far from clear cut” (Bergstrom et al., 2011:
1,060). The relatively new form of tactical information sharing such as a subject’s names
and case information by police outside formal criminal procedures with banks remains

understudied.
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The present research complements (the few) available public policy reports on public-
private financial information sharing (Maxwell, 2019; Maxwell and Artingstall, 2017,
Wesseling and De Goede, 2018). During my fieldwork period, several public-private
partnerships were initiated, and I could closely follow their development to trace how
public and private actors experiment with intelligence sharing. One of these was the
Terrorist Financing (TF) Taskforce launched by the Netherlands and the other was
the UK’s Joint Money Laundering Intelligence Taskforce (JMLIT), which at the time
had been recently established and served as an inspiration for the Dutch taskforce. The
United Kingdom and the Netherlands are among the first countries to experiment with
and develop public-private partnerships to facilitate law enforcement’s sharing of tactical
information with banks before the start of an official criminal investigation (Maxwell,
2019). My mapping of these novel partnerships contributes to the scholarship on public
and private authority.

1.4 Research questions and outline of the thesis

So far, this introduction has specified the scope of this thesis, but it is perhaps also
worthwhile to mention what is not included. This thesis does not analyse the different
methods and cases of terrorist financing or recent trends in moving criminal funds.
Also, it does not provide a comprehensive or representative overview of global, regional
or even national CTF efforts. The goal is, rather, to describe the daily deliberations
and dilemmas about CTF within banks by answering the main question, how do banks
practice counter-terrorist financing and how do they experiment with technologies to make
authoritative security decisions?

The three empirical chapters zoom in on different aspects of banks’ CTF efforts;
namely, customer research (Chapter 4), transaction monitoring (Chapter 5) and
engagement in public-private partnerships (Chapter 6). Table 1.1 presents the specific
questions posed in each of these respective chapters. The analytical focus is on the
material aspects and technologies that are central in enabling or constraining security

practices.

Table 1.1 Specific questions posed in the empirical chapters. Source: Author.

Chapter 4 How are (un)acceptable customer risk profiles produced throughout the client
lifecycle and how do data and digital technologies mediate these risk assessments?

Chapter 5 How do banks experiment with automated transaction monitoring systems to
detect terrorist financing?

Chapter 6 How do techno-legal gateways enable intelligence sharing for counter-terrorist
financing purposes via public-private partnerships?
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'The remainder of this thesis is structured as follows: Chapter 2 develops the
theoretical framework of the research. Taking inspiration from STS and material
approaches in IR, it outlines a de-scriptive approach to studying experimentation with
security in practice. This de-scriptive approach is three-fold. First, drawing from
literature on rule following, it explores why a focus on the interpretation and application
of rules in practice is crucial to amplify the experimental nature of risk-based security
practices such as in CTF. Second, building on Actor-Network Theory (ANT), the notion
of de-scription is advanced (Akrich, 1992; Akrich and Latour, 1992) to conceptualise
and operationalise the role of materials and digital security technologies as mediating
CTF activities in practice. Third, these de-scriptive approaches are argued as useful for
purposes of transparency and accountability, in the sense that they show how and where
political choices are inscribed into technologies.

Chapter 3 outlines the qualitative methods deployed in this research, outlining
particularly the utilised multi-sited ethnographic approach centred around digital
security technologies. The first part of the chapter addresses the challenge of secrecy in
doing ethnographies of technologies. The second part provides insight into my practice
of studying the bank. It zooms in particularly on processes of gaining access, methods
of data collection and data analysis. The third part elaborates on the methodological
strategies used, which may be useful to other researchers in the security field. Based on
insights from STS, I advance the concept of sites of experimentation to refer to the sites
where digital security technologies were observed, and I discuss two methodological
starting points: (i) following digital security technologies from design to use and (ii)
observation of human-computer interaction. Lastly, the chapter briefly discusses the
validation and limitations of the present research project.

In order to study how banks practice CTF, and how they experiment with digital
technologies to make authoritative security decisions, the three empirical chapters all
focus on daily dilemmas that banks face in detecting terrorist financing. The first two
empirical chapters, Chapter 4 and 5, focus on two ‘traditional’ and regulated tasks
of banks, respectively, ‘Know Your Customer’ (KYC) and transaction monitoring via
automated systems. The final empirical chapter, Chapter 6, traces novel public-private
partnerships that have arisen in reaction to and as a solution for the challenges of
traditional financial crime detection.

Chapter 4, on KYC practices, addresses the first question of Table 1.1: how are
(un)acceptable customer risk profiles produced throughout what banks call ‘the client
lifecycle’. This cycle encompasses screening and monitoring techniques deployed from
the moment a customer is ‘onboarded’, during the ongoing client and transaction
monitoring process, as well as the potential ‘offboarding’, or termination of the bank’s
relationship with a client. This dynamic process includes risk assessments, watchlist

screening, transaction monitoring and manual research into high-risk clients. The
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findings suggest that the processual production of a customer risk profile is increasingly
reliant on public sources and on the data underpinning digital security technologies.
The chapter, furthermore, demonstrates the increased relevance of ‘knowing your data’
in KYC practices, particularly with regard to issues of data quality, the temporality of
data and data liability.

Chapter 5 deploys Akrich’s (1992) notion of de-scription to address the question of
how banks experiment with automated transaction monitoring systems in an attempt to
detect terrorist financing. First, the chapter analyses the challenge of finding workable
‘input’ for transaction monitoring systems, in the form of indicators of terrorist financing.
Banks experiment with the formulation of these indicators and with the tuning of
settings in their transaction monitoring systems. The second part discusses three ‘scripts’
for these systems: rules-based transaction monitoring, supervised machine learning
models and unsupervised machine learning models. The aim of all of these systems is
the detection of transactions with a potential link to terrorist financing for reporting
to FIUs. However, the scripts are also found to present privacy and ethical dilemmas
to the analysts at banks. Moreover, the analysis suggests that automated transaction
monitoring systems may not detect terrorist financing threats effectively.

Chapter 6 examines how financial intelligence sharing for CTF purposes is enabled
via public-private partnerships. The chapter thus moves beyond the focus on traditional
forms of CTF to discuss experimentation with targeted intelligence sharing via
public-private partnerships, specifically, in the United Kingdom (JMLIT) and in the
Netherlands (the TF Taskforce). Public-private partnerships facilitate law enforcement’s
sharing of tactical information with banks outside the purview of official criminal
investigations, in a bid to more effectively detect terrorist financing. In documenting
the quest for an adequate legal basis for such collaborations, the chapter suggests that
rule following around CTF is shaped by creative interpretation, experimentation and
reappropriation of existing rules. Indeed, a process which appears to have accelerated
the formulation of new rules. I coin the concept techno-legal gateway to refer to the way
the combination of technological infrastructure and legal interpretation has enabled
novel forms of zargeted as well as networked intelligence sharing.

Chapter 7 presents the research conclusions. It briefly recaps the main findings
of the thesis and explores the theoretical contributions of the work, its societal
implications and suggestions for future research. A main empirical finding is that of an
evident misalignment between the regulations that oblige banks to detect and prevent
terrorist financing and the practice of countering terrorist financing in banks, which is
dependent on digital technologies and underlying data. In order to conduct customer
research and monitor transactions for unusual behaviour, banks experiment with digital
security technologies on which they base authoritative security decisions. However, the

technologies banks use for this purpose are generally inadequate to effectively detect
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and subsequently prevent terrorist financing. Because transactions that potentially point
to terrorist financing are often small amounts or ‘usual’ transactions, and terrorism
financing can also be financed by money from legitimate sources, terrorist financing is
exceedingly difficult to recognise without concrete leads from law enforcement. Solutions
have been sought in technological innovations, particularly Al, and in public-private
partnerships, both of which raise new legal and ethical questions. The section on
theoretical contributions discusses new insights that my de-scriptive approach yields for
the literature at the intersection of ST'S and IR and beyond. I also revisit the conceptual
contributions of my sites of experimentation and techno-legal gateway concepts. Finally,
I discuss societal implications and avenues for future research regarding the chain of
actors concerned with AML/CTF and side-effects of the current AML/CTF reporting
system.
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CHAPTER 2

A De-scriptive Approach to
Studying Security Practices

2.1 Introduction

Financial surveillance by banks is increasingly a topic of academic and policy studies.
Most research, however, has been based on document analysis and interviews. Less
emphasis has been placed on the practice of countering terrorism financing in banks.
Moving beyond human or policy-centred approaches, the present study asked, how do
banks practice counter-terrorist financing and how do they experiment with technologies to make
authoritative security decisions. To arrive at a practice-centred approach, this research drew
on an evolving body of work that sets empirics and practices centre stage. This includes,
particularly, descriptive approaches in STS, the reinvigorated attention to empirics and
practices in IR (Adler-Nissen, 2013; Bueger and Gadinger, 2018) and what has been
called the ‘material turn’ in (critical) security studies (Salter and Mutlu, 2013).

To further this research agenda, this thesis advances Akrich’s (1992) concept of
de-scription for the study of experimentation with security and digital technologies in
practice. My de-scriptive approach, only a hyphen away from description, was inspired by
art and literary studies, and by research building on ANT that seeks to revalue empirical
description as a research approach (Alpers, 1983; Austin, 2019; Bijker, 1995; Latour,
2005b; Love, 2010, 2020; Marcus et al., 2016; Rutherford, 2012; Schmitt, 2016). The
notion of de-scription points not only to the general act of describing something or
someone through its portrayal in words (Oxford English Dictionary, 2021), but also
to analysis of the design and use of technical objects and their role in authoritative
decision-making within banks. The elusive nature of CTF makes the production of
security knowledge and judgements about terrorist financing particularly challenging. I
argue that by focusing on the production of political authority through experimentation
with technologies we can gain crucial insight into the dispersion of authority and the
shifting of authority to private actors, such as banks.

The field of IR has increasingly taken notice of seemingly mundane, technical or

local places where practices of political authority beyond the state materialise (Cutler
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et al., 1999; Hall and Biersteker, 2002; Hoijtink, 2014). The role of private authority
is not in itself new. Attention to banks was a preeminent concern in the literature
of the 1990s and 2000s on private authority, particularly regarding standards for the
global financial architecture and response to the financial crisis of 2008. For instance,
Porter (2011: 183) argued that following the financial crisis, public and private authority
became “mediated to a significant degree” through what he termed “transnational
regulatory arrangements”.® Using the example of the BCBS common standards of
bank regulation, Porter (ibid.: 181) found that transnational regulatory standards had
developed incrementally and gained “considerable autonomy from the actors that have
an interest in them”. As set out in Chapter 1, the risk-based standards promulgated by
the Basel accords require banks to hold a certain level of capital, and each upgrade of
the Basel capital adequacy standards strengthened the previous rules. Basel III then
pushed for even “more stringent and clearer standards” (ibid.: 180).

Indeed, the global ‘risk-based approach’ guidelines (FATF, 2012) can be considered
an example of a transnational regulatory arrangement, as they assign considerable
authority to the financial service industry to identify financial crime risks (De Goede,
2012: 71). To be compliant with AML/CTF regulations, banks must continuously
conduct systematic risk assessments of their own business and implement mandated
risk profiles in their customer research procedures and transaction monitoring systems.
With each new AML directive, standards became more stringent (see Chapter 1). In
this sense, Porter’s approach is useful for the analysis of broader developments, as he
acknowledged the importance of rule following via material objects.

Nonetheless, my approach in the present research departs from Porter’s (2011)
study in two ways. First, Porter’s analysis seems to emphasise a linear and incremental
sequence of actions, whereby the “constitutive role of ideas” is followed by “reinforcement
of the effects of ideas through their entanglement with material objects” (ibid.: 177). 1
argue, however, that in addition to such systemic developments, we should acknowledge
the dynamic and experimental processes of rule following that manifest at the human-
technology interface. Hereby, I contribute to work on the significant reconfiguration of
the regulatory space brought about by the growing use of algorithmic, ‘high frequency’,
automated trading in the financial industry (Lenglet, 2011; Lenglet and Mol, 2016).
Although the role of private authority has been considered in IR scholarship, research on
how such authority manifests and is exercised through automated software technologies
is only beginning. The present study construes algorithms as changing the field of
security practice, but also de-scribes how algorithms become a source and site of private
authority. In a second departure from Porter (2011), my practice-oriented approach
expands understanding of political authority by examining the precise instances in
which security judgements are made. The institutionalisation of open norms and risk

management in the private sector has made the combating of terrorist financing a
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decentralised and widely varying practice. The practice of financial surveillance cannot,
therefore, be fully understood through a policy analysis alone.

De-scription requires a flexible ethnographic approach that actively seeks to
document and analyse the moments at which political authority is mobilised and
materialised. Deployment of a de-scriptive approach in my theoretical framework
helps in the identification of instances and sites of experimentation with security
technologies in practice. Particularly key are three aspects of this approach: (i) the de-
scription of rule following in practice, (ii) the de-scription of political decision-making
at the human-technology interface and (iii) de-scription as a step towards transparency
and accountability. Each of these aspects helped me to analyse the dynamic nature of
authoritative decision-making in risk-based AML/CTF practices; and each contributes
to the literature at the intersection of STS and IR. This chapter discusses them in turn.

Before elaborating on the three aspects, I address how de-scription enables analysis
of processes of experimentation with technologies in the security sphere. Thereafter,
the three aspects set out above are discussed. First, rule following and finitism are
presented as useful concepts to understand the interpretation and appropriation of AML/
CTF rules in practice. Second, the human-technology interface is addressed; in other
words, how authority is inscribed and mediated through technologies. Here, Akrich’s
(1992) notion of de-scription helps us to understand how the design, socio-technical
characteristics and use of digital security technologies require political choices to be
made by banks. Finally, I examine how de-scription might advance public debate and
political accountability. The chapter concludes that reinvigorated attention to description

could well be beneficial for durable and flexible critical scholarship.

2.2 A de-scriptive approach

[D]escription is neither the view from nowhere, nor simply the view from
somewhere, but many views from many places, over time (Marcus et al.,

2014: 9).

The de-scriptive approach as outlined here helps in the analysis of practices of
experimentation around CTF; that is, what banks do to discover ‘unknown unknowns’
with potential links to terrorism financing within their customer and transaction
databases. In general, we might say that “experiments are conducted to discover
something unknown” (Grommé¢, 2015: 19). To do an experiment is to put something to
the test, “a tentative procedure; a method, system of things, or course of action, adopted
in uncertainty [of] whether it will answer the purpose” (Oxford English Dictionary,
2020).
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'The present research builds on a particular strand of STS that arose in the 1970s
and 1980s, which studied ‘the making of” science and technological inventions as
well as the controversies surrounding techno-scientific issues. This approach, which is
sometimes called the social construction of technology (SCOT) approach, rests on the
“descriptive model” (Bijker, 1995). In it, for example, Bijker (ibid.: 6) advocated avoiding
“any implicit assumption of linear development” about technological innovation, as
technologies and innovations often do not follow an orderly, rational, inevitable and
linear path. Researchers have set out to open the dlack box of science (Latour, 1987)
through ethnographic studies of science in the laboratory (Latour and Woolgar, 1979),
through historical text-based accounts of scientific experiments (Shapin and Schaffer,
1985) and with investigations of the design and use of technologies and inventions
(Akrich, 1992; Bijker, 1995; Bijker and Law, 1992). This literature is useful because the
assumption of linear technological development whereby a product is designed and then
used successfully as the designer foresaw is not in line with my fieldwork observations.

To develop a theoretical framework that attends to the technologies that are central
to CTF practices, I drew on the notion of de-scription developed by Madeleine Akrich.
In her seminal work, The De-scription of Technical Objects, Akrich (1992) described the
case of a photoelectric lighting kit, which was developed by a government agency that
wanted to promote new energy sources. The kit was to be a solution to the need for
lighting in less-developed countries in Africa, while simultaneously creating a market
for the French photoelectric cell industry (ibid.: 209). The design of the lighting kit
appeared simple. However, Akrich observed that the object proved more complicated
in its use in Africa. For example, it was difficult to adapt the kit to different room sizes.
Also, it was impossible to replace short lifetime components, such as batteries, as these
were unavailable outside capital cities. By studying both the design of the lighting kit in
France and its use — or rather ‘non-use’ — in practice, Akrich (ibid.: 207) demonstrated
how “objects and their supposed functions, or the relationship between supply and
demand, are poorly matched”.

Political and technical choices are inscribed into technical objects. De-scription is a
mode of analysis that seeks to effect “the opposite movement of the in-scription by the
engineer, inventor, manufacturer, or designer” (Akrich and Latour, 1992: 259). 'This
makes it particularly suitable for analysis of the socio-technical domain in which political
assumptions and choices materialise. The concept of de-scription has been deployed to
analyse technical objects in a wide variety of contexts, such as health care, innovation and
information infrastructures (Burrell, 2011; Pelizza and Kuhlmann, 2017a; Tantchou,
2018). In critical security studies, Bellanova and Fuster (2013: 192) de-scribed body
scanners in airports by tracing the “multiplicity of actants and their relations” (ibid.: 191).

Practitioners are constantly experimenting with new initiatives and new technologies

to increase the effectiveness of CTF efforts. These efforts are highly dependent on
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technologies and data. Data scientists and financial crime specialists constantly look
for indicators that can be inscribed into transaction monitoring systems to yield useful
results. Searching for indicators, and testing and tuning detection technologies, is a
continuous process of trial and error. For example, I observed experiments with machine
learning models aimed at detecting risky customers and transactions with potential
links to terrorist financing. Another way of detecting such suspicious activity is through
establishment and expansion of new public-private partnerships that enable proactive
data sharing between law enforcement and banks. In order to “engage with the practices
that are enacted in the name of managing risk and uncertainty” (Amoore and De Goede,
2008:9), I focused my analysis of CTF practices at sizes of experimentation (discussed in
more depth in Chapter 3).

The concept of experimentation not only adheres to technological experiments but
can also be understood as a broader dynamic in the financial crime field. Experimentation
is part and parcel of the ‘follow the money’ approach in the War on Terror. As such,
experimental CTF practices can be characterised as an example of what Demmers and
Gould (2018: 366-367) called “liquid warfare”, a “flexible, open-ended” form of warfare
which relies “on remote management” and “works through assemblages of heterogeneous
and changing ‘partnerships’, which are often full of friction”. The problem of terrorist
financing opens a path for novel security practices through experimentation with
technologies and new security initiatives that push the boundaries of the law.

The following section outlines three key aspects of my de-scriptive approach, used to
analyse the role of technologies in experimentation with CTF practices. The first aspect
draws attention to rule following. It emphasises that the practice of rule following is
different in each bank, for each client and for each transaction. One bank may operate
mainly within the commercial sector, while others may serve the private banking
sector or retail clients. Open norms and continuous experimentation are central to
ensure banks’ compliance with their legal obligations to prevent terrorist financing, as
institutionalised in the global risk-based approach guidelines (FATF, 2012). Central
to the risk-based approach is subjective judgement, whereby banks themselves define
which customer or client is considered suspicious (De Goede, 2012: 73). To understand
how banks practice CTF, we must zoom in on the way in which terms like ‘suspicious’
become applied to particular financial customers or transactions based on decisions made
at the human-technology interface.

The second aspect regards the digital security technologies themselves. I argue
that CTF is mainly practiced at the human-technology interface. To understand how
securing works in practice, we must therefore take seriously the role of non-human,
material, technological acors that enable or constrain the prevention of terrorism
financing (Latour, 2005b; M’charek et al., 2015). It is crucial to include the design,
the socio-technical characteristics as well as the use of digital security technologies in
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the analysis. This thesis redeploys the twinned notion of inscription and de-scription to
understand the role of algorithmic technology in knowledge production, surveillance and
security practices (Akrich, 1992; Akrich and Latour, 1992; Latour, 1987). Throughout
this thesis, the applicability of the concept of de-scription is broadened by paying specific
attention to technical objects used in increasingly dynamic, privatised and digitised
environments (see Chapter 3).

In the third aspect, description is portrayed as a mode of critical and rigorous
analysis that articulates dilemmas and judgements from practice and leaves normative
judgements to the reader. By recounting how algorithms work and how they are
discussed by practitioners, descriptions can open up a space for debate and theorising
(Pelizza and Kuhlmann, 2017a). Through de-scription, complex issues surrounding
the way political choices and political authority become embedded in technical objects
become transparent to the public. This is an important step towards potential political

accountability and democratic deliberation.

2.3 Three aspects of the de-scriptive approach

De-scription of rule following in practice

The first key aspect of what I call a de-scriptive approach is the documentation of rule
following and categorisations in practice. Banks are legally obliged to implement a
risk-based approach to assess risks and apply the labels of ‘usual’, ‘unusual’, ‘suspicious’,
‘low risk’, ‘high risk’ or ‘potential link to money laundering or terrorist financing’. The
risk-based approach recommended by FATF (2012) asks banks to make risk assessments
for specific combinations of criteria related to customer profile, bank product or service,
and geographical location (Wesseling, 2013: 183). Banks and financial institutions have
substantial authority to make these assessments concerning potential terrorist financing
risk. This section acknowledges the relevance of the concepts of rule following and
finitism, widely applied in ST'S literature, and brings these to IR scholarship to amplify
the experimental nature of risk-based security practices such as CTF.

'The starting point of this study is to acknowledge that “the application of a rule to a
specific situation is always in principle problematic, just as the application of a term to
a particular is problematic” (MacKenzie, 2008: 101). This acknowledgement is all the
more important when considering the ambiguous nature of the financial realm (Best,
2008). Since the interpretation and appropriation of rules in practice determines what
CTF is, it is important to ethnographically study daily practices of rule following. I use
the theory of rule following to understand how banks practice CTF. I do this by building
on Wittgenstein’s analysis of rule following, particularly how his thought has been
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appropriated by ST scholars (Holtzman and Leich, 1981; Pickering, 1992; Sismondo,
2010). Wittgenstein asked, what is it to follow a rule:

He then insists, first, that nothing in the verbal formulation of a rule
determines its next application, and second, that it is fruitless to invoke
yet more rules to determine how to apply the rule in any fresh instance:

such a strategy leads only to an infinite regress of rules for following rules

(Pickering, 1992: 15-16).

'The formulation of a rule does not determine the way in which it is applied in
practice; and formulating new rules to clarify how the first rule should be applied may
lead to what Pickering (ibid.) called an “infinite regress of rules for following rules”. Even
when compliance officers have the best of intentions to follow a rule, they are confronted
with many daily dilemmas. Compliance officers in financial firms, Lenglet (2012: 60)
argued, have an important role in how regulations are applied in practice; that is, how
they are “translated, adapted and put to work in changing context”. As such, compliance
officers contribute “to the collective construction of profitability, while at the same time
ensuring that the resulting practices stay within the paths delineated by law” (ibid.).

Although Wittgenstein’s ideas did raise debate between ST scholars (Bloor, 1992;
Lynch, 1992a, 1992b), I adopt here the general idea that can be seen as foundational to
STS and with which both sides of the Wittgensteinian debates agree: “that expressions
of rules do not determine their applications” (Sismondo, 2010: 30). Although this
thesis by no means suggests being a thorough analysis of Wittgenstein Philosophical
Investigations, it is worthwhile illustrating how Wittgenstein supports his theory by

comparing a rule to a signpost:

A rule stands there like a sign-post. - Does the sign-post leave no doubt
open about the way I have to go? Does it shew which direction I am to take
when I have passed it, whether along the road or the footpath or cross-
country? But where is it said which way I am to follow it; whether in the
direction of its ringer or (e.g.) in the opposite one? — And if there were, not a
single sign-pot, but a chain of adjacent ones or of chalk marks on the ground
— is there only one way of interpreting them? — So I can say, the sign-post
does after all leave no room for doubt. Or rather: it sometimes leaves room
for doubt and sometimes not. And now this is no longer a philosophical

proposition, but an empirical one (Wittgenstein, 1986 Section 85).

As Baker summarises Wittgenstein’s analogy of the sign-post: “Its power to guide is

parasitic on the existence of a practice” (Baker, 1981: 55). Rules can only be understood
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by an empirical study of their application in practice. In other words, the construction
of a rule does not determine its practical outcome or its interpretation. By focusing on
how norms and rules are shaped in practice, in their interpretation and appropriation,
the present research departs from the constructivist norm research in IR that investigates
how norms structure behaviour (Hoffmann, 2010). According to Bueger and Gadinger
(2018: 111), most such approaches rely on the concept of ‘homo sociologicus’, whereby
“actors are mainly norm and rule followers, and their behaviour can be explained as a
causal process”. They argued that such a “determinist understanding of rule following
actors has little in common with practice theory” (ibid.). Practice-oriented approaches
inspired by STS (particularly ANT) or pragmatic sociologists emphasise processes
and relations and tend to focus on the work involved in stabilisation, as the world is
“constantly emerging and shifting” (Bueger and Gadinger, 2018: 101). As Mol (2010:
263) also argued, “when norms have been set, ‘normalisation’ does not automatically
follow”.

Rules stipulate banks’ legal obligation to conduct risk analyses and to monitor and
report unusual financial transactions. But the way in which banks apply these rules —
the risks that they define and the technologies that they use to monitor those risks —are
situated in practice and are different per bank. There is no ‘one-size-fits-all’ approach
to compliance. Rules, technologies and threat classifications, such as ‘suspicious’, as
well as ethical guidelines, such as ‘privacy’ and ‘proportionality’, cannot be applied
simply, because compliance via technologies and public-private collaborations is
experimental in nature. The application of terms and rules in practice is characterised by
dilemmas, frictions and differing appropriation by geographically dispersed public and
private actors. Different understandings of the same term may not necessarily hamper
collaboration. For example, in tracing the phrase ‘for intelligence purposes’, Lagerwaard
(2020: 170) analysed how financial intelligence sharing was enabled by the existence of
“(multiple) stable meanings across different contexts, enabling the actors to work across
them” (see also Amicelle and Iafolla, 2017).

'The detection of terrorist financing relies on the idea that there are certain indicators
that point to a potential link with terrorist financing. In this regard, the notion of
Jinitism is relevant to the study of financial surveillance and risk detection whereby the
risk-based approach obliges banks to apply categories of suspicion to each customer
and each transaction. Finitism can be defined as “a theory of the application of terms to
instances or particulars” (MacKenzie, 2008: 99). Put simply, it zooms in on the specific
moments at which things are categorised or labelled. To understand if and how terrorist
financing detection is being practiced, an empirical analysis is needed which attends
to the way in which customers and transactions are categorised as risky via automated

decision-making processes at the human-technology interface.
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To understand finitism, it is useful to discuss its opposite. This brings us to the
view of ‘extensional semantics’. In this perspective, one might argue that there is a
fixed number of things to which a particular term ‘A’ applies. Not all flowers are tulips.
Although it might sometimes be difficult to determine whether a certain flower is a tulip,
the difficulty is merely empirical. Thus, “a term’s ‘extension’ — the ‘set of things of which
it is true’ (Barnes, 1982: 31) — is fixed in advance of usage of the term” (MacKenzie,
2008: 100). In contrast, finitism denies that the application of a term to an instance
is fixed in advance, and refers broadly to “the idea that each application of a term,
classification, or rule requires judgments of similarity and difference” (Sismondo, 2010:
49). As the empirical analysis will show, such judgements are particularly difficult to
make with a political and possibilistic threat like terrorist financing, which is hard to
recognise in transaction behaviour. Finitism denies that in advance of usage of the term,
there is a clear difference between instances of ‘A’ or ‘not A’. Each time that we encounter
a certain flower, judgements of similarity and difference need to be made to establish
whether the flower is a tulip. Each time that a transaction is done, the bank needs to
decide whether it could potentially be linked to terrorist financing.

MacKenzie (2008) conducted an empirical investigation into how finitism applies to
accounting in financial reporting. He observed “acts of assigning terms to particulars”
by administrators in dialogue with accounting technologies (ibid.: 106). Particularly, he
zoomed in on the moments at which terms were applied to particulars whereby “every

application of a term to an instance is implicitly a decision” (ibid.: 100):

Day after day, week after week, the accounts administrator, the controller
and their colleagues perform thousands of acts of classification and
measurement: applying terms — codes from the chart of accounts, cost centre
codes, and so on — to particulars; entering into the ERP [enterprise resource
planning] system the appropriate monetary amounts corresponding to a
given particular; and checking the results of such acts (ibid.: 107).

Some classifications may happen quite straightforwardly based on human judgement.
For example, when a firm receives an electricity bill, the account administrator applies to
it the category ‘Heat and Light: Electricity’ and enters the amount into the appropriate
box on the ERP screen. The administrator does not need to ponder whether this is
the correct classification (ibid.: 106). Classifications are often made based on training
and experience with bookkeeping and accounting. With time, the administrator in
an accounting firm becomes familiar with the names of regular suppliers, typical
transactions and periods of travel expenditure (ibid.: 107).

Acts of classification and measurement are also foundational to the detection of

financial crime in banks. Regarding potential terrorist financing, however, they are
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more complex and less predictable than the accounting practices studied by MacKenzie.
Classifications and applications of labels like ‘suspicious’ or ‘potential link to terrorist
financing’ are made by humans in dialogue with digital security technologies, such as
transaction monitoring systems. In applying these terms, banks rely on the expertise
of analysts and on algorithmic technologies that monitor customer and transaction
databases and produce alerts. As Chapter 4 will demonstrate, throughout the span
of a customer’s relationship with a bank, there are many points of human-technology
interaction at which the term ‘high risk’ might be applied. Any such application carries
significant consequences — much more than the categorisation of the electricity bill in
MacKenzie’s example. Any classification of transactions signalling a potential link to

terrorist financing has potential impact on human life.

De-scription of digital security technologies

Like a film script, technical objects define a framework of action together
with the actors and the space in which they are supposed to act (Akrich,
1992: 208).

'The second key aspect of my de-scriptive approach is the focus on digital security
technologies to document the materialisation of political authority in banks’ security
decisions. Preventing terrorism financing by banks is an activity that can only be
carried out in interaction between humans and technology. Banks rely on monitoring
technologies to detect high-risk customers and suspicious transactions from the millions
that flow daily through their databases. From raw transaction data, algorithms help
monitor for patterns and relationships that point to transactions that may be associated
with the financing of terrorism. Digital security technologies, such as transaction
monitoring systems, can be considered continuous objects of experimentation, as they
must be constantly adapted and tuned to anticipate and identify risk. Classification and
application of labels like ‘suspicious’ or ‘potential link to terrorism financing’ are activities
carried out by humans in dialogue with digital security devices such as transaction
monitoring systems and machine learning models (Amicelle et al., 2015).

Unpacking technology, that is, “investigating how technologies are being constructed
or how they become implemented and used in specific organizational contexts” (Hoijtink
and Leese, 2019: 8), has not traditionally been an object of study in mainstream IR.
Realist engagements with technology in IR have traditionally regarded technology
(specifically, military technology) “as a capabilities-enhancing variable that provides
states with a power edge vis-a-vis other states in the international arena” (ibid.: 5).
Both realists and those in the social constructivist tradition have regarded technologies

primarily as an ‘instrumentalist’ or ‘essentialist’ force. What both deterministic framings
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fail to consider, according to Hoijtink and Leese (ibid.: 9), is “how technologies come
into being and how existing social, political and economic structures are always already
imprinted on them”.

What IR can learn from STS and actor-network theory is that technologies are
actors that mediate security practices by enabling or constraining the way they play
out in practice. It is during experimentation with design and use, when science and
technologies are openly discussed and can be described, that the agency of technologies
becomes visible. While shaping our lives in numerous ways, most technologies run
‘silently’ in the background (Latour, 1992). We do not treat technologies as mediators
that do something (Latour, 2005b: 128), but as intermediaries or dlack boxes (ibid.: 39).
ANT goes beyond technological determinism and social constructivism to account for
the socio-material construction of technologies. It does so by studying occasions during
which facts or artefacts are not (yet) stable and taken-for-granted (ibid.: 79), such as
controversies or experiments. Traditionally, much STS and ANT research has therefore
revolved around laboratory experiments or moments of technological experimentation
(Latour, 1999; Sismondo, 2010).

Chapter 3, which presents my methodological approach, elaborates on how and where
an analysis of digital security technologies might take place and develops the notion of
sites of experimentation. It is during moments at which technology is being developed or
breaks down — or indeed as O’Grady (2015) demonstrated, when technology is being
appropriated, redeployed or localised into new contexts — that technologies are most
present and visibly active.

Akrich’s (1992) concept of de-scription is useful to analyse the security technologies
used by banks to assess risks and monitor transactions. In order to de-scribe how
human and technological actors in banks monitor financial transactions with the aim
of preventing terrorist financing it is crucial to pay attention to re/ations between these
actors and their surroundings (Kaufmann, 2019: 160). Objects cannot be construed as
fixed entities but must instead be regarded in their relevance to other things and how
they are constituted by the historical process. That means that we need to understand the
process of the design and use of security technologies: how designers inscribe predictions

into a technological object and how the script then shapes the framework of action:

Designers thus define actors with specific tastes, competences, motives,
aspirations, political prejudices, and the rest, and they assume that morality,
technology, science, and economy will evolve in particular ways. A large part
of the work of innovators is that of ‘inscribing’ this vision of (or prediction
about) the world in the technical content of the new object. I will call the
end product of this work a ‘script’ or a ‘scenario’ (Akrich, 1992: 208).
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Embedded in the script or scenario which is being written for technical objects are
“decisions about what should be delegared to a machine and what should be left to the
initiative of human actors” (ibid.: 216). These are the places where political authority is
(invisibly) at work. Figure 2.1 presents a simplified schematic overview derived from
Akrich’s work of the design and use of technical objects. It distinguishes three phases
during which analysis of the manifestation of political authority might take place: the
inscription of the designer’s assumptions and predictions, the script of the technology
which provides the framework of action and the use or user of the technology which

might appropriate the technology in a certain way.

Figure 2.1 Framework derived from Akrich (1992) of the path from technology design to use.
Source: Author.

Design(er) Technology

Use(r)

‘Inscription’ ‘script’

Expanding on this framework, Chapter 3 develops a methodological approach for
following digital security technologies from their design to their use in banks. The
methodology enables mapping of the different stages in which humans and technologies
mediate a certain outcome. In this process, banks must define indicators of terrorism
financing that can be translated into queries and algorithms for customer screening
and transaction monitoring. Technical characteristics, as well as the input — the data —
alongside assumptions regarding threat, determine which transactions may potentially
be linked to terrorism.

Quite literally, tooling teams in banks inscribe predictions about what might
constitute terrorist financing behaviour into scenarios and algorithmic rules that decide
which transactions are flagged. The room for discretion, to decide after receiving and
analysing an alert whether a transaction is unusual or suspicious, is thus partly inscribed
in the design of the transaction monitoring system. Such alerts are then handled by large
teams of analysts in banks. To understand how banks practice CTF, we must therefore
follow negotiations between technology designers and users (Akrich, 1992: 208-209).
However, following technology from design to use should not be seen as a rigid or
sequential process (see Chapter 3).

What is considered to be an unusual or suspicious transaction is decided at the
human-computer interface and as such, constituted by risk analyses and the design
and redesign of the technical devices. In an ethnographic study of risk calculation and
data-driven governance, O’Grady (2018) used the term interface to describe how the
British Fire and Rescue Service (FRS) predicted future fire risks. Two aspects of his
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understanding of interface are relevant to the present research. First, his understanding
of interface refers to the moment data encounters a digital infrastructure: “the moments
of interface through which digital data are sourced for generating accounts of fire risk”
(ibid.: 54). According to O’Grady (ibid.: 53), “[i]nterfaces describe the intersections,
moments and encounters within which the wide array of infrastructure components
come together”. In his view, the ‘components’ within the digital infrastructure can be
hardware, computer screens, cables and also humans. Second, O’Grady’s (2018) work
deploys a general understanding of interface to refer to the “matter of relationality
between humans and computers” and as “a crucial governing mechanism in itself that
makes possible risk-based forms of governance where authorities increasingly rely on
digital technologies” (ibid.: 50-51).

The first aspect of interface is relevant to understand the design and use of digital
technologies as well as the data they operate on. The empirical chapters of this thesis
analyse KYC practices and algorithmic monitoring systems. These are found to be highly
dependent on the data they operate on (Bellanova and De Goede, 2021). Authoritative
security decisions are enabled or constrained by various data issues, particularly data
quality, the temporality of data and data liability (Chapter 4), as well as by algorithm
selection (Chapter 5). Each algorithm permits different features of the data to mediate
the output of the transaction monitoring system. The second, wider understanding of
interface as a relational matter, and as a governing mechanism, is relevant because it
acknowledges that the human-technology interface is not merely a computer screen
that transports information or makes data operable, but that it actively enables forms of
governance. For example, in Chapter 6, the notion of techno-legal gateways is deployed
to refer to the technological infrastructure, the governance mechanism and the legal
interpretation which enables a novel form of intelligence sharing to take place.

Experimentation via the selection of indicators and the funing of transaction
monitoring software is political because it is where decisions are made about who and
what is anticipated to be a security risk — in the form of a potential money launderer
or terrorist. The risk assessment shapes who is to be included and excluded from the
financial system, as well as who is to be reported to the FIU, possibly leading to criminal
prosecution. It is therefore imperative that the technical intricacies and daily ethical and

technical dilemmas are articulated to a wider public.

De-scription as a step towards transparency and accountability

'The third key aspect of the de-scriptive approach is that by providing a mode for critical
and rigorous analysis it offers a basis for transparency and accountability. De-scription (in
Akrich’s sense) offers a tool for careful analysis of the particular and very different ways
in which rules are being followed in practice and how labels like ‘suspicious’ are assigned

to customers or transactions at the human-technology interface. Identification of the
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frictions and dilemmas at play in practice helps to communicate the politics inherent
in experimentation with technologies and new security initiatives to wider audiences,
creating a potential pathway towards transparency and public debate.

The STS approach’ of studying controversies around techno-scientific issues
demonstrates that it is at moments of controversy that black boxes open and the inner
workings of science or technology become visible. Controversy thus functions as a locator
of moments of open discussion, contention, and disagreement. Mapping controversies
through description interferes politically “by rendering new elements as matters
of concern open to public scrutiny” (Schouten, 2014: 37). According to Pelizza and
Kuhlman (2017: 21), descriptions of technologies open space for theoretical reflection.
These authors argued that de-scriptions of algorithms are needed “to open up the inner
mechanisms of algorithmic governance and put them to a vote. These are the exceptional
moments when explicit debates can take place, and new actors can access them” (ibid.).

It is, moreover, important to account for the ways in which publics become involved
in security issues (Walters and D’Aoust, 2015).° To do this we can build on STS
scholarship on how things become public, such as the collected works of Latour and
Weibel (2005; Latour and Weibel, 2005) and Marres’ (2005, 2007) work on public
involvement in the politics of science and technology. Marres (2007: 761) articulated
STS’s distinctive approach to issue formation by “characterizing democratic processes
themselves as particular practices of issue articulation”. From the early pragmatists
Lippmann and Dewey, she distilled the central notion that “issues spark a public into
being”. Important political questions do not automatically become ‘issues’ for the public
as a singular homogenous entity. Publics are multiple and depending on the issue their
composition may swiftly change between different groups and individuals.

Recognising the importance of public participation in political issues has also sparked
research into what ‘blocks’ things from being public (Galison and Moss, 2005), such as
secrecy (De Goede et al., 2020a) or manufactured ignorance (Rappert, 2012) in relation
to security. Documenting dynamics of secrecy and publicity around the transatlantic
Terrorism Financing Tracking Programme, De Goede and Wesseling (2017: 254)
analysed “secrecy controversies, in which the visibility and oversights of transatlantic
security cooperation were subject to public debate”. Walters (2016) argued:

It is when normal procedures fail, when eyewitnesses or operatives speak
out, or when public inquiries examine ‘wrongs’, that the ‘opaque world’

of intelligence cooperation and transatlantic security ‘becomes more fully

visible’ (Walters, 2016: 441, as cited in De Goede and Wesseling, 2017: 255).

This thesis builds on literature that aims to move beyond binaries of secrecy and

publicity by mapping its very dynamics; by making secrecy productive in analysis
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(Balmer, 2012; Birchall, 2016; De Goede et al., 2020a; Rappert, 2010; Walters and
Luscombe, 2017). Specifically, my methodological approach navigates the secrecy
inherent in digital security technologies (see Chapter 3). Nevertheless, my purpose in
framing de-scription as a method for increased transparency of security practices in
private domains is not necessarily to reveal and denounce. For example, some critical

studies on private authority argue that “the normative implications of private authority
are profoundly disturbing” (Cutler, 2002: 24):

Very basically, the democratic, formalistic, and legalistic associations of
authority with states and the public sphere obscure the growing authority
of private institutions, actors, and processes. As a consequence, efforts to
hold private institutions accountable in any democratic way are bound to
flounder, for that which goes unrecognized is difficult to regulate (ibid.).

I do not imply that the growth of AML/CTF responsibilities within the private
sector is necessarily “profoundly disturbing”, as Cutler stated (ibid.). De-scription adheres
to security practices that take shape differently in each context and have to be evaluated
in each specific context. In contrast to normative research approaches, de-scription
therefore acknowledges that critique is never a starting point, but a possible endpoint
of inductive analysis which takes the practitioner’s own critical capacities seriously.
Anmicelle and Favarel-Garrigues (2012: 105) observed that while critical academic
studies of financial surveillance have blossomed, they have hardly paid attention to “the
critical capability of those involved in the implementation of anti-money-laundering/
countering terrorist financing policy”.

We can build on a strand of pragmatic sociology based on the work of Luc Boltanski
and Bruno Latour to take disputes and controversies as a methodological starting point
to follow actors en situation (Gadinger, 2016). Pragmatic sociology analyses the way
in which actors are involved in practices of critique and justification (Boltanski and
Thévenot, 2006). For example, in her research on refugee admissions programmes,
Welfens (2021a: 35-36) teased out the normative justifications of the actors “when they
are confronted with moral dilemmas of how to prioritise and have to navigate between
different normative principles and justify their judgement accordingly” (see also Welfens,
2021b). As Welfens put it, “pragmatic sociology emphasises that judgments are never
fully routinised, automated practices”, but “understands actors to be reflexive, using
their ‘critical capacities’ to decide what is right and wrong, depending on the concrete
situation at hand”. Similarly, de-scription of digital security technologies reveals the
moral dilemmas that practitioners in banks face when experimenting with algorithmic
decision-making. Examples are in issues of privacy, proportionality and the risk of

profiling.
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De-scription does not just uncritically repeat what actors say. 'The goal is not to
“regurgitate ordinary actors’ understandings and self-description”, but to make their
critical capacities the subject of empirical research (Gadinger, 2016: 191). If anything,
description does not simply perpetuate but lays bare the operations of power (Halewood
and Michael, 2008: 38) that may lead to asymmetrical power relations. Careful and
detailed description of the techniques and instruments that order our society can enable
us to see who and what creates and their modes of thought and action as well as their
distribution throughout society. Latour (2005b: 63-64)!" argued that claims regarding
the distribution of power cannot be made without explaining how power (or domination)
can become effectual and through what means. In the remaining chapters of this thesis,
the de-scription approach is deployed to analyse how political authority manifests at the
human-technology interface in relation to the AML/CTF efforts of banks.

2.3 Conclusion

This chapter discussed the risk-based approach to preventing money laundering and
terrorist financing and amplified the experimental nature of risk-based security practices
within the CTF domain. To understand how banks practice CTF, I outlined a de-
scriptive approach for the study of security practices. The presented approach builds
on descriptive approaches from STS and the reinvigorated attention to empirics and
practices in IR.

Technology increasingly enables and constrains security practices, is shaped by and
shapes political assumptions, and has political consequences. Security problems are
increasingly being translated into socio-technical problems. De-scription broadens
the security agenda by including human as well as material aczors, and it deepens our
understanding of the way in which populations are secured through human-technology
dynamics and interactions.

My de-scriptive approach has three key aspects. The first underlines the absence
of one-size-fits-all means of compliance and builds on the concepts of finitism and
rule following in order to understand CTF in context. Indeed, rules are not simply
followed in practical implementation, and labels like ‘suspicious’ cannot easily be applied
to particular transactions. The second aspect draws on Akrich’s (1992) notion of de-
scription — only a hyphen away from description — to attend to the way in which political
authority is inscribed into things. The third aspect, finally, is the function of de-scription
as a step towards transparency and accountability.

'The next chapter turns to the methodology applied in the present research, centred

around what I have termed sifes of experimentation.
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CHAPTER 3

A Multi-sited Ethnography of Digital
Security Technologies'

Who or what is responsible for the act of killing?... Which of them,... the gun or
the citizen, is the acfor in this situation (Latour, 1999: 178-179)?

3.1 Introduction

Bruno Latour, one of the main proponents of Actor-Network Theory, famously mobilised
the example of the gun to argue that technology is never just “a neutral carrier of human
will”, nor are we rendered powerless by its force. The mistake in both argumentations,
according to Latour (1999: 180), is that they “start with essences, those of subjects or
those of objects”. 'The outcomes of events are not entirely dependent on either human
or technological action. Rather, such outcomes lie at the intersection between human
and non-human agency.

My research into the way banks counter the financing of terrorism in practice centres
on the proposition that we must take seriously the role of digital technologies in the
security sphere. Security decisions are increasingly enacted via a combination of human
and technological elements; these “transform, translate, distort and modify” the state
of security affairs (Latour, 2005b: 39). How does technology mediate decision-making
by compliance professionals in banks, particularly when these professionals anticipate,
monitor, detect and report suspicions in the context of terrorist financing? In other
words, how do banks determine when money might be intended to facilitate a terrorist
attack?

Terrorist financing is a security problem that transcends national borders as well

as boundaries between the public and private realm. In such a “multi-actor and multi-

1 A large part of the material in this chapter was previously published as Esmé Bosma, ‘Multi-sited
ethnography of digital security technologies’, in Secrecy and Methods in Security Research: A Guide to
Qualitative Fieldwork (De Goede et al., 2020b: 193-211). The chapter has been substantially expanded
to include the entire methodological span of the thesis.
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level technopolitical context” new political entities may arise that transcend the ‘state’
(Dijstelbloem and Pelizza, 2020: 49). Most banks are transnational corporations
operating in multiple jurisdictions. Financial anthropologists (e.g., Ho, 2009; Leins,
2018) have studied global financial processes of localisation and appropriation.
Lagerwaard (2015: 575) observed that “financial practices do not diffuse globally in a
uniform manner, but are instead utilised locally in a specific way”.

'The present research contributes to the literature combining traditional ethnographic
methods with methods of studying modern organisations involving “people on the
move, simultaneous multi-site organizing, and virtual management” (Czarniawska,
2008: 7; see also Bruni, 2005; and Welfens, 2021b). According to Knorr Cetina and
Bruegger (2002), technologies such as a screen can function as a mediator enabling
traders to simultaneously watch the market across geographically dispersed sites in an
interconnected global system.

Chapter 2 set out the de-scriptive approach (Akrich, 1992), which this thesis applies
as a means to understand how the design and use of digital security technologies may
inhibit political and ethical choices. This chapter argues that a multi-sited ethnographic
approach is crucial in order to account for the productive role of digital security
technologies and to understand how they afford judgements and decisions in the security
realm. To describe the role technology plays in the production of security expertise
(Berling and Bueger, 2016), I followed in a non-sequential manner the transaction
monitoring process from design to use. To do this, I interviewed and observed a wide
range of practitioners, from compliance professionals and security and financial crime
experts working on indicators, to data scientists, I'T specialists, software providers,
operational managers, KYC experts and analysts responsible for processing alerts.

Yet, using ethnographic methods to study compliance practices, particularly digital
security technologies, poses certain challenges, for example, concerning secrecy and
research methods (De Goede et al., 2020b). Certainly, it is challenging to gain access
to, understand, analyse and write about technologies, as an empirical description of
data and algorithms based on observation is not in every situation possible or desirable.
Moreover, digital technologies are often privately owned, localised across numerous
sites and used in combination with sensitive data; and security technologies may
remain opaque for security purposes. Furthermore, specialised knowledge is required
to elucidate technologically mediated security practices. This means that even when
access is gained, technical details can seldom be fully disclosed, for reasons of both
anonymity and security.

Throughout this chapter I use secrecy vignettes (De Goede, 2020b) to situate the
methodological choices and ethical dilemmas faced in the moments they occurred
during my fieldwork in relation to the fieldwork respondents. The vignettes provide
examples of the kinds of methodological challenges I encountered during the research
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and the choices that were made. Indeed, in practice-oriented research, “the majority of
discussions on methodology and techniques only become meaningful in the conduct of
actual research, and when encountering practical problems” (Bueger and Gadinger, 2018:
134). Research methods thus must be construed as relational and enacted throughout
the research process.

This chapter focuses on the empirical methodology used in my research into the CTF
practices of banks across multiple “sites” (Latour, 2005b: 219). Most of my fieldwork
was conducted in the Netherlands and the United Kingdom between April 2018 and
May 2019. Section 3.2 elaborates on the challenges posed by secrecy when undertaking
ethnographies of technologies at sensitive sites. Section 3.3 presents the fieldwork sites
and how I studied banks’ CTF practices. It addresses, successively, gaining access,
data collection and data analysis. In section 3.4, I delineate a multi-sited ethnographic
inquiry of humans in dialogue with digital security technologies centred around sizes
of experimentation. I took two methodological avenues — or rather starting points — in
my use of ethnographic methods to study digital technologies. Other researchers might
find these useful as well. These were (i) following technology from design to use and
(i) observing human-computer interaction. Section 3.5 addresses the validation and

limitations of my study methodology, followed by chapter conclusions in section 3.6.

3.2 Secrecy and digital security technologies

Numerous scholars have deployed STS insights in their respective fields to study the
complex socio-material nature of digital technologies. Intersecting STS with law
and philosophy (Hildebrandt and Rouvroy, 2011), communication and media studies
(Gillespie, 2014), surveillance studies (Kroener and Neyland, 2012) and human-computer
interaction studies (Suchman, 2007), they have successfully shown how the study of
algorithms, autonomic computing, software and technological change can provide an
entry point for the study of power, agency, accountability and human autonomy. In
security studies, too, research has concluded that utilisation of algorithmic techniques for
security purposes entails important political and ethical stakes that warrant description
and analysis (Amoore and Raley, 2016; Aradau and Blanke, 2015; Grommé, 2015;
Kaufmann et al., 2018).

In the domain of IR, though security researchers have built on anthropological
fieldwork, they do not usually undertake strictly ethnographic work (Vrasti, 2008).
Doing ethnographies of technologies in a security context requires an approach that
is attentive to secrecy and research methods (Bosma et al., 2020). There is a growing
literature on digital methods. Some authors have focused on data collection in the

“virtual field” (Hammersley and Atkinson, 2007: 137; Lazar et al., 2017: 252), while
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for others the algorithm is the object of analysis (Amoore and Raley, 2016; Aradau and
Blanke, 2018; Ziewitz, 2016). Nonetheless, digital security technologies may be hard
to comprehend. Whether there is an interest in studying technology from the start, or
awareness of mediating technologies arises later in the research process, technological
jargon, buzzwords and rapid innovation in the tech world can be overwhelming. For
researchers with limited technical expertise, obtaining the requisite level of technology
fluency can be a time-consuming process.

Moreover, private actors often guard the precise workings of algorithms as a secret,
as these can be a fundamental part of a company’s business model and competitive
advantage (Gillespie, 2014). Even when a researcher has access to the algorithmic
codes, specialised knowledge is required to understand them. Furthermore, it is nearly
impossible to know how an algorithm might work in practice, as their productivity only
becomes apparent affer implementation and in combination with the requisite data.

Working in the context of counterterrorism brings additional challenges too.
For example, a blueprint of CTF practices must not end up in the public domain.
Hypothetically, one might wonder what security risk might actually be posed by the
often partial and situated knowledge of risk detection strategies and technologies.
Although scattered, much information already exists in the public domain, in policy
reports, conference presentations, published minutes, user guides of technologies
and so on. During my fieldwork, I was open with my respondents about my research
interests and questions. I repeatedly explained that I was not interested in personal and
sensitive customer data, but in dilemmas and daily practices. During my fieldwork I
did encounter both sensitive data and working practices that could not be published
for security reasons or anonymity purposes. Although some data was too revealing to
publish, the background information was useful to make sense of compliance processes
and dilemmas of practitioners.

One of the challenges of studying digital technologies is that they consist of more
than computer codes; they are made of ‘stuff’” too (Dourish, 2017). For instance, as
Chapter 4 will demonstrate, the virtual element, or data, is supported by material
infrastructures, like computers, screens, cables, servers, and electricity networks. These
can either enable or constrain the workings of a software program (Amoore, 2016).
Understanding, perhaps even finding the technologies, is further complicated by the
emergence of sophisticated security devices, such as surveillance cameras, biometric
identification and verification systems, and transaction monitoring systems that operate
through Al and machine learning algorithms, such as anomaly detection and neural
networks (Straube, 2020; Vayre, 2018).

O‘Grady (2015) demonstrated that data and digital technologies can simultaneously
be free-floating and dispersed as well as localised in various contexts. The analysis

software MOSAIC, for example, previously used by the credit-checking company
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Experian to profile populations in terms of consumer behaviour, was acquired and
redeployed by the British Fire and Rescue Service to establish risk profiles of community
members most vulnerable to fire. Through the conduct of detailed empirical investigation
into the “processes of appropriation, localisation and redeployment”, O’Grady (2015: 82)
concluded that digital risk calculation technologies “must undergo transformation to
adapt to new organisation sites and spaces before enacting new modes of governance”.
A digital security technology can be appropriated and transformed at numerous sites,
such as the military, intelligence agencies, police departments and private security
actors around the globe. Although the dispersed nature of data and their associated
software appears to add to their ungraspable nature, I would argue that the moments
at which technology travels to new contexts offer opportunities for ethnographic
accounts of digital devices. As observed by O’Grady (ibid.), “[c]ritical accounts of data-
driven governance... must examine the mundane organizational routines, practices and

processes that facilitate technological redeployment”.

3.3 Studying banks

Only through ethnographic research in banks can we observe how compliance
professionals navigate the complex and occasionally competing responsibilities of their
security, commercial and societal roles. I not only analysed how human backgrounds,
expertise, habits, routines and inclinations come to matter in a daily context, but also
explored how humans interact with security technologies and the subsequent technical
and ethical dilemmas.

'The fieldwork for this research was done in the Netherlands and the United Kingdom.
Both countries are particularly relevant for the study of CTF practices. Each has a
large financial sector. As a typical liberal democracy with an open trade economy, the
Netherlands provides an illustrative case for observing the role of for-profit actors in
implementation of sanctions and AML/CTF regulations (Giumelli and Onderco, 2021:
7). In the 2006-2014 period, the Netherlands and United Kingdom produced 67 per cent
of the suspicious transactions reports sent to national FIUs in the EU (Europol, 2017:
10). This high proportion can be explained partly by the lower threshold of reporting in
the respective regulatory regimes of these countries; that is, the UK’s Suspicious Activity
Regime (SAR) and the Dutch Unusual Transaction Reporting (UTR) system.'?
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Figure 3.1 Suspicious transaction report totals in EU member states, 2006-2014. Source: Europol
(2017: 10).
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In the Netherlands, where most of the fieldwork on legal obligations regarding
customer research and transaction monitoring took place, some 8,000 practitioners
in banks were working on the prevention of money laundering and terrorist financing
(Dutch Banking Association, 2020a). In the United Kingdom, a survey conducted
in 2016 by the Financial Conduct Authority indicated that, at the time, the larger
firms subject to AML regulation collectively employed 11,500 full-time equivalent staff
in roles related to detecting financial crime (Financial Conduct Authority, 2018: 6).
Moreover, both the Netherlands and the United Kingdom rank high in annual financial
crime compliance expenditure per organisation, with the United Kingdom ranking first,
spending US $53.8 million per organisation on average, and the Netherlands ranking
fifth, spending $49.3 million per organisation on average (LexisNexis Risk Solutions,
2020: 12). Finally, being based in the Netherlands and having access to networks within
the Dutch financial crime field, starting here offered practical advantages.

In addition to my fieldwork on CTF obligations and experimentation with digital

security technologies, most of which took place in the Netherlands and at international
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conferences and stakeholder meetings, I also conducted fieldwork to follow new
developments in public-private partnerships. This was done in the Netherlands and
in the United Kingdom. Increasingly, financial institutions partner with public actors
to exchange information and intelligence in order to increase the effectiveness of their
efforts to prevent financial crime (Maxwell, 2019; Maxwell and Artingstall, 2017). As
Chapter 6 will explore, there exists a close-knit network of countries operating at the
forefront of public-private financial information sharing. The United Kingdom and
the Netherlands were among the first countries to facilitate the exchange of tactical
information between police and banks prior to criminal investigation.

'The present research is not a case study of one Dutch bank. Nor is it a comparative
case study between the United Kingdom and the Netherlands, although “partial
connections” (Bueger and Gadinger, 2018: 137) are sometimes made based on the
fieldwork material. For purposes of anonymity, the chapters deliberately mix fieldwork
data from different sites. Conferences and webinars proved particularly relevant during
the research process for triangulation within the international context. My primary goal,
however, was to describe daily CTF practices and the perspectives of banks thereof.

Gaining access

Soon after the start of my PhD trajectory, as I began negotiating access to a bank for an
observational period, I underwent a period of intensive learning about the field. I read
secondary literature, policy reports, media articles and practitioner magazines about
compliance and banking, and I subscribed to forums, blogs and newsletters and received
event alerts from public actors, companies, and organisations focused on financial crime.
This provided a constant stream of information about issues and events at the intersection
of security, technology and finance.

To develop an initial understanding of the security responsibilities of financial
institutions before my fieldwork period in the bank, I applied techniques of unstructured
observation. Researchers using unstructured observation “are seeking to be taught by
the world and want to get as close to the reality of the events as possible without being
so constrained by preconceived notions of how things work that they overlook some
important aspects” (Manheim et al., 2012: 333). Unstructured observation may seem
trivial, but it allowed me to gain a sense of the field and opened the door for many
conversations with bankers, compliance professionals and tech companies, thereby
becoming both part of my ethnography and a snowball sampling method (Bryman,
2008: 184-185).

Sometimes I went to rather generic technical workshops, for instance, on blockchain
technology, and I attended meetings of which their relevance for my research was not

clear from the start. For example, I attended two information sessions on implementation

of the EU’s Revised Payment Service Directive (PSD2) at the Dutch Central Bank,
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as well as a conference organised by several public actors and academia on financial
technology (FinTech) and on competition in the financial sector (see Annex B). Other
times, I went to more specialised events concerning my research topic, such as one on
anomaly detection for the purpose of countering financial crime hosted by a Dutch
bank, and I attended several chapter meetings of the international association of
AML professionals. At these meetings I often asked technical experts to explain in
clear language the workings of digital technologies. Although this led to a general
understanding of the technologies at play, I felt that to understand how the transaction
monitoring system ‘acts’, a more detailed understanding of the inner workings of the
technology was necessary. I also took part in the International Stakeholders Dialogue
organised by the Netherlands Ministry of Finance and the non-profit foundation Human
Security Collective. During these meetings I took notes and had numerous informal
conversations in which I ‘tested” my assumptions and asked practitioners questions as
part of my research strategy to do frequent “member checks” (Guba and Lincoln, 1989:
238-240).

I then began to conduct exploratory interviews with relevant actors in my own
network, such as a customer due diligence (CDD) expert working in the banking sector
and stakeholders whom I had met during my exploratory fieldwork. For example, I
interviewed a financial crime expert working for a consultancy firm who previously
had been employed as a regulator, but now advised banks on Dutch AML regulations.
I also gained insights through my involvement in a related project, providing research
assistance for a report on CTF policy in the Netherlands between 2013-2016. For that
report, published by the Research and Documentation Centre of the Dutch Ministry of
Security and Justice (WODC), I accompanied a colleague during a series of interviews
with representatives of the private sector, regulators and law enforcement, and did
research on the role of the banking sector in preventing terrorist financing (Wesseling
and De Goede, 2018).

'This wide variety of exposures was crucial to the present research for several
reasons. First, it made me aware of all the different stakeholders in countering terrorist
financing, particularly, those related to banks. Indeed, instead of narrowly focusing
on the rules, or the legal obligations that banks have, my aim was to understand rule
following in practice. Second, it gave me a sense of the technologies that play a crucial
role in CTF by banks. For instance, I investigated virtual currencies, blockchain, Al/
machine learning, transaction monitoring, technologies for implementing KYC and
financial infrastructures in relation to the EU payment service directives, among others.
Though it was unlikely that I would ‘use’ all this knowledge, I thought it necessary for
understanding the technological and infrastructural context in which banks operate.
'Third, methodologically this wide introduction gave me an opportunity to ‘study up’ and
feel at ease in the financial and security sector (Wissink, 2020: 300). When I attended
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my very first information session on blockchain, I was nervous about entering the room,
explaining my research and making contact with other participants. Over time, this
became easier. I became more adept at framing my research, ‘networking’ and directly
approaching the stakeholders I wanted to talk to.

By the time I started my research in the bank, I could concisely formulate and present
my research objectives. After a long process of gaining access (Box 3.1), my ‘research
internship’ started in March 2018.

Box 3.1 Gaining access to the bank. Source: Fieldnotes by author.

For the past year, I and the principal investigator of our research project visited the bank
multiple times to get acquainted with key stakeholders and to discuss the possibilities

and preconditions for an observation period within the bank’s compliance and security
department (De Goede, 2020b: 266). There had been several meetings involving
representatives from our research project and from the bank in variable compositions.
Though it was new and potentially risky, two individuals from a division in the compliance
and security department were particularly open to the idea of hosting a researcher for an
observational period. They endorsed the scientific relevance of our research project, as it set
out to analyse CTF practices broadly, along the chain of public and private actors. They saw
it as an opportunity for the bank to give substance to its societal role. Furthermore, they saw
value in highlighting the difficult position they felt banks are in.

In several conversations, the security professionals expressed the complexities they faced
in balancing their legal obligations with respect to AML/CTF with the need to comply
with privacy legislation and respond to societal concerns. They resented the regulatory and
societal perception and expectation that they could “filter out the terrorists at the push of
a button”. For compliance and security professionals in banks, the eventual outcomes of
my research could be interesting, but also potentially risky or harmful (De Goede, 2020a:
11). While these professionals were enthusiastic about the research project, they had a few
concerns. For example, they worried about bad publicity. In recent years, banks had received
considerable negative press and critical parliamentary questions, so they were vigilant to
avoid more bad publicity. In advance of the research internship, Hank,'® who functioned
as gatekeeper and would host my internship, facilitated a meeting of the legal department,
himself, the principal investigator of our research project and myself to discuss the purpose
of and concerns about my internship. At the start of the meeting, the FOLLOW research
ethics protocol was distributed.™

There was particular concern about potential impact on the bank in terms of liability
and the bank’s ‘duty of care’ to its customers. How could anonymity of the bank and of
individual employees be guaranteed? If it emerged that my internship took place at this
bank, anonymous or not, my conclusions could have ramifications for the bank and the
whole sector, be they negative (if banks were found to be making insufficient effort or
crossing ethical boundaries) or positive (if banks were found to be in an impossible role).
Another concern, particularly related to the interview method, was that individual opinions
could be portrayed as a bank position, or aspects might be presented out of context. The
legal professional, furthermore, expressed concern that the opinions of the researcher could
be decisive in steering the research outcomes.
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We confirmed these to be reasonable concerns. Exposure of participants’ professional
mistakes or their critique of other individuals or organisations in the field might
disadvantage them socially or even lead to job loss. Overall, we emphasised that we were not
interested in specific sensitive cases or data, but in dilemmas, practices and processes. We
provided assurances that we would preserve anonymity in a broad sense," acknowledging
that detailed descriptions could quickly reveal the name of the bank to insiders in the field.
We agreed that ethnographic descriptions would not reflect the precise organogram of
the bank, and that individuals’ roles/functions would be referred to only in general terms,
for example, legal professional, financial crime analyst, compliance professional, security
manager and customer due diligence (CDD) analyst. Names would not be used or only
when they were already explicitly mentioned in public sources. Exposure risks would further
be mitigated by the international character of the project and the broad range of data
collection. In response to the legal professionals’ concerns about the influence of researcher
subjectivity in qualitative research, I explained that I understood their concerns but believed
an advantage of ethnographic research to be that quotes can, in fact, be put in context. In
addition, I observed that permitting an academic researcher full access is an act done largely
based on personal trust and academic integrity. After the meeting, my observational period
was approved in the form of a three-month research internship in the bank, and we agreed
that the bank would be completely anonymised.

Methods and data collection

Table 3.1 presents an overview of my data collection methods. My fieldwork period
in the Dutch bank, interviews in the Dutch banking sector and examples gathered
at international conferences and workshops served as the basis for my research into
KYC practices (Chapter 4) and automated transaction monitoring systems (Chapter 5).
'The interview material gathered in the Netherlands and the United Kingdom and my
participation at stakeholder sessions provided the basis of my study of new public-private
financial information-sharing partnerships (Chapter 6).

Before I began my observation period at the bank, I sent a written introduction of
myself to all department members. In the bank, I always had a paper notebook and
pen with me. I used these to document all my activities, the people I met, things that
struck me during conversations and a range of other observations and impressions.
Sporadically, I recorded audio memos to record some personal reflections. At first, I
took elaborate notes of my exploratory interviews and even talks during coffee breaks.
As soon as possible after such meetings, when the information was still fresh in my
mind, I typed out my fieldnotes, including all the relevant information that I could
think of. Following each day at the bank, I typed out a fieldwork report based on my
written notes. Sometimes these reports were simply lists of bullet points; while at other
times they were more extensive records of observations and reflections. I gave every
report a title and at the bottom wrote a short list of “further noticeable things”. Here 1
included mainly surprising observations or new insights. The writing process helped me

to maintain the ‘perspective of the newcomer’ (Love, 2020) and to retrace, for purposes
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of “progressive subjectivity” (Guba and Lincoln, 1989: 238), the significance of things

that by then had become ‘taken-for-granted’ knowledge.

Table 3.1 Methods of data collection. Source: Author.

Method

Practice

Fieldwork (observation)

Interviews
(in-depth and semi-structured)

Document analysis

Webinars and online training

Three months in a Dutch bank (sitting at desks, reading
guidance documents, joining team meetings, taking part
in training sessions, and attending farewell parties)
Visiting practitioners’ conferences (such as those
organised by the Association of Certified Anti-Money
Laundering Specialists (ACAMS) and Chatham House)
and workshops (see Annex B)

Participation in national and international stakeholder
meetings (such as those organised by the Royal United
Services Institute (RUSI), the Human Security
Collective, ministries, and the FOLLOW project)
Participation in focus group on private actors and

sanctions (Giumelli and Onderco, 2021)

15 exploratory interviews (for background information),
28 recorded interviews and fieldnotes of many extensive
conversations during field observations (see Annex A)

Analysing public reports and policy documents
Analysing general and internal guidance documents of
the bank

Analysing parliamentary debates and public hearings
Analysing technical manuals

15 webinars hosted by practitioners in the financial crime
field and/or tech companies

15 training sessions on ‘operational analysis’
(International Centre for Asset Recovery of the Basel
Institute on Governance) (see Annex C)

Online training in the bank on regulations and practical

guidance for employees regarding AML/CTF

I also kept a voice recorder with me. However, I was hesitant to use it, especially

at first, since I felt the recorder might form an obstacle, both for myself and for my

respondents in the bank. Although I had been given access, I did not want people to

feel uncomfortable around me or give the impression that I might be secretly recording.

Moreover, the notebook felt the safer option, as it would constantly remind people of

my role as a researcher. Also, I wanted to retain a boundary between relatively informal

settings and formally recorded interviews.
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At the start of my observation period, I spent a considerable amount of time just
‘being’ in the bank, learning about what the bank did in relation to security. I engaged
with the security and compliance professionals around me, read reports and guidance
documents, and followed online training. Taking the opportunity to experience daily
life in a security department, most of my time was spent sharing coftee breaks with the
employees around me and joining and observing meetings while arranging a series of

interviews. Box 3.2 provides an impression of my arrival at the bank.

Box 3.2 First day at the bank. Source: Fieldnotes by author.

Hank awaits me at the entrance. It is the first day of a three-month observational period in
which I will learn “how things work at the bank”. We've already met on several occasions,
to negotiate my access and to prepare for this period (see Box 3.1). I will be hosted by a
department on the ‘second line of defence’. We are awaiting another (actual) intern, a student
for whom it is also her first day. Once she arrives we are led to a woman who will handle our
‘onboarding’. The woman has worked for the bank for many years but tells us that she will only
remain for seven more weeks, as she has been made redundant by the latest reorganisation.

To be onboarded means that we are given a laptop, an email address, an access card
and a folder with technical information about the internal network and communication
infrastructure of the bank. After we have been registered, we receive a guided tour through
the building: its impressive entrance hall, the canteen and the different wings. We are also
introduced to our colleagues who share an office space with about 30 working stations.
Everybody, including the mid-level managers, works in the same space. On our floor, as
well as throughout the building, there are common rooms and flex working spaces, and the
main floor is surrounded by smaller spaces that can be booked for private meetings.

After our tour, we have an introductory meeting with Jack, who has worked at the
bank for 40 years. He draws an organogram of the department and writes down the names
of the people leading the different teams. Jack tells us about the myriad security issues
that banks face: various types of fraud, money laundering, corruption, damage to ATMs,
information security, the safety of employees both in and out of the office, data leaks and
so on. He also tells us about several routine processes of information sharing and work with
law enforcement, such as handling official information requests in the context of criminal
proceedings. Jack shows us the confidentiality clause that accompanies such information
requests. The bank gets information requests but is not allowed to act upon these requests,
for example, by terminating its relationship with a client. However, if something happens
in the meantime, they can be held liable. Also, Jack says he is surprised at the lack of media
attention for the security roles of banks.

After this informative meeting we find a place in the flex workspace, where I meet more
colleagues. Before my arrival, everyone in the department received an introduction to our
research project and my research objectives. As I will do most days, when I enter the office,
I go around the room to introduce myself and explain that I am the researcher they received
the email about.
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I have lunch with the other new intern. After getting food in the big canteen, we sit
down at a table with two people who happen to work in the security department. One is in
a team that handles information requests from law enforcement. The other gathers data for
a forensics team that handles internal reports about security incidents ranging from fraud to
sexual intimidation. After lunch, I meet with Hank, my gatekeeper, to discuss my first day.
Hank himself has done qualitative research in the past. In his experience, it is preferable for
a researcher to be given freedom to shape the research process. However, he will connect
me to key individuals working on terrorist financing in the bank, and he encourages me to
contact him any time I need help. He shows me some example guidance documents and
shares perspectives on regulatory investigations into CTF efforts by banks.

The flex office is almost never silent. People walk in and out, have conversations across
the room, walk up to each other’s desks for quick questions and have phone conversations. I
spend the afternoon exploring the laptop and my email and having small talk in the shared
office space. In the evening, I write my daily report. In the list of ‘further noticeable things’
I write that people were very open. It struck me that the recent reorganisation has had a big
impact. I hear people talking about others who have left because of it.

My impression after my first day is that I am observing an FIU. The bank has people
conducting geopolitical analyses as well as in-depth analyses of individual clients. These
‘second line’ professionals consider the alert handling that happens on the first line of
defence “mind-numbing” and much less analytical. I note that the motivation to fight
financial crime among the people I meet seems to go much deeper than a mere legal
obligation.

Some of my meetings were initiated by Hank (see Box 3.1), others were initiated
by the respondents themselves or by me in the course of informal chats ‘at the coffee
machine’. Interviews, in accordance with ethical standards of informed consent, were
mostly semi-structured (Bryman, 2008: 436-439), whereby I only noted down a few
topics or specific questions and let the conversation flow naturally. These interviews
allowed us to get to know each other, explore fieldwork possibilities and exchange ideas
about CTF, financial and regulation technologies and public-private partnerships. As an
obvious outsider with limited knowledge about compliance and intelligence in banks,
it was easy for me to ask simple questions, the answers to which would perhaps be
considered self-evident to members of the organisation. For instance, I asked questions
like ‘what is your role here?’, ‘what are you doing?’, ‘how does that work?’ and ‘why?’. At
the same time, I found openings to ask questions that might challenge the fundamental
assumptions behind AML/CTF practices, like ‘can terrorism financing be countered
by banks?’.

Soon, the introductory chats over coffee became long, interesting and relevant
conversations. With most participants I agreed that we would meet again to discuss
some specific topic in greater depth. After two weeks I began the process of sending
out official invitations for recorded interviews with key informants. In the interview

requests, I included several general questions:
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*  What s your role in the bank, and how are you dealing with terrorist financing?

* What is your perspective on the fight against terrorist financing, the [Dutch
legislation] and the role of banks in this fight?

*  What dilemmas/obstacles are you facing?

*  What is already working well, and where lie possibilities for improvement? Do

you have suggestions for change?

I started the interviews by referring to these general questions, sometimes
also mentioning other topics I wanted to discuss, in line with respondents’ specific
expertise. Over the course of my research, I conducted interviews with different security
professionals in banks, including compliance officers, strategists, security managers and
directors, intelligence and financial crime specialists, information security specialists,
data analysts/scientists, legal experts and customer due diligence (CDD) analysts.
In financial crime departments I came across a wide variety of people. Some had
previously worked in different departments of the bank; others had formerly worked in
law enforcement or government. There were also recent graduates with backgrounds in
criminology, history, law and political science who ended up in the KYC departments
of banks. After my first week, I wrote in my notebook, “I sincerely wonder, am I at a

bank or at an investigative service?”.

Box 3.3 Secrecy and openness. Source: Fieldnotes by author.

Once my observational period in the bank was approved by the security managers and by
the legal department, it was clear that I would take the issue of anonymity seriously. Also,
my research objectives mostly mapped onto the concerns of practitioners: documenting
complexities and difficulties of countering terrorist financing. Most respondents in my
direct environment were helpful in sharing their perspectives and relevant documents and
were not particularly secretive.

Some respondents were more concerned, and voiced their mistrust in questions like,
“So you can just freely walk around here and write everything down?” or “Everything you
encounter here, you won't expose it, right?” and “Do you have a non-disclosure?”. I also
heard statements like, “You're writing up way too much, if you ask me”. Other employees
would joke or ask questions about my contribution to the bank; for example. “Is this in any
way useful to us?” and “Are you only here to drink coffee or are you also working for us?”.

In general, I discussed possible solutions for anonymising and writing about sensitive
issues with people in the bank. I explained time after time, how I intended to safeguard
anonymity and that my data could not all be linked back to one bank. As agreed, after
writing up my research, I sent the chapters to the bank and to some individual respondents
to check whether the anonymisation had been adequately implemented. These moments

also served fact-checking purposes.
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After the interviews got underway, and being at the bank every day, I started to
feel connected to the considerations of the people in the bank — and disconnected from
the considerations of my colleagues at the university. One time, in the middle of my
research internship, I returned to the university for a team meeting about theoretical
frameworks. During the meeting, I was struck by the realisation that I failed to see
the practical relevance of complex conceptual frameworks. I intended to keep mine as
simple as possible.

Although we had emphasised that our interest was in complex cases, dilemmas,
practices and processes and not in sensitive data, I naturally encountered respondents
with secrecy and privacy concerns (Box 3.3). At several points, our research project held
meetings with our ethical advisor at which I was able to discuss dilemmas concerning

anonymisation and mitigation of risks for my respondents.

Data analysis

This thesis is based on an izerative process of ethnographic research whereby each new
interview and meeting gave rise to new questions and themes that could then be further
explored and analysed (Manheim et al., 2012: 235). To organise and analyse my data,
I used the qualitative data analysis software Atlas.ti.

'The software helped me to structure the large bodies of text I produced. The data
consists of all notes and interview transcripts, the daily fieldwork reports from the
bank, notes from observations and a small selection of documents from the bank,
parliamentary questions, public reports and newspaper articles. Atlas.ti functioned as
a search engine, as a heuristic tool — “a problem-solving technique without specific
formulas or algorithms to follow” (Saldana, 2013: 8) — and as an online space for me to
briefly ‘return to the field. Coding, as a “cyclical act” (ibid.) was done during different
phases of the research. In the first cycle there was a process of open coding, whereby
I labelled empirics (‘alert-handling’, ‘KYC/CDD’ or ‘information requests’) as well as
analytical categories (‘public source reliance’) and methodological issues (‘methods:
access’). At various times during the research period, I returned to the project and
continued open coding. To write about particular topics or issues, I mostly specified and
elaborated on empirical categories that were easily /is# coded. For example, for Chapter 6,
on information-sharing partnerships, I used three levels of coding. The coding example

below concerns public-private partnerships (PPP):

PPP: JMLIT: setting up (public-private partnership: Joint Money
Laundering Intelligence Taskforce)

PPP: JMLIT: legal dilemmas

PPP: TF Taskforce: setting up (public-private partnership: TF Taskforce)
PPP: TF Taskforce: legal dilemmas
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As the codes emerged, they started to suggest the structure of the chapter, centred
around certain dilemmas in practices. The codes also helped me to draw comparisons.
During the writing process, I added other codes that referenced phenomena I inductively
observed, such as ‘PPP: knowledge circulation’, signifying the international promotion
and circulation of the public-private partnership model.

I chose mainly to analyse primary documents, such as interview transcripts, recorded
observations and fieldwork notes, because these documents, especially the notes, inhibited
any preselection of ideas. Also, sifting through the documents and notes allowed me to
return to the actual practices that I had observed. I kept secondary documents, such as
internal guidance documents, public reports and parliamentary questions, in a folder on
my computer with annotations. But these were only pragmatically added to the Atlas.
ti project in order to maintain oversight of the analytical process.

Coding helped me to link data in a semantically meaningful way and to coherently
visualise my interpretations. In order to understand security practices, I used recursive and
abductive reasoning, moving back and forth between theory, methodology and empirical
material (Bueger and Gadinger, 2018: 137). Risk governance practices can be understood
as recursive in the sense that they are “a process of innovation by repetition, i.e. constant
adaptation to changing circumstances, and innovation engendered by practice” (Corradi
et al., 2010, as cited in Boholm et al., 2012: 13). Studying such practices requires an
approach that is recursive, constantly adapting to the changing circumstances of the
field. Abductive reasoning can be defined as “the creative, imaginative or insightful
moment in which understanding is grasped — or is thought to be grasped” (Lipscomb,
2012: 244).

Such reasoning took place throughout the research process, during the exploratory
fieldwork, at academic conferences, at the bank and while writing up my notes and
findings. In the writing phase, I sought continuous engagement with practitioners to test
my preliminary findings and conclusions. For example, towards the end of my research
I shared some of my findings with a gatekeeper and asked questions during practitioner
webinars to test my assumptions. I had an hour-long conversation with two experts on
sanctions and transaction monitoring to test whether my findings resonated with their
experiences within the banking sector. These experts worked at a large consultancy
firm and advised banks on compliance issues. In April 2021, a Dutch national financial
newspaper published an opinion piece that I co-authored with a colleague on the
unrealistic expectations of banks and the inefficiency of the current AML system (Bosma
and Lagerwaard, 2021), following which I was a guest on a Dutch radio show (Kelder,
2021). This led to several exploratory conversations with practitioners who contacted
me because of the media coverage. I explicitly asked them to help in triangulation of my
preliminary findings. With some practitioners I had elaborate conversations on a specific

topic and to others I sent a draft chapter for fact-checking. I continued the process of
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“member checks” (Guba and Lincoln, 1989: 238-240) throughout the research process.
In this sense, practice-driven research has been argued to involve the “co-production of
knowledge by collaborations of analysts and practitioners studied” (Down and Hughes
2009, as cited in Bueger and Gadinger, 2018: 137).

3.4 Sites of experimentation

Where can digital technologies be observed and analysed? Based on theoretical and
methodological perspectives originating in ANT research (see also Chapter 2), I centred
my ethnographic observations around ‘sites of experimentation’, which I term as settings
in which the (potential) role, as well as the ethical, technical and practical dilemmas of
the design, implementation and use, of digital security technologies are openly discussed
(Box 3.4).

Neyland (2018: 22) observed that projects of experimentation with technology can
provide fruitful terrain for ethnographic research into digital devices: “algorithms and
their system are continually inspected and tested, changed and further developed”.
He argued that to study the ‘everyday life of algorithms’, one should “pay attention
to the everyday work required for algorithmic conditions and consequences to be
achieved” (ibid.: 32). Digital security technologies are actually continuous objects of
experimentation. There are many people at work in the design, implementation, ‘tuning’
and use of the technology (Weber, 2016). It is in these moments of experimentation
that the technology and the way in which it transforms or modifies a state of affairs
becomes more transparent and less taken-for-granted. These are the times at which
the technical characteristics, practical dilemmas and often ethical issues are openly
discussed. As Chapter 5 will demonstrate, transaction monitoring systems, too, are
objects of continuous experimentation. Many people are at work to optimise the filtering
of suspicious transactions out of millions of regular commercial transactions.

In the sections below I describe two methodological starting points from
which I conducted ethnographies of digital technologies. First, to identify sites of
experimentation and to see who and what is at work to order financial transactions, I
followed technology from design to use. Second, I studied the use of digital technology
at a specific site, by observing human-computer interaction. In these instances, and at
these ‘sites’ of experimentation, I was able to identify points at which the workings and

dilemmas of digital technologies may become apparent.

Digital security technologies from design to use
Digital security technologies, such as transaction monitoring systems, are produced by

major technology firms that compete in the global market and are localised for many
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places. Zooming in on the sites where security decisions are being made, we find that
the context that shapes when a customer or transaction is flagged as a threat is a mixture
of law and regulation, institutional boundaries, interests and the outputs of automated
detection software, as well as the personal considerations of the security professionals
involved. This dynamic context requires a flexible approach that combines multiple
ethnographic methods of data collection at multiple sites (Baird, 2017; Cohn, 2006;
Schwell, 2020). How can complex digital security technologies be incorporated into
ethnographic research? In what field should the fieldwork take place?

Box 3.4 An ethnography of what technology? Source: Author.

Ethnographic research can seem deceptively simple. “It may appear to require only that one
‘act naturally’, putting aside any methodological rules and constraints” (Hammersley and
Atkinson, 2007: 21). For researchers who are not trained in anthropology and perhaps have
received limited ethnographic training, it is important to reflect on some of the common
problems within ethnographic research designs, such as defining a viable research problem
(ibid.: 21-40).

According to Latour (2005b: 71), “any thing that does modify a state of affairs by making
a difference is an actor”. Although I was interested in the automated software that selects
potential suspicious transactions, I encountered many other technologies that were potentially
mediating security practices of banks.

This is when I started to perceive many more actors. Questions arose such as, ‘What
is an algorithm?’, “What is a transaction monitoring system?’, ‘What is machine learning
and artificial intelligence, and what are the differences?’, ‘How can they be used to detect
terrorist activity within financial data?’, ‘Can they?’, ‘Who makes this software?’, “‘What
does a data scientist do?’, ‘What is blockchain?’ and “What are cryptocurrencies?’.

Posing and answering such questions may help in understanding the technology under
investigation and perhaps lead to surprising research opportunities and findings. When
explored exhaustively, however, there is a danger of drowning in technical details, losing
focus and being distracted from the initial research question.

Studying technology from design to use brings the focus to the different human
and non-human actors involved in the enactment of security decisions and enables
identification of sites of experimentation. It is at these moments that technology becomes
visible. In The De-scription of Technical Objects, Akrich (1992: 205) presented her now
well-known account of the chain of which technical objects form part: “although they
point to an end, a use for which they have been conceived, they also form part of a
long chain of people, products, tools, machines, money, and so forth” (see also Chapter
2). ANT has demonstrated the benefit of conducting ethnographies of technologies
during the “making of” phase (Latour, 2005b: 89), when the facts and artefacts have not
yet become stabilised. However, “construction sites” (ibid.: 88) or sites of experimentation

are not always easy to locate. Instead of sticking narrowly to a sequential approach of
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following technology from design to use, I used this approach as a thought construct to
help me identify sites of experimentation.

My methodological starting point was to put the socio-technical characteristics of
the digital security technology centre stage. From there I could ‘loop back’ (Bourne
et al,, 2015) into the processes of technological development and ‘loop forward’ into
its appropriation by end users in practice. Moreover, “[r]ather than holding stable and
separate the identities of ‘designer’ and ‘user’”, as Suchman (2012: 57) argued, these
should work as “categories describing persons differently located, at different moments,
and/or with different histories and future investments in projects of technology
development”.

As banks often employ thousands of people, it is difficult to know what forms of
risk detection systems they use, who designed them and who use them. In the bank, I
thought broadly about the kinds of actors that would be involved in the design or use of
client filtering tools (see Chapter 4) and transaction monitoring systems (see Chapter 5).
One solution to identify sites of experimentation was to visit a specialised AML/CTF
conference. Attending the panels and workshops provided additional insights into the
socio-technical characteristics, possibilities and challenges of transaction monitoring
systems. In a specific area of the conference, numerous software companies and vendors
advertised their products to the bankers and compliance officers attending (Baird, 2017,
Hoijtink, 2020).

Security conferences and workshops aimed at specialised audiences, such as
the ones organised by the global Association of Certified Anti-Money Laundering
Specialists (ACAMYS), are useful sites to learn about the different stakeholders involved
in designing, developing, selling, acquiring, implementing, maintaining and ‘tuning’
risk-detection software such as transaction monitoring systems. These are attended by
lawmakers, software vendors, directors, and managers of financial institutions, as well
as consultants, compliance officers, IT experts, data scientists and so on. Rather than
studying one project, these enabled me to learn about a plethora of instances — of tuning
and experimentation — in which decisions were inscribed into transaction monitoring
systems. This method thus helped me to map the socio-technical assemblage (Kitchin,
2017) of digital security technologies.

Observing human-computer interaction

To study technology in use, especially among new users, has a long tradition in ST'S
and ANT, as it enables the unpacking of taken-for-granted technologies and routines
(Verbeek and Slob, 2006). One way for immersion into the normal course of security
decision-making is to make this interaction between the human and computer — the
use of a technology — a primary ethnographic focus; to regard the security professional

at a computer as a site of experimentation.
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The human-computer interaction (HCI) literature, of which a comprehensive
overview cannot be given here, presents empirically rich and interesting accounts of
the human-machine interface. Although a part of HCI specifically explores design
and use of technologies and interfaces for purposes of product development — which is
not necessarily a research goal for security researchers — the wide variety of methods,
such as interviews, research diaries, focus groups, case studies, ethnographies and ‘user
research’, deployed in HCI provides inspiration for the study of human-computer
interaction in security contexts (Lazar et al., 2017). An example is Lucy Suchman’s
book Human-Machine Reconfigurations: Plans and Situated Actions (2007) — originally
published in 1987. This is a seminal ethnographic study of user interaction with a newly
developed photocopy machine. The users of the photocopy machine had complained that
it was too complicated. In a study based on 20 hours of observations of the use of the
photocopier in actual offices, Suchman (ibid.:118) and colleagues sought “to ascertain
what the ‘complexity’ was really about”. However, based on observations, Suchman
(ibid.) reflected, “[t]he methodological problem at that point was that I, as an observer
of their troubles, was equally confused”. She then documented users’ first encounters
with the expert help system: “a computer-based system attached to a large and relatively
complex photocopier and intended to instruct the user of the copier in its operation”
(ibid.: 109). For this study, Suchman (2007: 118-122) analysed a series of videotapes
(four sessions of one and a half to two hours) of first-time users of the expert help system
and user instructions. Obviously, the probability of such videotaped access is low for
most researchers in the security domain. Whereas the study of the photocopier was
based on ethnographic observations in situ and on videotape, her subsequent work, on
human-machine relations and autonomies in autonomous weapons systems (Suchman
and Weber, 2016: 76), draws on a discourse analysis of the US Department of Defense’s
Unmanned Systems Integrated Roadmap: FY2013-2038.

During my fieldwork, observations of human-computer interaction sometimes
happened unexpectedly, for example, when respondents spontaneously showed me
things on the screen. Other times, the interaction itself became the object of study.
Automated risk detection systems, such as transaction monitoring systems, can be
considered as objects of continuous experimentation because the systems are constantly
adapted to evolving security threats and technological innovation, as well as feedback
from analysts about the effectiveness of the output. Analysts’ processing of alerts —
which are the output of transaction monitoring systems — can be considered a site of
continuous experimentation. The accuracy of the alerts, or system output, provides input
for those tasked to ‘tune’ the system, to inscribe the system with other assumptions. One

bank employee described this process as follows:
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'The moment you set your thresholds too weak, you miss out on a lot and are
not doing well. Of course, we have a moderate risk appetite, so we prefer to
set our thresholds too tight, so we generate a lot of alerts, but if you have so
many alerts that at a given moment, to say it very directly, you drown in the
alerts,... that is also not the aim. That is really a dilemma: How do I set my

thresholds? How do I optimally tune? (Interview 5, 2018).

In observing alert handling by CDD analysts, I sought to learn more about the
supposed difficulties of detecting financial crime, particularly terrorist financing, as
well as about the dilemmas experienced on a daily basis by security professionals in
banks. By observing and documenting the chain of security, my aim was to understand
a typical step-by-step processing of an alert; the analyst ‘in dialogue with’ (Amicelle et
al., 2015) the transaction monitoring system. As Mol (2010: 265) put it, “technologies
and techniques are being tinkered with, they are fluidly adapted”.

At one point, a manager arranged for me to sit next to an analyst for a day (see also
Chapter 4). Here, it was impossible for me to remain just an observer. With quick mouse
clicks, the analyst switched between the different interfaces, making it hard to follow
the different steps in the process and the discretionary choices made. Feeling like a
nuisance, I interrupted the analyst with numerous questions about every little step. Next
to the transaction monitoring system, the analyst used a variety of software programs
and tools to assess whether an alert of an unusual transaction indeed pointed to unusual
or suspicious behaviour that should be reported.

Looking back at my extensive fieldnotes from that day, my observations were crucial
to my understanding and analysis of daily security practices in banks. For instance,
through observing the analyst’s interaction with the screen I learned about the various
software programs in use, the types of data that analysts work with, and typical actions
taken in processing alerts. In addition to the interaction with the screen, I documented
daily experiences and routines of analysts, their communication lines and differences
between bank departments. I also took note of the frequency and nature of unusual
transactions in relation to various financial economic crime profiles, the challenges
analysts faced and their recommendations for improvement. In combination with other
fieldwork data, this allowed me to gain a broad sense of the technological possibilities
and challenges in detecting terrorism financing.

However, given that I only spent one day of my three-month observation period
at the bank in the alert-handling department, it was unrealistic to expect to be able to
document a precise step-by-step processing of an alert, in addition to the analysts’ wider
social context. Human-computer interactions are quick and fleeting moments that are
difficult to capture. It was impossible to document the sequence of interactions, as there

were too many interactions with too many software programs. To document one’s own
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first encounter with a security technology at the same time presents similar challenges.
Also, there is no typical way of handling alerts, as each case is different. In this regard, I
had to acknowledge that, with unrealistic research objectives and by sticking frenetically
to Latour’s (2005b) lesson on taking fieldnotes and research diaries and his warning that
“everything is data” (ibid.: 133), I had put both myself and the analyst under too much
pressure to capture every little detail.

It is important to reflect on such research ‘failures, as it can be revealing to document
the complexity of security technologies and the ways in which secrecy has a productive
effect on the researcher and researched. Also, it contextualises the data that was

obtained, as well as the credibility of the research account.

3.5 Validation and limitations

How can observations of the ‘small’ of quotidian transactions analysis
practices at banks or data companies tell us something about the ‘big’ of

contemporary geopolitics? (De Goede 2019, cited in Salter et al., 2019: 31).

Reliability and validity are traditionally used to determine how rigorous academic
research was. A variety of qualitative scholars, mostly from the interpretive tradition,
have problematised the judgement of qualitative research according to conventional
scientific criteria. Some find scientific standards to be at odds with critical knowledge
production. For example, certain studies in the post-structuralist, postcolonial and
feminist tradition “entail the rejection of theoretical, epistemological and methodological
standards” altogether (Aradau and Huysmans, 2018: 3). Aradau and Huysmans (ibid.: 5)
wrote that invocation of “standards of scientific knowledge” such as validity, objectivity
and rigour hollows out “the experimental nature of critical knowledge” and “the
historicity and socio-political conditions of knowledge production”. Mutlu (2020: 28)
argued that “in order to make legitimate knowledge claims we don’t need to translate
our findings into the language of [a] traditional social sciences framework of analysis”.

I think that it is possible to relate to standards of scientific knowledge while
accounting for the socio-material and political conditions under which knowledge is
produced. Guba and Lincoln’s (1989: 237) parallel criteria for judging the adequacy
— by which they mean “goodness, quality” — of qualitative academic work served as
my frame of reference. Credibility, parallel to internal validity, refers to “isomorphism
between constructed realities of respondents and the reconstructions attributed to them”
(ibid.). Using abductive reasoning, I attempted to portray my respondents’ beliefs and

motivations as closely as possible to their own perspectives. One of my own research
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dilemmas was how to distinguish between beliefs and facts and how to make sense of

the different perspectives. I retrieved an audio note to myself on this topic:

You get a very wide range of perspectives on the subject and different
personal motivations emerge. Opinions differ here. How do I deal with
that? In the sense that I can understand everyone, many people at least,
but it can’t all be true. What do I do with that, and what does it leave me
with? A broad spectrum of dilemmas that live in a bank (Audio fieldnotes,
11 May 2018).

The different perspectives of respondents are credible research data in themselves;
they do not always need to be fact-checked. At the same time, I consider it important
to acknowledge the inherently fallible nature of abductive reasoning in qualitative
research, especially when both respondents and researcher are using abductive
reasoning. Abductive inferences, such as analysis of interview transcripts, are subject
to the ‘generality problem’, which arises whenever “a belief’s justificatory status is, or
is taken to be, a function of the reliability of its production” (Bishop 2010, as cited in
Lipscomb, 2012: 250). This is the case because, “belief formation inescapably involves
some element of personal or subjective understanding” and “abductive reasoning is
particularly dependent upon the idiosyncratic reflective abilities of abductors” (ibid.:

249). Even mere description is subjective:

Empirical phenomena are descriptively inexhaustible; we can provide
multiple, true descriptions of any scene. How one describes an object on any
particular occasion depends on what one takes to be relevant (Hammersley,

1990: 606).

Though abductive reasoning has implications for the ‘validity’ of interpretative
research techniques, I have attempted to account for these fallacies by using multiple
research methods to create a credible research account. The description of my methods
in practice above is a testimony to techniques of prolonged engagement, persistent
observation, progressive subjectivity and member checks.

Moreover, a de-scriptive approach, focusing on humans but also material objects and
digital technologies, is not a traditional interpretative or constructivist account. It goes
beyond “the constructed realities of respondents” (Guba and Lincoln, 1989: 237). My
approach is constructivist — though not to be confused with social constructivism (Latour
2005: 91) — and appreciates the multifaceted, constructive, material, relational and
processual nature of the social. Facts are based on networks, on relations between people

and material things that construct facts. In banks, human and technology work together
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in constructing security facts that eventually may be used as evidence in court cases on
terrorism financing. Redeploying Latour’s notion of chain of reference, De Goede (2018:
6) understood “the passage of a transaction from a simple digital registration to a sign
of suspicion to (possible) evidence of wrongdoing” as a process of translation, which is
“key to the movement and sequencing of transactions data” along the security chain.
By acknowledging the socio-material dimension of security practices, credible research
should not have to abandon “a presumed ‘real’ reality, ‘out there”, as Guba and Lincoln
(1989) proposed, but can make an effort stay as close to ‘real’ reality as possible.

Transferability is offered as a parallel criterion to external validity or generalisability;
that is, “an empirical process for checking the degree of similarity between sending and
receiving contexts”, placing further “the burden of proof” for claimed generalisability
“on the receiver” (ibid.: 241). Bueger and Gadinger (2018: 137) emphasised that
practice-oriented accounts focus on local and situational description, but “zoom out’
and make ‘partial connections’ between sites, practices, and configurations”, thereby
offering “context-specific and situated generalisations, in for instance, exhibiting how
practices achieve overarching regularity across time and space”. As I have argued in
this chapter, following mediating technologies can provide insight into interlinkages
between dispersed sites.

A main weakness of ANT research is a lack of attention to history and social stability
over time (ibid.: 32). However, de-scription forms the basis of durable scholarship and
engagement with practice. Each time, when assigning terms to particulars, choices of
similarity and difference must be made. Descriptive models may help to “get into the
black boxes of various cases, but also to get out again to compare case descriptions”
(Bijker, 1995: 16). Thick description helps to establish for the reader whether a study
might be applicable in other settings (Guba and Lincoln, 1989: 241-242). Moreover,
providing a common thick understanding of a subject may help provide a building block
for a diverse group of actors — both within and outside of academia.

3.6 Conclusion

This chapter examined why it is fruitful to conduct an ethnographic investigation of
digital security technologies. Studying digital security technologies runs up against
challenges of secrecy, because these technologies are often privately owned, localised
and embedded in many different contexts. Multi-sited ethnography can help account for
the productive role of complex digital security technologies. This chapter set out how the
present research studied CTF and experimentation with digital security technologies

in practice.
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First, it elaborated on the challenge posed by secrecy in doing the fieldwork for
this research, particularly encountering sensitive information, and in learning about
the digital aspects of CTF practices. Second, the chapter discussed how banks were
studied in practice and outlined my methods of data collection and analysis. Third,
drawing on my own research experiences in studying the screening and transaction
monitoring technologies used by banks for CTF, I explored how sites of experimentation
can be fertile grounds for ethnographies of technologies. I elaborated, furthermore, on
two concrete ways one might approach and study obfuscated digital technologies: (i)
following digital security technologies from design to use and (ii) observing human-
computer interaction. These methodological starting points may help other researchers
conduct detailed empirical inquiry into the role of non-human actors in security
practices. However, while putting technology centre stage, we must remember not to
be glued to it, but to trace its connections through and into the world. The chapter also
discussed the validation of and limitations to this study.

The next three chapters form the empirical body of this thesis. They provide
insight into rule following in practice and the chain of instances in which terrorist
financing threats are calculated at the human-technology interface. This extends from
the production of an (un)acceptable customer through screening and monitoring
technologies throughout ‘the client lifecycle’ (Chapter 4), to experimentation with
transaction monitoring systems (Chapter 5) and new initiatives with public-private

financial information-sharing partnerships (Chapter 6).






CHAPTER 4

‘Know Your Data’ Is the New "Know
Your Customer’

You know, if you think it’s hard to find a needle in a haystack, which is what it’s
like to find money laundering, now you've got to find half a needle in five haystacks,

which is what looking into terrorism is like (Interview 18, 2018).

4.1 Introduction

On 22 July 2014, the Finsbury Park Mosque in North London received a letter from
the British bank HSBC, stating that its bank account would be closed in September.
After this decision, other banks also refused to accept the mosque as a customer. Several
Muslim groups accused HSBC of islamophobia (Goft, 2014), and three hundred
worshippers of the Finsbury Park Mosque gathered outside the North London HSBC
branch in protest of the bank’s decision (Birkwood, 2014). The dispute was settled in
February 2017, when data company Thomson Reuters agreed to pay the Finsbury Park
Mosque damages and compensation for the loss of the bank account plus legal costs
(BBC News, 2017, Brett Wilson LLP, 2017). What happened? How did HSBC’s decision
lead to Thomson Reuters paying damages to the Finsbury Park Mosque?

Following a US $1.9 billion fine in 2012 that HSBC had to pay to the US authorities
for allegedly facilitating money laundering and non-compliance with US sanctions
(BBC News, 2012; De Goede, 2017), HSBC had increased its AML compliance efforts
(Laurie, 2014). The unfolding customer reviews prompted the bank to end its relationship
with the mosque, as well as many other business and individual customers in over 70
countries. By August 2013, the bank had closed the accounts of more than 40 embassies,
consulates and high commissions in the United Kingdom as part of a rolling programme
of ‘five-filter’ assessment of the entirety of its business. Similarly, the Finsbury Park
Mosque fell outside of the “risk appetite” of the bank. The BBC quoted HSBC as
saying that the decisions were “absolutely not based on race or religion”, but part of “a

programme of strategic assessments to all of its business” and “ongoing reviews” (ibid.).
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For their risk assessments, HSBC had used the subscription-only services of World-
Check (owned by Thomson Reuters at the time, now by Refinitiv). This is a so-called
early warning system for financial institutions, to assist them in complying with all
international sanctions lists, lists of high-risk individuals and names of persons linked
to terrorism in the media (Terlingen et al., 2017). Based on press reports, World-Check
had included a profile report on the Finsbury Park Mosque in its screening software.
Until 2005, Abu Hamza, an extremist convicted of terrorist offenses in the United States
in 2015, ran the mosque. This was reason for World-Check to place the mosque in its
terrorism category. By 2015, however, Abu Hamza had long left the mosque, and the
mosque claimed to have since reorganised. In March 2016, the Finsbury Park Mosque
sued Thomson Reuters for libel. Following a court case, Thomson Reuters agreed to pay
damages and admitted that its profile report of the mosque included a “false allegation
that there were grounds to suspect that the claimant had continued connections to
terrorism” (BBC News, 2017).

Debates regarding these types of cases often focus on the particular vulnerabilities of
the not-for-profit sector, faith-based charities in particular, to terrorist financing (FATF,
2014), and on how the pursuit of terrorist funds has obscured the “boundaries between
legitimate aid and illegitimate material support for terrorism” (De Goede, 2012: 127).
Or, they may zoom in on processes of financial inclusion or exclusion such as ‘de-risking’
(Durner and Shetret, 2015). Complementing this literature, I draw attention to the case
of HSBC and the Finsbury Park Mosque to highlight a neglected but crucial aspect of
AML/CTF efforts; that is, the fact that zechnologies and data mediate security decisions
by banks. The case of the Finsbury Park Mosque demonstrates that risk-based rules in
the context of financial surveillance have shifted political authority to make impactful
security decisions from public to private actors, such as banks. It also illustrates how
digital security technologies and commercial databases, such as World-Check, mediate
KYC in practice.

Financial institutions such as banks and money transmitters are legally obliged
to continuously monitor their customers for suspicious transactions in the context of
money laundering or terrorist financing and to report suspicious transactions to their
national FIU. Since banks have the legal obligation to identify risk, they experiment
with a variety of digital security technologies that help them to assess customers and
transactions and to establish risk profiles for them. Today, customer reviews, oftentimes
automated, play a central role in the global fight against financial crime. In the case of
the Finsbury Park Mosque, too, the bank sought to follow the rules via a list-matching
technology that, unfortunately, made use of outdated information that was still part
of the World-Check database. This matching framework of action enables impactful
security decisions by banks based on public data that may vary in quality. What is
remarkable about this case is that by simply following the rules the bank included a
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terrorist risk profile of the mosque in its client monitoring system, leading to closure of
the mosque’s bank account.

As outlined in Chapter 2, my analysis understands rule following and decision-
making as practices that take place in an increasingly dynamic and technologised
environment. Building on Wittgenstein’s work, Bueger and Gadinger (2018: 111) stated
that “following a rule’ is a practice” that relies on “background knowledge, practical
understandings, routinisation, and situated learning of how to use language or apply a
rule in practice”. Practice theorists in IR have paid considerable attention to grounded
practices in their interpretations of rules and collective action by human agents (ibid.:
112). Recently, IR scholars have turned to ‘new materialism’ (Salter, 2015), emphasising
the bodies, the objects and the artefacts that mediate the world. To understand how
customer research processes work, I argue that we need to draw on both these literatures
in IR. We need practice theory to understand the everyday practices of rule following
within the working environment of the bank. While doing so, we must take seriously
the material dimension of the databases and compliance technologies that shape these
security practices.

The title of this chapter was inspired by a catchphrase that I repeatedly encountered
during my research: ‘know your data’ is the new ‘know your customer’ (Webinar 12,
FinScan, 2021; KYC360, 2019; SAS, 2021). This mantra encapsulates the core argument
of this chapter, which is that the legal obligation to know your customer (KYC) is to
a considerable extent enabled or constrained by technologies such as screening and
monitoring technologies, which in turn are enabled or constrained by the data they
operate on. The research question is, how are (un)acceptable customer risk profiles produced
throughout the client lifecycle and how do data and digital technologies mediate these risk
assessments?

KYC refers to the practice of the initial identification and verification of a customer,
as well as the ongoing monitoring of customers, to determine whether they are
‘acceptable’ to financial institutions or considered too risky and need to be reported to
the authorities. This chapter ‘de-scribes’ (Akrich, 1992) in detail the process by which
a bank comes to ‘know’ its customers, including the technologies and the data that
fundamentally shape this knowing, such as means “of storing and arranging data” that
allow algorithms “to operate on something” (Fuller and Goffey, 2012: 83, as cited in
Bellanova and De Goede, 2021: 4).

'This chapter has two main sections. Section 4.2 introduces the client lifecycle, which
broadly runs from client onboarding, to client monitoring, to client ‘offboarding’, or
the termination of the bank’s relationship with the client. It traces step by step the
moments at which human-technology interaction and data play a decisive role in that
lifecycle. After the analysis of the client lifecycle, section 4.3 considers the ‘know your

data’ proposition. Particularly, it zooms in on three data issues that shape KYC processes
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and mediate the production of (un)acceptable customer risk profiles: data quality, the
temporality of data and data liability. For readers unfamiliar with KYC processes, Box
4.1 presents an ideal-typical® process of identifying terrorist financing throughout this
lifecycle. Section 4.4, the conclusion, reflects on the increasing reliance for AML/CTF
compliance on technologies and the underlying data used in risk analysis. This sets the
stage for the next chapter, which looks at one key element in the decisions made during

the client lifecycle: transaction monitoring systems.

Box 4.1 Ideal-typical case of identifying terrorist financing throughout ‘the client lifecycle’.
Source: Fieldnotes by author.

Picture an imaginary customer who wants to open a bank account at a new bank to manage
all their daily expenses from a single account. According to the KYC rules, during a c/ient
onboarding process — as it is called in the jargon — banks must obtain and verify personal
details, such as name, address, date of birth, phone number, email address and, in the case
of a business, also a chamber of commerce registration and ownership structure. In addition
to establishing the identity of the customer, the bank must ascertain the intended use of
the account and the source of funds that will be involved in the business relationship and
transactions.

The bank categorises customers in different ‘groups’ according to the purposes for which
they intend to use the account. For example, there are ‘ordinary’ retail customers, small and
medium-sized business enterprises, foundations and private banking clients (these last are
mainly wealthy individuals). Customers who want to open a business account usually make
an appointment at their preferred bank, while retail customers may start the process via a
banking app. Based on the customer’s intended use of the products and services of the bank
an expected transaction behaviour is predicted and the customer is assigned a ‘risk profile’
or ‘risk rating’. This determines how often and how thoroughly the customer is reviewed
(via the periodic customer due diligence (CDD) review).

Once the bank has entered into a business relationship with the customer, the process of
‘client activity monitoring’ (CAM) starts. After verification of the identity, but before the
client is officially ‘onboarded’, the customer is screened against several watchlists, including
sanctions lists, lists of politically exposed persons (PEPs), adverse media and other security
lists compiled by external private software vendors or internally. The goal is to ensure that
the bank does not serve clients and related parties that are listed on sanctions lists and
to ensure that high-risk clients, such as PEPs and clients with a match to adverse media
screening are subjected to ‘enhanced’ customer reviews. For PEPs, high-risk customers
or when there is reason to doubt the source of funds, the source of wealth must also be

established.
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During the relationship with the customer, the bank may identify risks related to either
the customer’s identity or their transaction behaviour. Whereas transactions to sanctioned
individuals or entities should be stopped before there are executed (this is one way of
detecting or preventing terrorist financing), transaction monitoring targets all customers
and takes place after transactions have been executed (‘post-event monitoring’). Large
banks acquire transaction monitoring systems that aim to detect unusual or suspicious
behaviour based on scenarios, thresholds and indicators (see Chapter 5). Ideally, the
customer risk profile is inscribed into the transaction monitoring system. A terrorist
financing ‘scenario’ would entail indicators in the form of business rules, such that ‘if
[x] then generate an alert’. For example, if a customer transfers money to a high-risk
jurisdiction, then an alert is generated. When a particular behaviour reaches the set level
of an indicator, an alert is generated. Based on a terrorist financer’s risk profile — indicating
supposed typical transaction behaviour of a terrorist financer — transactions that could
potentially be intended to fund a terrorist attack would generate an alert.

Bank analysts review a customer and their transactions after an alert (called a ‘CDD
event-driven review’ in the jargon). If they have reason to believe that the transaction
might be related to (potential) terrorist activity or a terrorist group, the analyst draws up
an ‘unusual’ or ‘suspicious’ transaction report (depending on the country regulation). That
report provides details of the nature of the transaction that triggered the alert, alongside
other possible unusual or suspicious transactions, the involved parties, and the basis of the
suspicion. Hypothetical examples of reports of transactions with possible links to terrorist
financing are the following:

- A customer deposits cash of which the origin is unknown.

- A customer transfers money to an (Islamic) charity that has received bad press.

- A person wants to become a customer but was not accepted because of trading
certain goods to high-risk countries in the context of terrorist financing.

- A customer’s accounts have been dormant since 2014.

After internal permission, usually from a so-called money laundering reporting officer
(MLRO), the report is submitted to the FIU. My research suggests that this ideal situation
whereby possible terrorist financing cases are detected via transaction monitoring hardly

occur.

4.2 The ‘client lifecycle’

Figure 4.1 presents a flow chart of what banks call the ‘client lifecycle’. During this
lifecycle, particular moments of human-technology interaction mediate the production
of (un)acceptable customer risk profiles, such as identification of the customer as a

potential terrorist financer.
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Figure 4.1 Simplified client lifecycle process. Source: Author, based on observations and internal
bank documents.
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Bank risk detection takes place to no small degree via digital security technologies
which screen and monitor customer activities. In this chapter, therefore, I trace this
process step by step. Banks calculate risks at each stage of their relationship with a
customer. These calculations, together, form the overall ‘customer risk profile’.

Figure 4.2 presents a more detailed overview of the client lifecycle and the process
through which customer risk profiles are created and updated. This figure will serve as
a framework for this chapter’s analysis of the client lifecycle. Before embarking on the
journey of the cycle, a note on terminology will be helpful for those less familiar with
bank jargon. Many different terms and definitions are used in the world of ‘know your
customer’ (KYC). Within KYC, two key measures are applied to monitor customer
integrity risks during the client lifecycle. These are customer due diligence (CDD) and
customer activity monitoring (CAM).

CDD is the process by which the customer is identified, verified and the (initial)
customer risk profile is established. The client lifecycle always starts with an onboarding
CDD process. As soon as the customer integrity risk is deemed ‘acceptable’, the second
key measure, CAM, begins. This includes monitoring of the customer’s transactions and
of any changes in circumstances, such as ownership, directorships, business activities
and places of residence. Another activity within the CAM process is watchlist screening
(also called ‘client filtering’). Furthermore, alerts are triggered if a customer’s behaviour
is determined to be of potentially higher risk than the established customer risk profile.
Such an alert, or for example a negative news article, then may trigger an ‘event-driven
CDD review’, prompting a revisiting of the CDD process. If no alerts have been
triggered for a longer period, a periodic CDD review is done. Periodic CDD reviews
are mandatory, with their frequency based on customer risk profiles. The higher the risk,
the higher the frequency. The interplay between CAM and event-driven CDD reviews

is also known as ‘ongoing’ or ‘continuous’ due diligence.
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Figure 4.2 Creating and updating the Customer Risk Profile throughout the KYC Lifecycle.
Source: created by The KYC Company and obtained via email correspondence.!”
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'The following sections go into more detail regarding client onboarding, monitoring
and oftboarding, with special attention to human-technology interactions and the data
that security technologies operate on. Possible security decisions, such as the filing of a
suspicious transaction report or termination of a bank’s relationship with a client, can

happen at many different points in the client lifecycle.

Client onboarding
During client onboarding (also called ‘KYC onboarding’), several risk assessments are
conducted before the client is deemed acceptable. Banks must establish and verify a

client’s identity. In the case of businesses, they must map ownership structures and
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relevant parties. Names of potential customers must be screened against applicable
security watchlists, and customer risk profiles have to be generated. After a customer
has been ‘onboarded’, their risk profile can be adjusted during the subsequent monitoring
process, discussed further later on.

With regard to onboarding, the bank first must establish whether the natural
person who identifies as the customer is an existing person and verify that such client
cannot be linked to the proceeds of a crime or the facilitation of terrorist financing. To
this end, a KYC officer is tasked to obtain the requisite customer information. In the
case of a natural person, this includes the potential client’s full legal name or names,
permanent resident address, unique registration number or number on the document
used for identification, and date of birth. Establishing the actual identity of a customer
is important in order to check whether the customer is a sanctioned entity or appears
in adverse media.

Banks must also establish the source of funds - “the origin of the particular funds or
other assets” that will be involved in the business relationship and transactions (FATE,
2013a: 20). In case of PEPs or generally high-risk clients, in addition to the source of
funds the source of wealth — “origin of the PEP’s entire body of wealth (i.e. total assets)”
must also be established. For banks it is challenging to ascertain the source of wealth of
customers. They must rely on customer disclosure or publicly available information. The
FATF acknowledges that financial institutions “may not have specific information about
assets not deposited or processed by them” and suggests “it may be possible to gather
general information from commercial databases or other open source”. Categories of
information that are mentioned are “values or income, real estate, stock holdings sources
of income, positions on boards of companies etcetera” (ibid: 21).

'The identification and verification process is different for individuals and legal
persons, such as companies or charities. For many natural persons, basic information
suffices. However, in the case of a legal person, the ultimate beneficial owners (UBOs)
need to be identified, such as directors and any persons authorised to represent the
entity. The fourth EU AML Directive recognises “the need for accurate and up-to-date
information on the beneficial owner” as “a key factor in tracing criminals who might
otherwise hide their identity behind a corporate structure”. It requires more effort be
made to establish the ‘beneficial owner’ of transactions (Directive (EU) 2015/849, 2015).
The concept of beneficial ownership is generally defined as having a certain percentage of
“controlling ownership interest (shareholding)”, of which a “25% voting rights threshold
is widely applied” including in the EU (Keatinge and Moiseienko, 2020: 7).

Uncovering complex structures behind private limited companies is often difficult
and time-consuming for banks (Interview 3, 2018; Interview 30, 2018). As Figure
4.3 illustrates, ownership and control structures are often elaborate and spread across

multiple jurisdictions. The questions that then challenge the average KYC officer are,
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‘How far do you go?” and ‘How much time do you spend researching UBOs?". Suffice
to say that financial crime analysts in banks face both technical and practical difficulties
in obtaining customer information. “[R]ecognising that formal shareholding can be
divorced from actual ownership or control”, the task of identification of beneficial owners
becomes a “fact-sensitive, context-specific enquiry” (Keatinge and Moiseienko, 2020:
7). Banks need to gain insight into the structure of ownership and control behind an
entity, which may include other means through which a person might de facto exercise
control over a company, for example, via familial relationships (ibid.: 8). When a bank
needs information beyond customer disclosure, though this may be based on flawed

analysis, they must rely on available documents and information in the public domain.

Figure 4.3 “The Complex Structure of Beneficial Ownership”. Source: Webinar 9, FinScan
(2020).
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To gain insight into a customer’s source of income and verify ownership structures,
KYC is reliant on publicly available data such as organograms, annual reports, chamber
of commerce registrations, newspaper articles and social media posts by individuals.
Depending on the information that the client provides and the potential risk that the
customer is deemed to pose, a customer review might involve verification by looking at
annual reports to see how a company markets itself (Fieldnotes 21 March 2018). From the
bank’s perspective it would be illogical for a commercial enterprise not to have a public
profile, such as a website. Banks may also gather information from public registries or via
commercial databases such as World-Check. According to one KYC expert, regulatory
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requirements regarding this type of verification are increasingly evidence-oriented, as
banks now have to provide screenshots in their CDD documentation to demonstrate on
what basis conclusions were drawn about a customer (Interview 43, 2021).

Global attempts to create public UBO registers have done little to relieve banks of
their responsibility to conduct investigations into ownership structures. To enhance
transparency, the fourth EU AML Directive stipulates that European member states
must ensure that beneficial ownership information is compiled in a central register that
financial institutions and FIUs can use. Since September 2020, more than 1.5 million
companies and other legal entities in the Netherlands have been obliged to submit
their information to the UBO register compiled by the Dutch Chamber of Commerce
(Netherlands Chamber of Commerce, 2021). However, identification of UBOs remains
elusive. Though the Dutch banking sector has applauded the move towards development
of a reliable public register, the Dutch Banking Association (2020c¢) indicated that
“under the current rules, banks cannot access all relevant data and cannot rely on the
accuracy of the data, the register does not help banks in tackling money laundering and
terrorist financing”. Moreover, the register does not relieve the bank of the obligation
to independently identify and verify beneficial owners (ibid.). Because banks are not
allowed to rely on the information in the UBO register, the situation in which banks
must continuously check and update UBO information continues (Interview 43, 2021
also fieldnotes 6 May 2021). At the time of this writing, the Dutch register had not yet
been fully implemented, and analysts continued to experience difficulties in ensuring
the accuracy of beneficial ownership information.

In the context of AML/CTF compliance, increasing piles of paperwork, delays in
opening bank accounts and termination of customer relationships have led to disquiet
among companies and organisations subjected to the KYC policies of banks. For
example, an anonymous controller of a construction company had to wait five months
to secure a new account at a bank where the company had been doing business for over
40 years. 'The account was for a construction project, and the paperwork was said to
have raised questions of integrity, UBOs, the origin of money and foreign tax status.
Frustrated, he asked a Dutch newspaper, “How many terrorists have we caught with all
these questionnaires?” (Rooijers, 2019).

Another source of KYC information used by Dutch banks is the standard business
classification codes (‘SBI codes’) registered by companies at their chamber of commerce.
These refer to the economic activities which are companies’ source of income. If, for
example, a company is registered under the code ‘organisational consulting’, and the
company seems to be selling cement, a bank might query the customer, inform the
customer that they appear to be a construction company and ask the customer to update
their chamber of commerce registry. At the same time, bank analysts are sometimes

wary of relying on chamber of commerce data since individuals disclose this information
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themselves and people might fill this in creatively (Fieldnotes 21 March 2018). Therefore,
a bank cannot always assume that a company actually performs the activities that might
be expected based on the SBI codes (we return to this in the ‘know your data’ section).

Use of public sources requires research skills and training in establishing reliability.
For example, at one bank KYC staft received training in the use of public sources to learn
what reliable data is, whether information is fact or allegation, how to deal with foreign
information that may not be entirely objective and what to do with this information
when it does appear (Fieldnotes 21 March 2018). To make important distinctions and
do research, banks look for experts with language skills, such as Spanish, Turkish,
Russian and Arabic, or knowledge of certain regions (Fieldnotes 2, 16 March 2018) or
other expertise, such as macro-economic knowledge.

The second step in the customer onboarding process, after identification and
verification, is watchlist screening. This is another important point of human-
technology interaction that mediates the production of an (un)acceptable customer
risk profile. Before the client can be accepted and ‘onboarded’, all clients need to be
screened against several security lists. Incoming and outgoing cross-border payments
are similarly screened against several security lists defore the transactions are executed
(Internal compliance document, 2017). Watchlist screening, or client filtering, includes
screening against sanctions lists, lists of high-risk individuals or PEPs and adverse
media screening. Because list screening is an ongoing KYC activity and is particularly
important when customers have already been onboarded, I will discuss watchlist
screening more extensively in the next section on client monitoring.

The third step in the client onboarding process is assigning the customer a risk
profile that will form the basis of ongoing client monitoring. The (un)acceptableness of a
customer is here coupled with the bank’s general ‘risk appetite’. To be compliant with the
risk-based approach in the context of AML/CTTF legislation, banks must do a Systematic
Integrity Risk Analysis (SIRA) in which they assess the risk of money laundering and
terrorist financing across their various types of clients, products, distribution channels
and financial transactions (Dutch Central Bank, 2017b: 12). For each threat, different
groups of clients may pose higher or lower risks. Risk assessments are done based on the
category in which the customer is grouped (e.g., private clients or businesses), alongside
their business activities and transactions, the bank services they use and the countries
in which they are active or transfer money to (Internal guidance document, 2017). A
customer group might be retail customers, private banking clients and international
clients with accounts containing more than several hundred thousand euros. Another
customer group may be small and medium-sized enterprises (SMEs) and corporate
clients, or customers requiring special treatment, such as NGOs. Banks make use of
international guidelines in assigning each of these customer groups a different risk level

for money laundering or terrorist financing, balanced with their own ‘risk appetite’. For
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example, some banks only serve multinationals and wealthy individuals, which may
impact their risk assessments for different financial crime threats. Or, a bank may decide
that operating in certain high-risk geographies is beyond their risk appetite. This is a
primary reason for the de-risking of certain customer groups or regions.

In addition to the risk assessments carried out based on customer groupings, banks
may also compile sources such as country risk reports, reports on high-risk geographies
and other geopolitical threat analyses. Country risk typically refers to “the additional
risk created by investing in or lending cross border to, a foreign country in the context
of credit facilities” (The Wolfsberg Group, 2018b: 2). Country risk reports include
current affairs, for example, elections, rule of law and protests, alongside likely scenarios
or alternative scenarios that may impact the risk a country forms for the bank. In the
context of AML/CTF legislation, elements that may contribute to money laundering
and terrorist financing risks are considered. These are assessed by looking at criminal
indicators, political factors, regulatory factors and economic indicators (ibid.: 2-3). Such
threat analyses might inform the bank’s investments, travel by employees or the AML/
CTF risk that customers are deemed to pose. These risk assessments clearly demonstrate
the inherent politics of this knowledge production.

Based on the EU’s AML directives, the CDD process may entail different risk
categories, such as ‘standard’, ‘additional’ and ‘enhanced’. The weighting of the risk
assessment is always connected to the depth and the sources of the verification (Interview
43, 2021). For example, in verifying a standard client’s information, banks may rely on
the customer’s disclosure of being a UBO. However, for customers categorised as posing
additional risk, the bank may seek to verify such information via external sources, such
as statutes. For those considered to pose enhanced risk, a bank may require notarised
verification of the customer’s documents (ibid.). These risk categories are also coupled
to the frequency of the customer reviews, for example, with frequencies being every
one, three or five years.

Box 4.2 zooms in on a special type of customer that banks need to know:
correspondent banks. The global infrastructure of correspondent bank relationships
is a decisive but often overlooked factor in enabling or constraining the movement of

transactions around the globe and in processes of de-risking.
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Box 4.2 Know your correspondent banks. Source: Author.

To facilitate payments, particularly those that cross national borders, banks need
relationships with correspondent banks. Indeed, banks form “an international network of
[financial institutions], which have bilateral account relationships with each other” (Casu
and Wandhafer, 2018: 9). For example, when a Dutch bank wants to initiate a transaction
to the Middle East, Africa, Asia, or Japan, they avail of relationships with other banks
that operate in other parts of the world and which act as intermediaries. Banks also need
correspondent banks to initiate transactions in another currency. When a bank wants to
initiate a transaction in US dollars, for example, this usually runs via a US correspondent
bank, as non-US banks usually do not keep dollars on a large scale. When two German
banks exchange money in US dollars, they involve a US correspondent bank. In 2016,
“more than 11,000 financial institutions engaged with each other across more than 1
million bilateral correspondent banking relationships” (ibid.: 5).

Banks apply customer due diligence (CDD) policies to their correspondent banking
relationships. To this end, many banks send questionnaires to correspondent banks to
ask them about their CDD and compliance policies (see The Wolfsberg Group, 2018a).
These query how banks ensure that they are not used for transactions to sanctioned entities
and what checks on terrorist financing banks have in place. When banks are convinced
that their correspondent bank has a good compliance programme, they might initiate the
transaction. But if a transaction is routed via multiple banks, all must cooperate.

Considering the many banking relationships that banks maintain, the impact of
sanctions on payment traffic to certain areas can be severe. Sanctions have increasingly
become a geopolitical weapon of economic warfare. Even when a bank is willing to
facilitate a transaction, it may still need a correspondent bank. The dollar hegemony enables
the United States to impose hefty fines on external actions outside its dominical remit
(Webinar 6, Fenergo, 2020). With these fines, the United States exerts extra-territorial
reach, as they force private actors “to implement US sanctions regulations upon threats of
severe economic and financial consequences” (Giumelli and Onderco, 2021: 7). US Office
of Foreign Assets Control (OFAC) sanctions programmes are burdensome for companies
outside US territories as well. In 2019, 63 per cent of the US $4.3 billion in imposed US
fines was aimed at European, Middle Eastern and African banks. These aptly demonstrate
the long arm of US justice (ibid.).

In May 2018, the United States withdrew from the Joint Comprehensive Plan of
Action (JCPOA) (the Iran nuclear deal) and reinstated sanctions against Iran. As one bank
sanctions expert explained, their bank then became subject to the intensified KYC policies
of their US correspondent banks:

That is where you see the impact of international sanctions. When America
decided to step out of the JCPOA and the sanctions were tightened, we saw
the American banks coming to us with questions like: What are you doing on
Iran? How do you ensure that our account is not hit? We can’t do that anymore
(Interview 27, 2018).
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When the United States invoked sanctions on Iran, banks became unwilling to facilitate
transactions to Iran, and to other such high-risk jurisdictions (Observation Workshop
Private Actors and Sanctions, 2018). Unlike financial institutions, commercial businesses
do not typically have systems and people in place to ensure compliance with such law. In
practice, smaller companies abide by the framework of their financial institutions, making
financial institutions effectively supervisors of smaller companies (ibid.). This dynamic
increases the potential impact of sanctions — or of a decision by a financial institution to
de-risk certain customers.

In the risk-based approach, decisions made by banks to accept a customer or not can
be based on commercial, cultural and political considerations that differ per country and
even per bank. The production of (un)acceptable customer risk profiles and the potential
impact of de-risking apply to all kinds of individuals and customer groups that may be
considered high risk. They might include, for example, customers with activities in high-
risk jurisdictions, or clients active in high-risk business sectors such as cash-intensive
businesses, Real Estate, traders in high value goods, the gaming and gambling sector,
cannabis sellers, sex workers, trust companies, charities and not-for-profit organisations,
embassies, consulates or general customer groups that do not generate much income
for the bank but require high compliance expenditure because they are in a high-risk
category (Fieldnotes 21 May 2021).

In the Netherlands, since the outbreak of the war in Syria, the terrorist financing
threat within the financial crime field has mainly focused on jihadist terrorism and on
the foreign fighter threat (Wesseling and De Goede, 2018). In 2020, the Dutch Minister
of Finance responded to a conclusion of the yearly national risk assessment on terrorist

financing as follows:

In line with the threat assessment by the NCT'V [the National Coordinator
for Security and Counterterrorism] and the AIVD [Netherlands General
Intelligence and Security Service], policy to prevent and combat the
financing of terrorism has, until now, mainly focused on jihadist terrorism.
Although the most recent Dutch TerrorismtThreat Assessment (DTN 52)
by the NCTV states that the main terrorist threat in the Netherlands is
still from jihadism, a terrorist attack by an (online radicalised) right-wing
extremist individual is also considered conceivable. It is therefore important
to also be aware of possible forms of terrorist financing from this angle

(Ministry of Finance, 2020: 4).

Since most of my fieldwork took place in 2018 and 2019, the jihadist threat was
banks’ main focus during my data collection.'® Searching for the financing of individuals

aiming to go abroad to join the IS group envisions a certain type of customer; for
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example, a retail customer or an institution helping to recruit or finance jihadism. Other
high-risk customer groups considered vulnerable to potential terrorist-related cash flows
—and therefore to the effects of de-risking - is not-for-profit organisations operating in
conflict areas — a problem increasingly spoken of in stakeholder dialogues (NYU Paris
Public Interest Clinic, 2021). Another customer group that may be considered high risk,
as in the case of HSBC and the Finsbury Park Mosque, is that of (Muslim) non-profit
organisations (FATF, 2014). Regularly, Muslim charities pop up in the adverse media
screening systems of banks due to supposed links with terrorism or terrorist financing.
For banks it is hard to establish the difference between an orthodox mosque and one
that recruits jihadists or gathers money to send to terrorist organisations. To do so, they
must rely on customer disclosure or public sources.

After a client has been accepted, the onboarding process is completed. Ideally, the
risk profile, updated with the latest information, is taken into account in the transaction
monitoring system (Webinar 13, ACAMS, 2021). Unusual or suspicious transactions
are monitored based on expecred client behaviour. Ideally, every client has a KYC dossier,
but they are not always complete or even existent. Recently, Dutch banks have been
fined unprecedented amounts for not having KYC dossiers in order. This affected ING
in 2018 and ABN AMRO in 2021 (Netherlands Public Prosecution Service, 2018,
2021). Increased regulatory pressure emanating not only from particular cases, but also
in the context of intensified global and regional AML/CTF efforts, has initiated large
remediation projects in banks whereby all customers need to be newly onboarded. This
can create friction in practice, as customers who have been with a bank for years may
suddenly be asked how they generate their income (Interview 43, 2021).

In summary, this section discussed the client onboarding process focusing on three
elements: the establishment and verification of customers’ identity, watchlist screening
and the assignment of a customer risk profile. Starting with a more in-depth analysis of
watchlist screening, the next section demonstrates how and why customer risk profiles

may be adjusted during the client monitoring process.

Client monitoring

Once a client is accepted and the bank has entered a formal business relationship with
them, the second stage of the client lifecycle begins: client monitoring. Customer
activity monitoring (CAM) seeks to determine any changes of circumstances, like
ownership, representatives, business activities or places of residence. To illustrate the
mediating role of technology and the importance of the quality of the data underlying
the monitoring process, three activities are singled out here for discussion: watchlist

screening, transaction monitoring and the CDD review (also called a ‘customer review’).
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Watchlist screening

To keep track of high-risk customers and assess the risk of facilitating criminal
transactions, banks make use of watchlists that are continuously updated and checked
against their customer database. There are various types of watchlists, both lists that are
openly accessible, such as the terrorist sanctions lists, and those that are privately owned,
such as World-Check or banks’ own internal lists. Reasons for being listed differ. Some
lists are compiled by governments and others by private companies. Watchlist screening
happens during the onboarding process, as noted in the previous section, as well as over
the full duration of the customer relationship. This subsection discusses three types of
watchlists: sanctions lists, PEP lists and adverse media screenings.

Sanctions regulations,” such as the implementation of financial restrictions and
economic boycotts, “delegate decision-making power to for-profit actors”, such as banks,
“because the latter are required to assess the risk of specific transactions” (Giumelli and
Onderco, 2021: 4). Transaction filtering aims at stopping transactions of sanctioned
individuals before they are executed. Private companies, such as LexisNexis, World-
Check or Dow Jones, offer compliance solutions by compiling sanctions lists and adding
PEPs, as well as individuals linked to financial crime in the media. Due to the nature
of their job, PEPs, for example, persons with prominent public functions, such as heads
of state, politicians, judiciaries and party officials, are considered to be a higher risk.
For banks, new PEP hits should trigger an enhanced due diligence review process, as
well as an evaluation of the customer’s risk rating (Internal guidance document, 2017).

In addition to screening for inclusion on sanctions and PEP lists, banks also screen
media sources for bad press on individuals or entities. External providers offer major
banks ‘adverse media screening’ (also called ‘bad press screening’). These are services
that scan and upload all negative publications about individuals or entities. There is also
social media monitoring software that enables social media activity to be included in the
client activity monitoring process, for example, Google Alerts, SAS Visuals, Mention
and Coosto (Fieldnotes 29 March 2018). The compliance sector defines adverse media,
bad press or negative news as “any kind of unfavourable information found across a wide
variety of news sources — both ‘traditional’ news outlets and those from unstructured
sources” (ComplyAdvantage, 2021). Newspaper articles may trigger a customer review
involving searches in content management systems of bank customers’ names. One data
scientist who handled requests to look into bad press said that after the Paris attacks
and the media linking Islamic terrorists with Molenbeek, Belgium, names emerged that
they then checked within their system to see whether transactions could be found from
their customers to the named individuals (Fieldnotes 6 April 2018). Sometimes negative
news creates dilemmas. For example, what about a person who has been convicted of

a crime? A bank may choose to service the customer if their sentence has been served



‘Know Your Data’ Is the New ‘Know Your Customer’ 97

(Interview 35, 2018). Bad press can affect not only individuals, but also certain groups,

propelling mechanisms of financial exclusion. One senior compliance officer explained:

In general, financial institutions are looking to see where the risks are and
how they can focus on them. What you then get is that they see, wait, this
client segment is mentioned in the literature and has gotten a negative
connotation because of publicity. There are extra risks involved. That means
I have to take all sorts of CDD measures. I have to do extra monitoring
of the newspapers and do yearly [customer] reviews. This impacts my
earning model. The costs that I have to incur to serve the customer increase

significantly (Interview 12, 2018).

Here we see a clear example of the shifting of political authority to banks and big
tech companies, such as World-Check; they have the power to decide which individuals
or whole client segments are deemed suspicious.

Because of the coupling of commercial databases with screening technologies in
banks, flawed or unverified information may end up steering banks’ decisions about (un)
acceptable customer risk profiles. As De Goede and Sullivan (2016: 76) demonstrated,
World-Check “relies on open source information in its subjective processes for data
compilation and validation”. Only 10-20 per cent (De Goede, 2012: 180) or a quarter
(Terlingen et al., 2017) of the database comprises of officially sanctioned individuals and
entities. The rest of the names are added based on own research by World-Check (De
Goede, 2012: 180). In the case of World-Check, the company’s research department in
2011 consisted of 500 employees whose job it was to search the internet for names in
media sources. Like its first employee, the pensioned mother of founder David Leppan,
most of these 500 were mothers between ages 45 and 65 who were re-entering the labour
market. These “are formidable workers, incredibly driven to find information about the
bad guys” (Terlingen et al., 2017). In 2011, World-Check, and its database of 400,000
names, was sold to Thomson Reuters (ibid.)

While World-Check and banks increasingly have the political authority to include
or exclude customers, being private actors, they are hardly held politically accountable
for impactful choices made based on flaws in their data. Although the Finsbury Park
Mosque received an apology and financial compensation, public debate about, and
redress for, financially excluded individuals and organisations remains sporadic. Often,
individuals whose names appear in commercial databases are unaware that they are so
listed. When a consortium of journalists revealed that the lists were incorrect, at least
in part, World-Check responded defensively:
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It is important to point out that inclusion in World-Check does not imply
guilt of any crime, and every record states, “If this profile contains negative
allegations, it should be assumed that such allegations are denied. The
accuracy of the information found in the underlying media sources should
be verified with the profile subject before any action is taken” (Thomson

Reuters, 2017).

When the Dutch Minister of Security and Justice was critically questioned during
a parliamentary debate about the use of World-Check by banks — instead of the

significantly shorter Terrorism Sanctions List — the Minister gave the following answer:

A private company makes choices in the individuals or companies that
they do or do not enter a business relationship with. Especially in financial
services, where you do risk assessments, it is very common to say, ‘with this
party I will’ or ‘with this party I won't. The government interferes if there
are urgent reasons to do so in the framework of fighting crime and money
laundering, but not outside of that. I would almost say, that is a good thing
(Blok, 2017).

The quote illustrates the political authority of banks, and by extension World-Check,
to make security decisions based on risk assessments, though they are not held politically
accountable for the (unintended) consequences of those decisions. In addition to the
sanctions and PEP lists that banks acquire from external vendors such as World-Check,
banks may keep internal lists as well. A compliance officer from a Dutch bank explained
that the internal lists kept by US banks can impact their own policies, because they are

dependent on US correspondent banking relations (see also Box 4.2):

Apart from the lists of the vendor [World-Check], American banks keep
their own list. For example, it can happen that they flag a company in, say,
Hong Kong or North Korea as possibly linked to terrorist financing. Even if
the company is not on a sanctions list, they can say that they cannot facilitate
the transaction because of internal policies. When we want to initiate a
transaction from a customer that buys a product from this company, that

might not have anything to do with terrorism, they can refuse to cooperate

(Interview 27, 2018).

It may therefore happen that a European bank intends to facilitate a transaction,
but that for example US banks’ internal risk assessment practices regarding terrorist

financing prevent this. Watchlist screening is not only challenged by the potentially
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incorrect information offered by external providers, but also by the quality of the
screening data in banks. Section 4.3 discusses this issue further. First, we turn to a
second element of CAM,; that is, banks’ legal obligation to continuously monitor the

transactions of every customer for unusual or suspicious behaviour.

Transaction monitoring

Transaction monitoring systems refer to the means by which banks try to surveil the
transaction behaviour of their customers, in order to detect criminal activity, such
as money laundering or terrorist financing. Transaction monitoring happens after a
transaction has taken place, and alerts can be analysed during customer reviews. Here, I
discuss what transaction monitoring systems are. Thereafter, I describe a typical customer
review which may be triggered by an alert generated by a transaction monitoring system.
'This may lead, in turn, to the filing of a suspicious transaction report.

Once a customer is accepted, the bank continuously seeks to detect suspicious
transactions through ‘post-event transaction monitoring’ (Dutch Central Bank, 2017b),
which thus occurs after transactions have been executed. Banks are required to monitor
for changes in the pattern of transactions in an account, or changes in circumstances that
are inconsistent with the client’s normal and expected transactions and therefore might
prompt further investigation. For example, when the Covid-19 pandemic hit, transaction
monitoring systems were confused by the sudden changes in transaction behaviour.
Not only did financial crime patterns change, such as fraud in relation to Covid-19,
but consumer behaviour also radically shifted. In this regard, FinTech professionals
discussed “automated, Al-powered scenario analysis” to enhance “risk management
processes by accelerating the ability to assess multiple potential shifts in risk profiles” and
“unanticipated portfolio vulnerabilities” that emerged as a result of the pandemic, which
created “breaks in time series data from which Al-powered processes learn” (Webinar
10, FinTech Circle, 2020). Whereas list-matching technologies are scripted to operate
on a hit or miss basis, transaction monitoring systems are fed with lists of anticipated
indicators of terrorist financing.

There are at least three types of automated monitoring systems (these will be analysed
in more detail in Chapter 5) that can spark an event-driven customer review: ‘rules-
based’ transaction monitoring, supervised machine learning models and unsupervised
machine learning models. During my field work period, many banks were experimenting
with automated transaction monitoring via supervised or unsupervised machine learning
models. These machine learning models are usually developed by in-house data scientists,
but they can also be acquired from external vendors. With in-house experiments, data
scientists, sometimes in collaboration with financial crime analysts, experiment with
different data to train an algorithm. An Oracle report proclaimed 2017 as the year of
“Proof of Concepts” for such advanced analytics, starting with “tactical adoption in one
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or a few areas”, which after “success in the early stage should expedite further adoption”
(Ray, 2018: 11). 'This is in line with my fieldwork findings, as I observed machine
learning experiments in 2018, which by 2021 had outgrown their experimental phase
and were in full production (Fieldnotes 25 June 2021). At other times, banks may acquire
machine learning elements that can be integrated into their (rules-based) transaction
monitoring systems. For example, one bank organised a competition among different
machine learning vendors in a bid to improve three aspects of its AML process: client
profiling, detection of ‘unknown unknowns’ and alert assessment. The bank prioritised
several components: algorithmic transparency, I'T data security, embedment in the
current AML system and price. The intention was to move from rules-based transaction
monitoring to machine-augmented learning (Fieldnotes 24 May 2018).

Banks must monitor for unexpected behaviour in relation to the expected behaviour
inscribed in the system. According to the rules, someone who is expected to use their
account for groceries and savings should generate an ‘alert’ once the individual starts
to finance terrorism, which is unexpected. For example, once a bank account that is
normally exclusively used for groceries is suddenly used to transfer money to a high-risk
country, an alert should be generated. Two KYC experts stated that the biggest challenge
in detecting potential terrorist financing by natural individual persons is determining the
‘intent’ behind transactions (Interview 25, 2018). Yet, the intent of financing terrorism,
the absence of which contributes to an acceptable customer risk profile, cannot be easily

distilled from customer reviews or transaction behaviour:

KYC expert 1: Itis difficult to establish the intention. When we have a person who
wants to become our client or who requests a new product, it is very
difficult to ascertain the actual intention of the customer, what they

intend to do with the bank account.

KYC expert 2: Yes, I think that is the biggest challenge. Can you even ascertain
that in the first place?

During customer onboarding, the bank cannot anticipate what the customer will do
with the bank account. Transaction monitoring systems are therefore unable to formulate
the meaningful “expected transaction behaviour” required by the regulator (Dutch
Central Bank, 2017b). To implement KYC on companies bears its own challenges, but

the behaviour of companies is sometimes easier to anticipate:

KYC expert 1: I have done a lot of customer due diligence with companies. With
companies it’s very easy, or easier, to see, because they usually have

a product for a clear reason. But with ordinary consumers, they
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just need it because they need it. So, in your research it’s much
more difficult to extract triggers because it’s a bit unclear what the
customer is going to do. We don’t know exactly what is going to
happen with the money flows. As a natural person, you can just
have an account to pay for your groceries. That ends your research

on use of the account.

KYC expert 2: For terrorist financing specifically, this is a huge challenge. When a
client is at our door, what are they going to use their account for? If
we think they might potentially finance terrorist attacks, they won't
pass the acceptance process and we also have a reporting obligation
to the FIU. Secondly, for existing clients we use our transaction
monitoring system to look at the behaviour of the customer in
using their account. When looking at individual persons, often the
amounts that are used for terrorist purposes are difficult to detect

because they are small amounts.

Thus, according to the experts, it is difficult to predict any individual customer’s
intended use of an account; and terrorist financing is hard to detect because terrorism
is financed through small amounts as well as by ‘usual’ transactions of moneys from
legitimate origins (see Chapter 5). The assumption underlying the rules on transaction
monitoring, that such systems can ‘just’ filter out foreign fighters, seems to be an
unrealistic portrayal of the practical possibilities (Dutch Central Bank at Committee
on Finance, 2017). The categories of information based on which a bank could practically
distinguish a terrorist financer within its systems via transaction monitoring are limited
to say the least. Moreover, it is important to recognise that transaction monitoring
systems are crucial to the client monitoring process and that they are enabled or
constrained by the data they use to generate alerts. When the aim is mainly to detect the
financing of jihadist terrorism, two customer groups have been considered particularly
risky: retail customers and faith-based charities, especially those operating in conflict
areas. Regarding both customer groups, banks compile different kinds of information,
which may enable or constrain the detection of terrorist financing. One KYC expert
noted that religious institutions might be easier to monitor than individual customers,
but also expressed ethical concerns about the profiling-related dilemmas that arise in

efforts to monitor transactions of such specific customer groups:

Enhanced customer review for religious institutions is easier to carry out
because you can just monitor the incoming and outgoing transactions of

certain institutions. But of the millions of natural persons that we service
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it is more difficult. You do not want to profile and discriminate by doing
extra monitoring on someone with a certain background or religion. Apart
from the fact that it is not allowed by law, I don’t think it is desirable either
(Interview 25, 2018).

This contemplation by the KYC expert about the desirability of profiling is illustrative
of most analysts in banks who worked in the detection of terrorist financing. In the quest
to detect terrorist financing, banks experience a dilemma between wanting to prevent

harmful attacks for the societal good and individuals’ privacy rights (see also Chapter 5).

Customer due diligence (CDD) reviews
A third activity which is a key element of CAM is the CDD review. Basically, a CDD
review entails a risk assessment of the customer’s background, activities, products
and services, and the nature and source of their funds. Customer reviews take place
periodically or based on certain ‘events’ such as an alert produced by a transaction
monitoring system (see Figure 4.1). Other events that can trigger a new customer review
are, for example, a match generated by a watchlist screening due to a person’s name
being added to a software vendor’s PEP list. Depending on the type and the gravity of
the ‘event’ a CDD analyst, intelligence analyst or other compliance officer looks into
the customer’s transactions. Customers deemed high risk, such as PEPs, require an
‘enhanced’ customer review. These are often done by a more experienced compliance
officer or intelligence analyst (possibly on the second line of defence). The below discusses
customer reviews triggered by alerts generated by transaction monitoring systems, also
termed ‘alert handling’.

Major banks employ hundreds — or by the time of this writing potentially thousands
— of analysts who manually process the automatically generated alerts. Compliance and
KYC departments have expanded rapidly and indeed struggle to fill vacancies in KYC
and alert handling (Pols, 2019). Often, these analysts are housed in a building separate
from the head office of the bank. I heard expressions such as “the building full of
analysts” (Interview 13, 2018), “a lot of resources” (Interview 21, 2018) and “enormous
numbers of people” (Interview 25, 2018) to describe the cadre of employees involved
in analysing the alerts, or “clicking away false positives” as was sometimes said. These
analysts tended to be grouped into teams that looked only at a certain customer segment
or alerts generated by a particular scenario. For example, in one bank, analysts were
trained per scenario, starting with relatively simple scenarios, such as cash transactions,
to more advanced or high-risk teams of analysts.

Once the transaction monitoring system generates an alert, a CDD analyst initiates
a customer review. The analyst receives a signal with the name of the customer, the

scenario that generated the alert (e.g., ‘cash transaction’ or ‘high-risk geography’) and
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the specific transactions that generated the alert. If a transaction involves a high-risk
country, the country is also named in the alert. If the alert has been reviewed before,
it is accompanied by a form with the previous findings. During a customer review
process the CDD analyst interacts via a computer to verify in public registries and
sources whether the client has a legitimate identity and/or whether they can be linked
to money laundering or terrorist financing. They conduct research into the customer or
company’s general profile, bank accounts and transaction behaviour and possibly report
it as unusual.

One day, I observed a CDD analyst who reviewed customers based on alerts
generated by the transaction monitoring system. Of all the alerts that this department
processed, the analysts closed 75 per cent themselves. For the remaining 25 per cent,
the analysts had to make inquiries to the business or individual concerned. The focus of
these alerts was usually money laundering and occasionally a tax or fraud issue. These
proportions are likely not representative of alert handling in general, or even of this one
bank, as each analysis and analyst is different. However, they do give some insight into
the technical and practical dilemmas of KYC.

If an alert is generated regarding a company transaction, the analyst then reviews
the customer’s network and conducts research into their transaction behaviour. The
investigation starts with the opening of a software program in which all incoming and
outgoing transactions of the customer can be viewed, as well as whether the transaction
was done by cash or debit card, whether the transaction came from a company or an
individual, and what country the company or individual is from. Another software
program keeps track of all internal documentation about customers. Analysts may
consult this internal record to learn about any previous risk assessments and transactions
which might have been internally reported in the past. If there were previous cases, the
analyst will find a risk assessment form detailing the findings of the earlier instance.
For instance, the customer may have been previously reported to the FIU for using a lot
of cash of which the origin was unclear.

To establish the nature of a company indicated in an alert, analysts use a variety of
public sources, including Google Streetview, to look at addresses and assess whether
these seem a logical place for a person or company to be based. Google may also be
used to establish whether a company has a website. Chamber of commerce registries
may be consulted to determine what branch codes are attached to the company and see
who its board members are and whether they are consistent with the bank’s internal
information on the company. Then, the analyst looks at the different account numbers
associated with the company and analyses the accounts of all UBOs. Sometimes they
may notice something odd. For example, for a company with two board members, there

might be a discrepancy between the names listed in the bank’s own information and
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those registered with the chamber of commerce. Either the bank’s data or the chamber
of commerce’s data is not up to date. This is a reason for customer queries.

The production of an (un)acceptable customer risk profile is highly dependent on the
expertise and subjectivity of the particular analyst. When I asked an analyst what guided
her research, she explained that she tried to think logically about whether the transaction
behaviour is normal for this company or person: “If I were [customer], would it be logical
for me to do it this way?” Such description of this aspect of the job is in line with what
CDD analysts, intelligence analysts and other security professionals in banks describe
as a “sixth sense” or “fingerspitzengefiihl” (Interview 6, 2018), “the feeling” (Fieldnotes
21 June 2018), “an internal antenna” (Fieldnotes of AML training) or “a logical story”
(Interview 12, 2018) in determining whether a client is suspicious. I observed the analyst
looking at the amounts of transactions (particularly large sums) but also the sequence
of transactions. Based on experience, the analyst noted a couple of unusual things, such
as the absence of fixed expenses on an account. She then recognised these as indicative
of a particular money laundering scenario.

Analysts can only do research in the transactions within their own customer
databases. I observed this causing the analyst to reach a dead end several times in
the alert-handling process. Once, during my observations, the analyst discovered that
certain incoming transactions to the company came via a transfer from another company
and ran through the account of another bank. That meant that this line of research
could not be continued. Another time, when tracing suspiciously ‘round numbers’ of
incoming revenue from a food company, the other company implicated was serviced
by a different bank. In such cases, the investigation into the activities of the company
must end abruptly. Although there is an increasing tendency to aggregate financial data
to overcome the fragmented view of banks, transaction monitoring as well as customer
review still stops the moment that a transaction leaves the bank.?

After conducting the customer research, the CDD analyst might decide that a client
outreach procedure should be initiated: a relationship manager or the person or unit
responsible for the customer needs to approach them and request clarification. For
example, a client might be asked to explain to source of their wealth, or regarding the
company with the discrepancy in board member names, an email might be sent to the
business asking for clarification and the alert set on ‘awaiting response’. A ‘signatory’ is
someone who double-checks all the reviews and customers’ answers to such queries. This
might be a person in the CDD department, or it could be a job done within a separate
unit (Interview 30, 2018).

Phone calls to customers can cause discomfort for bank employees and
misunderstanding among customers. “When a customer is called with the question,
‘I see this and that happening in your bank account, can you explain?’ people are

sometimes surprised and don’t appreciate someone watching their accounts” (Interview
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25,2018). During a lunchbreak at the bank, I spoke with a person responsible for calling
international customers about unusual transactions. He said that some customers were
used to such inquiries by banks or had been warned by their accountants to expect
questions when transferring large amounts of money. Others are keen on their privacy.
Terrorist financing is, in any case, very rare, he explained, and is not mentioned in such
communications. Indeed, these conversations must be carefully handled as there is a
prohibition of “tipping-off” in cases of actual wrongdoing (Rijksoverheid, 2020: 44).

An important dynamic in KYC practices is the relation between KYC departments
and relationship managers. Once, a CDD analyst noted that contact with colleagues
in more commercially oriented departments was one of the biggest challenges of the
work. She said that the other department was only concerned about the bank’s business
interests and was loath to ask clients KYC questions. Endless discussions could ensue,
she said, when such questions were needed. The commercial side was less risk-aware,
she said. Though the awareness was growing, this was considered problematic because
relationship managers are a decisive factor in expediting customer queries. If they
thought there was nothing to worry about, the process typically stopped. According to
the CDD analyst, colleagues in the bank commercial departments also generally had
different backgrounds. They didn’t always have a university degree, and some had limited
or no knowledge about financial crime. Another analyst endorsed the value of more
direct lines between the departments focused on managing client relations and KYC.
The dynamic described clearly illustrates the dividing line between banks’ commercial
interests and their security tasks.

Based on customer reviews, banks can make several security decisions. The bank can
come to an agreement with a customer after customer queries are posed and answered
by the customer. For example, a bank may ask a car dealer, who normally has a lot of
cash turnover, whether it is possible to move to a larger percentage of scriptural money.
They may also investigate the specific denominations used, whereby €500 banknotes are
regarded as an indicator of money laundering. In such a process, the KYC department
may work with a compliance department, or relationship managers, to gain knowledge
about the branch. For compliance purposes, analysts must create an audit trail of all
activities carried out and decisions made (Internal guidance document, 2017). Of course,
in many cases, no action can, or need be taken, or the bank may amend the client’s
risk profile and initiate increased monitoring. Furthermore, alert handling may lead to
the filing of a suspicious transaction report to the FIU, or the client can be judged an
unacceptable risk and be offboarded.

Client offboarding
A customer’s risk profile is established during the customer onboarding process and is

continuously reassessed via CAM. Based on customer reviews, the bank may decide
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that the risk profile of a customer is unacceptable, and the client should be ‘offboarded’,
that is, the relationship with that customer should be terminated. As discussed earlier
in this chapter, all kinds of individuals and customer groups that are considered high
risk can be subject to (un)acceptable customer risk profiles and exclusion from financial
services. Customers can be regarded as unacceptable and be offboarded immediately, or
they can be regarded as unacceptable, but the bank may not be in a position to completely
sever its relations with the customer. For example, this might be due to the customer
having outstanding products, such as a mortgage. When the bank decides, upon risk
assessment, that a customer should be ‘offboarded’, this is taken up by an ‘exit team’.
Banks navigate a fine line between the risk of facilitating financial crime, such as
terrorist financing, and the obligation to provide banking services to customers. Banks
can be fined for offering services to criminals but can also be reprimanded or incur
liability for revoking a client’s financial services or accounts for the wrong reasons. On
the one hand, banks are legally obliged to do customer research and monitor their clients’
transactions for risks in the context of money laundering and terrorist financing. On the

)«

other hand, financial service providers such as banks have a ‘duty of care’ “which results
from the special function that financial institutions fulfil in society” (Hoekstra, 2018).

Banks draw on public sources and internal data to establish customer risk profiles. For
example, in one case of potential terrorist financing, a bank received cash transaction-
related alerts from its transaction monitoring system. The foundation which was the
object of the alert was a supporter of several international mosques. It had received bad
press and had also become involved in a criminal court case. For the bank, the origin,
and the destination of some moneys were unclear. The bank therefore started an event-
driven review conducted by compliance officers and also initiated ongoing conversations
with the customer. While the bank had multiple reasons to consider the customer high
risk, the customer would not be forced out of the bank’s services, having not been
convicted in a court of law. Indeed, banks have been sued for ‘offboarding’ or ‘exiting’
a client in a court procedure (see for example Wolters Kluwer, 2021).

In another example, in 2018, the Dutch ING bank attempted to offboard its customer
AlFitra. A Salafist organisation based in Utrecht, AlFitra had received large amounts
of cash from Kuwait and failed to disclose the reason for the funds (Tieleman, 2018).
'The bank pointed to bad press regarding AlFitra board members, local divisions with
possible ties to terrorist financing, donations received from organisations on the US
terrorist list and two foreign fighters who had attended lessons in the organisation’s
mosque (Rechtbank Amsterdam, 2018). Bank executives wanted to immediately break
ties with AlFitra, but via a summary proceedings the court judged that the internal
complaints procedure of the bank first had to be followed before the bank could be
permitted to end the relationship. In 2020, after AlFitra’s bank account had already been
terminated, the organisation was discredited when it refused to disclose its finances to
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the Dutch parliamentary committee of inquiry into the undesirable influence of unfree
countries. The committee concluded that the AlFitra foundation spread undemocratic
and harmful ideas via Islamic education, for example, with children being taught that
apostates deserve the death penalty (POCOB, 2020: 13). Answering parliamentary
questions about this case, the Dutch Minister of Finance noted, “A bank must always
assess, depending on the circumstances of a specific case, how the duty of care and the
obligations to prevent money laundering and terrorist financing relate to each other and
how they should be implemented” (Hoekstra, 2018).

This chapter up to now has mapped how (un)acceptable customer risk profiles
are created throughout the client lifecycle, from client onboarding to monitoring to

offboarding. The next section zooms in on the particular importance of data in this cycle.

4.3 Know your data

We have to be smarter about the data we have, because we have so much

data here (Interview 7, 2018).

With a now improved understanding of the client lifecycle, this section returns to the
‘know your data’ notion that is part of the title of this chapter. Commercial databases and
digital security technologies, as well as the quality of the underlying data, are decisive
in the risk-detection procedures of banks. I distinguish here three data issues that are
important in the KYC process: data quality, the temporality of data and data liability.
These issues are the very basis upon which the procedures in each of the stages of the
client lifecycle may work or fail to work.

First, the quality of the data that feeds into the technologies impacts the way screening
technologies or algorithms can generate correct hits or alerts. Gathering data, the ways
in which databases are built, data collection methods and practices of human indexing
and data cleaning all form part of a long chain of translations (Bellanova and De Goede,
2021; De Goede, 2018). Moving along this chain, transactions gain attributes. Data that
are inconsistent, duplicate or missing altogether impacts compliance. When data are not
properly ‘cleaned’, a single client may exist in various different versions, whereby each
time the name, address or country is entered slightly differently (Webinar 12, FinScan,
2021). 'This in turn can generate multiple alerts for the same person, increasing review

time and room for error. As one financial crime prevention expert put it:
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It’s really quite straightforward; the data is a mess. Customer data is
frequently held across disparate and disjointed datasets within systems that
don’t speak to one another. There are frequent inconsistencies in the data
(KYC360, 2019).

The situation described by one compliance specialist as “bad data”, can arise from
different situations, such as the addition of new databases with product launches, siloed
data in different bank divisions, I'T transformations or migrations, human error and even
lack of budget to ‘clean up’ inaccurate data entries (Webinar 12, FinScan, 2021). The
process of gathering and cleaning data is resource intensive, making it a commercial
consideration. When one FinTech company tried to automate the CDD process using
a supervised machine learning model, not all the data they needed were easily available.
Obtaining this data required an investment of time and resources (Observation ACAMS
Seminar, 22 June 2017). Such a commercial investment must be pitched and sold to
the decision-makers within a bank. In a webinar by a compliance firm, compliance
officers received tips on how to present a business case to senior management or to other

departments within their financial institution:

Data quality is ultimately from a business perspective not the sexiest of
subjects. It’s not easy to communicate. Having experts that deal with data

governance is a specialist thing that not a lot of companies have dedicated
roles and positions for (Webinar 12, FinScan, 2021).

Data can also get messed up in processes of mergers and acquisitions or when new
software systems are acquired. Over the years, as a result of the mergers and acquisitions
that most banks have undergone, much customer and transaction data have become
fragmented across different IT systems and databases. In contrast to newer financial
service providers, such as FinTech companies, history has created a ‘patchwork’ of
technologies and policies, which creates problems in the back end of IT (Fieldnotes 7
May 2018). For persons who handle information requests from the police, it is important
to have knowledge about the history of the bank, as customer data may be found in
different places (Fieldnotes 7 March 2018). Data issues can enable or constrain the risk
profile attributed to a client. Messy data complicates distinctions between legitimate
reasons for certain transactions and unexpected behaviour which banks are supposed
to monitor.

A telling example of the importance of data quality for KYC purposes is name
matching. The entering of names is critical to perform watchlist screening such as the
screening of individuals or entities against terrorist lists (Internal guidance document,

2017). Sometimes names are so common that a hit based on a name is not enough
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to distinguish an individual. For example, one analyst I spoke with wanted to look
into the account of a certain client’s board member, but the name was too common
to search for in the system; and it was only possible to search by name or account
number. In this case, the database that permitted searches by account number was not
properly working (Fieldnotes 21 June 2018). Furthermore, regarding searches on names,
compliance documents warn of the different possible spellings of Arabic names, which
can impact both customer screening and customer reviews. In such cases, data such as
date of birth may be missing from client records, though it is crucial to minimise false
positives (Webinar 12, FinScan, 2021). Without dates of birth, if there are duplicate
names it becomes difficult to be positive about a match. Added to this, EU watchlists
are sometimes out of date. For example, people involved in court procedures about their
listing may not be included (Observation Workshop Private Actors and Sanctions, 2018).

'The issue of cleaning data is not limited to the design phase whereby data is prepared,
and the algorithm is programmed to filter (Gillespie, 2014). It also affects performance
after the algorithm has generated its output. When analysts review alerts and report
on them within the bank or to the FIU, reports are ‘coded” with the label ‘suspicion of
money laundering’ or ‘suspicion of terrorist financing’. If an unusual transaction is not
labelled as potentially indicative of terrorist financing at this stage, later-stage intelligence
analysts may not include this threat in their analysis. However, at the moment of alert
handling, it is seldom yet clear to what kind of crime the indicated patterns point. This
is particularly relevant in the case of anomaly detection (see Chapter 5).

Next to the issue of data quality, a second important and related aspect of data in
KYC is the temporality of data. For instance, banks are concerned about how up to
date the sanctions lists are that they purchase. Indeed, the timeliness of updates is
central to watchlist screening. In a discussion with bank board members, one senior
compliance officer stated that the sanction screening process was currently running
real-time, thereby immediately freezing the accounts of sanctioned clients, but also
causing the I'T system to jam. I'T had proposed updating the lists overnight. The board
members, however, were concerned about the risks. What if a terrorist used their credit
in the meantime? Ultimately, the bank had to accept a kind of residual risk (Interview
35, 2018). According to one software vendor, most providers may take three to four days
before a sanction has been updated in the system (Observation Workshop Private Actors
and Sanctions, 2018). For banks, this may be unacceptable. A sanctions expert within
a Dutch bank noted that banks and their software providers agree that persons added
to a sanctions list must be swiftly updated in the list-screening technology in order to
mitigate the risk of a bank facilitating transactions to sanctioned individuals: “We expect
lists to have been updated within 24 hours” (Interview 27, 2018).

As a KYC program manager emphasised, temporality concerns pertain to KYC data
throughout the whole client lifecycle (Email 25 June 2021). Data changes may trigger
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an event-driven review, but different types of data are vulnerable to delays to different
extents. For example, when comparing names, addresses and places of residence, the
name of a customer is likely to change less frequently (after marriage or divorce) than
the address (after relocation). For this reason, Dutch banks have sought to couple their
databases to the civil registry and governmental address databases. Although customers
are contractually obliged to report address changes to their bank, they do not always do
this. Addresses can become particularly relevant if a customer moves abroad, because
this may affect the customer risk profile. As discussed earlier, in creating customer risk
profiles, banks rely on chamber of commerce data, which also sometimes raises actuality
concerns. Indeed, KYC officers may be hesitant to use this data, as customers can fill
in SBI codes creatively and regularly forget to update such information (ibid.). Because
banks are obliged to maintain correct KYC information, keeping data correct and up
to date continues to pose challenges.

'The third and final data issue is data liability. The very presence of data within the
bank — from data flagged by commercial databases to newspaper articles regarding
bank customers — can pose liability risks for banks. Banks’ digital environment, and
the possibilities for acquiring large datasets and deploying data-mining technologies,
increase the responsibility of banks. The very presence of all the data within a bank,
as well as the data and information available in the public domain, puts a burden of
responsibility on banks. Their harvesting and use of this data increases their private
authority over political matters in practice. At a bank risk meeting, a legal expert
expressed concern about the liability risks inherent in the technologies and the data
that the bank housed. Indeed, innovation has led to knowledge, and more knowledge
means more liability. A key question in this regard is what this implies for knowledge
gained through Al (Fieldnotes 24 May 2018). The accusation, ‘you should have known’,
was resonant at a recent major AML conference. One law enforcement expert confirmed
that banks have been fined because they lacked a good understanding of their data
(Fieldnotes 1 June 2018). It is difficult to grasp the implication of the fact that the very
existence of a piece of information within a bank or in the public domain can pose a
liability risk for banks.

Adverse media screening puts pressure on banks to use potentially incorrect
information in the public domain. As one representative of the Dutch banking sector

said, the issue of terrorist financing increases pressure on banks to find data somewhere:

Just get your information. It doesn’t matter where. Get it in public sources,
whatever. But once you have the data, you also have to do something with
it. And [severing relations with a customer based on incorrect information]

can be a consequence of that (Interview 2, 2018).
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Even if a bank knows that the quality of data provided by an external vendor might
be low, the bank representative explained, “I need to have a very good explanation if
I pass a transaction to someone that has been labelled a terrorist by World-Check”
(Terlingen et al., 2017). After all, “Everything is news, fake news, et cetera. It’s news”
(Observation Workshop Private Actors and Sanctions, 2018). As a result, as we saw in
the case of the Finsbury Park Mosque, the political authority to make decisions about
who is deemed suspicious has shifted to commercial vendors such as World-Check. In
an increasingly technologised environment, data quality, the temporality of data and

data liability are likely to become even more decisive for KYC purposes.

4.4 Conclusion

'This chapter examined in detail the risk assessments carried out over what banks call ‘the
client lifecycle’, from client onboarding, to monitoring, to the possible termination of
the bank’s relationship with a particular customer. Risk profiles designating customers
as (un)acceptable risks are produced by human-technology interactions, influenced by
the data that digital technologies operate on. The case of the Finsbury Park Mosque
demonstrates that the political authority to make impactful security decisions has
shifted to private actors, such as banks and software vendors. This chapter demonstrated
that the risk-based nature of the rules makes predictions of how they will be applied
elusive. AML/CTF compliance is increasingly reliant on technologies for the conduct
of risk assessments and for detection of potential security threats. Although the
relevance of technology and data in financial crime prevention cannot be overstated,
the sheer complexity and technicality of the daily dilemmas that arise in practice are
not particularly amenable for communication to non-technical audiences. This matters,
because the origins of security decisions lie in early processes of data organisation and
of design and use of digital technologies. As such, the description and analysis of these
decisions by humans in dialogue with technologies is crucial.

The analysis presented in this chapter provides insight into the daily dilemmas faced
by practitioners in banks when implementing KYC rules and seeking to detect terrorist
financing. Such dilemmas occur during the client onboarding process, during which
banks establish and verify a customer’s identity, screen potential customers according
to applicable watchlists and assign a risk profile to each. For banks, obtaining clarity on
customer identities and on ownership structures of legal persons remains a challenge.
Banks’ customer research is highly dependent on customer disclosure and public sources.
'The risk-based approach applied in AML/CTF regulations has created a situation
whereby risk assessments differ from bank to bank and are reliant on particular cultural,

political and commercial considerations.
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After the client has been accepted, the c/ient monitoring process starts. At this stage,
banks continuously monitor the activity of their clients, via watchlist screening and
transaction monitoring. Although the “list offers an appearance of manageability” (De
Goede et al., 2016: 7), the practice of detecting terrorist financing via list-matching
technologies is difficult, as the commercial databases that banks can purchase from
external vendors may harbour imperfect information. Moreover, transaction monitoring,
which is the subject of Chapter 5, is enabled and constrained by the risk assessments
per bank, as well as the data that the bank houses. This chapter demonstrated that
customer reviews are ridden with practical and technical dilemmas, such as difficulties in
uncovering ownership structures and the fact that banks can only view transactions that
run through their own databases. When clients are assigned an unacceptable risk profile,
the client offboarding process is initiated, a process that disproportionately affects certain
customer groups, such as customer segments that form compliance risks for the bank or
require high compliance expenditure in relation to the profit they generate for the bank.

De Goede (2018: 10) observed that, along the chain of private and public actors
tasked to prevent terrorist financing, transactions “are not simply moved but also
modified: they acquire new meanings, new combinations with other data, and new
capabilities”. I identified three data issues that impact KYC processes by banks: data
quality, the temporality of data and data liability. The data issues identified in this
research that impact KYC processes are in line with those described in the literature.
Particularly, they align with studies at the intersection of algorithmic regulation and
(critical) analysis of security algorithms examining “how commercial data are rendered
transferable and meaningful in a security context” (Bellanova and De Goede, 2021:
2). As Bellanova and De Goede (ibid.) demonstrated, risk management via automated
detection software is reliant on the data and the infrastructures that underpin payment
traffic.

In this technologised and risk-based environment, processes that shape financial
inclusion and exclusion are increasingly decided by software vendors, data scientists
and the people in banks involved in data infrastructures. Also, when security decisions
become embedded in malleable and appropriated digital security technologies, who
can be held accountable for wrongdoings? Through analysis of the client lifecycle, this
chapter opened up hitherto unknown political spaces of decision-making for purposes
of public debate and accountability. The production of an (un)acceptable customer
risk profile and the authority to make impactful security decisions are formed and
perpetuated by human-technology interaction and the absence or presence of data. In
other words, the political authority produced through human-technology knowledge
production requires an analysis that is attentive to technologies and data.

'The next chapter zooms in on other political spaces of decision-making by analysing

the transaction monitoring systems in use within banks.
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CHAPTER 5

De-scribing Transaction Monitoring
Systems

Well, we put the whole haystack in the algorithm
(Data scientist at Al and ML Meetup, 22 February 2018).

5.1 Introduction

Which out of the millions of transactions processed daily are unusual or suspicious?
Because of the sheer volume of financial transactions that banks facilitate, they rely
heavily on automated transaction monitoring systems to detect financial crime. As
argued in Chapter 3, a transaction monitoring system is localised, appropriated and
redeployed at many sites of experimentation. Transaction monitoring systems need to be
continuously tuned in response to changing financial crime threats, new security insights
and technological innovation. Following the increasing reliance of banks on these digital
security technologies and their experimental nature in practice, this chapter asks, how do
banks experiment with automated transaction monitoring systems to detect terrorist financing?

In the fight against money laundering and terrorist financing, technology is a decisive
but understudied actor (Latour, 2005b). Financial surveillance technologies are part of
a trend of algorithmic governance that heavily influences decision-making in the security
sphere (Amoore and Raley, 2016; Aradau and Blanke, 2018; Campbell-Verduyn et
al., 2017; Pelizza and Kuhlmann, 2017a; Ziewitz, 2016). Through detailed empirical
de-scription of the daily ethical and technical dilemmas around the design and use of
transaction monitoring systems, this chapter demonstrates not only that technology
enables or constrains security practices, but also that technology is shaped by political
assumptions and has political consequences.

Due to the rise of internet banking and debit cards, face-to-face contact between
banks and their customers has been reduced, and digital transaction monitoring has
gained relevance. When the use of cash was still the norm in the Netherlands, the
monitoring of customers’ transactions took place at the counter of the local bank.
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Experienced AML compliance officers spoke to me about the “example of a customer
at a service desk who was accompanied by a third person for whom the transaction
apparently was conducted” (Interview 12, 2018; see also Interview 3, 2018). One
data analyst remembered the phenomenon of “smurfing” from his time working for
a money transmitter: “people came to exchange two, three or four hundred thousand
euros per week. When limits of twenty thousand euros were implemented, I saw 20
different people with twenty thousand stopping by” (Fieldnotes 6 April 2018). Small
financial institutions that process 5-10 transactions per day or hardly process transactions
because they just have a representative office, may still conduct only manual transaction
monitoring today. Most financial institutions, however, acquire automated transaction
monitoring systems from external software vendors. While bank employees can still
initiate a customer review when there is reason for suspicion at the counter, most
times reviews take place either periodically or are ‘event-driven’, when an automated
transaction monitoring system generates an ‘alert’ or an automated signal. Such an alert,
indicating for example, an issue related to sanctions or bad press, incites a customer
review (see Chapter 4).

This chapter uses ‘script analysis’ (Fallan, 2008) to investigate three types of
transaction monitoring ‘post-event’, referring to the review of transactions that have
already been executed by the bank (Dutch Central Bank, 2017b). In general terms,
transaction monitoring systems generate alerts. These alerts then may trigger security
actions along a ‘chain of security’, with consequences such as asset freezing, financial
exclusion of risky individuals or customer groups, filing of a suspicious transaction
report to an FIU and prosecution for terrorist financing (De Goede, 2018). This
chapter examines how designers inscribe assumptions, knowledge and decisions into
the composition of transaction monitoring systems and how the physical and socio-
technical characteristics of this technology then mediate the output and its use by
financial analysts in practice.

'The term script was coined by Akrich (1992: 208) to refer to the “end product” of the
“inscription” of the designer’s “vision of (or prediction about) the world in the technical
content of a new object”. The ‘script’ of the transaction monitoring system assigns roles
and discretionary power to humans and to the technology. Akrich (1992: 208) argued,
“[like a film script, technical objects define a framework of action together with the
actors and the space in which they are supposed to act”. Considering that the design
and use of technical objects increasingly takes place in dynamic, privatised and digitised
environments, this chapter takes ‘script’ beyond its original intent in an effort to include
the role of the digital. In contrast to mundane artefacts, such as lamps, digital security
technologies are objects of continuous experimentation, and their design and use take

place in a non-sequential and ongoing manner.
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Automated decision-making poses the challenge of secrecy. This chapter, therefore,
examines how complex digital technologies may obfuscate the way security knowledge,
judgements and decisions are being formed, but also the opportunity they offer for
empirical investigation into political decision-making by private actors. Through
de-scription — “the opposite movement of the in-scription by the engineer, inventor,
manufacturer, or designer” (Akrich and Latour, 1992: 259) — I will demonstrate that a
terrorist financing threat becomes constructed at the human-technology interface and
that this process is characterised by experimentation with terrorist financing indicators
and the tuning of the transaction monitoring system. As the analysis of three scripts
will show, different scripts of transaction monitoring systems enable or constrain the
detection of terrorist financing and are accompanied by different ethical and technical
dilemmas.

By design, KYC and transaction monitoring intrudes upon the privacy of customers.
To a certain degree, profiling is inherent to the attempts to detect potential money
launderers or terrorist financers. According to the EU General Data Protection
Regulation (GDPR), profiling is the “automated processing of personal data for evaluating
personal aspects, in particular to analyse or make predictions about individuals” (EU
Data Protection Working Party, 2018: 7).* Practitioners in banks must make ethical
decisions in the context of increased regulatory and societal pressure. De-scribing
transaction monitoring systems moves beyond abstract or legalistic understandings of
privacy and proportionality by showing how compliance officers follow rules in practice
in dialogue with technologies.

This chapter analyses experimentation with transaction monitoring systems by
focusing on the search for indicators of terrorist financing and by de-scribing the process
of tuning three types of transaction monitoring systems. Section 5.2 describes the
challenge of formulating indicators of terrorist financing behaviour to be inscribed into
transaction monitoring systems so as to detect suspicious transactions or predict future
terrorist financing behaviour. Section 5.3 de-scribes the design and use of three types of
automated transaction monitoring systems. These can be seen as three different scripts,
namely, rules-based transaction monitoring, supervised machine learning models and
unsupervised machine learning models. The chapter concludes, in section 5.4, that the
detection of terrorist financing via rules-based transaction monitoring is very unlikely,
and that experimentation with machine learning models involves technical obstacles

and privacy dilemmas.
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5.2 Finding indicators of terrorist financing

Indicators of terrorist financing: it is very difficult. We have been asking
for quite some time, give us a list. What do we need to look for? Because
well, terrorist financing transactions are just usual transactions. And how
can you pick them out of the bulk of transactions? Then you need to already
have other leads to look out for. For example, age, or background, or where
someone lives and things like that. Then, in combination, it generates an
alert (Interview 3, 2018).

To detect terrorist financing, a decision must first be made about what exactly can be
understood as terrorist financing. The answers to questions like ‘who is a terrorist’ and
‘when is terrorism being financed’ are political and differ between contexts, countries and
individuals. To detect terrorist financing via transaction monitoring systems, banks try to
formulate indicators of terrorist financing. Before discussing the scripts of three different
transaction monitoring systems, I trace the assumptions, or predictions, about suspicious
behaviour that are transported and transformed into the “socio-technical script” of these
technologies (Fallan, 2008: 64-65). This section describes the terrorist financing threat
as envisioned at my fieldwork sites during my fieldwork period. These then mediated
the financial surveillance technologies being implemented by banks. As this chapter’s
opening quote illustrates, though banks must look for ‘unusual’ transactions, terrorist
financing is often undistinguishable from the millions of ‘usual’ transactions that banks
facilitate daily.

Script analysis can be deployed as a methodological tool to help us to understand how
objects can act “as mediators, transforming meaning as they form and move through
networks” (Fallan, 2008: 62). In Akrich’s understanding, the script is a metaphor for an
“instruction manual” that is inscribed into an artefact. Any artefact “contains a ‘message’
(the script) from the producer/designer to the user describing the product’s intended use
and meaning” (idem: 62). Artefacts are scripted by designers to do something. We can
think about scripts of mundane artefacts, such as the photo-electric lamp studied by
Akrich (1992). Another example, brought forward by Latour (1992), is the de-scription
of the heavy weights that were attached to the keys of hotel rooms. The message of
the weights to users is, “DO NOT FORGET TO BRING THE KEYS BACK TO
THE FRONT DESK”. 'The inscription of the designers was then: “I'RANSLATE
the message above as HEAVY WEIGHTS ATTACHED TO THE KEYS TO
FORCE CLIENTS TO BE REMINDED TO BRING THE KEYS BACK TO
THE FRONT DESK” (Akrich and Latour, 1992: 259-260). In short, the script refers

to the artefact’s intended use, for which purpose the designers inscribe a “vision of (or
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prediction about) the world in the technical content of the new object” (Akrich, 1992:
208).

The intended use of transaction monitoring systems is to help banks comply with
their legal obligation to detect money laundering and terrorist financing. Put simply,
for purposes of this research the script of transaction monitoring systems can be de-
scribed as: DETECT TRANSACTIONS THAT WERE OR WILL BE USED FOR
TERRORIST FINANCING. For the transaction monitoring system to detect such
transactions, the inscription by the designers is: TRANSLATE the detection of potential
terrorist financing as WITH INDICATORS OF TERRORIST FINANCING THE
TRANSACTION MONITORING SYSTEM CAN BE TUNED TO GENERATE
OUTPUT INDICATING CASES OF POTENTIAL TERRORIST FINANCING.
All scripts aim to detect terrorist financing, and each of the scripts discussed later in
this chapter embodies elements of experimentation by a combination of the input of
indicators and the settings of the system, which can be tuned. The scripts differ in the
logic inherent in their design and the possibilities for tuning. Transaction monitoring
systems are designed to generate alerts indicating possible cases of terrorist financing
based on the aforementioned indicators and technical settings. In this sense, the flexible
nature of crime patterns is already inscribed into the script of the technology, as well as
the opportunity for a human to have the authority to make the final decision.

In line with the risk-based approach mandated by AML/CTF regulation, banks’
obligation to conduct a Systematic Integrity Risk Analysis (SIRA) (see Chapter 4) needs
be translated into policies, business processes and transaction monitoring procedures
(Dutch Central Bank, 2017b: 12). It is the bank’s legal obligation to make a list of
‘indicators’ that may point to transactions potentially linked to criminal ends. Based
on the FATF recommendations (FATF, 2019) and the Dutch transposition of the EU
AML directives (Directive (EU) 2018/843, 2018), the Dutch FIU defined five ‘objective
indicators’, on the basis of which banks must immediately report transactions. The
indicators are narrowly defined around transaction characteristics (mostly large sums
or indicators of concealing the origin of money). These, supposedly, point to money

laundering or terrorist financing:

* A transaction for a sum of €10,000 or more that involves the exchanging of
cash into other currencies or from small to large denominations of banknotes.

* A cash deposit for a sum of €10,000 or more in favour of a credit card or a
prepaid instrument of payment (prepaid card).

*  'The use of a credit card or a prepaid instrument of payment (prepaid card)
in connection with a transaction for the sum of €15,000 or more.

* A money transfer for a sum of €2000 or more, unless it is a money transfer

by an entity that leaves the processing of the money transfer in question to
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another entity that is also subject to the obligation to report, as stipulated
in Section 16, subsection 1 of the Wwft [Money Laundering and Terrorist
Financing Prevention] Act.

* It is reasonable to assume that transactions reported to the police or the
Public Prosecution Service in connection with money laundering or terrorism
financing are also reported to FIU-the Netherlands (FIU-the Netherlands,
2021b).

The list of objective indicators that focus on large sums or the concealment of money
are of little, or at least limited, use when it comes to the detection of terrorist financing.
Whereas AML and CTF are often mentioned in one breath, terrorist financing is
different from money laundering; money laundering aims to conceal the origin of
funds and terrorist financing aims to conceal the destination (Internal compliance
document, 2016). A senior compliance officer explained that the only similarity with
money laundering is that terrorist financers “have something to hide” (Interview 12,
2018). Also, the objective indicators are public, and thus can be known to criminals.
When rules-based reporting was still the norm, the transaction monitoring reporting
obligation was that banks report based on this relatively explicit list of objective
indicators. However, in 2005 banks starting working within the framework of the
risk-based approach (De Goede, 2012: 70), which requires banks to also conduct risk
analyses and report transactions based on a ‘subjective indicator’ (FIU-the Netherlands,
2021b), that being:

A transaction for which the entity has reason to believe that it might be

related to money laundering or terrorism financing.

The subjective indicator created an obligation for banks to report based on the
institution’s own assessment of the situation. The subjective indicator is exemplary of
a risk-based rule following that shifts the political authority to make intrusive security
decisions to private actors such as banks (see Chapter 2). Since this subjective indicator
deliberately leaves room for interpretation, risk assessment implementation and translation
into the transaction monitoring system is a subject of constant experimentation and
deliberation, involving compliance officers, financial crime analysts and technical staff
in a process of tweaking and tuning the transaction monitoring system.

Originally, the subjective indicator was primarily intended to give banks space to
report, with emphasis on ‘reason to assume’ and without much (regulatory) pressure
(Interview 35, 2018). During my fieldwork, compliance officers from different
banks often expressed that nowadays, “the risk-based approach is interpreted and
implemented in a rule-based manner” (not to be confused with ‘rules-based transaction
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monitoring, which refers to the business rules that are inscribed into the monitoring
system) (Interview 2, 2018; e.g., Interview 34, 2018; Interview 35, 2018; Interview 36,
2018). There is a difference between the risk-based approach on the one hand and the
implementation of rules in which “more and more very rule-based elements creep in”
(Interview 2, 2018). The risk-based approach recommended by FATF requires banks to
align their AML/CTF efforts with anticipated risks. However, practitioners observed
that in practice there was no room for the risk that terrorist financing would 7oz be
detected, because of the idea that terrorist financing could always somehow have been
prevented (see section on Script 1).

'The different terrorist financing typologies that I came across during my fieldwork
were centred around the financing of terrorist attacks, of terrorist organisations,
foreign fighters and the financing of breeding grounds for terrorism. Although banks
and police acknowledged the relevance of left- and right-wing terrorism (Interview
15, 2018; Interview 22, 2018; Interview 25, 2018), my fieldwork observations align
with the public perception at the time and the observed trend in practice that the
Dutch terrorist financing threat between 2013 and 2018 mainly emanated from Islamic
terrorism, jihadist foreign fighters and recruiters (Wesseling and De Goede, 2018). An
intelligence analyst elaborated on this terrorist financing frame:

Terrorist financing has been happening for a long time, but I think 9/11 was
the trigger to do something about it.... Before that, there was also terrorist
financing. The Rote Armee Fraktion, the ETA [Euskadi Ta Askatasuna],
and in particular the IRA [Irish Republican Army], of course they are pure
terrorists. But you never hear people about the IRA and the terrorists of the
seventies, eighties and nineties. After that, the Islam has been, you could
say, hung over it. It could also be interesting to look into animal activists
who prepare attacks on buildings, which are also terrorist acts in my view
(Interview 10, 2018).

In practice, the jihadist terrorist financing threat, particularly foreign fighters, points
to a certain type of financing. For example, financing travel costs, the purchase of
survival equipment or weapons and fundraising via religious institutions to support
foreign fighters reflect particular assumptions about the type of transactions (transactions
by or to Muslims, transactions involving geographies in conflict, and in general small
amounts) that can be inscribed into the transaction monitoring system. One compliance
officer had the following to say about transactions with potential links to terrorism:

What kind of transactions could take place on our account that have a relation to
terrorist financing? Well, there are several options. Those who depart to a war zone,

those who return from it and those who stay there (Interview 3, 2018).
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'This compliance officer referred to three situations in which a foreign fighter might
find him/herself. For each of the situations the compliance officer had defined logical
actions, such as buying a flight ticket, which they then tried to capture in business rules
(see next section on Script 1). According to the EU Terrorism Situation and Trend Report,
at the time of my fieldwork terrorism could be financed through very basic methods or
highly complex schemes at the nexus of organised crime and terrorism.?? However, “[m]
ost terrorist activities with which the EU was confronted in recent years, irrespective of
affiliation, were inexpensive and did not require external sources of funding, in particular
attacks committed by lone actors using weapons such as cars and knives” (Europol,
2018: 12). A weapon, a truck or a knife can easily be bought or hired without exhibiting
unusual transaction behaviour. The small sums needed to facilitate an attack are difficult
to intercept in millions of transactions (De Goede, 2018; Wesseling and De Goede,
2018). Also, in contrast to money laundering, the origin of the money used to facilitate

terrorist attacks is not necessarily illegal or criminal. As the EU trend report states,

[MJicro-financing of jihadist groups operating in the EU usually works
via the private financial means of group members. In addition to licit
employment incomes, state subsidies and social benefits, funds provided
from like-minded individuals within the community are the main sources

of income (Europol, 2018: 12).

'The fact that both legal and illicit money can be used to fund terrorist attacks is a
distinction between the terrorist financing threat and other types of financial crime,
such as money laundering, fraud, corruption and tax evasion. However, there are clear
links between crime and terrorism, referred to as the crime/terror nexus (Keen and
Moiseienko, 2018). For example, many Daesh (or IS) recruits had a history of petty
criminality, the circumstances of which could have accelerated the recruitment process
(Gaub and Lisiecka, 2017).

That terrorism can be financed through legitimate means poses a problem for banks,
because “how can you discover that someone receiving a personal loan or a revolving
credit has that purpose in mind?” (Interview 12, 2018). According to one intelligence
analyst, “the biggest terrorist financier in the Netherlands is the government, because
the travellers mostly use [social welfare] allowances and study financing” (Interview
10, 2018). For example, a radical Muslim preacher who was eventually convicted and
jailed for five and a half years for recruiting support for IS in 2016 (Dodd, 2016) urged
followers to “take money from the kuffar [non-believers]” as a “jihad seeker’s allowance”
(Hall, 2013). Amedy Coulibaly, who attacked a Jewish store in Paris in 2015, obtained
two consumer loans using a fraudulent payslip from a fake company with his wife in

order to acquire €33,000 with which he purchased a car that was later exchanged for
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weapons (Gaub and Lisiecka, 2017: 3). In another example, the terrorist attack on
the Brussels Airport-Zaventem was partly financed through (erroneously paid) British
housing benefits (Van IJzendoorn, 2016).

When the terrorist financing threat is envisioned as jihadist terrorism, quite logically,
practitioners engaged in transaction monitoring need to balance how far they can go in
looking for certain characteristics that might be linked to jihadist foreign fighters. In the
quest for indicators, the risk of ethnic and religious profiling is a well-known dilemma
in the banking sector. Banks constantly rub against profiling and ponder and deliberate
about what is and is not allowed, proportional and ethical for purposes of societal
good. Shortly after the attacks on the US World Trade Centre, the 9/11 Commission
reported concerns about ethnic profiling (De Goede, 2012: 77). Some categories
that were mentioned during my fieldwork as sensitive, but also (potentially) useful in
detecting jihadist terrorists, were Arab-sounding last names, Muslim organisations or
faith-based charities, and geographically, certain neighbourhoods known to be inhabited
by extremists or with a high level of criminality:

If you look at the [terrorist sanctions list] they are all Arab names. So at first
sight you can recognise quite a bit, at least with nationality and so forth. But
the question is: how far can you go? (Interview 11, 2018).

Islamic or other financial traditions may be another aspect of religious or cultural
profiling. As one data analyst mentioned, when you are searching for jihadist terrorism,
it might be difficult to separate jihadist terrorists from ‘normal’ Muslim customers,
because Muslims may have different financial behaviour altogether (Fieldnotes 6
April 2018). De Goede (2012: 131) argued that, after 9/11, the Islamic principle of
‘zakat’ — the religious mandate to donate part of one’s acquired wealth to charity — was
increasingly securitised, construed as money at “risk of being diverted, appropriated or
misused towards the financing of terrorism”. Another terrorist financing risk that is
often mentioned is ‘hawala’ banking. In October 2001, 7ime magazine coined hawala
banking as “a banking system built for terrorism”. In the years since, the importance of
remittances to developing countries and adequate financial channels to migrants has
increasingly been acknowledged (ibid.: 24, 98-99). Seeking to “demystify” hawala as well
as offering guidance, FATF (2013c¢: 9-10) distinguishes “pure traditional (legitimate)
[hawala and other similar service providers]; hybrid traditional (often unwitting) ones;
and criminal (ones)”. As also discussed in Chapter 4, risk assessments in customer reviews
are based on what is (or is not) deemed /ogica/ transaction behaviour. The socio-technical
script, which might encompass inscribed “symbolic, emotional, social, and cultural
meanings” (Fallan, 2008: 64-65), is therefore highly dependent on the assumptions and
expertise of the analyst. As one analyst who processes the output of machine learning
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models emphasised, the lens you use to look at the results matters. Whereas donations
to religious institutions might look unusual or suspicious at first, experience might show
that they are actually normal (Fieldnotes 18 April 2018).

In practice, rule following at the intersection of multiple regulations, such as the EU’s
GDPR and AML directives, creates grey areas that practitioners appropriate differently.
Regarding profiling, one KYC expert noted this:

There is a very big grey area. Eventually, when you are going to search,
you have to be able to show that you are not searching based on arbitrary
characteristics and are not purely discriminating by classifying people with
certain characteristics. You have to show that... the return is larger than
the fact that you are classifying them on the basis of these characteristics
(Interview 25, 2018).

At the operational level, banks find themselves navigating an accumulation of
legislation that they sometimes construe as contradictive or as creating tension, such
as the GDPR and AML directives (Observation Steering Group TF Taskforce, 2017).
Banks also deal with different regulators, which might make contradictive requests. In
this regard, one KYC expert expressed the perception that the data protection regulator
and the AML/CTF regulator might work in opposition to one another. As an example,
one expert had received a question from the AML/CTF regulator about why every client
with an Iranian nationality was not subjected to enhanced customer reviews (Fieldnotes
24 August 2018).

Drawing similarities with DNA profiles and sex crimes, one data analyst mentioned
that the use of sensitive data is a grey area, and argued that for terrorist financing you
should be able to go to the very edges of what is allowed (Fieldnotes 6 April 2018).
While a customer’s faith cannot be registered, and it is not allowed to search based
on postal code or nationality, the analyst pointed out that you can surmise someone’s
religion, for example, when you see that a person donates to a mosque or a church. In
using such data, the analyst argued, there is a difference between doing research for an
internal investigation and recording it or putting it in an (external) report. While this
analyst endorsed efforts to stretch the use of data, others were more tentative in using

particular categories of data in analyses:

If T am very honest, when I look at the typologies most of the cases are from
a certain group. But then the sensitivity comes into play again. The data is
blind, but about the outcomes that people will interpret, people could say
this is very typical. Don’t use it. Even if it’s the strongest predictable variable.
In that sense these cases are always a little bit between a rock and a hard



De-scribing Transaction Moniforing Systems 125

place. You could well say, okay, this behaviour is similar. But you pick those
people because you know they meet characteristics of another group. And

that can create friction (Interview 7, 2018).

'This sentiment demonstrates that in the search for ‘predictable variables’, practitioners
feel that sensitive data might help make a model more accurate, but legal constraints or
ethical concerns might prohibit banks from using these categories.

Professionals in banks pointed out that the indicators of terrorist financing identified
publicly by regulators and in guidance documents are too generic and of little use in
practice. An example of such an indicator is a “PIN transaction in Turkey at the border
with Syria” (Interview 15, 2018) or ‘dormant’ bank accounts that suddenly become active
(Dutch Central Bank, 2017b: 23; FATT, 2002: 7). Another often-mentioned indicator
in relation to foreign fighters is “purchasing goods at survival stores” (Wesseling and
De Goede, 2018: 216). Though this indicator might seem useful, compliance officers
consider it too broadly formulated: “You know, half the country is purchasing outdoor
equipment these days. Especially in these months, as the camping period is starting
again” (Interview 6, 2018; see also Interview 3, 2018).

During my fieldwork, I came across several financial crime experts tasked with
formulating ‘logical’ and workable indicators for anticipating terrorist financing

behaviour. One intelligence analyst at a Dutch bank expressed the job as follows:

'The government thinks we can easily run a query, a simple rule. For example,
we search for ‘PIN transactions in southern Turkey’ and that the foreign
fighters will pop out. Well, we tried that once.... What does a foreign fighter
do? [They] buy a ticket... and then [they] withdraw money there, or they
may not withdraw money and may transfer money somewhere. Anyway, 1
thought of all the possibilities in my head to filter foreign fighters, but also
people who stayed at home who were engaged in terrorist activities. All
related to jihadist terrorism by the way. What then happened, indeed, we
got 20,000-22,000 hits. And from all those hits, in the end there were two
that we could actually report (Interview 15, 2018).

A financial crime specialist at a UK bank shared a similar experience:

We built queries, models, that we can then run against the client book based
on red flags that have come from SAR [suspicious activity report] analysis.
So, for instance there was a typology on foreign terrorist fighters that got
issued back in 2017. That included the different phases that a foreign terrorist
fighter may go through in terms of preparation, travel, what happens once
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when they're in there and then returnee indicators. We took those indicators
and worked with analytical teams to try to build an actionable kind of query
that might identify bad actors, or potentially bad actors, within our system.
Not surprisingly that did pick up a huge number of false positives. So, for
example, on account dormancy. And again, the times have now moved on
from focusing just on foreign terrorist fighters, but that gives you an example
of what we have done (Interview 21, 2018).

The point here is to illustrate the technical challenge of defining a terrorist financing
indicator that can be inscribed into a transaction monitoring system to yield effective
results. This example is illustrative of the fact that most indicators are unhelpful in
detecting terrorism financing. The great variety of terrorist individuals, organisations
and funding makes it difficult to define a set of indicators:

Even if afterwards — when analysing financial behaviour of known terrorists
— indicators are being found that indicate, for example, preparatory acts
or travel movements, they are often of such a generic nature that they are

difficult to use for adequate monitoring (Dutch Banking Association, 2017).

Banks have to monitor for ‘unusual transactions’, but the amounts of money being
transferred for terrorist financing purposes are often not unusual at all. It is difficult to
monitor transactions defore a terrorist attack, as “it is quite difficult to determine the
preparation of a terrorist attack purely on the basis of financial transactions” (Interview 6,
2018). The following section zooms in on three scripts of transaction monitoring systems
that “define a framework of action together with the actors and the space in which they
are supposed to act” (Akrich, 1992: 208). I de-scribe these in order to understand rule
following in practice.

5.3 Experimentation with transaction monitoring systems in practice

Many people are involved in designing, developing, selling, acquiring, implementing,
using and maintaining transaction monitoring systems. These actors range from
financial crime experts to business and CDD or intelligence analysts, compliance
professionals, software developers and I'T experts. Therefore, in following the design
and use of these technologies we encounter a plethora of instances of experimentation
in which decisions are inscribed into transaction monitoring systems (see Chapter 3).
Transaction monitoring systems are characterised by constant experimentation, entailing

the formulation of indicators of possible terrorist financing as well as the zuning of
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system settings. The previous section discussed experimentation with the formulation
of indicators. This section de-scribes three scripts of transaction monitoring systems,
analysing their design, how they work and how they are used in practice.

The first script represents the traditional and regulated rules-based transaction
monitoring system, while the second and third de-scribe experiments with machine
learning models. All the scripts face similar challenges when it comes to the inscription
of indicators of terrorist financing. However, they differ in their assumptions about the
way financial crime can be detected and in the assumptions embodied in the way the
technologies are designed and can be tuned. It is important to analyse how the different
scripts mediate — that is, enable or constrain — the detection of terrorist financing and
the different ethical dilemmas that arise during their implementation. By mapping the
interaction between the designers, the different scripts and the users of the transaction
monitoring systems, we can observe how the political authority to select suspicious

transactions or customers materialises at the human-technology interface.

Script 1: Rules-based transaction monitoring systems

Rules-based transaction monitoring systems, also called ‘post-event’ transaction
monitoring, are understood as the traditional form of transaction monitoring. They
are usually acquired from an external vendor,”® and their implementation is enforced
through regulatory frameworks and audits. The monitoring takes place after financial
transactions have been executed.?* Usually every night, but when preferred, weekly,
monthly or yearly, the system monitors transactions that have been executed during that
period and generates output in the form of alerts to be handled. This form of monitoring
“compares customer activity to fixed pre-set thresholds or patterns to determine if it
is unusual” (Financial Services Authority, 2007). As discussed in Chapter 4, banks
implement KYC practices by categorising clients into groups based on expectations of
similar behaviour. Banks assess the risk of each of these customer groups, for example,
small retailers, quoted companies and private clients, and assigns them a customer risk
profile which is linked to an expected transaction behaviour. The profile, and associated
expected transaction behaviour, are to be recorded in the customer dossier, and then
used by the transaction monitoring system for comparisons with the actual transaction
behaviour (Dutch Central Bank, 2017b).

Among the millions of transactions that banks process daily, the transaction
monitoring system generates alerts of transactions that seem unusual in relation to the
expected transaction profile. Elements that can be inscribed into rules-based transaction
monitoring systems are scenarios, business rules and thresholds (Dutch Central Bank,
2017b; Webinar 13, ACAMS, 2021). By tuning these three settings, banks experiment
with their rules-based transaction monitoring systems (Figure 5.1). The output of rules-

based transaction monitoring systems are the earlier-mentioned ‘alerts’ or transaction
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flags, which are then processed via a customer due diligence (CDD) review (see Chapter
4). An alert handler, usually a CDD analyst, decides whether a transaction is indeed
unusual or whether it was falsely flagged as unusual (i.e., a false positive).

Figure 5.1 Rules-based transaction monitoring. Source: Author.
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Scenarios are behaviour-detection techniques focused on a specific threat, such
as money laundering or terrorist financing, and are centred around transaction
characteristics. According to the Dutch regulator, the Dutch Central Bank (2017b:
24), it can be “expected that banks have translated specific indicators for terrorist
financing into business rules and have subsequently included them in their transaction
monitoring systems”. Thus, for a hypothetical ‘terrorist financing scenario’, indicators
must be formulated that are typical of a certain terrorist financing transaction behaviour
and translated into business rules and thresholds. The dusiness rules take the form of
‘If [x] then generate an alert’ (Interview 32, 2018). The technical functionality of
the transaction monitoring system requires that business rules focus on identifiable
categories, such as the amount of a transaction, a geographical location (such as a
country) and whether a transaction was cash or wire-based. As discussed previously,
workable indicators matching these requirements are hard to find.

In addition to the business rules, each scenario has a number of adjustable parameters,
called thresholds. These thresholds are set such as to minimise the occurrence of false
positives (alerts that are cleared without escalation to a case or suspicious transaction
report), in order to achieve the best possible “alert efficiency” or “alert-to-case ratio”
(Lucchetti, 2018: 12). For example, if the goal is to generate an alert whenever a
transaction of €1 million occurs, the threshold could be set some percentage below
or above the threshold, such as 10 per cent or 20 per cent so that transaction amounts
of €800,000 or €1.1 million are also captured, to determine whether these too might
be relevant (ibid.: 12-13). Another threshold could refer to the number of conducted

transactions of a certain amount.
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Once a bank acquires a transaction monitoring system, it is maintained by a team of
experts within the bank (the ‘tooling team’, or ‘product owner’). The tooling team can be
regarded as both the user of the software system and as a system designer, as it maintains
and ‘refines’ the system based on continuous risk analyses and inscribes into the system
the appropriate scenarios and thresholds. The generated alerts are handled by a team of
analysts in the operational department (Interview 5, 2018; Interview 6, 2018). Ideally,
the efliciency of the output processed by the alert handlers (the users), feeds back to the
designers (the tooling team in the bank and/or the software companies). This is why an
arrow is drawn in Figure 5.1 from the user to the designer.

One bank attempted to create a ‘terrorist financing’ scenario in collaboration with its
software provider. The software provider offered a scenario focusing on smaller amounts
and possible indicators of concealment. The bank ran this as a pilot to test whether the
scenario generated alerts pointing to terrorist financing behaviour. After two attempts,
the bank tooling team had to conclude, “it just doesn’t work the way we want it to. It’s
not precise enough and it does produce a lot of alerts. Thousands of alerts, we can’t
process them in our department” (Interview 5, 2018). According to an expert involved

in tuning the transaction monitoring system,

It turns out that the [software brand] monitoring system is very much aligned
towards detecting unusual behaviour in relation to money laundering. We
tested the scenario that they had for detecting terrorist financing, but it did
not generate useful alerts. We did not find anything based on which we could
conclude that it works. Then we gave it back to the compliance department
[second line] and the [first line] and said, the tooling that we have now, it
doesn’t work for our business. We can’t generate useful and research-worthy
alerts from transaction behaviour. All we do is generate a lot of alerts for

operations, but nothing else comes out of it (Interview 25, 2018).

This bank’s experience is in line with international efforts to get a grip on the
foreign fighter threat via traditional transaction monitoring, of which the output is a
vast majority of false positives (Keatinge, 2015). Without workable or comprehensive
indicators of terrorist financing, in this understanding of terrorist financing, that can be
inscribed into rules-based transaction monitoring systems, the alerts will not be relevant.

To my knowledge, experimentation with rules-based transaction monitoring systems
to detect terrorist financing has not (yet) achieved its intended result. For example,
during my observation of a team that analyses alerts, they emphasised that the rules-
based transaction monitoring hardly produced any ‘terrorist financing alerts’. The
sporadic transactions that they did find which might be related to terrorism were often
merely coincidental (Fieldnotes 21 June 2018). This had two causes. First, because the
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indicators were so generic, the monitoring system generated too many transactions
that were falsely flagged as unusual or suspicious (the production of false positives). In
line with sector-wide percentages, some 90-95 per cent of the alerts were said to be
false positives. Second, and related to the large number of false positives, in the face of
increased regulatory and societal pressure, compliance departments within banks have
lowered their ‘risk appetites’, meaning that they tended to widen the thresholds, which
has then generated more alerts. As one product owner in a transaction monitoring team

pointed out,

Now this is the biggest challenge for the sector. The moment you tune your
thresholds to weak, you miss a lot, which is not good. Of course, we have
a moderate risk appetite, so we’d rather set our thresholds too tight. That
means we generate a lot of alerts. So many alerts, that at some point, to put
it bluntly, you’re drowning in the alerts. When you can't see the forest for

the trees, it defeats the purpose (Interview 5, 2018).

Although regulations stipulate that banks must implement a risk-based approach
to terrorist financing detection, banks indicate that the actual implementation of the
regulatory framework via scenarios and business rules is better characterised as rules-
based. A senior compliance officer argued that the risk-based approach had in fact
“degraded” (Interview 35, 2018). Along the way, this officer argued, the subjective
indicator was being practiced as an objective indicator (ibid.). Compliance officers
expressed resentment at the regulator’s continued emphasis on the detection of terrorism
financing via rules-based transaction monitoring, and the continued practice of audits to
check the effectiveness thereof, as the tool was considered ill-equipped to detect terrorist
financing (Interview 6, 2018; Interview 17, 2018; Fieldnotes 7 May 2018). Looking
closer at the type of questions that the Dutch regulator asks banks to determine whether
they are compliant with AML/CTF regulations, these turn out to be quite focused on
the specific tuning of transaction monitoring systems: the indicators that are translated
into the scenarios, the business rules, and the set thresholds. According to a banking
sector representative, rules-based implementation is not only enforced merely by ‘tick-
the-box’ regulation and regulators looking for certainties in risk prevention but also via
banks’ efforts to define risks via lists of red flags (Interview 2, 2018). Especially regarding
terrorist financing and ‘zero-tolerance’ policy, banks fear that society and regulators may
consider it unacceptable for them to miss any transaction that turns out, in the end, to

have been intended for terrorist financing purposes:

The challenge is indeed how to tighten or slacken your thresholds. That is a
balancing act. What is your risk appetite? We adopt a risk-based approach



De-scribing Transaction Moniforing Systems 131

to terrorism financing. That has also been agreed with the regulator, it is
also implemented in our policies, a RISK-BASED-APPROACH. The only
thing is, of course, that society has zero tolerance of terrorist financing. So, if
you choose a risk-based approach, you must take into account that you might
miss something once, because that is the essence of a risk-based approach.

Well, yes. That is not possible with terrorist financing (Interview 5, 2018).

'The unwieldy and inefficient output of transaction monitoring systems has generated
sharp increases in the numbers of people that banks employ to handle alerts (see Chapter
4). But it also creates problems further on in the chain of actors responsible for law
enforcement in the area of financial crime. Europol (2017: 39) reported that “only
around 10% of suspicious transaction reports lead to further investigation by competent
authorities”. FIUs, which are already dealing with capacity problems (Wesseling and
De Goede, 2018: 123), receive large numbers of suspicious transaction reports whereby
a substantial number are not researched by humans, but declared suspicious based only
on automated matching with police records (Fieldnotes 18 May 2021). According to one
bank manager, “With false positives and large amounts of reports, you really forward
the problem to the FIU, which is unable to process this” (Interview 8, 2018).

Concluding this section, the actual use of rules-based transaction monitoring systems
is inconsistent with the intended use. The script whereby the technological actors seek to
generate a useful alert, and the human actor that processes the alert and detects potential
terrorist financing transactions, is not followed in practice. From this discussion, we
can conclude that the banking sector faces onerous challenges in detecting terrorist
financing via rules-based transaction monitoring systems. These systems, geared with
simple financial transaction data, are unable to detect small or ‘usual’ payments with
the intention of terrorist financing. Banks continue to experiment with the formulation
of indicators and the tuning of these systems, but so far, they have been unable to find
settings that make for an effective system. Neither has feedback from users of these
systems to their designers led to improvements. Though banks continue to experiment
with rules-based transaction monitoring systems in a bid to improve them, at the same
time, other solutions in the sphere of machine learning and AT are being explored.

In the below I de-scribe experimentation with machine learning models with the

purpose of detecting terrorist financing.

Script 2: Supervised machine learning models

Machine learning is a prominent branch of Al, wherein methods are mostly designed to
construct inductive hypotheses from data. Hypotheses “are always subject to falsification
by additional data” (Nilsson, 2010a: 398). Machine learning models using memory-

based learning, decision trees, neural networks/logistic regression and reinforcement
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learning have been under development since the late 1950s and early 1960s (Alpaydin,
2016; Nilsson, 2010b). With the emergence of databases in the 1960s, the increased
possibilities for connectivity in the 1990s, and the rise of mobile computing and, more
recently, social media, the data generated by computerised machines is no longer a ‘by-
product’ of digital technology, but a valuable resource for data mining (Alpaydin, 2016;
Nilsson, 2010b: 402).

Machine learning models can be roughly divided into two categories: supervised
learning (addressed here) and unsupervised learning (below). These categories envision
entirely different frameworks of action. Whereas in supervised learning, a model is built
that predicts new cases based on a dataset of known cases, unsupervised learning aims
at detecting anomalous cases in comparison to a whole dataset. Figure 5.3 depicts the
working of a supervised machine learning model, which can be defined as “a type of
learning in which one attempts to learn to classify data from a large sample of training
data whose classifications are known” (Nilsson, 2010b: 412).

Al-based or machine learning models are part of a new wave of regulation
technologies (RegTech). They are offered as a solution to increasing regulatory and
societal pressure, compliance overload and the inefficiency of rules-based transaction
monitoring. Machine learning models can be developed by software providers, financial
or risk advisory companies, or in-house data scientists experimenting with supervised
or unsupervised machine learning models for detection of financial crime. Although I
briefly discuss machine learning solutions produced by big software vendors, this section
focuses mainly on small teams or individual data scientists in banks who experiment
with supervised machine learning models intended to detect transactions potentially
linked to terrorist financing. Documenting these developments is particularly crucial
because “the advances in non-rules-based machine learning algorithms are producing
new forms of political authority” (Amoore and Raley, 2016: 4).

Like traditional transaction monitoring systems, experimentation with machine
learning models encompasses the formulation of indicators and the tuning of technical
characteristics. Whereas rules-based transaction monitoring systems monitor all
customer transactions and are ‘tuned’ by adjusting scenarios, business rules and
thresholds, experimentation with machine learning models entails data preparation as
well as a choice of a specific algorithmic model. In selecting what data is relevant data
for the machine, there is already a presupposition of what is important (Observation
ACAMS Seminar, 22 June 2017). Preselecting the data the algorithm operates on, and
the logic inherent in the different algorithms, inhibits particular political and ethical
choices and dilemmas and might enable or constrain the detection of terrorist financing.

Most Al-based RegTech solutions are not offered as a replacement, but in addition
to rules-based software systems. Despite the dissatisfaction with rules-based transaction

monitoring systems, the existing software systems are deeply interwoven with the
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technical infrastructures of banks. According to a report distributed by a large tech
firm, financial institutions may acquire and adopt several forms of advanced analytics,
but these are integrated with the “rules-based core platform... because in spite of the
shortcomings, current systems are deeply entrenched in financial institutions’ operation,
and are preferred by regulators due to easy auditability” (Ray, 2018: 7). For example, at
ACAMS Europe 2018, I attended a workshop given by an Al company and called ‘Using
Al to Enhance an Existing AML Process Without Replacing Existing Technology’
(Fieldnotes 1 June 2018). At the conference, dozens of big data and software companies
presented their products in panels, with sales in a vendor hall. One software vendor
explained how machine learning can help to improve the efliciency of rules-based
transaction monitoring systems. The company had a database with three years of research
data on rules-based systems. These data were input into the software, whereupon the
machine learning model provided suggestions for threshold adjustments to improve
the alert-efliciency ratio. Other software vendors focused more on data integration and
visualisation or tools for network analysis. Machine learning models sometimes run
alongside traditional forms of transaction monitoring, and eventually outperform the
traditional systems (Interview 23, 2018).

Figure 5.2 Supervised machine learning model. Source: Author.
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To detect terrorist financing, supervised machine learning models use a sample of
known terrorist financing cases. These known cases, or ‘true positives’, demonstrate
input-output matches with the aim of teaching the machine to correctly predict new
cases. The true positives are combined in a ‘training dataset’ which is then compared
to the rest of the dataset. On this basis, the model can draw inferences to predict
other potential cases of terrorist financing. The analyst who processes the output of a
machine learning model must make decisions regarding which generated output should
be regarded as ‘right’ or ‘wrong’, providing input from which the algorithm ‘learns’.
The supervised machine learning model is thus trained based on a learning process

whereby the human and the machine give each other input in turn. The algorithm can
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learn because the user processes the output and feeds it back into the algorithm. Also,
the output and feedback of the analyst can be a reason for the designer to adjust the
algorithm or the training dataset.

Like rules-based transaction monitoring, designers of machine learning models need
to inscribe indicators into the machine learning model. They can do so by using the
indicators to make a ‘sub-scope’ of the total dataset, by composing a particular training
data set or by choosing an algorithm that fits the data and the problem that needs to
be solved (Box 5.1). In essence, machine learning models can incorporate all types of
customer information apart from the transaction, for example, age, but also KYC aspects
(Interview 11, 2018). In system design, data scientists may work together with financial
crime analysts specialised in threat indicators and able to provide suggestions. Similar
to the findings of Kaufmann (2019: 151) on machine learning models for predictive
policing, a team of developers usually takes decisions “about what to include in the
original setup of the algorithm, e.g. definitions of crime patterns, of what variables count
as correct” and these are then translated into technical form. The learning phase of an
algorithm as part of the design of the model entails a long process of trial and error. The
output of machine learning models, in the case of a supervised machine learning model,
is a list of potential cases of terrorist financing. This output can then be processed by
data scientists and/or financial crime or intelligence analysts. Thus, the design and use
of algorithmic compliance solutions takes place at multiple sites and involves an ongoing

process of experimentation.

Box 5.1 Supervised machine learning experiment to detect terrorist financing. Source: Fieldnotes

by author.

One bank set up an experiment to explore whether a machine learning algorithm could be
created to detect accounts with information indicative of potential terrorist financing, in
particular, foreign fighters. A small team was gathered, composed of a few data scientists and
a financial crime specialist. They would use the Agile Scrum method to create the model. An
internal advisory board was created to which the team would present their progress. Before
experimentation with the machine learning model started, a financial crime specialist did
open-source research to come up with a list of possible indicators. This list, based on public
sources, provided some 200 possible indicators. This batch was first simply ‘plotted’ against
the bank’s total database of transactions. This generated an enormous number of hits, though
without many transactions that could be reported to the FIU. This led the team to conclude
that public actors’ assumption that it is possible to simply ‘plot indicators’ to be applied to all
transactions was unrealistic.
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Then the team started working on the supervised machine learning model. First, from
the initial scope (all account numbers), based on a developed typology of jihadist terrorist
financing, a smaller scope was distilled to reduce the number of false positives. Second,
within this network, the algorithm (logistic regression) was trained using a dataset of ‘true
positives’. This was challenging, as the development team needed as many subject names
as possible, of which there was a strong suspicion of involvement in terrorist financing. The
list of names for the training dataset was comprised from several sources, including news
articles reporting on the first wave of foreign fighters, historical reports and a national
sanctions list. Although it made the algorithm less targeted the scope was widened to
encompass ‘terrorist activity’ which included financing terrorism, but also, for example,
preparations for an attack.

The resulting training dataset consisted of a few dozen ‘known’ cases. Since this
training dataset was too small to generate reliable results, the networks of these subjects
were added as well. The training dataset then consisted of the few dozen subjects, these
subjects’ networks (those linked within two transactions of the indicated transaction data
within a six-month period) plus people who lived at the same address. Within the network,
transactions to entities were also incorporated. This meant that, for example, transactions
via foundations were incorporated within the network, but the ‘hits’, or output would
always point to a natural person. Although included in the algorithm, for privacy reasons
it was considered unfair to investigate family members living at the same address. A data
scientist ‘ran’ the model monthly. The output, in the form of a list of account numbers, was
manually processed by an intelligence analyst specialised in terrorist financing. As with
the filing of every suspicious transaction report, a second reviewer at the compliance level
(second line) double-checked the reports before they were sent to the FIU.

The benchmark for evaluating the success of the model was ‘the number of reports
filed to the FIU within one month’. Based on this benchmark, the model was considered
successful compared to the rules-based transaction monitoring system. However, after
consulting with privacy experts and the national Data Protection Authority, the model was
discontinued in its then-current form, because the methods used to narrow down results
based on the developed typology were inconsistent with regulations regarding privacy and

the processing of sensitive personal data.

To function, a supervised machine learning model needs a large enough set of
training data, which is a particular problem for the use of this method for detection of
terrorist financing. The training dataset is necessary for the generalisation ability. The
better a model is trained with the training dataset, the better it will be at producing
the right output for new instances, assuming that there are similarities based on which
generalisations can be made (Alpaydin, 2016: 39-40). When the algorithm is presented
with the training dataset, an “inductive leap” has to be made to “generalize from past
experience in order to deal with new situations that are ‘related to’ this experience”,
which is only possible “under certain biases for choosing one generalization of the
situation over another” (Mitchell, 1980: 1). As one data analyst emphasised, with both
simple and complex machine learning models, “you can only learn something when

there are good examples” (Interview 11, 2018).
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Since we lack terrorist financing indicators and since banks generally do not have
large numbers of terrorist financers in their databases, it is difficult to generate a good
set of training data (see Box 5.1). For terrorist financing, and especially within any one
financial institution, there are very few known cases of terrorist financing from which
other cases can be predicted. After an experiment with a supervised machine learning
model meant to detect money laundering and terrorist financing, one money transmitter
concluded, “The training data is not large enough, for example, on terrorist financing.
Using unconfirmed cases creates all kinds of bias” (Observation ACAMS Seminar, 22
June 2017).

In sum, like rules-based transaction monitoring systems, the detection of terrorist
financing via supervised machine learning models is characterised by a process of
experimentation with the formulation of indicators and the technical settings. The
creation of a useful training dataset has proven challenging because no one bank owns
enough data of known cases. This brings us to unsupervised learning, which reasons
from an entirely different script; namely, one that seeks to identify anomalies among

all transactions.

Script 3: Unsupervised machine learning models

If T want to find what I don’t know, how do I come up with a scenario that

can find what I can’t come up with? (Interview 23, 2018).

Banks also experiment with unsupervised machine learning. The aim of an unsupervised
machine learning model is “to find regularities in the input, to see what normally
happens” (Alpaydin, 2016: 111). Thus, for this model to work, input data is needed.
One method of unsupervised learning is c/ustering, “where the aim is to find clusters
or groupings of input” (ibid.: 112). Companies often use this method for customer
segmentation, which distinguishes groups of customers with similar attributes, such
as regarding demographics or transactions with the company. This may be used for
customer relationship management purposes. When customers are naturally grouped,
this model also allows for out/ier detection, thus identifying “those who are different from
other customers” (ibid.). For example, when processing credit card transactions, an outlier
might indicate fraud (ibid.: 72). An unsupervised machine learning model would separate
‘anomalies’ — that is, those in the dataset that exhibit different behaviour — without prior
knowledge and assumptions about good or bad cases. Whereas supervised machine
learning aims to generate predictions based on a training dataset, the unsupervised
algorithm infers relationships from raw data. Figure 5.3 depicts the working of an
unsupervised machine learning model that is scripted to detect anomalies; that is,

financial transactions or customers whose features differ from the norm in the dataset.
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Figure 5.3 Unsupervised machine learning model. Source: Author.

Financial Data Feature
transactions preparation selection
O L]

Design(er) Use(r)

The unsupervised machine learning model operates on the assumption that unusual
behaviour is possibly suspicious behaviour. To detect potential terrorist financing, the
data scientist first needs to prepare the data, including understanding the data, selecting
relevant data and checking data quality. The data scientist then selects features of the data
that will be used to identify unusual behaviour cases (a cluster) from within the dataset.
Feature selection aims to “keep the important features and discard the unimportant ones”,
in order to have the smallest number of informative features for the algorithm to work
optimally (Alpaydin, 2016: 73-74). Also, an algorithm is chosen. The ‘4-means clustering’
method, for example, clusters groups of data around the nearest mean; Random Forest
and Isolation Forest operate based on creation and comparison of decision trees (Box
5.2). Depending on the features chosen to identify different behaviour, the algorithm
generates an output of unusual transactions or customers. Like supervised learning,
analysts must make decisions about which generated output can be regarded as ‘right’
or ‘wrong’, from which the algorithm ‘learns’. Again, based on the output and feedback
from the user, the designer may adjust the algorithm or dataset. Compared to the other
scripts, experimentation with unsupervised machine learning inscribes indicators into the
transaction monitoring system to a lesser degree, because the algorithm makes inferences
based on raw data. Nevertheless, the indicators are in the background, determining
which data is selected and which features are deemed important. Also, the general
assumption that financial crime is ‘unusual’ is inscribed into the monitoring system.

Anomaly detection is increasingly used for security purposes (Aradau and Blanke,
2018). In the risk-based approach to AML/CTEF, Dutch banks are legally obliged to
detect unusual transactions. One security director involved in KYC practices at a major
Dutch bank said that they had contracted a large software company to investigate whether
they could identify ‘unknown unknown’ cases of financial crime in the bank’s databases:

We research our transactions based on scenarios we can think of that could

possibly be unusual. But are we able, based on those one-dimensional
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scenarios, to detect what is unusual, considering the alerts that we generate
and what is actually interesting? We generate many alerts of which only a
tiny part is interesting. Not efficient. And if we look back, over the years,
the basket [of alerts] has only grown bigger (Interview 23, 2018).

Comparing script logics, the traditional, rules-based transaction monitoring
approach reasons that if all customers who are grouped into one category, say car dealers,
behave in a certain way and one behaves very differently, then this one customer might
be engaged in financial crime. In contrast, with anomaly detection, customers are not
segmented into groups of which similar behaviour is assumed by humans. Instead, the

algorithm clusters customers’ behaviour dynamically:

'The way a bank is organised now, we say here we have a customer group and
to them we apply these scenarios. In this case, we ourselves have thought to
put the customer in Group A. In contrast, now we look at how the customer
behaves, which will then decide whether they are customer Group X, Y or
Z. And then we will see in these groups what the anomalies are and whether

the customer belongs in that particular basket (ibid.).

Starting with inferences from raw data represents a shift in thinking from the ideal-
typical situation whereby suspicious behaviour is detected based on predetermined
indicators of unusual behaviour. The unsupervised machine learning model does not
start with the assumption of a certain financial crime typology. Why the customer or
transaction is anomalous — whether it indicates a potential case of money laundering
or terrorist financing or is different for non-criminal reasons — must be established
during the analysis. Box 5.2 gives insight into an experiment with the development of
an anomaly detection model by a bank which was presented at a public event for Al and
machine learning experts. Important to note is that the model is not scripted specifically

to detect terrorist financing.

Box 5.2 Unsupervised machine learning experiment to detect financial crime. Source: Fieldnotes
by author.

The business department at a major bank gave a data science team a lot of transaction
data and asked the team to ‘pinpoint the outliers’ and also to provide justification for why
particular customers were flagged as outliers. The aim was to find starting points for eventual
investigation into financial crime. The data science team thus faced an ‘outlier detection
problem’. The goal was “find those customers that are very different from the others; those with
abnormal behaviour” (22 February 2018). To solve this problem, the data scientists followed
what they called ‘the data science pipeline’.
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In the first step in the pipeline, data preparation, the team sought to understand the
features of the data they had been given. During this technical process, they discovered “a
lot of missing values in certain columns”. The team went back to the business department,
which provided clarification on the cases where a value might be missing and what
appropriate values would be to replace the missing data. The second step was feature
creation to ensure that the raw data had the features needed to perform the task. For
example, the team was given transactions, but it wanted to detect unusual customers, so
features needed to be created for these. After coordination with the business department,
the team came up with a set of features for every customer in every month, such as the
magnitude of their activity (e.g., numbers of transactions), types of activity, whether most
transactions were sent or received, currencies transactions were sent in, and so on. They
also added another layer that captured changing behaviour for one of these features by
comparing current behaviour with that in the past.

For the third step, detecting outliers, the team needed to select an algorithm that would
allow it to find anomalies. For example, which customers exhibited unusual behaviour
compared to the others. The team chose the unsupervised algorithm ‘Isolation Forest’,?
based in part on a scientific paper (Liu et al., 2008). Internet research further suggested
to the team that out of all the outlier detection models this one had the least errors.
Furthermore, the algorithm makes no prior decision on the distribution of the data, it was
easy to apply, the output was easy to interpret and it was available in their programming
framework. The team explained that this algorithm required fewer decision trees to isolate
outliers compared to other models: “Computationally, it will be less expensive, but it also
overcomes the problems of swamping and masking”. To analyse the results, the team
generated a score rather than a label as an outcome. This enabled them to sort the generated
outliers. Since the business department had asked the team to explain why particular
customers were regarded as outliers, the team selected five features that were very different
compared to all other customers.

As yet, it remains unclear whether the outcome of analysing these outliers constituted
efficient detection of cases of financial crime, and specifically terrorist financing. However,
during an exchange during the Q&A between an audience member and data scientist, the
effectiveness of the model to detect criminal activity was hinted at, but not specified.

As experiments with the anomaly detection model demonstrate, all machine learning
starts with prior human judgement. These judgements range from choosing which data
to incorporate, labelling data, developing indicators, choosing the algorithms used,
determining what the output of the model should be and deciding how the output will
be analysed further. Data preparation and quality are important and resource-intensive
steps (see Chapter 4). The example in Box 5.2 also highlights some practical aspects
of collaboration between business and I'T departments, regarding the definition of the
problem that needs to be solved, but also the specificity of the output, which might be
relevant for transparency or auditing purposes.

Whether a script is designed with the assumption that terrorist financing scenarios
need to be anticipated and translated into business rules, whether the model aims to

predict new cases based on a training dataset of known cases, or whether the model
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starts by detecting anomalous behaviour, the challenge remains that terrorism is
often financed by ‘usual’ transaction behaviour that does not stand out. The agency to
determine ‘unusualness’ takes shape differently in each of the three scripts analysed
here. In Script 1, rules-based transaction monitoring, a human categorises the customer
into a group with a particular ‘expected transaction profile’ after which the transaction
monitoring system determines whether transactions appear that are ‘unusual’ compared
to this profile. In Script 2, humans gather a group of unusual customers, based on
which other possible unusual customers are detected. In Script 3, unusual customers
are distilled by comparisons within an entire database of customers. Moreover, when a
human processes the output of these systems, for example, looking for unusual behaviour
that may point to jihadist terrorist financing, different perceptions might come into play
of what can be considered unusual based on the analyst’s own experience, expertise and
cultural background. Furthermore, algorithmic decision-making remains reliant on
the formulation of terrorist financing indicators and operates on the same data as rules-
based transaction monitoring systems. As of this writing, the use of Al for purposes of
detecting terrorist financing was still in its experimental phase. Future developments
will determine whether existing legal and technical barriers can be overcome and ethical

safeguards put in place.

5.4 Conclusion

This chapter examined how banks conduct transaction monitoring with the aim of
preventing terrorism financing. It analysed the ‘making of” the unusual or suspicious
transaction reports that banks send to FIUs. A central finding was that such reports are
produced by interactions between humans (i.e., financial crime analysts, data scientists,
software developers and compliance professionals in banks) and the technologies used to
monitor customers’ behaviour. Banks experiment with transaction monitoring systems
through the formulation of indicators of terrorist financing and by zuning the settings
of transaction monitoring systems.

The practice of rule following in the context of the risk-based approach remains
elusive. As argued in Chapter 2, our understanding of the relation between the rules
that oblige banks to monitor, and report, unusual or suspicious transactions and the
practice of transaction monitoring itself benefit from the concept of finitism. Finitism
implies that the classification and application of labels like ‘suspicious’ or ‘potential link
to terrorist financing’ cannot be fixed in advance (MacKenzie, 2008: 100). Rather, this
chapter observed “acts of assigning terms to particulars” by compliance professionals in

dialogue with transaction monitoring systems (ibid.: 106).
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'This chapter’s discussion casts doubt on the extent that useable terrorist financing
indicators can be formulated in practice, particularly in the form of the terrorist financing
threat assumptions inscribed into transaction monitoring systems. These assumptions,
in combination with the technical functionalities embodied in the physical form of
monitoring systems, help us to understand the ways that different scripts enable or
constrain terrorist financing detection. This chapter also de-scribed the design and
use of three scripts of automated transaction monitoring. (Un)acceptable customer risk
profiles are produced differently by the different scripts, and each entails different ethical
dilemmas.

'The first script, that of rules-based transaction monitoring systems, very much reflects
its name in that its monitoring is based on transaction characteristics. I demonstrated
that the absence of usable indicators of terrorist financing behaviour that can be detected
in transaction behaviour results in an absence of usable output from these systems.
Transaction monitoring systems are geared towards transaction characteristics, but
terrorist financing cannot be detected based on these, as terrorism is often financed by
small amounts and by money from legitimate sources. These hardly stand out among the
millions of transactions that banks facilitate daily. Designers’ expectations that rules-
based transaction monitoring systems can detect terrorist financing are inconsistent with
these systems’ performance in practice. These systems are generally unable to generate
relevant alerts that point to potential terrorist financing behaviour. This traditional
form of transaction monitoring is then highly inefficient and does not actually work for
detecting terrorist financing.

Machine learning and Al have been mobilised as a potential solution to the
ineffectiveness of rules-based transaction monitoring systems. Banks are experimenting
with the development and integration of machine learning elements for the detection
of terrorist financing. Without providing definitive answers about the effectiveness of
these experiments, I analysed two types of machine learning to document their different
underlying logics and how they might enable or constrain terrorist financing detection.
Script 2 concerned supervised machine learning. This script uses a training dataset of
‘known cases’ and generalises based on these known cases, so as to predict other potential
terrorist financing cases. Finding good examples is a primary technical challenge in
supervised machine learning, as banks seldom have many known examples of terrorism
or terrorist financing. Script 3, unsupervised learning, does not take known examples
as its starting point. Rather, it draws inferences from raw data by distilling customers
or transactions that are anomalous in comparison to the norm. In this logic, possible
terrorist financing behaviour should appear on the radar based on ‘abnormal’ customer
behaviour. Nevertheless, as terrorist activities are often financed via ‘usual’ customer

behaviour, this approach seems challenging as well.
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'This analysis demonstrates the difficulty banks face in using financial transaction
behaviour to discover the intention to finance terrorism and to subsequently prevent it
from happening (see also Chapter 4). Indeed, in practice, transaction monitoring based
on terrorist financing typologies has not demonstrably led to the prevention of terrorist
financing (see also Wesseling and De Goede, 2018: 16). Moreover, in their efforts
to detect jihadist terrorist financing, bank analysts must constantly balance privacy
and proportionality with their security task, balancing the inscription of predictive
variables with privacy law. The formulation of terrorist financing indicators and the
search for ‘known’ examples is fraught with political, ethical and technical decisions that
are context specific. Searching for indicators, scoping the data and analysing predictive
variables disproportionately target certain customer groups, for example, customers
whose activities, industry, geographical presence, background or religion might be
considered high risk.

This chapter’s de-scription of the design and use of digital security technologies
opens up hitherto unknown political spaces of decision-making for purposes of public
debate and accountability. The elusiveness of the risk-based approach makes it hard to
grasp the effectiveness of the system, as well as its effects, such as privacy impacts and
financial exclusion. Indeed, the current reporting system is characterised by an “absence
of foreseeability in determination of financial suspicion” (De Goede, 2012: 91). This is
especially the case as the political authority to make security decisions is increasingly
transferred to the private sector. When decisions about risks and threats are taken by
private actors, such as banks and technological companies with commercial incentives
and reliant on public sources, questions of political accountability come to the fore.

Considering that terrorist financing can hardly be detected via rules-based
transaction monitoring systems and that Al is still in its experimental phase, the next
chapter discusses an envisioned solution to these problems: increased public-private
collaboration. Intelligence sharing in public-private partnerships is considered a more
targeted form of CTF with less privacy impact and greater effectiveness.
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CHAPTER 6

Techno-Legal Gateways of
Financial Informnation-Sharing
Partnerships

We can use the analogy of a kind of needle in a haystack, and I think that’s what
JMLIT and other public-private partnerships provide the banks with. So, we've got
this huge amount of data. We can use those needles provided by... ehm, now I've got

the analogy wrong. Yeah, it’s the needles that JMLIT intelligence helps to identify,
which we would not have previously known existed in the haystack

(Interview 21, 2018).

If countering terrorist financing is like ‘searching for a needle in a haystack’, with
the TF Taskforce it’s more like ‘searching a little in this corner’
(Fieldnotes 7 March 2018).

6.1 Introduction

'The previous chapters demonstrated that the combination of ‘traditional’ C'TF efforts
based on know your customer (KYC) practices and automated transaction monitoring
systems are unsuitable for the prevention of terrorist financing. Indeed, we found an
evident disconnect between the rules with which banks must comply to prevent terrorist
financing and the practice of rule following, which has not led to such prevention. The
search for terrorist financing is often described as a ‘search for a needle in a haystack’.
Public-private partnerships such as the UK’s Joint Money Laundering Intelligence
Taskforce (JMLIT) and the Netherlands’ Terrorist Financing (TF) Taskforce have
been put forward as a necessity to get beyond the ‘tick-the-box compliance’ of the AML/
CTF regulations and effectively combat terrorist financing. Continuing the haystack

metaphor, in this new setting, banks are provided with the needles.
phor, g, p
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This chapter examines the daily practices of public-private intelligence sharing,
placing these in the broader context of financial crime prevention. Since 2015,
public-private partnerships that facilitate financial information-sharing between law
enforcement and financial institutions have gained traction as a potential solution to
the problems inherent in large-scale financial surveillance within the global suspicious
transaction reporting regime (Maxwell and Artingstall, 2017). Public-private financial
information-sharing partnerships (FISPs) — henceforth usually referred to simply as
‘public-private partnerships’ — facilitate the exchange of ‘strategic’ analysis (e.g., co-
developed typologies and knowledge) and/or ‘tactical’ intelligence (e.g., sensitive
information, such as names of individuals and legal entities and other identifying
information relevant to a case) between law enforcement and financial institutions
(Maxwell, 2019: 5). Such public-private partnerships are currently developing around
the globe and cover a wide range of economic crime issues, such as fraud, corruption,
money laundering and tax evasion, as well as terrorist financing (ibid.: 4).

Intelligence sharing via these public-private partnerships goes beyond regular forms
of information exchange between police and financial institutions, such as banks’ filing
of unusual or suspicious transaction reports and official information requests made by
law enforcement to banks based on court orders. Whereas law enforcement agencies
can normally request financial data during a criminal investigation, public-private
partnerships facilitate name sharing by law enforcement agencies with banks before
an official criminal investigation. Banks then check within their customer databases
whether they can find unusual or suspicious behaviour associated with the named
suspect. If so, they report this to their national FIU. Although most jurisdictions
prohibit ‘private-private’ sharing, the US and UK legal frameworks facilitate research
whereby banks map transaction patterns and financial networks of potential suspects
together with other regulated entities (ibid.: 29-30).

Compared to large-scale suspicious transaction reporting, practitioners consider
public-private partnerships a more targeted, (cost)effective and privacy-friendly way
to combat financial crime. Public-private partnerships are demonstrably more eflicient
and effective in producing useful suspicious transaction reports. Yet, questions have
also been raised about their intrusion on civil liberties, data privacy and accountability
(Dehouck and De Goede, 2021; Maxwell, 2019; Wesseling and De Goede, 2018). This
new form of combating terrorist financing runs alongside traditional reporting systems
and pushes institutional, legal and ethical boundaries. Nonetheless, the broader impact
of increased intelligence sharing and the associated shifting of public-private security
configurations remain largely invisible to the public. Although most partnerships have
indeed developed governance frameworks and membership protocols, they “still operate

with a relative lack of transparency to the public and are not yet subject to high levels
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of political and public debate about the legitimacy of real-time information exchange”
(Maxwell, 2019: 61).

Whereas citizens sometimes express surprise that banks are globally and legally
obliged to monitor all of their transactions, the precise significance and nature of public-
private partnerships is even more complex to comprehend. There is academic literature
that explores information sharing between public actors in the area of security and
intelligence (Aden, 2018), as well as the literature on public-private partnerships as a
governance model in the context of transaction reporting by banks (Bures, 2013, 2017).
However, this relatively new form of intelligence sharing remains understudied. In this
regard, the present research complements the relatively few available policy reports on
public-private partnerships in the context of combating financial crime (Chadderton
and Norton, 2019; Dehouck and De Goede, 2021; Maxwell, 2019, 2020; Maxwell
and Artingstall, 2017; Wesseling and De Goede, 2018). To grasp the relevance of the
political issues at stake and have an informed public debate about them, it is necessary to
zoom in on the daily practices of public-private intelligence sharing and collaboration,
and to place these within the broader context of financial crime prevention.

'This chapter provides an in-depth study of the establishment of two public-private
partnerships: the UK’s JMLIT and the Netherlands’ TF Taskforce. These were among
the first public-private partnerships to exchange tactical information such as names and
personal data in the context of terrorist financing. The chapter asks, how do techno-legal
gateways enable intelligence sharing for counter-terrorist financing purposes via public-private
partnerships? I advance here the notion of the fechno-legal gateway to denote that it was
a mix of technological infrastructure and legal interpretation that has made possible
this new form of intelligence sharing. 7echno- here refers to the material infrastructure
attached to the gateway, while /ega/ refers to the experimental public-private governance
agreements regarding rule following. The chapter draws on my observations at public,
semi-public and closed events about public-private partnerships, as well as interviews
with founders, participants and stakeholders of JMLIT and the TF Taskforce, and
public documents, such as newspaper articles, practitioner magazines and parliamentary
debates. In addition to documenting the establishment of the two partnerships to
facilitate intelligence sharing between law enforcement and banks, the chapter also
explores the quest to provide these public-private partnerships with a sound legal
and operational basis. This, to my knowledge, has not been previously analysed. The
contribution of the current work is therefore both historical and analytical.

In addition, I build on the concept of rule following elaborated in Chapter 2, which
broadly refers to the idea that “expressions of rules do not determine their applications”
(Sismondo, 2010: 30). Since the construction of a rule does not determine its practical
outcome or its ‘interpretation’, I argue that we should describe the practice of rule

following and how it differs at each site and for each entity. Public-private partnerships
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are typically enabled by “the availability of (or new interpretation of) information-
sharing gateways in the pre-existing legal framework” (Maxwell, 2019: 25). Indeed,
stakeholders in public-private information sharing often experience uncertainties
and limitations stemming from a lack of enabling legislation, leading to an absence
of legal certainty about the partnership’s capabilities. They may experience other
limitations to private-private sharing or intra-public sector sharing as well, alongside
potential incoherence, such as between financial crime legislation and data protection
legislation (ibid.: 27). Specifically, this chapter explores the way creative interpretation,
experimentation and reappropriation of existing rules shaped rule following in the
studied public-private partnerships focused on terrorist financing — a process which
then accelerated the formulation of new rules. The analysis discusses cases in which a
small, close-knit, transnational network of law enforcement agencies, security services
and financial institutions took the initiative to establish an international network of
public-private partnerships. Rules were not simply followed; rather, practices of public-
private collaboration in the United Kingdom and the Netherlands pushed a series of
legal moves to facilitate this extraordinary security action. The empirical material reveals
dilemmas surrounding the legal basis of these partnerships, as well as privacy concerns
and the political questions that have been deliberated and negotiated in daily practices.

Section 6.2 introduces the concept of the fechno-legal gateway and discusses its utility
as a portal of trust between public and private partners. Section 6.3 addresses the wider
context of public-private information sharing, after which it retraces the start of name
sharing between public and private actors in the establishment of JMLIT and the TF
Taskforce. Section 6.4 discusses the future of public-private partnerships. Indeed, the
governance model of the public-private partnerships is expanding around the globe,

inspiring new forms of both targeted and networked intelligence sharing.

6.2 Techno-legal gateways

In both the United Kingdom and the Netherlands, existing law was repurposed to
find a legal gateway that would allow for name sharing between law enforcement and
banks. To study and draw comparisons between the two cases, I developed the concept
of the techno-legal gateway to understand how the technical and operational frameworks
of these new public-private partnerships materialised around pieces of legislation,
ultimately accelerating both rule following and rule creation in practice.

The techno-legal gateway enables political authority via a mix of technological
infrastructure and legal interpretation. In the cases under study in this research,
experimental forms of public-private collaboration propelled a series of legal moves which

facilitated extraordinary security actions. In terms of national legal frameworks, Section
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7 (UK) and Article 20 (Netherlands) can be understood as techno-legal gateways. As
noted above, ‘techno-’ refers to the material infrastructure attached to a gateway that
functioned as a secure information-sharing portal, while the ‘legal’ aspect refers to
experimental public-private governance agreements regarding proper rule following. In
this understanding, the political authority to make key decisions in the security sphere
is derived from a combination of regulatory norms and arrangements between actors
with both public and private authority (Cutler et al., 1999: 17-19). Whereas the legal
basis is a prerequisite for the institutional foundation of the public-private partnerships,
the techno-legal gateway operationalises the concrete aspects of these arrangements.

Creation of a legal basis can raise dilemmas at the national as well as the international
security level. At a closed roundtable on the future of FISPs, organised by the Royal
United Services Institute (RUSI), at which high-level stakeholders from European law
enforcement agencies and private companies were present, a public stakeholder noted
the challenge posed in the EU by the different existing legal frameworks in which
information is being shared. At that time, only the United Kingdom, the Netherlands,
the United States and France were mentioned as having “some legal gateway in place”,
though these were all different (Observation FinCrime Leaders Roundtable, 2018).
Agreements on proper rule following in this context can take place in different legal
traditions. Whereas JMLIT was established in the United Kingdom, which is a
‘common-law’ jurisdiction, the TF Taskforce in the Netherlands arose within a civil
code (or civil law) legal tradition (Maxwell, 2020: 16).

Techno-legal gateways can be characterised as experimental in the literal sense, at
least in their initial period, because at that time there were no designated legal frameworks
in the area of public-private financial information sharing. During establishment of the
public-private partnerships, the involved practitioners considered the repurposed legal
provisions (or covenants) to be an adequate legal basis, but at the same time they also
characterised these as “[being] creative with the legislation that exists” (Interview 21,
2018) or, as one stakeholder put it, bordering on illegality (Fieldnotes 26 March 2018).
At first, the public and private stakeholders in both partnerships operated within an
uncertain legal context based on a relationship of trust, though they continued to express
the need for a sound legal basis.

As we will see, the techno-legal gateway served as a portal for building trust
during a time in which the sharing of intelligence within public-private partnerships
was considered “tricky” (Interview 20, 2018), “seemingly crazy”, but characterised by
the willingness to “stick your neck out” to take societal responsibility (Fieldnotes 28
September 2017). The actual move to establish both JMLIT and the TF Taskforce
required an initiative by a several senior members of the public and private entities
to organise the first steps. Senior members were needed for decision-making and to

overcome issues of distrust between agencies and companies and the general reluctance to
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be part of such a new and potentially risky endeavour. More practically, senior members
had to be the ones to say, after a period of discussions, “okay guys, good proposal, we
are willing to put our signature under this and free up resources for it” (Interview 14,
2018). Building on the existence of close-knit networks in the national financial crime
field, the techno-legal gateway played a central role in confirming and embodying trust
between the partners and for sharing sensitive information in the new arrangements.
'The agreements made within the public-private partnerships about governing structure,
physical set-up and the human resources given to the partnerships, as well as the concrete
ways that information would be exchanged, all became part of this techno-legal gateway.
'The very fact that public and private partners came together in a ‘trusted room’ formed
part of the materialisation of political legitimation.

Initially, the concrete process of sharing information was quite impractical. In the
case of the TF Taskforce, a covenant enabled the Dutch FIU to share subject information
with banks, but there was also dissatisfaction about the cumbersome ways in which
information needed to be shared because of the legal barriers. Case information still
had to be passed around with handwritten notes (Observation Steering Group TF
Taskforce, 2017). In the Netherlands, Article 20 functioned like a workaround of the
existing information channel through which banks were to report unusual transactions
to the FIU. In contrast to JMLIT, this meant that the TF Taskforce did not receive
case information directly from the police; rather, the FIU functioned as a buffer. As the
analysis below will demonstrate, in the United Kingdom, the legal provision enabled the
National Crime Agency (NCA) to function as a platform to share information for the
purpose of supporting its functions. The banks could gather at the premises of the NCA
to receive case information from the police. In 2018, the NCA started to experiment
with standardised response templates, via which banks could upload the intelligence they
had gathered on the operational information to help it to ingest the data for purposes
of data analytics. In short, the configuration of the techno-legal gateway was decisive
for the type of information that would be shared, how it would be shared and by whom.

6.3 Public-private financial information sharing

Before discussing the two specific public-private partnerships in more detail, it is
important to look at other forms of public-private information sharing. Particularly,
how are these different from the name-sharing partnerships under investigation in this
chapter, and why have they been promoted by practitioners. In general, cooperation
and information sharing between public and private partners can be characterised as
a “two-way flow” (Amicelle, 2011: 169). I discuss here three means of information

sharing: formal information requests by the authorities, mutual learning at collaborative
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platforms and public-private stakeholder meetings and the maintenance of informal
relations between bank personnel and law enforcement practitioners.

First, based on legal authority, investigative agencies and the tax authorities can
request financial information from banks in order to detect fraud, seize criminal profits
or follow illicit financial flows. These requests can range from a simple request to inquire
how many accounts a client owns at the bank, to transaction histories and even more
sensitive information relating to, for example, health or religion, as interpreted from
transaction histories. There can also be a request for banks to monitor the account of a
customer, for example, for a period of a month, which can also be extended (Fieldnotes 7
and 16 March 2018). In the Netherlands, such information requests used to be processed
manually, but now the information is increasingly shared via the ‘Verwijzingsportaal’, a
digital referral portal that all banks and payment service providers must connect to “for
the automated provision of identifying data requested by the competent investigative
services and the Tax and Customs Administration” (Dutch Central Bank, 2020).

Secondly, there are the collaborative platforms and stakeholder meetings at which
public and private actors share strategic insights and typologies. This category includes
national and international stakeholder meetings such as ACAMS conferences, the
Cambridge Symposium, the Chatham House Conference on Illicit Financial Flows
and events organised by regulators, umbrella organisations, consultancies, Europol,
the Egmont Group and FATF. In a similar vein, banks and police may collaborate via
various public-private partnerships that facilitate the exchange of ‘strategic’ analysis
(e.g., co-developed typologies and knowledge), but not of ‘tactical’ intelligence (sensitive
information such as names of individuals, legal entities or other identifying information
relevant to a case) (Maxwell, 2019: 5, 2020: 13-18). Some of these partnerships are
transnational, such as the Europol Financial Intelligence Public-Private Partnership
(EFIPPP) and the Europol-founded Global Coalition to Fight Financial Crime, the
World Economic Forum and Refinitiv (Maxwell, 2020: 84). Public-private partnerships
cover a wide range of financial crime. Out of 23 public-private partnerships surveyed
in June 2020, terrorist financing was designated as a priority by eight. Other often-
mentioned priorities were tax evasion (mentioned by 6), drug trafficking, fraud and
COVID-19, and professional money laundering groups (all mentioned by 5). To give
examples, some of the other threats that were prioritised were human trafficking (4);
illegal gambling (2); casinos, real estate and high-value goods, and illegal mining
proceeds (1).

A final way in which financial information can be shared by between public and
private actors is via informal relations maintained between financial crime professionals
and compliance officers in banks and the police. This information stream is partly the
result of the increasing hybridisation of professional competences between banks and

law enforcement (Favarel-Garrigues et al., 2008). There is a lot of personnel turnover
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between the public and private side of the financial crime sector, during which expertise
moves back and forth. In a sociological study of AML compliance officers in France,
Favarel-Garrigues et al. (2008: 18) argued that the activities of compliance officers “have
become closely intertwined with those of policing authorities” since the early 1990s. The
recruitment of (former) police officers, intelligence professionals and law enforcement
agents by banks has led to a “hybridisation” of professional competences between these
separate fields (ibid.: 5):

[In the financial security field] information exchange has become a routine
procedure and led to the development of joint intelligence ‘production’. Such
joint intelligence production may encompass the cultivation of unofficial
relations with the police and law enforcement, meetings or phone calls on

a regular basis or an ‘exchange of favours’ (ibid.: 16).

This hybridisation also takes shape in concrete collaborative efforts between public
security actors and banks. For example, in the Netherlands, exchange programmes
between the banking sector and law enforcement have been set up in order for each to
learn about the other’s contexts. This is, according to one law enforcement representative,
“[to] create meeting places where people who have very different perspectives can bring
their relevant data and intelligence together” (Couvée, 2018).

The two partnerships investigated in the present research facilitate the sharing of
tactical information to combat terrorist financing. As the research findings of Chapter
4 and 5 demonstrate, it is extremely difficult to prevent terrorist financing via rules-
based transaction monitoring systems that aim to trace patterns of financial activity.
'The detection of potential terrorist financing or the preparation of a terrorist attack may
depend on other forms of surveillance by the security services and/or concrete leads

provided to banks. As an experienced British terrorist financing expert stated,

We're relying on other bits of intelligence that suggest they’re up to nefarious
activity. The financial intelligence and the financial lifestyle of their
transactions very very rarely give us the heads-up that they’re going to do
something terrible. The brutal honesty is, what you're really reliant on with
terrorism is somebody telling you that that person is going to go commit
a terrorist act. Either we hear it through the communications, through
monitoring communications; we get to hear it that way or we've got an
informant. They are honestly the only ways that we work out somebody’s
going to commit a terrorist act. Youre not going to see it simply with a

pattern of financial activity (Interview 20, 2018).
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In order to overcome the limitations of pattern recognition in the context of terrorist
financing, public-private partnerships facilitate the sharing of leads — or ‘needles’ — in
the form of names and contextual case information. Public-private partnerships are
considered more effective than the traditional reporting regime enforced via FATF. As
one bank participant in JMLIT put it, “the best kind of intelligence dividend we can get
is obviously from law enforcement” (Interview 21, 2018). Indeed, measured by output
and impact indicators, public-private partnerships can be considered more effective
in fighting economic crime (for performance data on JMLIT and the TF Taskforce,
see Maxwell, 2020: 42, 28). For example, consider the comparative effectiveness of
the TF Taskforce (64%) compared to the standard reporting of regulated entities
(10%), measured as “the proportion of partnership-responsive reports that have met a
threshold of suspicion set by the national FIU” (Maxwell, 2019: 78). Without doubt,
the extremely high and growing compliance costs (see Chapter 1) experienced by banks,
due to increased regulatory pressure, also provides an incentive to push for more targeted
forms of intelligence sharing that require less bank staff capacity.

Public-private partnerships have also been argued to be a more privacy-friendly
alternative to the mass reporting of suspicious transactions to FIUs via the AML/
CTF framework. As one stakeholder argued, there is a “privacy paradox” at work
whereby name sharing is perhaps more controversial but more privacy-friendly than
the large-scale financial surveillance already taking place (Observation Steering Group
TF Taskforce, 2017). Whereas normally everybody is being monitored, public-private
partnerships only focus on individuals whereby there is at minimum an operational lead.
Also, unlike mass surveillance and reporting, information-sharing practices within the
public-private partnerships in the Netherlands and the United Kingdom are arguably
more closely monitored by bodies of oversight.

Focusing narrowly on terrorist financing, the next two sections discuss two public-
private partnerships: JMLIT in the United Kingdom and the TF Taskforce in the
Netherlands. These were among the first to facilitate the sharing of subject information
outside of official criminal investigations. Yet, according to the analysis, establishment

of such partnerships can raise new ethical, technical and practical dilemmas.

The start of name sharing in the United Kingdom: JMLIT
In 2012, shortly after the outbreak of the civil war in Syria, banks recognised the need

to gain greater insight into the movements of citizens traveling to the war zone. At
that time, a number of European citizens had started traveling to Syria and Iraq to
serve as jihadist foreign fighters (Bakker and De Bont, 2016). Initially, many joined
“the armed struggle against the regime of Bashar al-Assad, among others on the side
of JaN [Jabhat al-Nusra], an organization linked to Al Qaeda” (ibid.: 840). Later, some
of those foreign fighters entered the ranks of the IS group (Warrick, 2016). Against the
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backdrop of these developments, and the rising threat emanating from terrorist attacks
on European soil, public and private actors began to explore the possibility of name
sharing for CTF purposes.

In the United Kingdom, name sharing between law enforcement and banks was
already in effect for other financial crime threats. This was done under the auspices of
JMLIT, which stands for Joint Money Laundering Intelligence Taskforce’ (Box 6.1).
JMLIT is a public-private partnership that facilitates the sharing of both strategic and
tactical information in several areas of financial crime. In the wake of the Paris attacks in
November 2015, when the European terrorist threat began to rise, JMLIT also started to
facilitate name sharing in the context of terrorist financing. In 2015, when the Terrorist
Financing Expert Working Group was added to JMLIT, the participants were reluctant
to share sensitive information. Initially the group only facilitated the co-development of
strategic insights and typologies. In tracing the establishment of JMLIT, this section
zooms in particularly on barriers that were overcome, such as building trust and finding
an acceptable legal basis.

JMLIT was established as a joint effort between the UK Home Office, the National
Crime Agency (NCA), the City of London Police, the British Bankers” Association
and other financial institutions. The partnership was an outcome of a series of high-
level ‘Serious and Organised Crime Business Breakfasts’ which were held in an effort
to “identify practical opportunities to make the UK’s financial sector a more hostile
environment for criminal activity, build international cooperation and help to recover
the proceeds of crime more quickly and effectively” (UK Home Office, 2015). After
the second session, co-chaired by the Home Secretary, the Governor of the Bank of
England and the Chairperson of the Financial Conduct Authority, Theresa May (then
Home Secretary) announced:

'The scale and complexity of serious and organised crime, including financial crime
such as money laundering, requires more than just a law enforcement response. It
requires active partnership between government and industry (ibid.).

In early 2015, a 12-month pilot got underway with the objective “to provide an
environment in which the financial sector and government can exchange and analyse
information and intelligence to detect, prevent and disrupt money laundering and wider
economic crime threats against the UK” (F'TT Consulting, 2016). After a positive review
of the pilot, JMLIT was permanently installed in April 2016 (Box 6.1).

To establish JMLIT, a legal gateway had to be found to enable public-private data
sharing for the purpose of combatting financial crime. Law enforcement had never before
proactively shared names of non-suspects with banks. To this end, the stakeholders
found a piece of legislation that could possibly function as a legal and secure gateway to
allow law enforcement to share names with banks and vice versa: Section 7 of the UK
Crime and Courts Act 2013. At first, both public and private actors were hesitant to
trust this repurposed legal gateway:
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Box 6.1 JMLIT (UK). Source: Public documents and fieldnotes by author.

At the time of this writing, JMLIT had seven expert working groups on different financial
crime threats (such as different types of money laundering, bribery and corruption, and
terrorist financing). Through these, the partnership aimed to understand threats and co-
develop typologies. An Operational Group facilitated the exchange of ‘tactical information’
(names and other identifying information relevant to a case). An Alerts Service, provided
by UK Finance, disseminated assessments and typologies to a wider set of stakeholders
across the United Kingdom, and a Management Board oversaw JMLIT’s activities
(Maxwell and Artingstall, 2017).

In 2021, the partnership consisted of over 40 financial institutions, the Financial
Conduct Authority, Cifas (a not-for-profit fraud-prevention membership organisation) and
five law-enforcement agencies: the National Crime Agency (NCA), Her Majesty’s Revenue
and Customs, the Serious Fraud Office, the City of London Police and the Metropolitan
Police Service (National Crime Agency, 2021).

Once per week, the Operations Group gathers vetted representatives of regulated
entities (large retail and investment banks and money service businesses) at the NCA
office. Typically, the NCA brings in cases and explains their details to those in attendance.
During the session, members ask questions of clarification, contribute thoughts and pose
suggestions for further analysis. Following the meetings, the representatives go back to
their respective institutions and analyse the presented cases. The exchange of tactical
information is supported by Section 7 of the UK Crime and Courts Act 2013, which
obliges the partnership to be convened by the NCA. In 2017, the legal framework was
updated under the Criminal Finances Act, which strengthened the basis for private-private
sharing (Maxwell, 2019: 25).

In June 2020, the partnership reported that since its inception it had “supported and
developed over 750 requests supporting law enforcement investigations which... directly
contributed to over 210 arrests and the seizure or restraint of over £56 million” (Maxwell,
2020: 48). JMLIT is considered a successful public-private financial information-sharing
partnership, and its model is being actively promoted via international networks: “The
NCA is working with colleagues from overseas law enforcement agencies to help inform
the development of similar partnerships in a number of key partner jurisdictions around the

world” (National Crime Agency, 2021).

[The banks just wanted] to be sure that it was on a sound legal basis. They
probably understood the idea, the concept that we needed to bring data
together more effectively to understand complex crime. I think no one found
that a difficult concept or pushed back against that. What I was nervous
about, is that it was a piece of legislation, this gateway that I was talking
about, that we had never used before. So the banks’ legal teams had to sort
of reassure themselves that, okay yes, we are interpreting the legislation in
the same way that the government is interpreting the legislation (Interview

22,2018)
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For banks it was a big step to voluntarily — albeit with safeguards — share information
from their customer database with the police outside of the suspicious transaction
reporting mechanism. Sharing client information with security services went far beyond
normal procedures of information sharing between banks and law enforcement, such
as the legal obligation to file suspicious activity and transaction reports and to respond
to court orders for information. The provision of financial intelligence by banks to law

enforcement in this context pushed existing boundaries:

Their legal obligation was the SARs. That’s it. We asked them to go beyond
that and reach into greater depth into their system and bring back a richer
picture. So, theyre taking a risk effectively. To having the Financial Conduct
Authority in the room to say yes, this is, we consider this a worthwhile
process was really helpful in getting those banks on board in the early days.

When you produce a court order, they don’t have to decide, because they,
you know the courts, oblige you to share information so, if their customer
complains, well they can just say, “I had to share the information because

to court told me to”. This is a very different process (Interview 22, 2018).

Banks needed to be assured they had sound legal basis for going beyond their strict
legal obligations and had to be convinced to dedicate staff capacity to the project. Also,
the mutual benefit needed to be explored. As one JMLIT participant put it, “in a public-
private partnership there’s got to be something in here for both sides” (Interview 22,
2018).

Eventually the stakeholders agreed to repurpose the legal gateway to facilitate tactical
information sharing in the JMLIT Operations Group. Thus, Section 7 of the UK Crime
and Courts Act 2013 could function as “a wide legislative gateway for the NCA to share
information for the purpose of supporting its functions”; it literally provided a way for
the NCA to convene an in-person taskforce to share tactical information on its own
premises (Maxwell, 2019: 26). Via this gateway, the banks could not be considered in
breach of their obligation of confidentiality towards their customers, as the gateway
would override privacy law (Interview 22, 2018). Having the NCA function as a platform
gave the private-sector participants confidence that they would not be in violation of
their obligations to their customers in terms of privacy or contract law. Furthermore, the
NCA would be able to retain oversight of the process. Sharing via the secure gateway
of the NCA ensured that sensitive information would not end up on the street and that
financial institutions would not just share with each other. The reinterpretation of the
existing rule functioned as a legal and material portal of trust. Importantly, in November
2016, the Financial Crime Authority (FCA), which is the organisation that supervises
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banks, assured the banking sector that it supported JMLIT and was optimistic about the
initiative. As Rob Gruppetta (2016), Head of the FCA Financial Crime Department,
stated in a speech,

[W]e, as the regulator, also need to foster trust. I am making clear now that
our supervisors will stand back from JMLIT: they will not seek to probe or
second-guess how banks participate. We want to be seen as an equal partner
contributing to JMLIT who understands the etiquette for participation as
it evolves over time. Overall, I think JMLIT is a great step, and I am very

optimistic about what it can achieve in future.

To establish the required legal contours and governance frameworks, it was necessary
to gather a group of senior individuals with decision-making power. To gain their
trust in the new institutional arrangements, which went substantially beyond normal
procedures to share sensitive information, personal contacts were key. “Trusted partners”
needed to come together in a “trusted room” (Interview 20, 2018). Once the contours of

the partnership model were in place, the involvement of so-called ‘doers’ was required:

We found in the early days, there were people coming to the meetings
who were far too senior. Because it was new, because it was risky. There
were people who were global heads of money laundering and it was great.
You know they can make decisions, but they couldn’t offer any insight on
actual case work. Because their analysts are, you know, 15 pay grades below
them. They were doing the work. So over time we managed to kind of, as
confidence in the process manifested itself, the right people now come. You
don’t need the big bosses. You need the doers. The people who are actually
working on the cases in the banks (Interview 22, 2018).

Once the JMLIT Operations Group was in place, the NCA started to hold weekly
meetings on Tuesdays whereby the private partners gathered in a room to receive the
intelligence. At first, the vetted bank representatives received low-risk cases that were
unlikely to go to court and did not involve threats to life. NCA case officers came to the
meetings with a document describing their cases in detail: what they were about, who
they were looking for and the investigative objectives. Whereas in information requests
linked to a criminal procedure, law enforcement just asked banks about a specific name
and related information, this time the NCA could provide the banks with context about
acase. As a former JMLIT participant from a major UK bank explained, this was helpful
for banks’ own analyses, “because quite often, in particular terrorist financing cases,

there’s other criminality involved, as well on the fraudulent or on the money laundering
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side” (Interview 21, 2018). Following the meetings at NCA, the bank representatives
returned to their respective offices, independently researched the cases and sent their
findings to the NCA via the secure gateway. After the banks and the police gained
experience in working together and built confidence in the process, they moved on to
more complicated and sensitive cases.

Meanwhile, a mix of public and private practitioners with a background in financial
investigation began exploring the idea of establishing an expert working group on terrorist
financing in JMLIT. In January 2015, the Head of Operations at the Metropolitan
Police Counter Terrorism Command contacted the Head of the UK National Terrorist
Financial Investigation Unit (NTFIU) about JMLIT, which at that time was a new
public-private sector partnership (Interview 20, 2018). After contact with the Home
Office, it turned out that the Home Office had also been invited to join the initiative.
During the time this was happening, the ‘foreign fighter phenomenon’ was at its peak
(individuals and their families traveling to join the IS group), and the security services
were struggling to understand the financial side of these movements. However, JMLIT
then had only four thematic groups — on trade-based money laundering, bribery and
corruption, cybercrime and human trafficking. It was not looking into terrorist financing.

When the idea was first tabled to add terrorist financing to JMLIT’s activities,
both the public and private sides were hesitant, as they considered this new form of
information sharing on terrorist financing between banks and police “tricky”. The police
and MI5 were reluctant to join, as it would involve sharing secrets with banks. Banks,
for their part, worried about sharing information with the security services without
an actual court order or memorandum of understanding. In the context of banking
secrecy, the banks also worried that the private information they shared about their
clients would become known to other banks, their competitors. One of the initiators
started contacting acquaintances, including former cops now active in the private sector
as heads of financial crime units within major banks. This network of trust helped to
establish the contours of the Terrorist Financing Expert Working Group that ultimately
was created. The group was chaired by the Head of NTFIU and the Home Office, and
a well-known financial crime expert at a UK think tank functioned as arbiter (ibid.).

Over the course of 2015, the members of the Terrorist Financing Expert Working
Group, which by then consisted of 20-30 representatives of security services, such as the
police and MI5, and lawyers from a variety of (financial) institutions, were still scoping
legal barriers, possibilities and what could and could not be shared. At that time, they
were mainly working on trends related to foreign fighters. Within the working group,
large international financial institutions had taken the initiative to let their own research
teams analyse financial patterns of foreign fighters. After a presentation of this typology
by a financial institution in the ‘trusted room’, the other participants could confirm that

they were seeing similar financial patterns. Although the potential of name sharing for
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CTF purposes was clear, the group was still reluctant to share case information in the
Operations Group.

A change came when, in November 2015, the members were horrified to see the
unfolding of a series of coordinated terrorist attacks in Paris. Suicide bombers detonated
bombs outside two stadiums and restaurants. Gunmen opened fire in popular nightlife
areas, and finally a group of men fired Kalashnikov-type assault rifles on a crowd at the
concert venue Bataclan. A total of 130 people were killed and hundreds were wounded
(BBC News, 2015). One JMLIT participant, a law enforcement representative, shared
how the partners sprang into action:

I was sitting at home at nine o’clock in the evening. Paris. Watching the
TV, horrified. We're getting all these phone calls from banks: what can we
do? I said, there is not much we can do because I am in London, and it’s
happening in Paris. I was trying to get in touch with my French counterparts
to ask if there was anything we could do; if they sent the names through.
Which is then what happened. Once you know that something bad has
happened, information and activity picks up very quickly. [A bank] and
[another bank] did loads of work, very quickly. The big question for us was;
what if it happened in London? What would we do? (Interview 20, 2018).

The Paris attacks gave rise to a shared sense of urgency. To increase preparedness
for a possible terrorist attack in London, rapid response teams were established, and
most banks set up a 24/7 on-call availability to enable quick responses to police. The
rising threat of terrorist attacks, and the state emergency in France, generated a sense
of immediacy in the scoping discussions that were still ongoing about name sharing in

the context of terrorist financing:

We've got potentially immediate threats to life by a terrorist incident. Even
if we looked at the European Convention on Human Rights Article 2,
the absolute right to life, it will override absolutely anything, the Banking
Secrecy Act, it will.... There’s immediacy around that. I said well, look at
the threat levels. We're severe here, youre severe there. France is through
the roof. There is a state emergency on. I said, surely, we should now be
able to share a lot more freely. And they [banks and law enforcement] all
said, “yes that makes sense, but we’re not quite sure whether we've got the
laws in place”. Ultimately, the NCA said that they would seek to facilitate
information sharing from the terrorist financing working group between

each other via the Section 7 gateway (Interview 20, 2018).
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After the Paris attacks, cases of potential terrorist financing began to be shared via
the Operations Group. In 2017, when a series of UK attacks occurred on the London
Bridge, in Manchester and on the Westminster Bridge, the response via JMLIT was
much quicker (ibid.). As one bank representative from JMLIT explained, “the banks
were provided with names early on of those individuals that were involved”, “showing
that increasing level of trust between public and private sector” (Interview 21, 2018).
Intelligence sharing via JMLIT enabled much more effective investigation into the

terrorist attacks:

Going back to the events of last year, I think it was a real kind of ground-
breaking moment for law enforcement, which could start to see the power
of financial intelligence. So obviously you've got human intelligence, signal
intelligence, to kind of be able to build up a profile of a bad actor. But if you
build in the financial intelligence, you can then use that after an attack, to
look back to see any interesting purchases that an individual made. So, for
example, the Manchester bomber. Could banks identify where he purchased
the components from? You can then look back to trace and track that
pattern of life. Who else was he in touch with? Was he transferring money
to anyone? Could you use bank systems, like the IP address capability,
could we see where that individual has been traveling to over the last six
months? Could we see any debits, cash debits? Any kind of payments made
overseas? Can we see any actual cross-border transfer to individuals based in
[countries]? So, I think, being able to add that intelligence into our overall

investigation, from a law enforcement perspective, is quite powerful.

[E]specially when it comes to terrorist financing, we're very much, as a
financial institution, reliant on receiving those specific identifiers that we
can then you know cross-reference against our client books to see whether
we bank, firstly, any of those actors. And then also look to build out a
network around those actors. And apply some analytics to it, to try and
identify [terrorist financing] (ibid.).

The events after the Paris attacks demonstrate how terrorist financing can function
as, what De Goede (2020a) called, a “problem space” that pushes legal boundaries
and accelerates security actions. The analysis shows that before name sharing in the
context of terrorist financing could take place, legal barriers as well as barriers of trust
between public and private actors had to be overcome. Before elucidating the concept

of the secure techno-legal gateway as facilitating this relationship of trust, the section
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below documents the establishment of the Dutch TF Taskforce, which was marked by

similar challenges.

Name sharing in the Dutch TF Taskforce
Like in the United Kingdom, the issue of foreign fighters joining the IS group was

the incentive to explore new forms of information sharing between public and private
actors in the Netherlands. In contrast to JMLIT, the Dutch TF Taskforce was founded
for the specific and narrow purpose of sharing case information in the context of
terrorist financing (Box 6.2). The creation of the TF Taskforce was characterised by
experimentation with the legal interpretation and deliberation between public and
private actors. After the termination of a first initiative by the FIU to share names
with banks following public controversy, public and private stakeholders undertook a

long process of deliberation about legal barriers and the operational framework the TF
Taskforce should have.

Box 6.2 TF Taskforce (Netherlands). Source: Public documents and fieldnotes by author.

The TF Taskforce started in June 2017 as a one-year pilot to facilitate the sharing of names
of presumed terrorist financers with vetted financial institutions for purposes of data
enrichment. The partnership narrowly focused on the problem of terrorist financing and
was founded in the context of the problem of jihadist fighters in foreign conflict zones and
returnees from Syria and Iraq. Conventional CTF efforts, through automated transaction
monitoring, were considered ineffective and too slow in responding to the threat of terrorist
financing. After a positive evaluation of the pilot, the TF Taskforce gained permanent
footing in August 2019.

The Financial Expertise Centre (FEC) serves as the facilitator of the TF Taskforce.
The shared goal of the FEC partners is to strengthen the integrity of the financial system,
“by stimulating, coordinating and increasing mutual cooperation between partners by
exchanging information and sharing insight, knowledge and skills” (Financieel Expertise
Centrum, 2021). The FEC facilitates several projects focused on CTF (Wesseling and De
Goede, 2018: 170-183). The TF Taskforce consists of five private actors (four banks and
one insurer), and four public actors (the public prosecutor, the national police, the Dutch
FIU and the Fiscal Intelligence and Investigation Service). For two or three days per week,
the partners are co-located with the police to exchange tactical information and develop

typologies in real time (Maxwell, 2019: 7, 2020: 41).
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The Operational Group is coordinated by a steering group,? which consists of
representatives of the participating organisations, supplemented with the Dutch Banking
Association. The FEC and Dutch Banking Association do not receive personal data of
‘involved’ parties (Staatscourant, 2019b). The legal basis of the TF Taskforce has been a
subject of ongoing discussion. After termination of an earlier name-sharing initiative,
which had been allowed based on a decision by the head of the police and following a pilot
period, the taskforce now makes use of Article 20 of the Netherlands Police Data Act
(Maxwell, 2019). In its first year, during the pilot phase, the partnership resulted in “300
reports from regulated entities in response to 15 cases being briefed to co-located analysts”

(Maxwell, 2020: 42; also Kouwenhoven, 2018).

Before the first experiment with name sharing with banks became a public
controversy and was terminated, banks had explored sharing information between
themselves. A compliance officer began by investigating a person on the national
sanctions lists and based on indicators and social network analysis discovered that
another customer had also travelled to the conflict area. Although banks can follow
transactions of sanctioned individuals across different accounts within one bank and
conduct social network analysis, the same method cannot be applied on cross-bank
transactions (see also Chapter 4). Aiming to get beyond this barrier in order to retrieve
more ‘unknown unknowns’ that could be reported to the FIU, a couple of banks came

together in an informal pilot. One compliance officer explained:

By sitting down with each other at that moment, we were able to look much
more closely at how to increase success. It was an own initiative, without
investigative authorities and prosecution. If I have a transaction from my
bank to your bank, based on the Wwft [Money Laundering and Terrorist
Financing Prevention Act], I can say, “I have a transaction from me to a
customer of yours. Do you see anything weird?”... In the end the initiative
led to the FIU saying, all right, based on Article 18 Wpg [Police Data Act],
we are going to share subject information. The Dutch public prosecutor
agreed.... It took a long time. Finally,... the head of the police approved it,
that the subject information could be shared. Well, at some point this was
publicised. And then parliamentary questions were asked. And then it all
had to be withdrawn. And then all sorts of legal experts had to look into it
(Interview 6, 2018).

On 8 June 2016, the Dutch public broadcasting corporation covered the informal
pilot, reporting that “banks will receive names of potential jihadis” so they can check for
unusual transactions (Andringa, 2016). Normally, the police can only request financial

information during an ongoing criminal procedure, after a transaction or individual has
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already been declared suspicious by the FIU. Now, media reports stated, the police could
request financial information from banks via the FIU before someone was officially a
suspect. The news article quoted the head of the Dutch FIU explaining how difficult it
was to detect terrorist financing: “Often, these are small amounts via money transfers
or bank transfers that are not immediately noticeable. With a list of names, banks have
something concrete to look for” (ibid.).

'The platform, in which initially the names of four persons was shared, had been
founded by the Dutch Banking Association and the Dutch FIU with the aim of
overcoming the fragmented picture that banks had to work with in their efforts to detect
terrorist financing (Wesseling and De Goede, 2018: 183-185). Through the partnership,
the FIU would share knowledge about themes, phenomena and typologies with the
Netherlands’ four main banks to increase the effectiveness of suspicious transaction
reports (Wesseling and De Goede, 2018: 183-184). In 2013, when the numbers of
those leaving the Netherlands to join the IS group rose, the FIU sought “to map the
financial behaviour of Syria-goers in order to signal the problem earlier” (Krekeling
and Modderkolk, 2016). The FIU had requested financial information on a couple of
these possible travellers as early as 2013 (Andringa, 2016). PIN transactions and cash
withdrawals in the border region of Syria and Turkey then confirmed that the persons
were indeed in Syria. When the FIU started to have similar suspicions of terrorist
financing by other persons or their family members, they wanted to give those names
to banks too, so they could check for suspicious activity in their systems. Eventually,
this was approved via a legal gateway. That is, the FIU created a separate mailbox in its
GOAML digital reporting portal for four persons from the major banks to facilitate
the exchange of information between them (Interview 6, 2018).

After the initiative was publicised, however, the name sharing received critical
attention. On 9 June 2016, the day after the first media report, Dutch Member of
Parliament (MEP) Sophia in ‘t Veld (of the Alliance of Liberals and Democrats
for Europe) filed parliamentary questions to the European Commission about the
“information exchange between the Financial Intelligence Unit and the banking sector

on jihadists” (In’t Veld, 2016):

Can the Commission clarify when, by whom and on what legal basis this
specific measure on personal data exchange between law enforcement and

the private sector was adopted?

Can the Commission clarify whether other Member States are taking
similar measures, and which data protection rules apply to such public-

private exchanges of personal information?



164 Chapter 6

'The European Commission responded on 28 July 2016, stating that “it is Commission
policy not to comment on print media” and that it would not comment on the specific
situation and circumstances. Instead, the Commission referred to the AML directives
and national provisions for implementing the Data Protection Directive and future
GDPR. The article, nonetheless, spurred scepticism in the Dutch media (Hensen, 2016;
Krekeling and Modderkolk, 2016). On 21 June 2016, Dutch MEP Judith Swinkels
(D66) filed critical parliamentary questions about name sharing, the “legal basis” for
listing the individuals, and the privacy of the personal information of possible jihadis,
their family members and relations, as well as data protection issues (Swinkels, 2016).
Responding to the public controversy and the parliamentary questions, the Minister of
Security and Justice, Ard van der Steur, stated that it had been incorrect to suggest that
a decision by the head of the police (based on Article 20) could provide a legal basis for

name sharing:

By way of a pilot, it will be considered to what extent FIU-the Netherlands
can play a role in enriching the data that is held by the police with possibly
relevant information that is known to certain financial institutions. To
provide a correct legal basis for this pilot I will draw up a temporary
authorisation on the basis on Article 13, Paragraph 3 of the Wwft in
conjunction with Article 18, Paragraph 2 of the Wpg. The previous method
based on a decision by the head of the police, which was based on Article 20,
Paragraph 2 of the Wpg has been discontinued. The FIU has requested the
banks to destroy the data on four persons that were provided based on this.
Furthermore, any reports of unusual transactions based on them will also be
destroyed. After a temporary authorisation based on Article 14, Paragraph
3 of the Wwft in conjunction with Article 18, Paragraph 2 of the Wpg
has been issued, the exchange may be resumed. Based on this temporary
authorisation, the FIU-NL thereafter can for a limited period, under my
responsibility within the legal boundaries and guarantees, provide limited

information to certain financial institutions (Swinkels, 2016).

'The banks were thus requested to destroy the names they had received. Then, by way
of a one-year pilot under temporary authorisation, the FIU was allowed to share names
with banks under the responsibility of the Minister. In the end, this general Article 20
of the Police Data Act (Wpg) did hold up as an accepted legal basis for sharing subject
information between law enforcement and banks.

In October 2016, the Dutch stakeholders came together to explore the one-year pilot.
The ABN AMRO bank took the initiative at the yearly Fraud Film Festival, a non-profit

organisation aiming to “stimulate and enlarge (international) awareness on the impact
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of fraud”.?” 'The bank organised a lunch meeting with terrorist financing as a central
theme. The question put forward was, “How can we make combating terrorist financing
more effective?” (Mijnheer, 2019: 6). There, four major Dutch banks (ABN AMRO,
Rabobank, ING and De Volksbank), an insurer (AEGON) and four public actors (the
FIU, the FIOD, the National Police and the prosecution office), came together to discuss
and think about solutions to the problems encountered in detecting terrorist financing.

In May 2017, the participants of what would be become the TF Taskforce met for
the first time in official capacity. At the first formal meeting of the TF Taskforce every
participant was asked to bring a privacy law expert. The participants, together with nine
privacy experts, discussed what the goal of the partnership would be, how they would
handle the information and how legal guarantees could be built in for individuals who
were not official suspects. According to one bank participant, the discussions about
privacy took a lot of time. Dutch privacy law is multi-interpretable, so substantial effort
was required to align the opinions of the legal experts about what was and was not
allowed by law (Interview 14, 2018). After much deliberation, on 14 July 2017, the
members finally signed an agreement. The Staatscourant published this as the ‘Covenant
on Pilot Collaboration for Counter Terrorism Financing’. That covenant set out the goal
of the initiative, as well as its institutional organisation and the duration of the pilot
(Staatscourant, 2017).

In implementation of the TF Taskforce, such covenants played a crucial role. A
covenant is “an agreement between the government and one or more parties aimed at
achieving certain (policy) objectives. In a covenant, written agreements on performance
are laid out” (Kenniscentrum Wetgeving en Juridische zaken, 2021). The covenants
appeared in the Dutch Sraatscourant, a magazine in which official governmental
announcements and ministerial rules are published. While the TF Taskforce was
in operation, stakeholders continued to lobby for strengthening the legal basis of
information sharing, especially for the facilitation of network analysis between banks.
One week after publication of the covenant, the 14 public and private organisations
of the FEC sent a letter to the Ministry of Security and Justice and the Ministry of
Finance to “emphasise the importance of the establishment of a ‘Law/Framework for
Data Exchange Partnerships” (FEC-raad-PPS, 2017). In the letter, FEC members
stated that they had encountered legal barriers in the context of data exchange that
hampered “effective and results-oriented action on financial-economic crime”. Already
in 2016, the FEC had initiated a project to identify such legal barriers to public-private
information sharing and explore how these could be resolved (FEC, 2016: 15). Some
of the bottlenecks mentioned were the judicial status of the TF Taskforce, information
exchange between public and private parties and “conducting common data-analytics on
the basis of sources that fall under different legal regimes” (Wesseling and De Goede,
2018: 179-183). In August 2019, after a positive evaluation of the TF Taskforce, the
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Staatscourant published the ‘Covenant on the Terrorist Financing Taskforce’ which
regulated the permanent establishment of the TF Taskforce:

Public-private partnerships in this pilot have proven to be progressive, the
results are above expectations, and the experiences of the covenant partners
are positive. covenant partners have decided, based on the experience gained
in the pilot, to structurally set up a task force, the Terrorist Financing Task
Force (Staatscourant, 2019b).

Article 20 of the Police Data Act functioned as the legal basis for the sharing
of names. This act required three conditions to be in place before police could share
investigative information with third parties: a pressing need, substantial public interest
and the prevention or investigation of criminal activity (Maxwell, 2019: 27). Like
JMLIT, name sharing for CTF purposes was justified by stakeholders because it was
deemed in the public interest. Terrorist financing was considered important enough to
facilitate experimental information sharing. As articulated by the project leader of the
TF Taskforce during a public session of the parliamentary committee of inquiry into

the undesirable influence of unfree countries:

Personal data may only be exchanged when there is a substantial societal
interest in doing so, which makes it necessary to share that information with
each other. We have established with each other, also in close consultation
with privacy lawyers, that in the area of terrorist financing there is an
important public interest and that it is also necessary to actually share this
information with each other (Rijssenbeek, 2020: 17-18).

Discussion about stretching this legal basis to other criminal domains continued (see
also Maxwell, 2019: 27). After the long lobbying process, in December 2020, the Dutch
parliament adopted the Data Processing Act for Partnerships to “provide an adequate
legal basis for the processing of data by partnerships of public and private organisations
for the fulfilment of a task in the public interest, taking into account the right to privacy”
(Ministry of Justice and Security, 2020).

Like JMLIT, after the framework of the TF Taskforce and oversight by a steering
group had been set up, the ‘doers’, the people who would carry out the analyses,
continued to shape the operational process in practice. The Operational Group sits
together in a separate building. Each bank provides a participant that conducts the
analytical work. The process works via an input, a throughput and an output. During
the input, a team leader from the police shares the name of a subject and provides case

information to the banks. If it is determined that information sharing in the case falls



Techno-Legal Gateways of Financial Information-Sharing Partnerships 167

under the stipulations for sharing unusual transactions by banks (Article 20), the FIU
steps in to provide a team leader, through whom the coordination between banks and
police is then mediated. Unlike JMLIT, the TF Taskforce has no direct contact with
the police about cases. For the input, the FIU gathers a list of subjects (natural persons
or entities) that banks will analyse during the throughput. It is in the throughput stage
that each analyst checks whether the subjects are customers of their own bank, what kind
of customer information they have, what transaction history is available, what kinds of
descriptions accompany the transactions and whether other people are registered at their
address. At first, the bank analysts also conducted network analysis and made illustrative
plots based on cross-bank research. Over time, it emerged that the partnership’s legal
basis did not provide for multilateral sharing, upon which private-private sharing was
limited to bilateral sharing (this remained so at the time of this writing).?® Based on
analysis and a list of red flags, the analysts decide whether a transaction is unusual and
should be reported to the FIU, which is the output (Fieldnotes 7 March 2018). In 2018,
as an experiment in more ad hoc sharing, the Operational Group moved in with the
police to see whether co-location made a difference (Fieldnotes 29 May 2018). At the
time of this writing the vetted analysts were co-located for one or two days per week.

Conscious of the risk of ‘fishing expeditions’, banks have aimed to retain the right to
decide for themselves whether a transaction should be deemed unusual. In one instance,
a disagreement on this topic arose in the Operational Group of the TF Taskforce.
Whereas the FIU found that an unusual transaction report needed to be filed, a bank
analyst did not agree, as the transaction was not deemed unusual enough (Fieldnotes 7
March 2018). When bank analysts receive information from the police, whether it be
via information requests, name sharing in a partnership or informal tips, they consider
it important to maintain their decision-making discretion about whether a transaction is
in fact unusual/suspicious, in order to be able to justify and protect their clients against
undue police interference (Kouwenhoven, 2018).

In the United Kingdom, public and private stakeholders needed to be convinced
that Section 7, a gateway that had never been used before, was indeed legitimate. In
the Netherlands, the pilots of the TF Taskforce, the repurposed legislation and the
covenants functioned as experimental governance agreements which enabled name-
sharing, by granting the partnership with temporal legal basis. Once the partnership was
in place, the stakeholders continued to lobby for adequate legislation to underpin it. This
sequence of experimentation whereby new security initiatives triggered the repurposing
of old rules and the creation of new rules, demonstrates that new security initiatives
were made in practice by public and private actors. The next section examines how the
model of targeted intelligence sharing underpinning these public-private partnerships
has been expanded and promoted globally.
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6.4 The future of public-private partnerships

Public-private partnerships are still at an exploratory stage. On a global scale, few
countries have a public-private partnership on financial crime, and even fewer have a
tactical information-sharing model whereby case information is shared by police with
banks. Moreover, those partnerships that do exist are limited in scope, as well as in
the number of cases that can be processed at the current capacity (for an overview, see
Maxwell, 2020). The (close-knit) transnational network of co-founders who developed
the techno-legal gateways explored above, now look further than the realisation of a
single partnership. Nowadays, building trust between public and private partners and
setting up governance models for data sharing is regarded much more holistically, as a
model that can be expanded in width and depth. The crux is knowledge circulation. As
one European law enforcement agency stated in 2018, “the aim is to replicate existing
pilots”, through which the number of public-private partnerships is expected to grow
(Observation FinCrime leaders Roundtable, 2018). Whereas in 2017 public-private
partnerships were a new phenomenon observed in just six countries, by 2020 there were
more than 20 such partnerships (Maxwell and Artingstall, 2017; Maxwell, 2019, 2020).

Based on the potential for financial information to be of use to security services, and
the current ambitions to increase and expand public-private partnerships, this section
outlines how techno-legal gateways are envisioned to multiply. In practice, we are
observing the expansion of zargeted intelligence sharing via public-private partnerships
and thereby the emergence of a new form of global and nefworked form of intelligence
sharing. This section discusses two developments, in particular, that can be observed
at the forefront of public-private partnership innovation. The first relates to content;
that is, during mutual learning processes, practitioners may discover new types of data
that can be harvested from banks by law enforcement and vice versa. The second relates
to scale; that is, public-private partnerships are set to grow in scope, membership and
capacity and to expand geographically.

First, whereas the regular AML/CTF reporting system is centred around reporting
financial transaction data, within public-private partnership new types of data are
discovered. Through the mutual learning processes invigorated by close collaboration
between law enforcement and financial institutions, public actors may seek to retrieve
more or different types of data from banks. In Chapter 4, the catchphrase ‘know your
data is the new know your customer’ illustrated the increasing importance of data. Even
within banks, it is primarily data scientists and I'T professionals that realise the full
surveillance potential of the data that exists within banks. It can be expected that the
potential for expanded data analytics will soon be recognised more broadly. When banks

started to enrich the case information presented to them by the police with additional
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data and their own perspectives, the police learned about the wealth of data that banks
possess. One police officer involved in JMLIT explained:

We're giving them all the context as a case. We found that, if they understand
what it is we're looking for... almost everybody who works in financial crime
in the bank has formerly been in law enforcement and understands what
we’re trying to get at. And, critically, they understand what data holdings the
banks have that we don’t. If you looked at the way we were engaging with
banks previously, we were asking about bank accounts and phone numbers
maybe. Certainly bank accounts. But that’s probably about it. We didn’t even
think about the fact that banks have all this IP data, all these cookies they
put on their customers’ accounts, all the stuff they’re collecting for KYC, all
these loans and information like email accounts. We found that when we
say look, this is what we’re trying to achieve, and we think we can achieve
it by asking for the bank accounts, quite often the banks will say, hmm...
you shouldn’t do it that way... more like this.. or did you know that we have
all this information over here? If you ask questions about that information,

then you'll get to your answer much more quickly (Interview 22, 2018).

'This insight provides a good example of the kind of mutual learning process that can
occur between security services and the financial sector. Part of this learning process
stems from the increasing hybridisation of professional competences between security
services and bank compliance professionals (Favarel-Garrigues et al., 2008). Sometimes,
law enforcement can nudge a bank to investigate specific data that can help it to build
a potential terrorist financing case. This mutual learning process concerns not only the
types of data that can be known by collaborating with financial institutions; it is also
a matter of knowing about financial infrastructures and the variety of data they can

encompass:

So, a SAR that tells me transaction A to B is all very interesting, certainly
from a financial crime perspective. I need to be able to prove that eventually.
But, what else can you tell me? Tell me a bit about them, have you got
a photo? Have you got a biometric? Have you got their phone number?
Have you got the IP address they are using? What other platforms are they
using? What can you tell me, or other intelligence that the banks hold?
Because that helps me understand the person. If I can then use of all of
that, start piecing together lots of strategies as well as the financial strategy,
I've got a chance of preventing [terrorist financing]. And that’s, I think, I
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genuinely think that what’s different about terrorist financing and dealing

with terrorism as opposed to organised crime (Interview 20, 2018).

As set out in Chapter 4, an important and often overlooked factor is the KYC
aspect of correspondent banking relationships. Banks are reliant on the facilitation
of transactions via correspondent banks, especially US banks which enable European
banks to execute dollar transactions. In such relationships, risk assessments by one
correspondent bank or country-specific regulations applying to one such bank, such as
sanctions, can create an extra-territorial power over other banks which may be dependent
on the correspondent banking relationship. Another aspect of correspondent banks is
that their financial infrastructure can play a crucial role in following money around the

globe:

Very few financial investigators, I'd say anywhere in the world, understand
the power of a correspondent banking network or what a correspondent
banking network is. So if you were trying to follow money from Cyprus to
the UK to France, you would normally think along the lines of, we need
mutual legal assistance in France and then in Cyprus. That might take
months, maybe even years to achieve. But a correspondent bank... it can tell
you that money moved from that bank to that bank to that bank. Because
it’s wholly under the infrastructure of how that money moved. So if you can
start to engage with the likes of [large international correspondent banks],
they can give you this kind window on the world that... [would just take
forever] to achieve through other SAR processes, trying to piece SARs

together, or through mutual legal assistance.

So is there a way if we have a better relationship with the banks, particularly some
of those big correspondent banks, that we can, we can begin to give it a kind of more
international, more kind of comprehensive overview of a complex financial crime quickly.
Rather than having to piece together all these pieces (Interview 22, 2018).

Here we see how following the money via correspondent banks enables the global
pursuit on illicit financial flows via a new form of networked intelligence sharing that
potentially functions outside of existing procedures of mutual legal assistance.

Second, the public-private partnerships have ambitions to increase in scope,
membership and capacity (Maxwell, 2020: 24) and are expanding around the globe. In
JMLIT, case information on other types of financial crime, such as bribery and corruption
and trade-based money laundering, was already being shared in the Operational Group
before terrorist financing was added. In contrast, in the Netherlands, terrorist financing

has served as a first case that enabled new forms of financial information sharing in
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other domains. While the TF Taskforce was in its pilot phase, public and private actors
explored the contours of a larger Dutch version of a financial information-sharing
partnership (Fieldnotes 26 March 2018). In 2019, when RUSI published a report on
the expansion of the capabilities of public-private partnerships, the Netherlands was
exploring expansion of its information-sharing model from terrorist financing to other
types of crime. At the time, only terrorist financing was considered as meeting the

conditions stipulated in Article 20, such as public interest:

To date, relevant authorities have only put forward terrorist-financing cases
under this legal gateway, and at the time of research it is currently being
investigated as to whether (non-terrorist) serious and organised crime

activity would satisfy the Article 20 conditions (Maxwell, 2019: 27).

Later, the same article and governance model were used to set up the Serious Crime
Taskforce? (Staatscourant, 2019a). These cases clearly demonstrate that collaboration
in practice and the creation of governance frameworks can set the stage for future
collaboration via the same techno-legal gateways. In the Netherlands, one private actor

called this an “all-crimes approach”, encompassing other organised forms of crime or
fraud:

I think we must work towards a governance structure whereby everybody
feels comfortable with the fact that you work together. With [certain
initiatives] it is important to reach out to the leadership segment of the

organisations. And then you can think of a subject (Interview 16, 2018).

Apart from the scope of financial crime threats that public-private partnerships
cover, the number and type of regulated entities included in the partnerships can be
increased. Currently, a relatively small number of private-sector members participate
in the partnerships, compared to the number of regulated entities for AML/CTF
purposes (Maxwell, 2020: 24). The relatively small size of the partnerships (of trusted
groups) can be considered beneficial for effective and manageable working conditions and
purposes of information security, according to Maxwell (2019: 15-16). At the same time,
stakeholders may fear that opportunities are being missed, and seek to expand the model
both geographically and sectorally — for example, because of the limitations to cross-
border sharing, the limited number and range of participating regulated entities and
law enforcement agencies, and the limited number of financial crime threats addressed
(ibid.). In June 2018, JMLIT included 93% of UK retail banking by market share. In the
Netherlands, the three largest banks, all of which are part of the TF Taskforce, made
up 81% of total banking assets in the country (Maxwell, 2019: 12). Another capacity
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issue is the discrepancy between the staff numbers made available by the public sector,
and the number of people working on intelligence sharing in banks. At the time of my
research, for example, apart from ad hoc involvement, the NCA dedicated just 1.5 full-
time equivalents (FTEs) to JMLIT (Fieldnotes 14 June 2018).

The governance model of public-private partnerships is expanding geographically
too. As part of the UK’s ‘Action Plan for Anti-Money Laundering and Counter-Terrorist
Finance’, the NTFIU has promoted the JMLIT model through the delivery of training
and the sharing of expertise with “key overseas partners to help them build their capacity
and capability to investigate and combat the financing of terrorism” (UK Home Office
and HM Treasury, 2016: 6). As one JMLIT participant explained, “it’s about trying to
put an evidence base out there. And then hope that people see the value of that evidence
base and respond accordingly. That’s sort of our hope” (Interview 22, 2018). JMLIT has
aided other countries (mainly those with big financial centres), such as Netherlands,
Hong Kong, Singapore, the United States, Switzerland and the United Arabic Emirates,
to establish partnerships based on similar models. Other countries, such as Botswana,
South Africa, Indonesia, the Philippines and Argentina, had already enquired about
the JMLIT model. As such, global strategic security alliances seem to be forming,
centred around big financial hubs and forged based on networks of trust. One JMLIT
participant elaborated on the security potential of coupling public-private partnerships

in an international network:

The next stage of that is to have something called a conference of
partnerships. To bring together all the different partnerships and see how
we can work collaboratively. So, the Hong Kong one, UK, Australia, to
actually produce a collated typology report. Bringing together all the
different public-private partnerships to kind of try and work, kind of in
a borderless seamless manner, similar to obviously what criminals do. At
the moment we’re still kind of restricted by where and who we can share
information with (Interview 21, 2018).

International-level collaboration among public-private partnerships centred around
the big financial centres could reconfigure the production of security knowledge by
public and private actors. In this scenario, new forms of intelligence sharing at the
national level could contribute to shape a new form of networked intelligence sharing
that enables security collaboration around the globe.

In short, it can be expected that these partnerships will continue to scale up on all
of these fronts. Public-private partnerships are expanding and being promoted at the

global level. They are generating mutual learning processes and discovery of new types
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of relevant data, beyond transaction data. As the partnerships continue to grow in scale,

the model itself becomes transportable.

6.5 Conclusion

'This chapter examined the day-to-day practices of public-private financial intelligence
sharing and placed these in the broader context of combating financial crime. By tracing
how JMLIT in the United Kingdom and the TF Taskforce in the Netherlands were
developed and implemented, this chapter demonstrated that rules are not simply followed
by implementation. Rule following and rule creation go hand in hand. In the case of
public-private partnerships, experimentation with public-private data sharing in practice
sparked a series of legal moves to provide an acceptable legal basis for security in action.

'This chapter explored public-private partnerships that facilitate the sharing of tactical
information outside of criminal investigations as new configurations of collaboration
between law enforcement and banks. However, the analysis also found many barriers
that need to be overcome before such public-private partnerships can commence
operations, such as building trust between law enforcement and banks, gaining a
common understanding of privacy aspects, finding workable operational configurations
and establishing an acceptable legal basis. To capture how intelligence sharing was finally
enabled, I advanced the concept of the ‘techno-legal gateway’, to denote the fact that it
was a mix of technological infrastructure and legal interpretation that enabled a shift
in the political authority to make security decisions. Section 7 (JMLIT) and Article
20 (TF Taskforce) were combined with technological infrastructure to provide a secure
funnel for information sharing, and agreements were made between the stakeholders
on rule-following procedures. If trust is built between public and private actors, if
governance frameworks are in place and if an acceptable legal basis is found, the techno-
legal gateways can be copied to other empirical domains and sites. The analysis also
found that public-private partnerships will very likely increase in both content and scale
in the future. Mutual learning processes occurring while collaborating in practice will
likely lead to discoveries of new types of data that can be harvested from banks by law
enforcement and vice versa. Thus, public-private partnerships are almost certain to grow
in scope, membership and capacity and to expand geographically.

Although public-private partnerships may lead to more effective counterterrorism
efforts and the targeting of fewer people, the legal and ethical challenges such as
democratic legitimacy, rights of individuals and accountability remain insufficiently
understood (Dehouck and De Goede, 2021). The current significance of these
partnerships is not in the numbers of cases that have been shared to date, but in their

new models of financial information sharing, which combine both a more targeted and
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networked form of intelligence sharing. Security practices in public-private partnerships,
indeed, deserve more academic attention. In the IR field, it is important to map public-
private partnerships in the context of evolving geopolitical matters. For example, in
2018, at the time of my fieldwork, JMLIT was enthusiastic about collaborating with
Hong Kong. Since then, Hong Kong has experienced the reduction of civil liberties due
to the expansion of the Chinese surveillance state via the new National Security Law
adopted on 30 June 2020 (BBC News, 2020). Against this backdrop, an institutionalised
infrastructure whereby the security services can potentially freely request information
from large correspondent banks may become more questionable.

In comparison to the traditional AML reporting system, public-private partnerships
offer a more targeted form of CTF. As their collaboration continues to increase and
grow in scale, they can contribute to a form of global and networked form of financial
intelligence sharing. For now, the public-private partnerships studied here continue to
exist as an extra security measure, next to the traditional risk-based approach enforced

via intergovernmental guidelines at the global, regional and national level.
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CHAPTER 7

Conclusions: Misalignment Between
Regulafion and Practice

I've mentioned it many times: banks deliver a haystack every week and then we say
to the public prosecutor, ‘go ahead and look for the needle’ (CEO European Banking
Federation Leaders in Finance Academy, n.d.)

7.1 Introduction

This thesis has analysed the new role of banks as security actors and practices of
countering terrorist financing at the human-technology interface. Indeed, banks must
continuously conduct risk assessments, implement ‘know your customer’ (KYC) rules,
monitor for unusual or suspicious transactions, and report these to national Financial
Intelligence Units (FIUs). Being legally obliged to function as gatekeepers of the
financial system, banks have now become full-blown private security actors in the fight
against financial crime. This conclusions chapter provides an overview of the main
research findings, teases out the contributions of the present research to the theoretical
debate beyond the specific domain of CTF, and discusses the societal implications and
consequences — some of which are unintended — of the current AML system.

'The research puzzle, as discussed in the introduction, focused on the gap between
regulation and practice. This research identified a proliferation of new rules, as well as
increased regulatory and societal expectations of banks to combat terrorist financing.
Nevertheless, banks indicate that they cannot effectively detect transactions that relate
to terrorist financing without concrete leads from the police. To understand this evident
misalignment between regulation and practice, this research investigated how banks
practice CTF in their daily operations and how they experiment with technologies
to make authoritative security decisions. In the risk-based regime, existing laws and
regulations give little concrete instruction about the way in which financial institutions
should practice CTF. In any case, the behaviour of actors cannot be understood as

a causal process that can be predicted by formalised norms and rules; it has “to be
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understood in use” (Bueger and Gadinger, 2018: 111). Although the field of IR has
increasingly focused on governance dynamics in the AML/CTF domain, less attention
has been paid to the mediating role of technologies in the practice of rule following at
the intersection of finance and security.

'The path of the suspicious transaction can be visualised as a ‘chain of translation’
Jfrom banks to FIUs, to, potentially, the court room (De Goede, 2018). To contribute to
a better understanding of CTF practices along this path, I zoomed in on the chain-like
processes that take place wizhin a bank, whereby a commercial transaction is moved and
modified throughout the bank to potentially lead to an unusual (or suspicious) transaction
report. Because of the sheer volume of financial transactions banks process, they are
heavily reliant on algorithms and automated software systems to intercept unusual
transactions. My analysis of digital technologies centred on what I have called sizes of
experimentation (Chapter 3). My analysis focused on the mediating role of technologies in
the governance of risk. I analysed the banks’ assignment of (un)acceptable risk profiles to
customers throughout what was termed ‘the client lifecycle’ (Chapter 4). Then I explored
how banks used financial transaction monitoring systems with the purpose of detecting
terrorist financing (Chapter 5). Finally, I explored the novel public-private financial
information-sharing partnerships that have emerged between law enforcement and
banks, through what I termed techno-legal gateways (Chapter 6). The empirical chapters
found that experimentation applies not only to the design and use of technologies; rather,
compliance itself, whereby banks implement open norms in risk-based regulation, can
be seen as a process of ongoing experimentation with rule following in which political
and ethical choices materialise around digital security technologies.

The remainder of this conclusion proceeds as follows: Section 7.2 presents the main
findings of the research. Remaining close to the role of technology in the different
CTF activities that banks undertake, I discuss, in turn, the topics of the three empirical
chapters: KYC practices, transaction monitoring and public-private partnerships. Section
7.3 discusses the theoretical contributions of the research. In this part, I briefly return to
my overarching approach of description and de-scription and recapitulate the three key
aspects of my de-scriptive approach, as outlined in Chapter 2. These aspects are (i) the de-
scription of rule following in practice, (ii) the de-scription of digital security technologies
and (iii) de-scription as a potential step towards transparency and accountability. For
each I examine how they were shown to advance existing literature, before returning to
my conceptual contributions of sites of experimentation and techno-legal gateways. Finally,

section 7.4 discusses some of the societal implications of my findings.
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7.2 Main research findings

This section provides an overview of the main empirical findings of the thesis.
Particularly, it draws out empirical findings that demonstrate how banks have become
security actors and how security decisions in the context of countering terrorist financing
are increasingly made at the human-technology interface. It is a finding in itself that
the detection of financial crime is mainly done by a person at a computer, which
illustrates the transformation of banking from cash and desk service to debit card and
internet service over the past decades. Focusing on how banks experiment with digital
technologies to make authoritative security decisions is indicative of how the detection
of terrorist financing is enabled or constrained by digital technologies and the underlying
data. The sections below return to the main research findings for each of the chapters in
turn: KYC practices, transaction monitoring systems and public-private partnerships.
When discussing the findings of the separate chapters, I also draw connections to
similar themes in other chapters and their broader relations to the overarching themes
of the thesis.

Chapter 4: ‘Know your data’ is the new ‘know your customer’

By examining the increasing importance of data and technologies in KYC practices,
Chapter 4 documented the production of (un)acceptable customer risk profiles throughout
the client lifecycle. I mapped the trajectory of a customer from client onboarding, to
client monitoring, to client oftboarding, particularly focusing on how risk is defined at
the human-technology interface. Many instances of human-computer interaction occur
during the client lifecycle. Examples are when an analyst accesses the bank’s software
systems, conducts a customer review or replies to an information request in a criminal
investigation. Security judgements about what constitutes an unusual or suspicious
transaction are made based on such human-technology interaction. On the human
side, these judgements are based on the experience, expertise, cultural background
and normative perspectives of the concerned analyst. On the technological side, banks
particularly rely on screening and monitoring technologies that help filter high-risk
customers and suspicious transactions within their databases.

The chapter found that in general, KYC is dependent on public sources, customer
disclosure and linked commercial databases. Banks face a particular challenge in
fulfilling their legal obligation to uncover the ownership structures of legal persons
(UBOs). Data reliability is especially relevant with regard to the use of technologies
for watchlist screening — for example, against terrorist sanctions lists, lists of Politically
Exposed Persons (PEPs) and adverse media screening. Such screening is done during
the onboarding of customers and over the whole bank-client business relationship. When

commercial software and databases are coupled to bank databases, these technologies
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— though they may operate on unreliable or subjective data — become authoritative
decision-making actors. The production of (un)acceptable customer risk profiles is
therefore highly dependent on decisions made by commercial actors, and differs per
country, political context and company. The effect of this risk profiling is that individuals
and customer groups that are deemed high risk may lose their access to a bank account.
For example, embassies, trust companies, charities and not-for-profit organisations,
cannabis sellers and sex workers may fall into this category, alongside customers with
activities in high-risk jurisdictions, or clients active in high-risk business sector such
as cash-intensive businesses, traders in high value goods or Real Estate, or even more
general customer groups that do not generate much income for the bank but do require
high compliance expenditure. This illustrates the dilemmas that banks face in balancing
their commercial role and security role.

Chapter 4 also touched on the importance of correspondent banking relationships, as
banks rely on these to facilitate transactions that are international or in another currency,
such as US dollars. This is a crucial but often neglected aspect of KYC, as it gives large
correspondent banks, as well as the United States government, through its sanctions
regime and dollar hegemony, extra-territorial power.

Referring to the increasing importance of ‘know your data’, Chapter 4 teased
out three data issues that are central to KYC in practice. These are data quality, the
temporality of data and data liability. Understanding the import of these is crucial
because the production of customer risk profiles throughout the client lifecycle — and
herewith bank compliance with KYC rules — is highly dependent on them. Data
quality matters, because inconsistent, duplicate or missing data constrains screening
and monitoring technologies. The temporality of data is to some extent a quality issue,
but it also has wider relevance in the context of data sharing between banks and other
actors. For example, this research found that banks pushed their software providers to
update sanctions lists every 24 hours, so as to avoid facilitating any transaction from
a sanctioned individual between the time of their listing and the software provider’s
update. Data liability refers to the situation in which the very presence of data within
a bank, or online (such as in a newspaper article), leads to a responsibility of the bank
to harvest that data and do something with it. As big data becomes more relevant, this
issue will undoubtedly become even more pertinent.

Chapter 4 also demonstrated that banks and law enforcement alike increasingly
discover new types of data that exist within banks and can be harvested for security
purposes. This is a finding that also became apparent in Chapter 6. There, we saw that
mutual learning in public-private partnerships for information sharing between law
enforcement and banks has created a growing awareness of the wealth of data that banks

have, such as customer IP addresses and biometrics.
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Chapter 5: De-scribing transaction monitoring systems

Zooming in on one part of the client lifecycle, the client monitoring phase, Chapter
5 examined banks’ experimentation with automated transaction monitoring systems
that seek to detect transactions that are potentially linked to terrorist financing. After
analysing the challenge involved in formulating workable indicators pointing to terrorist
financing, the chapter de-scribed three different scripts of transaction monitoring systems
in which different roles and discretionary powers are assigned to humans and the
algorithm. The chapter concluded that each of these systems produces (un)acceptable
customer risk profiles in a different way.

Data scientists and analysts need indicators that would logically point to terrorist
financing behaviour. However, the indicators of terrorist financing that can be found
in the public domain, and those mentioned specifically by regulators and in internal
guidance documents, turned out to be too generic to be of much use in practice.
Moreover, the practice of detecting terrorist financing turned out to be ridden with
ethical and technical dilemmas, such as balancing AML/CTF compliance with banking
confidentiality concerns and abiding by privacy legislation (in Europe, especially GDPR
requirements). The focus of the CTF efforts I observed during my fieldwork, which took
place in 2018 and 2019, was mainly the financing of jihadist terrorists. In narrowing
down indicators and queries to be inscribed into transaction monitoring systems, I
observed analysts often wrestled with the dilemma of producing more potentially useful
output versus being at risk of conducting ethnic or religious profiling. Though they
wanted to protect the privacy of individuals, they were also keen to detect ‘unknown
unknowns’ and prevent a future terrorist attack from happening.

Throughout the analysis, banks were found to continuously experiment with different
types of transaction monitoring systems, particularly, formulating possible indicators
of terrorist financing that could be inscribed into the systems and zuning the settings of
transaction monitoring systems.

I de-scribed three different scripts of transaction monitoring systems, all designed
with the intention of detecting transactions that could be linked to terrorist financing.
All experienced the same challenges concerning the difficulty of finding appropriate
indicators, but each was differently designed and used and therefore operated on different
assumptions for terrorist financing detection.

The first scripz analysed what can be considered the traditional, regulated rules-based
transaction monitoring system. Generally, such a system is weak in generating alerts
pointing to actual terrorist financing cases. Indeed, transaction monitoring systems are
geared to detect unusual transaction behaviour, based on basic transaction characteristics
such as amount, destination and frequency. The technology is inadequate mainly because
transactions linked to terrorism tend to be small amounts or ‘usual’ transactions that do

not stand out among the millions of transactions that banks facilitate daily.



182 Chapter 7

'The second and third script concerned machine learning models. These involve a
different framework of action and require data preparation and the choosing of an
algorithm. Supervised machine learning models use a ‘training dataset’ of known
examples of terrorist financing to predict possible other cases. However, the analysis
found that the training datasets of individual banks are typically too small to generate
reliable results. Moreover, in using these, banks experience privacy dilemmas because
methods of narrowing down results may compromise compliance with privacy
regulations. Unsupervised machine learning draws inferences from raw data, aiming
to distil customers or transactions that are anomalous in comparison with the complete
dataset. For purposes of terrorist financing, the detection of ‘abnormal’ behaviour seems
particularly challenging, because, as noted, terrorism may well be financed through
‘normal’ financial behaviour.

'The findings of Chapter 5 point to an evident misalignment between regulation and
practice. Indeed, banks are legally obligated to detect and prevent terrorist financing via
rules-based transaction monitoring systems. In practice, however, apart from sanctions
screening it is hard to detect terrorist financing based on transaction behaviour without
concrete leads from law enforcement. Illicit money may seem legitimate, and legitimate
money may be used towards illegitimate ends. Jihadist terrorist activities are mainly
financed through small amounts and legitimate sources. The ‘usual’ appearance of
such transactions makes them hard to identify within the voluminous pool of ordinary
transactions of bank customers. Indeed, the present analysis of human-technology
interactions and of the data underlying security technologies demonstrates that it is
extremely difficult for banks to discover in financial transaction behaviour the intention
to finance terrorism and subsequently prevent it from happening. The solution to the
inefficiency and ineffectiveness of the current AML/CTF system is being sought in Al

and in increased public-private collaboration and intelligence sharing.

Chapter 6: Techno-legal gateways of financial information-sharing partnerships
Whereas Chapter 4 and 5 addressed banks’ practices of compliance with their legal
obligations to conduct customer research, monitor transactions and report suspicious
transactions to FIUs, Chapter 6 focused on public-private partnerships as the envisioned
solution to the inefficiency and ineffectiveness of the ‘traditional’ AML/CTF reporting
regime. Public-private partnerships have also been posited as a more privacy-friendly
alternative to large-scale transaction monitoring by banks. The chapter documented the
emergence of two particular public-private partnerships and placed their development
in the broader context of financial information sharing between law enforcement and
banks.

Before tracing the development of the two partnerships studied, the chapter examined

financial information sharing in the context of existing information channels. Financial
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information has long played an important role in criminal investigations, with security
services typically obtaining information from banks via an official request sanctioned
by a court of law. In part due to the increased hybridisation of the financial sector
and security services in the financial crime field, bank personnel and law enforcement
nowadays may maintain informal relationships or work together to develop strategic
insights in public-private platforms or stakeholder meetings.

'The two public-private partnerships examined in Chapter 6 were the Joint Money
Laundering Intelligence Taskforce (JMLIT) in the United Kingdom and the Terrorist
Financing (TF) Taskforce in the Netherlands. These were among the first initiatives in
Europe whereby law enforcement shared operational case information with banks in the
context of terrorist financing before the start of an official criminal investigation. In 2015,
on the cusp of the establishment of these two partnerships, the sharing of such sensitive
information between police and banks was unprecedented. The stakeholders, therefore,
needed to overcome many barriers: of trust, of aligning operational frameworks and of
finding an acceptable legal basis. As documented in Chapter 6, the legal experts of each
stakeholder in the public-private partnerships had to deliberate together to determine
what an adequate legal basis would entail in practice.

Establishment of JMLIT and the TF Taskforce involved a process of creative
interpretation, experimentation and reappropriation of existing rules to shape a series
of legal moves that facilitated extraordinary security actions. I analysed how the legal
framework, embodied in what I termed zechno-legal gateways, functioned as a basis for
building trust between the public and private stakeholders and how, based on trust, this
operational framework came to be copied to other empirical domains.

The chapter also documented the establishment of public-private rapid response
teams in the United Kingdom after the 2015 Paris terrorist attacks. It thus demonstrated
the value of ‘following the money’, not only in the context of crime prevention, but also
to detect financial crime after the fact or to locate fugitives in the present. Chapter 5, in a
similar vein, discussed the use of location tracking and analysis of financial transactions
to follow European citizens into conflict areas and/or upon their return. In sum, shorter
lines of communication and increased collaboration between law enforcement and banks
have increased detection efficiency and response times after terrorist attacks.

Although public-private partnerships remain at an exploratory stage, two
developments were observed at the forefront of public-private partnership innovation.
'The first regards content; that is, the practice of working together and mutual learning
between law enforcement and banks invigorates discoveries of new types of data that
can be harvested for security purposes, such as IP addresses, location information,
biometrics and correspondent banking data. The second relates to scale; that is public-
private partnerships will almost certainly grow in scope, membership and capacity, and

expand geographically around the globe. Whereas public-private partnerships have been
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advocated as a more targeted form of CTF, Chapter 6 demonstrated that they are, at
the same time, a novel form of networked intelligence sharing that continues to operate
alongside the traditional AML reporting system.

As the empirical chapters demonstrate, we cannot understand the practice of CTF
without an in-depth understanding of the security decisions made at the human-
technology interface and their experimental nature. Digital technologies and their
underlying data enable or constrain the detection of terrorist financing, whether by KYC
practices, transaction monitoring systems or public-private partnerships. The section

below delves deeper into the theoretical contributions of these empirical findings.

7.3 Theoretical contributions
What is so wrong with ‘mere descriptions’ (Latour, 2005b: 136).

'The empirical findings demonstrate the experimental nature of CTF practices and the
fact that these increasingly take place at the human-technology interface. We now briefly
revisit the theoretical approach outlined in Chapter 2 and discuss new insights yielded by
that theoretical approach and how it furthers the theoretical debate. First, I discuss the
two-fold approach of description and de-scription, which underlies this thesis. Second,
I briefly return to the three aspects of my de-scriptive approach, as outlined in Chapter
2, and discuss their contribution to the existing literature.

De-scription is only a hyphen away from description. It was my aim to both refer to
description in a general sense — to describe something or someone through portrayal in
words (Oxford English Dictionary, 2021) — as well as to apply the theoretical approach
of de-scription, which pays attention to the design and use of technical objects. What
unites this two-fold approach is my practice-oriented perspective that accounts for the
decisive role of technologies in security practices. My main goal was to describe what
happens in practice. In this sense, description can be seen as a contribution in itself that
advances less theoretical and more descriptive works in the field of IR (Besbris and
Khan, 2017). Indeed, calls for such description have been made by authors in art and
literary studies and in studies building on Actor-Network Theory (ANT) (Alpers, 1983;
Austin, 2019; Bijker, 1995; Daston, 2016; Latour, 2005b; Love, 2010, 2020; Marcus
et al., 2016; Rutherford, 2012; Schmitt, 2016). Going beyond what has been called
“hermeneutics of suspicion” in critical IR*® (Austin, 2019: 216), this research sought to
re-evaluate description as a mode of critical inquiry into security practices.

Chapter 2 outlined the three aspects of my de-scriptive approach for the study
of security practices in banks: (i) de-scription of rule following in practice, (ii) de-

scription of digital security technologies and (iii) de-scription as a potential step towards
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transparency and accountability. I argued that Akrich’s (1992) understanding of scrips
is helpful to account for the productive role of technologies in banks” CTF practices.
In the remainder of this section, I provide a brief recap of these three aspects of my de-
scriptive approach, and discuss how they contribute to the practice-oriented literature
at the intersection of IR and ST'S.

First, this research investigated financial surveillance in banks through a de-scription
of rule following in practice. The approach of de-scribing rule following in practice is
particularly relevant to the risk-based governance that characterises global AML/CTF
efforts. The institutionalisation of open norms and the risk-based approach makes the
fight against terrorist financing a decentralised and widely varying practice. This research
has contributed unique ethnographic insights on the day-to-day business of banks as
they seek to combat terrorist financing. By providing a practice-oriented perspective,
this research expanded on previous studies on governing security risks in the financial
sector, as most earlier works focus predominantly on document analysis/and or semi-
structured interviews (Amicelle and Iafolla, 2017; Amicelle and Jacobsen, 2016; De
Goede, 2017; Favarel-Garrigues et al., 2008, 2011).

Building on an adaptation of Wittgenstein by ST'S scholars and IR on rule following,
I emphasised “that expressions of rules do not determine their applications” (Sismondo,
2010: 30; see also Holtzman and Leich, 1981; Pickering, 1992; Wittgenstein, 1986).
More specifically, my research drew from and contributes to the International Practice
Theory (IPT) literature that focuses on the interpretation and application of rules in
grounded practices (Bueger and Gadinger, 2018: 112). In so doing, the current research
advocates an approach that goes beyond norm-oriented models of explaining action in
IR (Reckwitz, 2002: 246) or the focus on normative and moral dimensions of practices
(Bueger and Gadinger, 2018: 91; Hoffmann, 2010). Although IR increasingly considers
practices of rule following, on the one hand, and the mediating role of objects, on the
other hand, I have argued that a combination of these two is crucial to understand
how the material dimension of (commercial) databases and compliance technologies
shape security practices. International practice theorists have focused more on practices
of international diplomacy and international security communities than on financial
practices (but see Knorr Cetina and Bruegger, 2002; MacKenzie, 2008). Indeed, there
has been some theoretical attention to the role of technologies in the transnational
regulation of finance, but I have argued that an approach whereby the “constitutive
role of ideas” is then followed by “reinforcement of the effects of ideas through their
entanglement with material objects” (Porter, 2011: 177) is too linear, because it places
the emphasis on incremental sequences of actions.

To understand the practice of rule following we should be attentive to the productive
role of technologies in compliance with AML/CTF standards. I have argued that we
should acknowledge that rule following manifests at the human-technology interface
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and that this is an experimental process. Because C'TF practices are often digital and
experimental in nature, in contrast to the intended actions of mundane objects, such as
the heavy weights attached to hotel keys (see Latour’s example in Chapter 5), the scripzs
of digital security technologies are less predictably followed in practice. My focus on the
experimental nature of rule following in practice uncovered a dynamic reconfiguration
of public-private decision-making power. My attention to experimentation is in line
with previous analyses that characterise the current AML reporting system by the
“absence of foreseeability in determination of financial suspicion” (De Goede, 2012:
91). As Wesseling (2013: 211) stated, “the downside of the mobile norms and flexible
implementation of the risk-based approach is that it introduces legal uncertainty and
lacks transparency”.

By analysing how authoritative decision-making materialises at the human-
technology interface, my research has yielded important insights for the literature on
private authority in IR (Cutler, 2002; Cutler et al., 1999; Hall and Biersteker, 2002;
Porter, 2011). My approach also advances the body of work within (critical) security
studies that aims to document the governance of risk by public and private actors
(Abrahamsen and Williams, 2011; Bergstrom et al., 2011; De Goede, 2012; Helgesson,
2011; Hoijtink, 2014; Petersen, 2008, 2012). Whereas risk studies have often focused
on the anticipatory or pre-emptive logics behind risk-based governance, focusing on
“the expansion of certain kinds of risk thinking” (Petersen, 2012: 702), I focused on the
objects — for example, through what I have termed techno-legal gateways — through which
risk is anticipated and governed in practice (see also O’Grady, 2015). Through a more
object-oriented approach to rule following, this study adds to previous works on the
use of algorithmic, ‘high frequency’, automated trading in the financial industry*' and
the significant reconfiguration of regulatory spaces that these have triggered (Lenglet,
2011; Lenglet and Mol, 2016).

Second, this study’s de-scription of digital security technologies illuminated the
way in which financial surveillance via the risk-based approach has shifted political
authority to security technologies, such as algorithms and commercial databases. As
such, my theoretical approach stands in contrast to the social constructivist literature,
which focuses on the increasing role of private actors in authoritative decision-making by
regarding authority as an intersubjective and ideational relationship (Hall and Biersteker,
2002: 6). Although reliance on compliance technologies, as well as doubts about profiling
tools, have been documented (Amicelle and Favarel-Garrigues, 2012; Canhoto and
Backhouse, 2007; De Goede, 2017; Favarel-Garrigues et al., 2008), to my knowledge
this is the first study to make the compliance technologies a prime object of analysis
and regard them as decision-making actors.

The de-scription of digital security technologies contributes to the literature that
redeploys insights from STS in IR to understand how material objects shape security
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practices. The insights developed in Chapter 4 and 5 on how not only technology, but
also the underlying data, used in security practices produce risk assessment in dialogue
with humans will also be relevant to scholars beyond security studies, particularly those
working on digital infrastructures or Al in other empirical domains. The de-scription
of the human-technology interface is crucial to understand how in the governance of
risk, security is enabled or constrained by technologies. I coined the notion of the zechno-
legal gateway to refer to the combination of a technological infrastructure and legal
interpretation that enables novel forms of security governance. Regard for techno-legal
gateways demonstrates that technologies are not simply the material manifestation of
the implementation of rule following and policy goals, but that they can accelerate
the creation of zew rules and new forms of public-private risk governance. Increased
information sharing and new governance frameworks between public and private actors
are nowadays emerging more broadly than only in security contexts. This concept
therefore will be useful not only for literature on public and private authority in IR but
indeed in any sector whereby new public-private configurations arise. The concept also
contributes to the literature on rule following, as it demonstrates how rule following in
practice through techno-legal gateways may, in the process, facilitate a certain form of
trust building and rule creation.

Advancing Akrich’s (1992) concept of de-scription, this study demonstrates that
a script analysis of digital security technologies requires a methodological approach
that accounts for these technologies’ dynamic and experimental nature. In contrast
to mundane artefacts, transaction monitoring systems are constantly and differently
tuned after interaction between designers and users. This ST'S-inspired methodological
approach is relevant to anthropological and sociological studies that seek to go beyond
anthropocentric research accounts to include the role of non-humans and technologies.
At the same time, the insights from security studies concerning automated technologies
and algorithmic models in security practices, could benefit STS methods by being
designed into fieldwork investigating digizal cultures and secretive sites.

The third aspect, de-scription as a step towards transparency and accountability,
relates to the way in which de-scription can reveal previously unknown spaces of
political decision-making by engagement with security practices that are secret,
complex or opaque to the public. The result is to open such spaces to public debate and
accountability. Being attentive to the techniques and instruments that order society, this
research has demonstrated that knowledge production and knowledge dissemination are
mediated through digital technologies. However, studying digital security technologies
poses the challenge of secrecy. These technologies are complex to understand, privately
owned, redeployed in many different places and often operate on sensitive data that are
kept secret for both security purposes and privacy reasons. As argued elsewhere, the

issues of secrecy and confidentiality when doing qualitative fieldwork in the security
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domain pose specific methodological challenges (Bosma et al., 2020). Though there is
a vibrant literature that can be called ‘secrecy studies’, the methodological implications
of encountering secrecy during qualitative research remain understudied. While they
do not undertake ethnographies in a strict sense (Vrasti, 2008), IR scholars have
increasingly deployed ethnographic methods in securitised and technologised contexts.
Work in IR can therefore benefit from methodological insights at the intersection of
STS and anthropology and vice versa.

Chapter 3 outlined a methodological approach centred around sizes of experimentation.
This notion aids in the study of digital security technologies by its emphasis on
following technology from design to use and observing human-computer interaction.
My theoretical and methodological approach helps to de-scribe technologies, thereby
opening a space for theoretical reflection and public debate (Pelizza and Kuhlmann,
2017b). 'This approach could also be useful to scholars interested in experimentation
with security technologies beyond the domain of counterterrorism. Technological
experimentation carves out new terrains in other spheres of society or security, for
example, in border control and refugee management (Molnar, 2020). De-scription of
rule following and of digital security technologies can help to articulate daily dilemmas

that have societal implications to wider publics, to which I will turn next.

7.4 Societal implications and future research

'This section sketches some of the societal implications connected to CTF practices by
banks, divided in two parts. The first addresses the societal implications that emerge
when placing the findings of this research in the context of the chain. The second
sketches the side-effects of the structural weaknesses of the current global system for

combating financial crime.

Implications in the chain

One of the main findings of this research is that of an evident misalignment between
regulation and practice in the context of CTF obligations of banks. The compliance
industry is booming. Banks are investing billions in technologies and personnel.
Comparing the financial and quantitative commitment of financial institutions in the
context of AML/CTF with the outcomes, we can only conclude that the effort versus
the returns of the system is out of balance. Specifically for detecting terrorist financing,
but also more broadly, it is increasingly recognised that the current AML/CTF reporting
system is inefficient and could be more effective (Bosma and Lagerwaard, 2021; CEPS-
ECRI Task Force, 2021; Keatinge, 2015; Maxwell and Artingstall, 2017; Neumann,
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2017, Pol, 2018, 2020; Riemslag Baas, 2021; The Clearing House, 2017; The Economist,
2021; Wesseling and De Goede, 2018).

Moreover, the challenges posed by KYC and the detection of terrorist financing via
transaction monitoring systems have implications further down the line. Although this
research focused on banks, the difficulty of preventing terrorist financing must be seen
in the context of actions throughout a whole chain of public and private actors. When
banks report a transaction to the FIU, the FIU must assess the report and potentially
declare it suspicious (in the Dutch context). In 2014, European FIUs received almost a
million unusual or suspicious transaction reports by the regulated sector, almost double
the number that they received in 2006 (Europol, 2017: 9). Less than 1 per cent of the
reports was ultimately linked to terrorist financing (ibid.: 5). In 2018, when the Dutch
FIU was already dealing with capacity problems (Wesseling and De Goede, 2018: 123),
it received 68,217 unusual transaction reports from banks (out of a total of 753,352 by
all reporting entities) (FIU-the Netherlands, 2021a: 31). In 2019, this number rose
to 155,337 (out of 2,462,973), and in 2020 to 245,148 (out of 722,247). In 2020, staff
capacity at the Dutch FIU grew from 63 to 76 FTE (FIU-the Netherlands, 2021a: 16).

Although these numbers are perhaps difficult to interpret, it would seem reasonable
to ask whether the capacity at the FIU is sufficient to adequately process all of the
financial intelligence provided by the reporting entities. Currently, most of these unusual
transactions are not declared suspicious based on research done by humans, rather
they are declared suspicious based on algorithmic filtering within the FIU or through
automated matching with police records. Indeed, according to the team chef of the
Dutch FIU much information is processed automatically: “The first thing we do is go
through that haystack with a big magnet and all the needles will come out by themselves”
(Leaders in Finance Academy, n.d.). This, in itself, raises questions about the balance
of human-technology agency in making security judgements by public actors. When
unusual transactions are declared suspicious, they enter the large database of the FIU.

'The FIU along with intelligence and law enforcement agencies must analyse, process
and decide what security response or court action to take regarding these reports.
According to Europol (2017: 4), only around 10 per cent of the suspicious transaction
reports (of which less than 1 percent were cases of terrorist financing), were further
investigated by competent authorities after collection by the FIU. At the time, only
“2.2% of the estimated proceeds of crime were provisionally seized or frozen, and only
1.1% of the criminal profits were ultimately confiscated at EU level (ibid.: 30). When an
individual might be convicted of terrorist financing, this leads to the possibility of their
assets being frozen (De Goede, 2018). In the Netherlands, the several dozen terrorist
financing cases that were brought to court were mostly cases of family members that

are convicted for sending money to relatives in IS territory (Anwar in Schellevis, 2021).
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Whereas the screening of customer against (international) terrorist list works real-
time and can potentially prevent a transaction from execution, the transaction monitoring
is a relatively slow process. Before a transaction moves through the chain of actors that
detect, assess, report, prosecute and judge, so much time can elapse that actual prevention
of money laundering and terrorist financing — the aim of the legislation — is no longer
a realistic outcome. Compliance officers often refer to the word ‘prevent’ and how this
is problematic in itself because it is unlikely that terrorist financing is being prevented
through transaction monitoring (Fieldnotes 7 May 2018). Some foreign fighters were
indeed detected, for example, via screenings based on negative press alerts, and then
reported to the FIU. But often, by the time terrorist financing is discovered linked to

a customer’s account, the customer is deceased (ibid.). As one compliance officer put it:

The system as it is now, it’s not real time. There is so much time lag. We
all have to report promptly [in Dutch, onverwijld]. But before it has been
analysed by us, made into an [unusual transaction report], reported, analysed
by the FIU, and perhaps and hopefully by the investigation service. Well, by
then the bird has flown! We have to be much quicker (Interview 14, 2018).

In short, formulating rules®? on preventing terrorist financing has not led to effective
prevention of terrorist financing in practice. When observing the international regulatory
developments, it can be concluded that new directives follow one another in rapid
succession. However, coming back to the distinction between extensional semantics
and finitism (Chapter 2), we have to acknowledge that the issuance of new rules and
more exact definitions has not necessarily improved the practice of CTF. Rightfully,
MacKenzie (2008: 116) drew attention to decisive factors in the practice of accounting
that are hard to define and regulate but are important to acknowledge, such the expertise
and integrity of individual accountants, organisational dynamics within accounting firms
and the trustworthiness of technical systems. Similar aspects in the banking industry
are equally important, in order to understand and improve the detection of financial
crime. But these are hard to measure and enforce via global standards.

Questions can also be raised about the enormous deployment of human and financial
resources and the extent to which this contributes to fighting (financial) crime. What
should happen when rules oblige banks to detect and prevent terrorist financing,
but practice demonstrates that regulatory and societal expectations are sometimes
unrealistic’ What happens when being compliant with the rules does not lead to the
prevention of financial crime in practice? How should we assess the transference of
security responsibilities, and associated costs, to the private sector? For example, in 2019
the Netherlands had about 3,500 active district police officers, which is less than half
the number of bank employees working on AML/CTF (Bosma and Lagerwaard, 2021).
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'The resources that bank are obliged to direct towards the fight against money laundering
and terrorist financing has also drawn attention to global inequalities. As Tsingou (2010:
631) argued, “developing countries have limited resources, both in terms of financial
and human capital and these are being diverted in order to comply with global AML
requirements”. Money that has been spent on AML is not being spent elsewhere.

At the end of the day, the interpretation of the risk-based approach, whereby a
balance needs to be found between adequate risk analysis and over-compliance, will
ultimately be determined by supervisory choices and the implementation by regulated

entities.

Side-effects of the AML/CTF regime

The research also zoomed in on the side-effects of the AML/CTF regime, such as the
general privacy impact of large-scale financial surveillance, unintended consequences
such as de-risking and financial exclusion, and the blurring of accountability in
increasingly digitised security contexts.

The current AML/CTF system has huge privacy impacts on everyone with a bank
account. Banks, which harbour a wealth of sensitive data on customers, continuously
monitor financial transactions and are obliged to report ‘suspicious’ or anomalous
transactions to the FIU. This research found that banks do experience dilemmas in
balancing the need to produce more useful output versus the risk of ethnic or religious
profiling. Also, FIUs play a key role in international data sharing, which has important
geopolitical implications. Data sharing via FIUs in the EU raises legal challenges and
uncertainty regarding the interpretation of the data protection framework that they are
subject to (Mouzakiti, 2020). Whereas the traditional and regulated form of financial
surveillance, via rules-based transaction monitoring, impacts every customer with a bank
account, public-private partnerships are envisioned to be a more targeted form of CTF.
At the same time, Chapter 6 showed that the growth of interconnected partnerships
simultaneously creates a new networked form of intelligence sharing which continues
to operate alongside the traditional system. The envisioned solution of public-private
partnerships, such as the TF Taskforce, is indeed more effective, but the legal and ethical
challenges, such as democratic legitimacy, rights of individuals and accountability,
remain insufficiently understood (Dehouck and De Goede, 2021).

This research drew attention to the issue of de-risking and financial exclusion of
high-risk customers as well. As commercial actors, banks and software providers have
the authority to financially include or exclude customers. Offering services to high-risk
customers may prove to be too risky for banks, as they can be held liable for failing to
prevent money laundering or be fined for the facilitation of money laundering or terrorist
financing. In February 2021, the FATF started a new project “to study and mitigate
the unintended consequences resulting from the incorrect implementation of the FATF
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standards” (FATF, 2021). 'This initiative was specifically focused on de-risking, financial
exclusion, undue targeting of not-for-profit organisations and general curtailments of
human rights such as due process and procedural rights (ibid.). When the political
authority to designate individuals and customer groups as high risk is increasingly
transferred to private actors, such as banks but also software vendors and commercial
databases, the question of accountability becomes even more important. As Chapter 4
showed, commercial actors such as World-Check can insert customer risk profiles into
their databases for the banks to screen, but they are hardly held politically accountable
for the impacts of their choices, even when their data turns out to be flawed. Moreover,
individuals whose names appear in these commercial databases are often unaware that
they are so listed.

Another important societal implication in the area of accountability arises from
the increased reliance on technology and data, and the resulting decision-making
at the human-technology interface. Different actors involved in the development of
technologies may argue from different frames of reference (Grin and Van de Graaf,
1996). Senior bank managers and others in decision-making positions often do not
understand the technical details that enable or constrain security practices and that
have major political and ethical implications. Since automated security decisions can be
expected to increase, the advancing technologisation of the field and resulting complexity
of the system can be expected to create ever more transparency and regulation issues.
For example, a senior compliance officer explained their aim for a situation in which
only ‘event driven’ customer reviews are necessary, whereby periodic reviews can be
discontinued: “the more elements that you normally do in a periodic review that you
can trigger with tooling [such as adverse media screening] the lower the need is to do
periodic reviews. They are very labour-intensive and often serve no purpose” (Interview

12, 2018; also Interview 43, 2021). Yet, automated risk assessments continue to pose

regulatory challenges. One data scientist anticipated that certain algorithms, such as
logistic regression, will be used more than others, because the regulated industry is
in need of transparency and justification: “[everyone wants to know] why did we give
this person this prediction?” (Interview 18, 2018). In contrast to neural networks or
deep learning, logistic regression or decision trees are more transparent: “they want
these kinds of models that they understand, and they can describe easily” (ibid.). It is
important to acknowledge the agency of technologies, because the output of digital
security technologies has a profound impact on society, entailing not only the detection
of financial crime but also impactful processes of financial exclusion.

To trace the increasingly dynamic, privatised and digitised environments in which
security decisions are taken, more practice-research is needed on the role of IT and
software companies and the challenge of regulating AML/CTE, as well as on the
unintended consequences of these developments. Future research might furthermore
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follow the implementation of the new rules and regulatory landscape that is currently
emerging at the European level (Couvée, 2021), and relate these to effective outcomes in
terms of combating financial crime. More research could also be done at the intersection
of AML/CTF regulations and financial transparency. For example, governments and
researchers should continue to investigate the extent to which complex and concealed
financial flows are facilitated via tax laws. The transparency of money flows and
ownership structures of legal persons is important for the detection of illegal activities,
such as money laundering and corruption, and for combating tax evasion.

My analysis of the role of banks in CTF could be complemented by studies that are
more quantitatively oriented. In my research, in-depth empirical research into daily CTF
practices was given priority over the possibility of generating a representative sample
of the European banking industry encompassing multiple countries via, for example, a
survey. Also, more research could be done to establish which empirical findings apply to
other forms of terrorist financing. For example, whereas this research mainly focused on
the perceived terrorist threat at the time of my fieldwork, relatively small-scale plots of
jihadist terrorism, ‘larger’ cases of terrorist financing such as the bureaucracy behind IS
remained out of scope (see for example Vidino, 2020). To understand the chain of actors
(De Goede, 2018) involved in AML/CTEF, more research could be done into the steps
that are taken between the FIU and the court room by investigative and intelligence
services. Another AML/CTF practice that warrants mention but was outside the
temporal scope of this thesis was an experiment to couple the transaction databases
of different Dutch banks for security purposes. This Dutch initiative, under the name
Transaction Monitoring Netherlands, recently combined the transactions of five major
banks in an effort to detect money laundering and terrorist financing via transaction
monitoring across banks (TMNL, 2021). Finally, future research should analyse AML/
CTF practices in other geographical contexts. Although the Netherlands and the United
Kingdom are very relevant for the study of CTF practices in Western Europe, research
is also needed in other parts of Europe and the world.

Also, more research could be done into digital innovation in the financial industry
and the way AML/CTF regulations intersect with developments in the payment
industry. The digitisation and fragmentation of the payment landscape has disrupted
the traditional role of banks. Changing consumer behaviour, technology-driven
innovation and European regulatory interventions impact banks’ financial services and
market share of payments (Cortet et al., 2016). Banks’ role as financial intermediaries is
evolving amid the increase in alternative payment methods, non-bank payment service
providers, cryptocurrencies and FinTechs. This development has been accelerated by
digital innovation (McMillan, 2014) and by the EU Payment Services Directive 2 and
Open Banking, which forces banks to open up consumer payments accounts to licensed
third-party service providers (Observation Seminar PSD2 on 22 June and 26 September
2017; ACAMS Seminar, 13 February 2018).
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'These conclusions demonstrate that the societal implications of CTF by banks are
significant. Whether it concerns the effectiveness of the system or the side-effects, it
is important to consider to what purposes the counter-finance toolbox is created and
whether these goals are achieved. At the end of the day, it is a political question what

task private actors have in far-reaching security decisions.
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Endnotes

1 The objective of the Single Supervisory Mechanism of the European Central Bank is to contribute to
“the stability of the financial system” by promoting a resilient and well-functioning banking sector
“which can fulfil its service-providing function to the economy”. This risk-based supervision seeks to
identify “shortcomings” in bank “capital or liquidity levels or in their risk management and controls”
(European Central Bank, 2021)(European Central Bank, 2021).

2 Following Amicelle (2011: 161-162), I use the term financial surveillance to refer to the legally binding
duties and compliance policies of regulated institutions such as banks in the context of AML/CTF that
are enforced via the global FATF guidelines.

3 'The first EU AML Directive, adopted under Community law in 1991 and based on 40 FATF
recommendations, initiated the explicit extension of the fight against money laundering to the private
sector (Wesseling, 2013: 176). However, “during the 1990s banks did not consider reporting suspicious
transactions a priority and their AML policies remained rather limited” (ibid.: 177). Shortly after 9/11,
the Bush administration broadened the mandate of the FATF via eight special recommendations to
include terrorism financing (Bergstrom et al., 2011: 1,049; De Goede, 2012: xxiii, 38-39). Within
the EU, fighting terrorist financing was perceived to be more peaceful than other measures in the war
against terror such as Guantanamo Bay (De Goede, 2012: 41). The third AML Directive, adopted in
2005, included the fight against terrorist financing for the first time and also embraced the risk-based
approach (De Goede, 2012: 40-41; Wesseling, 2013: 181).

The goal of the risk-based approach is to make sure that AML/CTF measures are “commensurate with
the risks identified”, which ideally “should lead to an efficient allocation of resources” (Tonnara, 2016:
58). The resources within in banks that are allocated to the detection of financial crime as stipulated
by the rules should “follow the risk” (Amicelle, 2011: 164). Whereas the rules-based approach, which
applied before, asked banks to apply fixed norms to every transaction (a ‘tick-the-box exercise’), for
instance, every cash transaction that exceeds €15,000, the risk-based approach requires ongoing and
risk-based transaction monitoring by banks (Wesseling, 2013: 183-184). The risk-based approach
requires active behaviour by banks in order to be able to demonstrate that they have “adequate and
proportionate policies and procedures of Customer Due Diligence, reporting, record keeping, internal
control, risk assessment, risk management, compliance management and communication” to identify
terrorist financing risk in their businesses (ibid.).

The fourth EU AML Directive which implemented the new FATF recommendations increased
the emphasis on the risk-based approach and expanded obligations of Customer Due Diligence
(Directive (EU) 2015/849, 2015). The directive stipulates that, according to the risk-based approach,
CDD measures should be commensurate to the money laundering or terrorist financing risks that
reporting entities have identified. Simplified CDD is allowed for low-risk situations, while ‘enhanced
due diligence’ is required if the risk associated with a business relationship or occasional transaction
increases (Joint Committee of the European Supervisory Authorities, 2017: 42). A broader definition of
PEPs was formulated, increasing the scope of customers for enhanced due diligence procedures. Also,
the regulation requires more effort to establish the ‘beneficial owner’ of transactions — “the owner of the
actual interest behind legal formalities” - in order to prevent corporate vehicles and legal arrangements
to be used for the ‘layering’ and ‘placement’ stage of money laundering activities (Formisani, 2016: 27).
The directive also requires public actors to contribute to the effective implementation of the risk-based
approach by conducting risk assessments at the supranational and national level (ibid.: 12) and providing
a central register for beneficial ownership. This multi-level risk assessment includes supranational risk
assessments to be carried out by the European Commission and national risk assessments by member
states. Financial institutions, such as banks, in turn are obligated to conduct Systematic Integrity Risk
Analyses (SIRA) in relation to money laundering and terrorist financing and to translate these risks into
CDD policies and transaction monitoring systems (Dutch Central Bank, 2017b: 7).

The fifth EU AML Directive (Directive (EU) 2018/843, 2018) sought to increase transparency of
the owners of companies and trusts, to enhance the power of EU FIUs, to increase the risk assessment
of high-risk countries, to strengthen the role of AML supervisors and to “tackle terrorist financing risks
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linked to anonymous use of virtual currencies and of pre-paid instruments” (European Commission,
2018). At the European level, steps were taken towards a European supervisory mechanism for AML/
CTF (Cats, 2020; Joint position paper, 2019). There is a growing expectation that the link between
prudential and AML/CTF supervision is being strengthened (European Banking Authority, 2020).
In the Netherlands, there are concerns that increased harmonisation at the European level and “further
development of regulation towards a more uniform model may lead to a stronger focus on formal
conditions” which is not in line with the risk-based approach (Van der Linden and Alkaya, 2020: 8).
This balance between the formulation of formal rules and open interpretation, flexibility and dialogue
between supervisor and regulated entities is often called rules-based versus risk-based compliance (ibid.).
The business units, such as the front office and other customer-facing activities, are the first line of
defence in charge of identifying, assessing, and controlling the risks of their business. In the bank where
my fieldwork took place, the first line consists of several business lines such retail banking and private
banking. All these business lines had units that supported their client-facing staff in risk-management
responsibilities. Standard operating procedures on client screening and monitoring were maintained
by the business line at the first line. They helped to implement policies, processes, and the ‘tooling’ of
the transaction monitoring system (see Chapter 5). The first line also consisted of a unit responsible for
CDD (see Chapter 4) and an operational unit responsible for transaction monitoring technologies and
handling the output of the system: the alerts. When an analyst decides that an alert points to a suspicious
transaction that needs to be reported to the FIU, the transaction is first forwarded to a reporting officer
at the second line.

The second line of defence is typically a “functionally independent corporate operational risk
function” which complements the business lines’ risk management activities (Basel Committee on
Banking Supervision, 2011: 4). This should include a chief compliance officer responsible for the ongoing
monitoring of the fulfilment of AML/CTF regulations (Basel Committee on Banking Supervision,
2020: 5-6). The second line consists of the back-office departments that develop the internal guidance
and procedures, such as compliance, legal, risk, and security and intelligence departments (Wesseling,
2013: 192-193). The compliance department is responsible for the translations of legislation and
regulations into clear guidelines for staff and for maintaining oversight of the processes within the
bank. The legal department’s function is to interpret global, supranational, and national law, such as
the FATF recommendations and the multiple EU AML directives, and to adapt the bank’s compliance
policy accordingly. A security and intelligence department “analyses risks with regard to products,
clients and countries” (ibid.). This department may provide guidance and deal with external (financial
crime) security threats, such as fraud, money laundering, terrorist financing and human trafficking,
but may also deal with internal security issues such as the physical security of staff and integrity issues.
They handle information requests by criminal investigators as well. They also receive all of the unusual
transaction reports from the first line, where the alert-handlers operate. They make sure that these are
complete and decide if they are to be reported to the FIU. The third line of defence is an internal audit
function that provides risk assurance to the board and senior management that the second and first lines
have effectively implemented risk management procedures.

During my fieldwork I encountered many discussions about the ways in which the AML/CTF
regulations intersect with other European regulations. For example, one panel I attended at ACAMS
Europe 2018 was titled ‘Compliance with Converging Regulation: A Holistic Approach Towards the
Implementation of [the Fourth AML Directive/the General Data Protection Regulation and Payment
Service Directive 2]’

It regards automated transaction monitoring systems as an equal agent to analysts (ibid.: 133). Based on
observations in the British financial institution, Canhoto characterised financial crime detection and
the influence between technical systems and profilers in banks as a “dialectical process”, “whereby the
characteristics of the data available impact the analysts’ ability to interpret an event and, at the same
time, the analysts tend to look for in the data only what they consider conceivable” (ibid.: 3).

Some have employed ST'S insights to study how security contexts, such as borders, have been ‘laboratised’,
blurring the “supposedly separate spheres of science (expertise and experimentation in the laboratory)
and security (sovereign decision-making at the border)” (Bourne et al., 2015: 308). Others have observed
the management of risks via technological experiments in the humanitarian sphere (Sandvik et al., 2017)
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and through surveillance technologies for crime control and prevention (Grommé, 2015).

According to Porter, the authority of such arrangements manifests in the public/private arrangements
playing “a significant independent role in the governance of finance” (ibid.: 176-177). He used four
overlapping concepts to make his argument: the constitutive role of ideas, their further reinforcement
by their entanglement with material objects such as technological artefacts such as machines and their
instruction manuals, functional constraints and finally path dependence (ibid.: 177). His approach
is useful in analysing the broad societal developments that have occurred as a result of transnational
regulatory arrangements, such as the emphasis on the influence of transnational standards in the financial
sector instead of “command and control” regulations (ibid.: 179). He argued that the focus on such
transnational standards “display a consistent pattern of incremental growth, integration, and complexity
over time” (ibid.: 179).

Or, the specific theory within the field of ST'S: the Social Construction of Technology (SCOT).
Walters and D’Aoust (2015: 45) aimed to bring Marres’ understanding of publics into critical security
studies by arguing that “a better understanding of publics can advance our understanding of the
governance as well as the contestation of security regimes and practices”. They built on Marres’ (2015:
53) work on issue formation to emphasise the “transitory mode of existence of publics”. Instead of seeing
the public “as transcendental actors who are always already there”, “publics are better understood as
convened or assembled” (ibid., emphasis added). Publics are material both in the sense of the socio-
material infrastructure underpinning publications as well as the ways in which ‘things’ come to matter
in political disputes and controversies (Latour, 2005a; Walters, 2014). Embracing this line of inquiry
allows us to “move towards accounts of politics in which the political is something that has to be staged,
assembled, and accomplished in particular places and always under specific conditions” (Walters and
D’Aoust, 2015: 67).

Consider how Latour (2005b) answered the question of how actor-network theory approaches deal with
concepts like power and domination (a criticism of the lack of politics in descriptive approaches like
actor-network theory): “[I]t is just because we wish to explain those asymmetries that we don’t want to
simply repeat them — and even less transport them further unmodified.... This is why it’s so important to
maintain that power, like society, is the final result of a process and not a reservoir, a stock, or a capital
that will automatically provide an explanation. Power and domination have to be produced, made up,
composed” (Latour, 2005b: 63).

The Europol report provides explanation about the high amount of STRs in the United Kingdom and
the Netherlands: “It is of course understandable that the United Kingdom would generate one of the
highest reporting volumes in the EU: not only is it home to one of the largest financial markets in
Europe, but in addition, it operates a Suspicious Activity Regime (SAR), which broadens the types of
reports it can receive. Nonetheless, the figures are extremely high in comparison to other countries,
which may also be a result of defensive or over reporting. Reporting volumes in the Netherlands, given
the size of its territory, population and financial sector, are anomalous. The very high number of reports
received by the Dutch FIU can be explained by way of the fact that they do not receive STRs, but rather
unusual transaction reports (UTRs) from reporting institutions. The vast majority of these reports
stem from money transfer offices that are obliged to report all transactions in excess of EUR 2000.
After investigation by the FIU, an unusual transaction may be declared suspicious and all STRs are
forwarded to investigation services. Only a small proportion of the reports received by the Dutch FIU
are declared suspicious (on average around 15%), meaning that much of the reporting is rarely utilised
for investigative purposes” (Europol, 2017: 10).

Names have been changed for anonymity purposes.

On doing harm, the FOLLOW research ethics protocol states “All interviewees and professionals to
be observed are highly educated professionals in the financial and government sectors. No children or
vulnerable adults will be approached as respondents.... They are not at risk of stigmatization or other
vulnerabilities”.

15 Anonymity was not only practiced in the publication phase but was an ongoing process throughout

the research. Anonymisation efforts also entailed being discrete during snowball sampling and when
encountering new respondents in the financial security field. For example, on my own initiative, I never
referred to interlocutors or to previous interviews other than in very broad terms. Since the network of



220

16

17

18

19

20

21

22

23

24

25

experts in CTF is small and close-knit, people can easily recognise each other. However, sometimes it
would occur that respondents made themselves knowable.

This textbox is based on a mixture of regulatory guidance, compliance documents within banks and
observations during my fieldwork in banks. The process is ideal-typical, generalised, and anonymised
and is based on reports from respondents as well as my observations during fieldwork.

During the phase of triangulation, I invited one of my respondents (an external KYC program manager
who had worked with many banks) to share the preliminary findings of this chapter for factual checks
and to gain further insight. During this conversation I showed the manager a table that I had created
based on my fieldwork observations and compliance documents, which was supposed to represent the
client lifecycle. In support of my research, the respondent provided this KYC lifecycle (Figure 4.2)
which corresponded with my other fieldwork observations and findings and is a clearer and factually
correct overview of the lifecycle.

Chapter 5, analysing transaction monitoring systems, elaborates on some of the terrorist financing risks,
or indicators, associated with different customers during my fieldwork period.

According to sanctions regulations, banks have to freeze the accounts of individuals who are placed on
sanctions lists (FATF, 2013b: 3). Sanctions are “restrictive measures imposed [to] target governments
of third countries, or non-state entities (e.g. companies) and individuals (such as terrorist groups and
terrorists)” (EU External Action Service, 2016). They may target persons, countries or specific elements
in a transaction, such as a certain type of good (Internal guidance document, 2017). Important sanctions
lists out of the hundreds of lists that exist worldwide are the US Office of Foreign Assets Control
(OFAC) sanctions lists, the EU Consolidated List of Sanctions and UN Security Council blacklists
(Amicelle and Jacobsen, 2016; De Goede and Sullivan, 2016).

Public-private information-sharing partnerships (see Chapter 6) are one envisioned way of overcoming
this problem of fragmented view, as such partnerships could permit banks to work together on a case in
a trusted environment. Another recent initiative is Transaction Monitoring Netherlands, a joint project
by major Dutch banks to combine the transactions of the banks in order to collectively monitor and
detect money laundering (TMNL, 2021).

In line with the GDPR, the independent European advisory body on data protection and privacy has
adopted guidelines “to ensure that profiling and automated individual decision-making (whether or
not this includes profiling) are not used in ways that have an unjustified impact on individuals’ rights”
(ibid.: 6). GDPR requirements — such as principles of lawfulness like consent, fairness and transparency,
purpose limitation and data minimisation, but also data subjects’ rights — must be met during stages of
data collection, automated analysis to identify correlations and application of correlations to an individual
to identify characteristics of present or future behaviour (ibid.: 7-9). The working group wrote that “there
may be instances where there will be a legal obligation to carry out profiling — for example in connection
with fraud prevention or money laundering” for purposes of “legitimate interests” (ibid.: 13).

Around that time, the possibility of terrorist financing via the use of virtual currencies became an issue
on the security agenda. In 2018, according to a report commissioned by the European Parliament, “[i]n
their current form and at current levels of adoption, Virtual Currencies may not present terrorist actors
with substantial advantages over other methods of funding and financing they already utilize” (Keatinge
etal., 2018: 9)

When companies buy analytical software products, the software vendor usually deploys an on-site
team of technical and non-technical experts to help the user set up the system and provide training
(Interview 26, 2019). The software provider may employ people with a background in intelligence or
law enforcement who bring expertise on crime indicators to the different financial institutions (ibid.).
Banks are also responsible for the “pre-transaction monitoring” process (Dutch Central Bank, 2017b:
10), whereby the transaction has not yet taken place. Unusual transactions should be detected or put on
hold after a signal, which can be face to face (e.g., a bank employee in the front office detects something
unusual during client contact) or automated, such as the client screening technologies discussed in
Chapter 4.

According to Liu et al. (2008: 413), most anomaly detection models first “construct a profile of normal
instances, then identify instances that do not conform to the normal profile as anomalies”. These authors
set out their own model, which operates from a different logic, as follows: “This paper proposes a different
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type of model-based method that explicitly isolates anomalies rather than profiles normal instances....
In other words, anomalies are ‘few and different’, which make them more susceptible to isolation than
normal points. We show in this paper that a tree structure can be constructed effectively to isolate every
single instance. Because of their susceptibility to isolation, anomalies are isolated closer to the root of
the tree; whereas normal points are isolated at the deeper end of the tree. This isolation characteristic of
tree forms the basis of our method to detect anomalies, and we call this tree Isolation Tree or iTree....
The proposed method, called Isolation Forest or iForest, builds an ensemble of iTrees for a given data
set, then anomalies are those instances which have short average path lengths on the iTrees. There are
only two variables in this method: the number of trees to build and the sub-sampling size. We show
that iForest’s detection performance converges quickly with a very small number of trees, and it only
requires a small sub-sampling size to achieve high detection performance with high efficiency” (ibid.).
The steering group was dissolved around end 2019.

The event was sponsored by Dutch public security actors, such as FIOD and the Prosecution Office,
alongside major financial institutions, consultancy firms and interest groups.

Although there is an ongoing lobby for multilateral sharing between banks (Observation FinCrime
leaders Roundtable, 2018), private-private sharing continues to be limited to “information about an
unusual transaction that they have identified with the financial institution where the counterpart of
that transaction is being handled, if that financial institution is part of the taskforce” (Maxwell, 2020:
42)

On 6 August, the same date that the pilot of the TF Taskforce was converted into a structural
arrangement (Staatscourant, 2019b), the pilot Serious Crime Taskforce was announced in another
covenant (Staatscourant, 2019a). In the same manner in which names of presumed terrorist financers
are being shared with financial institutions; in this taskforce it is arranged how investigative authorities
are allowed to give banks the names of presumed advisors of the underworld. After their financial
investigations, the five participating banks (Knab joined in 2021) decide whether there is reason to file
an unusual transaction report to the FIU.

In IR, especially Critical approaches, we find an abundance of grand structural statements; aims to
signal mechanisms of domination, to emancipate the oppressed and the silenced and claims for radical
theoretical or practical social change. At best, description then functions as a rigorous empirical basis
for academic analysis and theorising that sparks social change. At worst, descriptions are mobilised as
anecdotal evidence for political, academic, or ideological confirmation. Descriptions could be a helpful
remedy against excessive conceptual creation, twists and academic vocabulary which unnecessarily
increases the distance between academia and society and hampers debate and potential problem-solving
in practice.

By looking at the role of private actors in ensuring the integrity of the financial system, this study may
also contribute to broader debates in political economy on the governance of European and global
finance, although minor engagement was sought with this literature (Kessler, 2011; Migge, 2014;
Stilwell, 2006).

In similar ways to the regulation of accounting, MacKenzie (2008: 116) posed two hypotheses that are
also applicable to the regulation of the banking sector in the context of financial crime: “If extensional
semantics were correct, then regulation could be improved by formulating more exact definitions and
writing ever-tighter rules. If finitism is correct, that path is endless, and the regulation of accounting
needs to involve factors that are hard to define, but important nevertheless: a recognition of the
importance, and skilled nature, of apparently ‘routine’ bookkeeping; the integrity of accountants, and
their sense of being members of a profession as well as employees of a firm; the trustworthiness of
technical systems; the independence of auditors; and so on. Accounting is crucial to the economic
governance of modern societies, but it cannot be made orderly by meanings and rules alone”.
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ANNEX A: List of actors interviewed

Interviews (recorded)

Number of in-text Role From Time

reference

1 Three regulators Netherlands 24 May 2017

2 Banking sector representative Netherlands 21 June 2017

3 Head compliance (bank) Netherlands 25 January 2018

4 Law enforcement Netherlands 14 February 2018

5 Product owner transaction Netherlands 10 April 2018
monitoring (bank)

6 Senior compliance officer (bank) Netherlands 23 April 2018

7 Data analyst (bank) Netherlands 23 April 2018

8 Security manager (bank) Netherlands 24 April 2018

9 Financial crime consultant Netherlands 25 April 2018
(entrepreneur)

10 Intelligence analyst (bank) Netherlands 26 April 2018

11 Data analyst (bank) Netherlands 26 April 2018

12 Senior compliance officer (bank) Netherlands 1 May 2018

13 Security professional (bank) Netherlands 1 May 2018

14 Compliance officer (bank) Netherlands 2 May 2018

15 Intelligence analyst (bank) Netherlands 4 May 2018

16 Security manager (bank) Netherlands 18 May 2018

17 Intelligence analyst (bank) Netherlands 28 May 2018

18 Data scientist (tech-company) UK 1 June 2018

19 Senior compliance officer (bank) UK 12 June 2018

20 Law enforcement UK 13 June 2018

21 Financial crime professional (bank) UK 13 June 2018

22 Law enforcement UK 14 June 2018

23 Security director (bank) Netherlands 16 August 2018

24 Security director (bank) Netherlands 21 August 2018

25 Two KYC experts (bank) Netherlands 24 August 2018

26 Software engineer (tech-company) Netherlands 21 January 2019

27 Senior compliance professional (bank) Netherlands 20 February 2019

28 Prosecutor Netherlands 10 May 2019




Exploratory interviews (not recorded)
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Number of in- Role From Time

text reference

29 Three regulators Netherlands 27 March 2017

30 Customer Due Diligence analyst (bank) Netherlands 7 April 2017

31 Compliance officer (bank) Netherlands 7 June 2017

32 Financial crime expert (consultancy) Netherlands 30 June 2017

33 Financial crime analyst (bank) Netherlands 26 July 2017

34 Three security professionals (bank) Netherlands 28 November 2017

35 Senior compliance officer (bank) Netherlands 2 March 2018

36 Compliance officer (bank) Netherlands 6 April 2018

37 Security director (bank) Netherlands 26 April 2018

38 Two information security experts (bank) Netherlands 7 May 2018

39 Regulator UK 11 June 2018

40 FIU-related actor Netherlands 5 July 2019

41 Law enforcement Netherlands 19 October 2019

42 Forensic researcher and legal expert Netherlands 28 April 2021
(private company)

43 External KYC program manager Netherlands 11 May 2021

(private company)
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ANNEX B: Overview of Observations

Event Organisation Place Date

Rondetafelgesprek tegengaan Committee on Finance The Hague 7 February

terrorismefinanciering 2017

‘Lunch & Learn: Blockchain Sphereon Amsterdam 3 May 2017

voor FinTech & InsureTech’

Hearing: ‘Virtual Currency: Subcommittee on Terrorism ~ Washington, 19 June

Financial Innovation and and Illicit Finance US (Virtual 2017

National Security Implications ~ (Committee on Financial attendance)

Services)

ACAMS Seminar: ‘Modern ACAMS Netherlands Amsterdam 22 June

ways of KYC’ Chapter 2017

Seminar PSD2 The Dutch Central Bank Amsterdam 26

(DNB) September

2017

Stuurgroep TF Taskforce Financial Expertise Centre Amsterdam 28

meeting (FEC) September
2017

Seminar PSD2: ‘Route to DNB Amsterdam 8 February

PSD2’ 2018

ACAMS Seminar: ‘PSD2, ACAMS Netherlands Amsterdam 13 February

from Regulatory Scene to Chapter 2018

Practice!”

Plenair debat: ‘Wet versterking ~ Dutch House of The Hague 14 February

strafrechtelijke aanpak Representatives 2018

terrorisme’

International Stakeholder Human Security Collective The Hague 15 February

Dialogue: ‘Ensuring Financial =~ & Dutch Ministry of Finance 2018

Services for Non-Profit

Organizations’

Amsterdam Artificial Amsterdam Al & Machine Amsterdam 22 February

Intelligence & Machine Learning Meetup & ING 2018

Learning Meetup: ‘Anomaly
detection in finance using
isolation forest’.
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Event Organisation Place Date
FinTech and Competition in The CPB Netherlands The Hague 28 February
the Financial Sector Bureau for Economic Policy 2018

Analysis, the Netherlands

Authority for Consumers

and Markets (ACM),

Tilburg Law and Economics

Center (TILEC), Ministry

of Economic Affairs and

Amsterdam Center for Law

& Economics (ACLE)
Flying Money: Investigating City of Amsterdam & The Amsterdam  22-23 May
illicit financial flows in the city ~ Amsterdam University of 2018

Applied Sciences
ACAMS 14" Annual AML & ACAMS Europe Amsterdam 30 May- 1
Financial Crime Conference- June 2018
Europe
FinCrime leaders Roundtable: ~ Royal United Services The Hague 26 October
‘Can public/private partnership  Institute (RUSI) 2018
approaches to fighting financial
crime scale-up in Europe?’
Amsterdam Law Practice University of Amsterdam Amsterdam 13
master course: ‘Eindcongres December
Mensenhandel’ 2018
Workshop: Private actors & Erasmus University Rotterdam 17
Sanctions Rotterdam December

2018

WODC stakeholder meeting Project FOLLOW, Amsterdam 4 April
rapport Beleid Bestrijding TF University of Amsterdam 2019
Chatham House Conference: Chatham House Virtual 1-2 March
Illicit Financial Flows LIVE attendance 2021
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ANNEX C:

Overview of webinars

Number  Title Organisation Date

of in-text

reference

1 Financial Institutions and Law ACAMS 28 February 2017
Enforcement Relationships:
Partnership, Provision or Passivity?

2 Managing Risk Through AI: What ACAMS 11 July 2017
Financial Institutions Need to
Know

3 Solutions for Nonprofits’ Banking ~ The Global NPO 12 December 2017
Problems: Next Steps Coalition on FATF

4 Beyond 2018: How AML ACAMS 5 December 2018
is Adapting to FinTech and
Cryptocurrency Revolutions

5 Modern slavery and supply chains: ~ Bureau Van Dijk 6 December 2018
how company data can help you
identify entities to forced labour’
Another Fine Mess Fenergo 26 February 2020
AFC Under the Microscope: ACAMS 30 March 2020
COVID-19

8 Challenges and Best Practices FinScan 31 March 2020
of PEP & Sanctions Screening:
‘Part 3: Addressing the Beneficial
Ownership Challenges’

9 How the Dutch courts interpret ACAMS Netherlands 6 October 2020
AML regulations in practice — Chapter
recent cases

10 Al-Powered Scenario Analysisin ~ FinTech Circle 13 October 2020
Financial Services

11 CTF Online Symposium No. Centre for Financial =~ 28 October 2020
4: Fraud-Enabled Terrorism Crime and Security
Financing: A Neglected Dossier Studies, RUSI

12 Challenges and Best Practices of FinScan 19 January 2021
PEP & Sanctions Screening: ‘Part
1: The Importance of Data’

13 Transaction Monitoring Model ACAMS Netherlands 10 February 2021
Validation Chapter

14 Assessing the Integrated Review: ~ Centre for Financial 22 April 2021

Illicit Finance, Sanctions and

Organised Crime

Crime and Security

Studies, RUSI
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Number  Title Organisation Date

of in-text

reference

15 Report launch: ‘Bank De-Risking ~ Human Security 22 June 2021
of Non-Profit Clients: A Business ~ Collective & ABN
and Human Rights Perspective” AMRO
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Summary

Banks have become private security actors. As “gatekeepers” of the financial system, they
are legally obliged to conduct customer research and monitor bank accounts for unusual
or suspicious transactions. If they identify transactions with potential links to money
laundering or terrorist financing, they must report these to their national Financial
Intelligence Unit (FIU). Because of the sheer volume of financial transactions that banks
process daily, detection of financial crime relies on digital security technologies that help
analysts categorise and identify risky customers and financial transactions. This thesis
analyses how banks practice counter-terrorist financing (CTF) and how they experiment
with technologies to make authoritative security decisions.

Contributing to theories at the intersection of Science and Technology Studies
(STS) and International Relations (IR), the thesis develops a dynamic and processual
understanding of risk detection and of processes of financial inclusion and exclusion.
The research is based on fieldwork observations in the financial crime sector in the
Netherlands and the United Kingdom. It includes three months’ observation at a major
Dutch bank, alongside interviews with public and private actors and document analysis.
This dissertation analyses security at the human-technology interface, specifically during
the production of customer risk profiles, in the design and use of transaction monitoring
systems and in the emergence of public-private partnerships to counter terrorist
financing. The research concludes that there is a misalignment between regulation and
practice: the implementation of C'TF rules does not lead to the effective prevention of
terrorist financing in practice.

This thesis encompasses seven chapters. The first three introduce the research
and outline the theory and methods used. Chapters 4-6 present the empirical work,
analysing how banks practice CTF and how they experiment with technologies to make
authoritative security decisions. The first two empirical chapters focus on two traditional,
and regulated, tasks of banks: “know your customer” (KYC) practices (Chapter 4) and
automated transaction monitoring systems (Chapter 5). The third empirical chapter
(Chapter 6) traces the emergence of public-private partnerships that have arisen in
reaction and as a solution to the challenges in traditional financial crime detection.
Chapter 7, the conclusion, recaps and connects the chapters.

Chapter 1 traces how banks have become gatekeepers of the financial system and
discusses the thesis’ aims, relevance, research questions and approach. The chapter sets
out how the Anti-Money-Laundering and Counter-Terrorist Financing framework of

the European Union and other obligations imposed on banks have reshaped banks’
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traditional role as intermediaries into a new role as a private security actor. Furthermore,
the chapter situates the practice-oriented approach of the thesis at the intersection of
STS and IR and demonstrates how the ethnographic nature of the current research, its
foregrounding of materials and technologies, and its documentation of novel public-
private partnerships contribute to the existing literature. Finally, the chapter presents
the research questions and offers an outline of the remainder of the thesis.

Chapter 2 develops the theoretical framework of the research. Based on work at
the intersection of STS and IR, particularly Akrich’s work, it outlines a de-scriptive
approach to study experimentation with security in practice. This de-scriptive approach
is three-fold. First, it explores why a focus on the interpretation and application of rules
in practice is crucial to amplify the experimental nature of risk-based security practices
such as in CTF. Second, building on Actor-Network Theory (ANT), the notion of
de-scription is advanced to conceptualise and operationalise the role of materials and
digital security technologies as important mediators of CTF in practice. Third, these de-
scriptive approaches are argued as useful for purposes of transparency and accountability,
in the sense that they expose how and where political choices are (not) inscribed into
technologies. The de-scriptive approach, in sum, helps to draw out how technologies
enable and constrain security in practice.

Chapter 3 outlines the qualitative methods deployed in this research. To understand
the daily dilemmas banks face in countering terrorist financing, the work builds on
ethnographic study at multiple sites. The first part of the chapter addresses the challenge
posed by secrecy when doing ethnographies of technologies. The second part provides
insight into my practice of studying the bank. It zooms in particularly on how I gained
access to the bank, methods of data collection and data analysis. The third part elaborates
on the methodological strategies used, as these may be useful to other researchers
in the security field. Based on insights from STS, I advance the concept of sizes of
experimentation to refer to sites where digital security technologies can be observed, and
I discuss two methodological starting points: (i) following digital security technologies
from design to use and (ii) observation of human-computer interaction. Lastly, the
chapter briefly discusses the validation and limitations of the research.

Chapter 4 analyses how customer risk profiles are produced, with which customers
are labelled as “acceptable” or “unacceptable”, throughout what banks term “the client
lifecycle”. This cycle encompasses screening and monitoring techniques deployed
from the moment a customer is “onboarded”, to the ongoing client and transaction
monitoring process, as well as the potential “oftboarding”, or termination of the bank’s
relationship with a client. This dynamic process includes risk assessments, watchlist
screening, transaction monitoring and manual research into high-risk clients. The
findings suggest that the processual production of a customer risk profile is increasingly

reliant on public sources and on the data underpinning digital security technologies.



231

'The chapter, furthermore, demonstrates the increased relevance of “know your data” in
KYC practices, particularly with regard to issues of data quality, the temporality of data
and data-related liabilities. It concludes that the origins of security decisions lie in early
processes of data organisation and in the way digital technologies are designed and used.

Chapter 5 deploys Akrich’s notion of de-scription to explore how banks experiment
with automated transaction monitoring systems in an attempt to detect terrorist
financing. First, the chapter analyses the challenge of finding workable “input” for
transaction monitoring systems, in the form of indicators of terrorist financing. Banks
experiment with the formulation of these indicators and with the zuning of settings in
their transaction monitoring systems. The second part discusses the design and use of
these systems via three “scripts™ rules-based transaction monitoring, supervised machine
learning models and unsupervised machine learning models. The aim of all these systems
is the detection of transactions with a potential link to terrorist financing for reporting
to FIUs. However, the scripts are also found to present privacy and ethical dilemmas to
analysts at banks. Moreover, the analysis suggests that automated transaction monitoring
systems may in practice be ineffective in detecting terrorist financing threats.

Chapter 6 examines financial intelligence sharing for CTF purposes enabled via
public-private partnerships. The chapter thus moves beyond the focus on traditional
forms of CTF to discuss experimentation with targeted intelligence sharing in public-
private partnerships. Two such partnerships are traced: one in the United Kingdom
(JMLIT) and one in the Netherlands (the TF Taskforce). Public-private partnerships
facilitate law enforcement’s sharing of tactical information with banks outside the
purview of official criminal investigations, in a bid to more effectively detect terrorist
financing. In documenting the quest for an adequate legal basis for such collaborations,
the chapter suggests that rule following around CTF is shaped by creative interpretation,
experimentation and reappropriation of existing rules. Indeed, this process appears to
have accelerated the formulation of new rules. I coin the concept techno-legal gateway to
refer to the way the combination of technological infrastructure and legal interpretation
has enabled novel forms of zargeted as well as nerworked intelligence sharing.

Chapter 7 presents the research conclusions. It recaps the main findings of the
research, explores the core theoretical contributions of the dissertation, identifies
societal implications and offers suggestions for future research. The chapter considers
the enormous deployment of human and financial resources and the extent to which
this contributes to fighting financial crime, and concludes that the current system is
ineffective and inefficient. There is an evident misalignment between the regulations
that oblige banks to detect and prevent terrorist financing and the practice of countering
terrorist financing in banks. The analysis of human-technology interactions and of the
data underlying security technologies demonstrates that it is extremely difficult for

banks to discover in financial transaction patterns the infention to finance terrorism
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and subsequently prevent it from happening. The chapter takes into account the
societal implications that emerge, such as the general privacy impact of large-
scale financial surveillance, including the risk of ethnic or religious profiling, the
unintended consequences such as de-risking and financial exclusion, and the blurring
of accountability in increasingly digitised security contexts. It is important to consider
to what purposes the counter-terrorist finance toolbox is created and whether these
goals are achieved. Ultimately, the question of what role private actors should play in

far-reaching security decisions is a political one.
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Samenvatting

Banken zijn particuliere veiligheidsactoren geworden. Als “poortwachters” van het
financiéle systeem, zijn zij wettelijk verplicht cliéntenonderzoek te verrichten en
bankrekeningen te monitoren op ongebruikelijke of verdachte transacties. Als zij
transacties ontdekken die mogelijk verband houden met het witwassen van geld of
de financiering van terrorisme, moeten zij deze melden aan hun nationale Financial
Intelligence Unit (FIU). Vanwege de enorme hoeveelheid financiéle transacties die
banken dagelijks verwerken, is de opsporing van financi€le criminaliteit afhankelijk
van digitale veiligheidstechnologieén die analisten gebruiken voor het categoriseren en
identificeren van risicovolle klanten en financiéle transacties. Deze dissertatie analyseert
hoe banken terrorismefinanciering bestrijden in de praktijk en hoe zij experimenteren
met technologieén om gezaghebbende beslissingen te nemen.

De dissertatie draagt bij aan theorieén op het snijvlak van Science and Technology
Studies (STS) en Internationale Betrekkingen (IB) en ontwikkelt een dynamisch en
procesmatig begrip van risicodetectie en van processen van financiéle in- en uitsluiting.
Het onderzoek is gebaseerd op veldwerkobservaties in de financiéle criminaliteitssector
in Nederland en het Verenigd Koninkrijk. Het omvat drie maanden observatie
bij een grote Nederlandse bank, interviews met publicke en private actoren en
documentanalyse. Het proefschrift analyseert de veiligheid op het raakvlak tussen
mens en technologie, specifiek bij het opstellen van klantrisicoprofielen, het design
en gebruik van transactiemonitoringsystemen en bij het ontstaan van publiek-private
samenwerkingsverbanden om terrorismefinanciering tegen te gaan. Het onderzoek
concludeert dat er sprake is van een scheve verhouding tussen regelgeving en praktijk:
de implementatie van regels die terrorismefinanciering dienen te bestrijden leidt in de
praktijk niet tot effectieve preventie van terrorismefinanciering.

Dit proefschrift bestaat uit zeven hoofdstukken. De eerste drie introduceren het
onderzoek en schetsen de gebruikte theorie en methoden. In de hoofdstukken 4
tot en met 6 wordt het empirische werk gepresenteerd, waarbij geanalyseerd wordt
hoe banken de bestrijding van terrorismefinanciering in de praktijk brengen en hoe
zij experimenteren met technologieén om gezaghebbende veiligheidsbeslissingen te
nemen. De eerste twee empirische hoofdstukken richten zich op twee traditionele, en
gereguleerde, taken van banken: “know your customer” (KYC) praktijken (hoofdstuk 4)
en geautomatiseerde transactiemonitoringsystemen (hoofdstuk 5). Het derde empirische
hoofdstuk (hoofdstuk 6) schetst de opkomst van publiek-private partnerschappen die zijn
ontstaan als reactie op en als oplossing voor de uitdagingen in de traditionele opsporing
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van financiéle criminaliteit. In hoofdstuk 7, de conclusie, worden de hoofdstukken
samengevat en met elkaar verbonden.

Hoofdstuk 1 beschrijft hoe banken poortwachters van het financiéle systeem
zijn geworden en bespreekt de doelen, relevantie, onderzoeksvragen en aanpak van
het proefschrift. In dit hoofdstuk wordt uiteengezet hoe het anti-witwas- en anti-
terrorismefinancieringskader van de Europese Unie en de verplichtingen die aan
banken worden opgelegd de traditionele rol van banken als intermediair hebben
veranderd in een nieuwe rol als private veiligheidsactor. Verder situeert het hoofdstuk
de praktijkgerichte benadering van het proefschrift op het snijvlak van STS en IB
en toont het aan hoe de etnografische aard van het huidige onderzoek, de nadruk
op materialiteit en technologieén, en de documentatie van nieuwe publiek-private
samenwerkingsverbanden bijdragen tot de bestaande literatuur. Ten slotte presenteert
het hoofdstuk de onderzoeksvragen en geeft het een overzicht van het proefschrift.

Hoofdstuk 2 ontwikkelt het theoretisch kader van het onderzoek. Gebaseerd op
werk op het snijvlak van STS en IB, met name het werk van Akrich, schetst het een
“de-scriptieve” benadering om veiligheidsexperimenten in de praktijk te bestuderen.
Deze de-scriptieve benadering is drieledig. Ten eerste wordt onderzocht waarom een
focus op de interpretatie en toepassing van regels in de praktijk cruciaal is om het
experimentele karakter van risicogebaseerde veiligheidspraktijken, zoals de bestrijding
van terrorismefinanciering, te versterken. Ten tweede wordt, voortbouwend op de
actor-netwerktheorie, de notie van de-scriptie ontwikkeld om de rol van materialen
en digitale beveiligingstechnologieén als belangrijke mediators van de bestrijding
van terrorismefinanciering in de praktijk te conceptualiseren en te operationaliseren.
Ten derde wordt gesteld dat deze de-scriptieve benaderingen nuttig zijn met het oog
op transparantie en verantwoordingsplicht, in die zin dat ze blootleggen of, hoe en
waar politieke keuzes in technologieén zijn verankerd. De de-scriptieve benadering
helpt, kortom, om duidelijk te maken hoe technologieén in de praktijk bepaalde
veiligheidspraktijken accommoderen, of juist verhinderen.

Hoofdstuk 3 geeft een overzicht van de kwalitatieve methoden die in dit onderzoek
zijn gebruikt. Om inzicht te krijgen in de dagelijkse dilemma’s waarmee banken worden
geconfronteerd bij het tegengaan van terrorismefinanciering, is het werk gebaseerd op
etnografisch onderzoek op meerdere locaties. Het eerste deel van het hoofdstuk gaat
in op de uitdaging die geheimhouding vormt voor een etnografie van technologieén.
Het tweede deel geeft inzicht in de praktijk van het bestuderen van een bank. Er
wordt met name ingezoomd op de manier waarop ik toegang kreeg tot de bank, de
methoden van dataverzameling en data-analyse. Het derde deel gaat dieper in op
de gebruikte methodologische strategieén, aangezien deze nuttig kunnen zijn voor
andere onderzockers van veiligheidsvraagstukken. Op basis van inzichten uit STS

ontwikkel ik het concept sites of experimentation om te verwijzen naar locaties waar
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digitale beveiligingstechnologieén kunnen worden geobserveerd, en bespreek ik twee
methodologische uitgangspunten: (i) het volgen van digitale beveiligingstechnologieén
van design tot gebruik en (ii) observatie van mens-computer interactie. Ten slotte
bespreekt het hoofdstuk kort de validatie en beperkingen van het onderzoek.

In hoofdstuk 4 wordt geanalyseerd hoe risicoprofielen van klanten tot stand
komen, waarmee klanten worden bestempeld als “acceptabel” of “onacceptabel”,
gedurende wat banken “the client lifecycle” noemen. Deze cyclus omvat screening- en
monitoringtechnieken die worden ingezet vanaf het moment van de “onboarding”
van een klant tot het doorlopende klant- en transactiemonitoringproces, alsmede
de mogelijke “offboarding”, oftewel het beéindigen van de relatie van de bank met
een klant. Dit dynamische proces omvat risicobeoordelingen, het screenen van
watchlists, het monitoren van transacties en handmatig onderzoek naar cliénten met
een hoog risico. De bevindingen suggereren dat de procesmatige productie van een
klantrisicoprofiel in toenemende mate afthankelijk is van openbare bronnen en van de
gegevens die ten grondslag liggen aan digitale beveiligingstechnologieén. Het hoofdstuk
toont bovendien aan dat “know your data” een steeds grotere rol speelt in de KYC-
praktijken, met name wat betreft de kwaliteit van de data, de tijdelijkheid van data en
data-gerelateerde aansprakelijkheid. Het hoofdstuk concludeert dat de oorsprong van
veiligheidsbeslissingen ligt in vroege processen van data-organisatie en in de manier
waarop digitale technologieén worden ontworpen en gebruikt.

In hoofdstuk 5 wordt het begrip de-scription gebruikt om te onderzoeken hoe
banken experimenteren met geautomatiseerde transactiemonitoringsystemen in een
poging om terrorismefinanciering op te sporen. Allereerst analyseert het hoofdstuk
de uitdaging om werkbare “input” te vinden voor transactiemonitoringsystemen, in
de vorm van indicatoren van terrorismefinanciering. Banken experimenteren met het
formuleren van deze indicatoren en met het afstemmen van de instellingen van hun
transactiemonitoringsystemen. Het tweede deel bespreekt het design en gebruik van
deze systemen aan de hand van drie “scripss” transactiemonitoring op basis van rules,
modellen voor supervised machine learning en unsupervised machine learning. Het doel
van al deze systemen is het opsporen van transacties met een mogelijk verband met
terrorismefinanciering. Deze scripts lijken echter ook dilemma’s op het gebied van
privacy en ethiek op te werpen voor analisten bij banken. Bovendien suggereert de
analyse dat geautomatiseerde systemen voor het monitoren van transacties in de praktijk
ondoeltreffend kunnen zijn bij het detecteren van dreigingen van terrorismefinanciering.

Hoofdstuk 6 gaat over de uitwisseling van financi€le inte/ligence met als doel
terrorismefinanciering te bestrijden via publiek-private samenwerkingsverbanden. Het
hoofdstuk gaat verder dan traditionele vormen van bestrijding van terrorismefinanciering
en bespreekt experimenten met gerichte uitwisseling van intelligence in publiek-

private samenwerkingsverbanden. Twee van dergelijke samenwerkingsverbanden
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worden beschreven: één in het Verenigd Koninkrijk (JMLIT) en één in Nederland
(de Terrorismefinanciering Taskforce). Publiek-private samenwerking maakt het
voor de rechtshandhavingsinstanties mogelijk om tactische informatie te delen met
banken die buiten het officiéle strafrechtelijke onderzoek vallen, in een poging om
terrorismefinanciering effectiever op te sporen. Uit het hoofdstuk blijkt dat rule following
rond de bestrijding van terrorismefinanciering tot in de praktijk stand komt door een
creatieve interpretatie en her-toepassing van bestaande regels. Dit proces lijkt zelfs
de formulering van nieuwe regels te versnellen. Ik introduceer het begrip “fechno-legal
gateway” om aan te geven hoe de combinatie van technologische infrastructuur en
juridische interpretatiec nieuwe vormen van gerichte en genetwerkte uitwisseling van
intelligence mogelijk heeft gemaakt.

Hoofdstuk 7 presenteert de conclusies van het onderzoek. Het geeft een overzicht
van de belangrijkste bevindingen van het onderzoek, verkent de theoretische bijdragen
van het proefschrift, identificeert maatschappelijke implicaties en doet suggesties voor
toekomstig onderzoek. Het hoofdstuk gaat in op de substantiéle inzet van personele en
financiéle middelen en de mate waarin dit bijdraagt aan de bestrijding van financiéle
criminaliteit, en concludeert dat het huidige systeem ineffectief en inefficiént is. Er
is een scheve verhouding ontstaan tussen de regelgeving die banken verplicht tot het
opsporen en voorkomen van terrorismefinanciering, en de daadwerkelijke praktijk bij
banken. Uit de analyse van de interacties tussen mens en technologie en van de data die
ten grondslag liggen aan de veiligheidstechnologieén, blijkt dat het voor banken uiterst
moeilijk is om in een patroon van financiéle transacties de insentie tot financiering van
terrorisme te ontdekken en dit vervolgens te woorkomen. Het hoofdstuk bespreekt de
maatschappelijke implicaties, zoals de algemene gevolgen van grootschalig financiéle
surveillance voor de privacy van burgers (met risico op etnische of religieuze profilering),
de onbedoelde gevolgen zoals de-risking en financiéle uitsluiting, en de vervaging van
de verantwoordingsplicht in steeds meer gedigitaliseerde veiligheidscontexten. Het
is van belang om na te gaan met welk doel het instrumentarium voor de bestrijding
van terrorismefinanciering wordt gecreéerd en of deze doelen worden bereikt.
Uiteindelijk is de vraag welke rol private actoren zouden moeten spelen bij verreikende

veiligheidsbeslissingen een politicke kwestie.
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Banks have become private security actors. As “gatekeepers” of the

financial system, they are legally obliged to conduct customer research and
monitor bank accounts for unusual or suspicious transactions. If they identify
transactions with potential links to money laundering or terrorist financing,
they must report these to their national Financial Intelligence Unit. Because of
the sheer volume of financial transactions that banks process daily, detection
of financial crime relies on digital security technologies that help analysts
categorise and identify risky customers and financial transactions. This

thesis analyses how banks practice counter-terrorist financing and how they
experiment with technologies to make authoritative security decisions.

Contributing to theories at the intersection of Science and Technology Studies
and International Relations, the thesis develops a dynamic and processual
understanding of risk detection and of processes of financial inclusion and
exclusion. The research is based on fieldwork observations in the financial
crime sector in the Netherlands and the United Kingdom. It includes three
months’ observation at a major Dutch bank, alongside interviews with public
and private actors and document analysis. This dissertation analyses security at
the human-technology interface, specifically during the production of customer
risk profiles, in the design and use of transaction monitoring systems and in

the emergence of public-private partnerships to counter terrorist financing.
The research concludes that there is a misalignment between regulation and
practice: the implementation of counter-terrorist financing rules does not lead
to the effective prevention of terrorist financing in practice.



