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Should Fundamental Rights to Privacy and
Data Protection be a Part of the EU’s
International Trade ‘Deals’?
SVETLANA YAKOVLEVA*
University of Amsterdam and De Brauw Blackstone Westbroek

Abstract: This article discusses ways in which the General Agreement on Trade
in Services (GATS) and post-GATS free trade agreements may limit the EU’s
ability to regulate privacy and personal data protection as fundamental rights.
After discussing this issue in two dimensions – the vertical relationship between
trade and national and European Union (EU) law, and the horizontal relationship
between trade and human rights law – the author concludes that these limits are
real and pose serious risks.
Inspired by recent developments in safeguarding labour, and environmental
standards and sustainable development, the article argues that privacy and
personal data protection should be part of, and protected by, international trade
deals made by the EU. The EU should negotiate future international trade
agreements with the objective of allowing them to reﬂect the normative
foundations of privacy and personal data protection. This article suggests a
speciﬁc way to achieve this objective.

1. Introduction
The recent Communication from the European Commission (Commission) rightly
acknowledges that ‘[I]n the digital era, promoting high standards of data protection and facilitating international trade must … necessarily go hand in hand.’1
This document was the result of heated debates on how to reconcile the
European Union’s (EU) fundamental rights approach with both the protection of
privacy and personal data and cross-border (personal) data ﬂows essential for
the ﬂourishing of international trade.

* Email: svyakovleva@gmail.com
The author thanks Professors Kristina Irion and Ingo Venzke for the supervision of her research master
thesis on which this article is largely based. The author is also grateful to Professors Gloria González Fuster,
Daniel Gervais, Eleni Kosta, the editor of World Trade Review and anonymous reviewers for their careful
reading of and insightful comments on this manuscript that contributed to the improving of its ﬁnal
version.
1 Communication from the Commission to the European Parliament and the Council, Exchanging and
Protecting Personal Data in a Globalised World, 10.1.2017 COM(2017) 7 ﬁnal, Section I.3.
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It is easier said than done. Personal data have a dual nature. Like a coin, data can
be viewed from two sides: as a trade commodity and as an asset with societal value.
The tension between the two sides lies at the heart of conﬂicting regulatory areas –
economic welfare and the protection of fundamental rights. While some international standards, namely those of the Organisation for Economic Co-operation
and Development (OECD) and Asia-Paciﬁc Economic Cooperation (APEC) and
some countries such as the US emphasize the economic component of personal
data, the EU’s legal protection of personal data is rooted in human rights. The
Charter of Fundamental Rights of the European Union (Charter) protects both
the right to privacy (Article 7) and the right to protection of personal data
(Article 8) as fundamental rights.
How one deﬁnes the above-mentioned ‘high standards of data protection’ differs
markedly depending on the normative rationale for the protection, a matter too
often overlooked in EU political debates. Protecting privacy and personal data
for the sake of enhancing consumers’ conﬁdence in electronic commerce – that is,
economic regulation – and the protection of such data as a fundamental right
(and of value in themselves) is not the same when viewed normatively,2 yet the
Commission’s Communication justiﬁes the goal of promoting high standards of
data protection, as follows: ‘[A]s commercial exchanges rely increasingly on personal data ﬂows, the privacy and security of such data has become a central
factor of consumer trust.’3 While building consumer trust in electronic commerce
is an important policy goal, this article demonstrates that economic-based regulation leads to a lower level of protection than an approach rooted in fundamental
rights.
It is conceivable that there is a risk that EU rules on transfer of personal data to
third countries could be challenged and found non-compliant with EU’s international trade commitments. In this context, the failure to distinguish between
the two normative goals is a problem because international trade law’s accommodation of privacy and personal data regulation undermines the autonomy of states
to pursue a fundamental rights approach. Ultimately, these mechanisms subordinate the public policy goal of protecting privacy and personal data to the goal of
trade liberalization. These claims are based on the analysis of the General
Agreement on Trade in Services (GATS) – the core legal framework of multilateral
trade in services – and post-GATS free trade agreements (FTAs) concluded by the
EU, namely the 2000 EU–Mexico economic partnership agreement4 complemented

2 Compare recital M of the preamble and para. c(iii) of the European Parliament Resolution of
3.02.2016 on Trade in Services Agreement (TiSA) (2015/2233(INI).
3 Communication from the Commission (note 1) section I.3.
4 Economic Partnership, Political Coordination and Cooperation Agreement between the European
Community and its Member States, of the One Part, and the United Mexican States, of the Other Part,
8 December 1997 [2000] OJ L 276/45, https://eeas.europa.eu/sites/eeas/ﬁles/28.10.2000_mexico.pdf.
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by the 2001 EU–Mexico Joint Council Decision implementing this agreement5 (collectively referred to as ‘Agreement with Mexico’); the 2003 EU–Chile association
agreement;6 the 2012 EU–Central America association agreement;7 the 2011
EU–Korea free trade agreement;8 the 2012 trade agreement between the EU,
Colombia, and Peru;9 the 2014 EU–Singapore free trade agreement;10 and, last
but not least, the 2016 EU–Canada Comprehensive Economic and Trade
Agreement (CETA).11 The article also refers to draft texts of Trade in Services
Agreement (TiSA).12
As already noted, the EU fundamental rights approach to the protection of
privacy and personal data is anchored in international human rights. Can a
human rights argument be brought into an international trade law dispute to
defend the autonomy of the EU to maintain the existing framework of transfers
of personal data to third countries? Not really. Neither public international law
nor international trade law provide for adequate mechanisms to balance trade liberalization objectives against non-economic human rights concerns in the context
of the trade law dispute settlement mechanism.
It is true that in the hierarchy of EU law, as follows from the landmark 2008
Court of Justice of the European Union (CJEU) Kadi I case, international law is
situated below EU primary law – the Charter and the founding Treaties – that
enshrines the fundamental rights underlying the EU legal order.13 Furthermore,

5 Decision No. 2/2001 of the EU–Mexico Joint Council of 27 February 2001 implementing Articles 6,
9, 12(2)(b), and 50 of the Economic Partnership, Political Coordination and Cooperation Agreement
(2001/153/EC) [2001] OJ L70, http://trade.ec.europa.eu/doclib/docs/2004/october/tradoc_111722.pdf.
6 Agreement Establishing an Association between the European Community and Its Member States,
of the One Part, and the Republic of Chile, of the Other Part, 11 November 2002 [2002] OJ L 352/3,
http://eur-lex.europa.eu/resource.html?uri=cellar:f83a503c-fa20-4b3a-9535-f1074175eaf0.0004.02/DOC_
2&format=PDF.
7 Agreement Establishing an Association between Central America, on the one hand, and the European
Union and its Member States, on the other, 29 June 2012 [2012] OJ L 346/3, http://eur-lex.europa.eu/legalcontent/en/TXT/PDF/?uri=CELEX:22012A1215(01)&rid=1.
8 Free Trade Agreement Between the European Union and its Member States, of the One Part, and the
Republic of Korea, of the Other Part, 6 October 2010 [2011] OJ L. 127/6, http://eur-lex.europa.eu/legalcontent/en/TXT/PDF/?uri=CELEX:22011A0514%2801%29&rid=1.
9 Trade Agreement Between the European Union and its Member States, of the One Part, and
Colombia and Peru, of the Other Part, 31 May 2012 [2012] OJ L 354/1, http://publications.europa.eu/
resource/cellar/e4c7ab87-4a17-11e2-8762-01aa75ed71a1.0001.04/DOC_30.
10 EU–Singapore Free Trade Agreement (not yet ratiﬁed by the EU). Authentic text as of May 2015 is
available at http://trade.ec.europa.eu/doclib/press/index.cfm?id=961.
11 Comprehensive Economic and Trade Agreement (CETA) between Canada, of the one part, and the
European Union and its Member States, of the other part, 14 September 2014 [2017] OJ L 11/23, http://
eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:22017A0114(01)&from=EN.
12 Trade in Services Agreement (TiSA), currently under negotiation between Australia, Canada, Chile,
Chinese Taipei, Colombia, Costa Rica, the EU, Hong Kong China, Iceland, Israel, Japan, Korea,
Liechtenstein, Mauritius, Mexico, New Zealand, Norway, Pakistan, Panama, Peru, Switzerland,
Turkey, and the US, http://ec.europa.eu/trade/policy/in-focus/tisa/.
13 Case C-402/05 P and C-415/05 P. Yassin Abdullah Kadi and Al Barakaat International Foundation
v. Council of the European Union and Commission of the European Communities [2008] ECLI:EU:C:20
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the EU legal order does not afford direct effect to multilateral trade agreements,
such as the GATS, and the decisions of the WTO adjudicating bodies.14 As a
result, international trade agreements and decisions of trade law adjudicating
bodies cannot automatically invalidate or override any provision of both EU
primary and secondary law (such as the EU Data protection directive (DPD)15
and the General Data Protection Regulation (GDPR)16). Nevertheless, noncompliance with international trade law commitments may still lead to EU’s
liability under public international law and its well-established pacta sunt servanda
(Latin for ‘agreements must be kept’) principle.17 Therefore, the mechanisms
protecting the autonomy of the EU legal order do not give the EU a license to
enter into international trade agreements with which it will not be able to comply.
The founding EU Treaties require that the negotiation and conclusion of international trade agreements be guided by the universality and indivisibility of
human rights and fundamental freedoms, respect for human dignity and principles
of the United Nations and international law.18 To remain faithful to this requirement, the EU should maintain its autonomy to protect privacy and personal data
as fundamental rights, not just as instruments to generate consumer’s trust.
Inspired by recent developments in labour standards, environmental protection,
and sustainable development in post-GATS FTAs, this article suggests a clear
path forward. That said, the purpose of this article, however, is not to argue that
the EU should export its privacy and data protection framework to other nations.
The article builds on available literature on WTO law19 and its interaction with
international human rights law.20 It also relies on a body of research covering the
various facets of the EU right to privacy and data protection.21 This article

08:461, paras. 282, 307, 308, 316. Although, this decision is fact-speciﬁc, it is believed that this approach
applies to the relationship between the EU and international law in general, see e.g. See G. de Burca, ‘The
European Court of Justice and the International Legal Order after Kadi’, 51(1) Harvard International Law
Journal (2010) 5.
14 For discussion see S. Yakovleva and K. Irion, ‘The Best of Both Worlds? Free Trade in Services and
EU Law on Privacy and Data Protection’, 2 European Data Protection Law Review (2016) 191, 200–202.
15 Directive 95/46/EC of the European Parliament and of the Council on the protection of individuals
with regard to the processing of personal data and on the free movement of such data [1995] OJ L 281, 31.
16 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC (General Data Protection Regulation) [2016] OJ L 119/1-88.
17 Articles 26, 27 VCLT.
18 Articles 3(5) and 21 of the Treaty on European Union, consolidated version, OJ C 326, 26.10.2012,
13–390.
19 P. van den Bossche and W. Zdouc, The Law and Policy of the World Trade Organization: Text,
Cases and Materials, 3rd edn (Cambridge University Press, 2013); M. Matsushita et al., The World
Trade Organization: Law, Practice and Policy (Oxford University Press, 2015).
20 See L. Bartels, ‘Trade and Human Rights’, Max Planck Encyclopedia of Public International Law
(2013) section 1; M. Trebilcock et al., The Regulation of International Trade, 4th edn (Routledge, 2013);
T. Cottier et al., Human Rights and International Trade (Oxford University Press. 2005).
21 C. Kuner, ‘Extraterritoriality and Regulation of International Data Transfers in EU Data Protection
Law’, 5(4) International Data Privacy Law (2015) 235; C. Kuner, ‘Developing an Adequate Legal
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coincides with ongoing negotiations of TiSA and of the EU–Japan Economic
Partnership Agreement. It thus aims to be a timely contribution to the academic
and policy debate. In both cases, the EU had not, as of this writing, formulated
its position on cross-border data ﬂows and high standards of the protection of personal data in this connection.

2. Dual nature of personal data and conﬂict of regulatory goals

2.1 Tensions between dignitary and economic aspects of personal data
There are two ways to look at personal data, namely from an economic perspective
and from an individual rights perspective. In economic terms, personal data are
both a commodity and an ancillary factor of production of goods and services,
perhaps best described as a digital currency. Personal data have undoubtedly
become a traded commodity: there are new markets for brokers to acquire,
store, process, and sell personal data.22 In their ancillary role, personal data act
as an input in several production processes. For example, data on the creditworthiness of individuals affect the provision of ﬁnancial services, such as lending,23 and
assist a business in ﬁne-tuning a good or service, such as computer games, to consumer needs in order to increase revenue per user.
Yet personal data are distinct from other types of information because of their
inextricable link to the data source: individuals. Within the EU, those individuals’
right to human dignity ‘must be respected and protected’.24 Human dignity is said
to be the basis of all fundamental rights and is thus part of all fundamental rights
guaranteed by the Charter.25 Put differently, the right to privacy and the right to the
protection of personal data may be viewed as integral parts and key instantiations
of the protection of human dignity guaranteed by the Charter.26
In a broader societal context, personal data thus have intrinsic value beyond the
economic value attributed by the market and so does the value of the right to

Framework for International Data Transfers’, in S. Gutwirth et al. (eds.), Reinventing Data Protection?
(Springer, 2009); C. Kuner, ‘Regulation of Transborder Data Flows under Data Protection and Privacy
Law: Past, Present, and Future’ (2010) TILT Law and Technology Working Paper No, 016/2010, http://
papers.ssrn.com/abstract=1689483; L. A. Bygrave, Data Privacy Law: An International Perspective
(Oxford University Press, 2014).
22 F. Costa-Cabral and O. Lynskey ‘The internal and external constraints of data protection on competition law in the EU’ (2015) LSE Law, Society and Economy Working Papers 25/2015, 11, http://eprints.
lse.ac.uk/64887/1/Lynskey_Internal%20and%20External%20Constraints%20of%20Data%20Protection
%20_Author_2015.pdf.
23 Ibid.
24 Article 1 of the EU Charter.
25 Explanation on Article 1, Explanations Relating to the Charter of Fundamental Rights (2007/C 303/
02).
26 European Data Protection Supervisor, Opinion 4/2015, Towards a new digital ethics, Data, dignity
and technology, 11 September 2015, 12; S. Rodota, ‘Data Protection as Fundamental Right’, in
S. Gutwirth et al. (eds.), Reinventing Data Protection? (Springer, 2009) 80.
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protect personal data. Data have a societal dimension that exceeds the value to particular individuals whose data may be compromised. Personal data protection is a
‘social structural imperative in a democracy’.27 Hence, in an era of ‘surveillance
capitalism’,28 characterized by the unprecedented accumulation of personal data
by IT companies, what is at stake, beyond individual rights, are the principles of
‘the sanctity of the individual and the ideals of social equality, the development
of identity, autonomy, and moral reasoning; the integrity of contract, the
freedom that accrues to the making and fulﬁlling of promises; norms and rules
of collective agreement; the functions of market democracy; the political integrity
of societies; and the future of democratic sovereignty’.29

2.2 Conﬂict of regulatory goals and fragmentation of data protection
standards
According to regulatory theory, regulation pursues either economic or social (noneconomic) goals, and in some cases both.30 Although there is not always a clear
borderline between social and economic regulation, the primary aim of economic
regulation is typically the correction of market failures, such as negative externalities or reduction in the quality or quantity of public goods. In contrast, noneconomic regulation pursues interests not directly related to the production of
commodities. It often aims to protect ‘community values’.31 On a par with
safety, health, and environmental issues, protection of fundamental rights is a
high example of the protection of such values. This ‘goal’ – and the normative
foundations of the legal provisions meant to achieve it – often predetermines
both regulatory design and methods. The regulation protecting privacy and personal data can be seen in both dimensions.
From an economic perspective, the protection of privacy and personal data is a
key building block of consumers’ trust in suppliers and more generally of their
conﬁdence in electronic commerce. Trust is an important component of contractual
relationships in general, and perhaps even more so in electronic transactions, which
imply a higher degree of impersonality. Trust meets all the criteria of a public
good.32 It is non-exhaustible in the sense that in consumer transactions the exploitation of the trust of consumers by one service supplier does not leave less trust for
others. It is also very costly to prevent service suppliers who do not invest in trust

27 C. de Terwangne, ‘Is a Global Data Protection Regulatory Model Possible?’, in S. Gutwirth et al.
(eds.), Reinventing Data Protection? 55.
28 S. Zuboff, ‘Big Other: Surveillance Capitalism and the Prospects of an Information Civilization’, 30
Journal of Information Technology (2015) 75, 75, 85.
29 S. Zuboff, ‘The Secrets of Surveillance Capitalism’, Frankfurter Allgemeine Zeitung (5 March
2016).
30 A. Ogus, Regulation: Legal Form and Economic Theory, 3rd edn (Clarendon Press, 1994) 29.
31 Ibid., 54.
32 Ibid., 33.
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from exploiting it. As a public good, trust becomes the kind of valuable and vulnerable resource the production of which cannot be fully left to, or supplied by, the
market.33 Accordingly, rules protecting privacy and personal data with this
purpose in mind are economic in nature, as their primary aim is correcting a
market failure and the supply of a public good. This stands in sharp contrast to
the protection of privacy and personal data as fundamental rights, because such
protection is not instrumental to some other goal.
The next step is to recognize that the goal of privacy and personal data protection
predetermines the desired optimal level of protection and the design of the regulatory framework. If the goal is economic and instrumental, then it is justiﬁed only to
the extent necessary to generate and preserve consumers’ trust (bottom-up regulatory design). If the protection is granted for its own sake as independent normative
signiﬁcance, the level of protection will tend to be higher (top-down regulatory
design) than the level that is necessary to advance social welfare from the welfare
economics perspective.34 Shavell illustrates the point by the following example:
‘if promise-keeping is granted independent signiﬁcance, more promises will be
kept than would be best if the goal were to keep promises only to advance individuals’ utilities, and whatever utility-based measure of social welfare one endorses
will likely be lower than it could be’.35 Furthermore, trust is a subjective notion.
It is not the objective level of control over personal data, but rather the perceived
level of control that affects users’ personal data sharing practices. For example,
empirical research on Google My Account privacy dashboard shows that ‘perceived transparency of the provider Google has signiﬁcantly positive effect not
only on the users’ trust in the [Google My Account] but also in Google itself’.36
Users’ trust does not seem to be linked to Google’s actual data processing practices
that are neither transparent nor veriﬁable.
The dependence of the regulatory design on its underlying objective can be
demonstrated by juxtaposing the non-binding privacy and data protection standards adopted by the OECD and APEC on the one hand, and the Additional
Protocol to Convention 108 and the EU on the other hand. Within those, the
rules most affected by the normative goal are those on cross-border transfer of personal data to third countries.
The comparison of rules on cross-border transfer of personal data suggests that
legal regimes protecting privacy and personal data as a fundamental or human right

33 G. M. Cohen, ‘The Negligence–Opportunism Tradeoff in Contract Law’ (1991–1992) 20 Hofstra
Law Review, 941, 976; H. B. Schäfer and C. Ott, The Economic Analysis of Civil Law (Edward Elgar,
2000) 360.
34 S. Shavell, ‘Welfare Economics, Morality, and the Law’ (2003) Harvard Law School Discussion
Paper No. 409, chapter 26, 11, http://www.law.harvard.edu/programs/olin_center/papers/pdf/409.pdf.
35 Ibid.
36 J. Cabinakova, C. Zimmermann, and G. Mueller, ‘An Empirical Analysis of Privacy Dashboard
Acceptance: The Google Case’ (2016) Research Papers ECIS. 114, http://aisel.aisnet.org/ecis2016_rp/
114, 12.

https://doi.org/10.1017/S1474745617000453 Published online by Cambridge University Press

484

SVETLANA YAKOVLEVA

tend to be more protective. Simply put, the higher the weight afforded to economic
interests in the regulation of privacy and data protection, the lower the standard for
permissibility of cross-border data ﬂows to countries not adhering to the relevant
standard. From the perspective of international trade law, economic regulation
of privacy and data protection is thus less trade restrictive than regulation driven
by fundamental rights concerns, precisely because one of the aims of economic
regulation in this area is to protect only as much as is necessary to achieve the
instrumental objective of generating a sufﬁcient amount of trust for the system to
operate. It is bottom up because it starts from a theoretical level at which there is
no protection and increases just enough to achieve the stated objective.
Conversely, the starting point of public policy regulation is top-down: a high
level of protection, which can be lowered only to the extent necessary to safeguard
competing interests.
2.2.1 Instrumental protection of privacy and personal data
An example of economically driven international privacy and data protection principles is provided by the OECD 2013 Guidelines on the Protection of Privacy and
Transborder Flows of Personal Data.37 These are an updated version of the 1980
OECD Guidelines, the ﬁrst international non-binding standards – the most inﬂuential and geographically widespread of the kind.38 The Guidelines were driven by the
fear that privacy regulation would be used for protectionist purposes, rather than
the individual rights concerns.39 Their 2013 revision subordinated the regulation of
transborder ﬂows of personal data to economic needs even more than the previous
set by adopting a risk-based approach.40 The primary purpose of this economic
approach is to keep restrictions on such ﬂows to a minimum. The framework of
the 2013 Guidelines is based on the accountability principle, which requires that
‘a data controller remains accountable for personal data under its control
without regard to the location of the data’.41 Then the 2013 Guidelines require
as a general rule that a member country refrains from restricting transborder
data ﬂows of personal data between itself and another country, as long as (a)
such other country substantially observes the Guidelines or (b) a continuing level
of protection consistent with the Guidelines is ensured by sufﬁcient safeguards,
including effective enforcement mechanisms and appropriate measures put in
place by the data controller.42 This amply demonstrates the difference between

37 The OECD Privacy Framework (2013), Supplementary explanatory memorandum to the revised
recommendation of the council concerning guidelines governing the protection of privacy and transborder
ﬂows of personal data, 29, https://www.oecd.org/sti/ieconomy/oecd_privacy_framework.pdf.
38 C. Kuner, Transborder Data Flows and Data Privacy Law (Oxford University Press, 2013) 36.
39 L. A. Bygrave (note 21) 45.
40 The OECD Privacy Framework (2013), Supplementary explanatory memorandum (note 37) 4.
41 OECD Privacy Framework (2013) para. 16.
42 Ibid., para. 17.
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instrumental and fundamental rights approaches. The 2013 Guidelines clearly start
from a degree of very low (even non-existent) protection and allow members to
increase it only as much as is necessary and require that any restrictions to transborder ﬂows of personal data introduced by domestic legislation be proportionate
to the risks presented.43
The 2005 APEC Privacy Framework,44 as well as its recently updated 2015
version,45 also treats personal data protection as a potentially harmful restriction
on cross-border data ﬂows.46 This Framework governs cross-border transfers of
personal data under a general principle of ‘accountability’47 that does not expressly
allow restrictions of cross-border ﬂow of personal data to jurisdictions that lack
protection for personal data. Instead, it renders the original collector of personal
data accountable for compliance with the original data protection framework,
regardless of the organizations and locations to which the personal data are subsequently transferred.48
2.2.2 Protection of privacy and personal data as intrinsic values
The right to privacy has been protected as a human right for more than half a
century. It is enshrined in Article 12 of the 1948 Universal Declaration of
Human Rights (UDHR), Article 17 of the 1966 International Covenant on Civil
and Political Rights (ICCPR), and Article 8 of the European Convention on the
Protection of Human Rights and Fundamental Freedoms of 1950. The right to
the protection of personal data, although not explicitly mentioned in these instruments, has, in the context of private and family life, been included in the scope of
the human right to privacy through interpretation.49 The 1981 Council of Europe
Convention for the Protection of Individuals with regard to Automatic Processing
of Personal Data (Convention 108) and the 2001 Additional Protocol to the
Convention safeguard the right to the protection of personal data in the broader
sense, irrespective of the private and family life context. As is evident from the
Preamble, the Convention aims both to protect privacy and to ensure the free
ﬂow of information. Yet, the protection of fundamental rights prevails because

43 Ibid., para. 18.
44 APEC Privacy Framework (2015), published in August 2017, http://publications.apec.org/publica
tion-detail.php?pub_id=1883.
45 APEC Privacy Framework (2005), http://publications.apec.org/publication-detail.php?pub_id=390.
46 Bygrave (note 21) 76.
47 Principle IX, para. 26 of APEC Privacy Framework (2005), Principle IX, para. 32 and paras. 69–70
of APEC Privacy Framework (2015).
48 Kuner, ‘Regulation of Transborder Data Flows Under Data Protection and Privacy Law’ (note 21) 21.
49 N. Purtova, Property Rights in Personal Data: a European Perspective (Kluwer Law International
2011) 224, 232–240; P. Keller, European and International Media Law: Liberal Democracy, Trade and
New Media (Oxford University Press, 2011) 347; D. Harris et al., Law of the European Convention on
Human Rights, 2nd edn (Oxford University Press, 2009) 362; UN Human Rights Committee General
Comment 16, 23.03.1988 (UN Doc a/43/40, 181–183) para. 10.
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the primary goal of the Convention is to ‘secure … respect for … rights and fundamental freedoms, and in particular … right to privacy, with regard to automatic
processing of personal data’.50
Following the Council of Europe legal tradition, the EU guarantees both the right
to privacy and a sui generis right to the protection of personal data independent of
the right to privacy, in Articles 7 and 8 of the Charter, respectively. These fundamental rights constitute a part of EU primary law and are thus considered constitutional principles. Explanations of the Charter reveal a close relationship between
the two rights including their common roots in the international human rights
system. Article 7 of the Charter builds on Article 8 of the ECHR,51 which is
itself rooted in UDHR.52 Explanations of Article 8 refer, inter alia, to Article 8
of the ECHR and to Convention 108 as sources of inspiration. This fundamental
rights approach is implemented in the DPD, and in the GDPR that will supersede
the DPD in May 2018.
Unlike the approach adopted in the OECD and APEC principles, EU rules on the
transfer of personal data to third countries are based on the so-called ‘prohibition
with derogations’ approach. Under both the DPD and GDPR, transfers of personal
data to third countries can occur without restrictions only if such third countries
ensure an adequate level of personal data protection,53 which is assessed on a
country-by-country basis. In the words of the CJEU ‘adequate’ means ‘essentially
equivalent’ to the level of protection of fundamental rights and freedoms guaranteed by the Charter and the DPD.54 A country is recognized as ensuring an
adequate level of protection only after an assessment of its legal and administrative
mechanisms of personal data protection by the European Commission.55 If the
assessment results in a positive ﬁnding, the Commission issues a legally binding
‘adequacy decision’.56
A completely different fate awaits transfers to third countries where the level of
personal data protection has not been assessed by the Commission, or where the

50 Article 1 of the Convention 108.
51 Explanation on Article 7, Explanations Relating to the Charter of Fundamental Rights (note 25).
52 Preparatory Work on Article 8 of the European Convention on Human Rights (9 August 1956)
A.28.696 TD 996/AEG/WM, para. 3.
53 Article 25 DPD, Article 45 GDPR.
54 Case C 362/14 Maximillian Schrems v. Data Protection Commissioner [2015] ECLI:EU:
C:2015:650, para. 73.
55 Article 25(4) and (6) DPD, Article 45(1) GDPR.
56 Article 288(4) of the Treaty on the Functioning of the European Union (consolidated version) [2012]
OJ C 326, 47–390. As of April 2017, the Commission has issued adequacy decisions for Andorra,
Argentina, Canada, the Faroe Islands, Guernsey, the Isle of Man, Israel, Jersey, New Zealand,
Switzerland, and Uruguay. A special sectoral regime with the USA – the ‘Privacy Shield’ – was approved
by a formal adequacy decision of the Commission (European Commission implementing decision pursuant
to Directive 95/46/EC of the European Parliament and of the Council on adequacy of the protection provided by the EU–US Privacy Shield of 12.07.2016 C(2016) 4176 ﬁnal).
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assessment resulted in a negative ﬁnding.57 Transfers of personal data can lawfully
occur to such countries only subject to ‘appropriate safeguards’ of data controller
or possessor (for example, adequate safeguards with respect to the protection of
privacy and personal data given by the controller (such as standard contractual
clauses), binding corporate rules (BCRs) that provide a legal basis for crossborder transfers of personal data within multinational companies), or limited derogations (such as unambiguous consent of the data subject or the performance or
conclusion of a contract with, or in the interest of, the data subject).58
2.2.3 Fragmentation of international privacy and data protection standards
The conﬂict of regulatory goals has led to a fragmentation of privacy and data protection standards and rules across the globe. Before these conﬂicting goals can be
reconciled or bridged, harmonization seems almost impossible.59 In addition,
there is no international intergovernmental organization explicitly mandated to
create uniﬁed international privacy and data protection standards.
The problem the lack of harmonization creates in the context of international
trade law is the absence of a single reference point – a uniﬁed international
privacy and data protection standard – that parties to free trade and investment
agreements could refer to and promise each other to uphold in spite of their trade
liberalization commitments. International trade inevitably embraces digital commerce and the facilitation of cross-border data ﬂows. Therefore, the risk is that,
given the economic object and purpose of international trade law, an economic
approach to privacy and personal data protection supported by inﬂuential international organizations, such asthe OECD and APEC, will enter the public international law scene through the back door of international trade law. This could
undermine fundamental rights approaches to privacy and personal data protection.
The section below demonstrates that while in its most recent trade agreements the
EU tried to inject more privacy and data protection provisions, they do not fully
accommodate the normative foundations of privacy and data protection in the EU.

3. Relationship between rights protecting personal data and international trade
agreements
The EU privacy and data protection framework is rooted in the human right to
privacy. While it is true that international trade law cannot directly modify

57 The Commission has never adopted a negative decision on the adequate level of protection in a third
country.
58 Article 26 DPD, Articles 46, 49 GDPR.
59 See e.g. Kuner, ‘Regulation of Transborder Data Flows Under Data Protection and Privacy Law:
Past, Present, and Future’ (note 21) 7; Keller (note 49) 351; S. Peng, ‘Digitalization of Services, the
GATS and the Protection of Personal Data’, in Kommunikation: Festschrift fur Rolf H. Weber zum 60
Geburtstag 753, 765.
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international human rights norms, scholars have suggested that it can do so indirectly by limiting the states’ power to regulate in a manner supportive of human
rights.60 In other words, it constrains the possibility to protect human rights on
the national level.61 Human rights treaties are often formulated in a very general
manner, leaving a wide margin of appreciation to member states, and leading to
wide variations in means of implementation and application at the national or
regional level. International trade law then creates limiting windows for the
states to implement human rights obligations and pursue national policy objectives.

3.1 The right to regulate
The autonomy reserved for parties to FTAs to maintain and enforce measures to
pursue national policy objectives, including privacy and personal data protection,
is often referred to as the ‘right to regulate’.62 This right to regulate can be compared with Dworkin’s hole in a ‘doughnut’ – a metaphor he coined to explain
the concept of discretion. The hole only exists ‘as an area left open by a surrounding
belt of restriction’.63 In making commitments in international trade agreements,
parties to such agreements give up some of their sovereignty and constrain their
power to regulate within their national borders. This is the dough in the doughnut.
The remaining regulatory autonomy is thus reduced to a hole in the doughnut of
international trade norms.
As the WTO Appellate Body explained in one of the most recent rulings, the right
to regulate in international trade law has two facets: the right to regulate in accordance with the trade liberalization commitments on the one hand, and the right to
regulate notwithstanding such commitments, on the other.64 It is only in the
second context that the right to regulate counterbalances the primary goal of the
GATS to achieve ‘progressively higher levels of liberalization of trade in services.65
By contrast, some FTAs concluded by the EU after 2010 give more space to the
right to regulate. For example, the FTAs with Korea and Singapore mention the
right to regulate not only in the preamble, as is the case in the GATS, but also
contain an article on the right to regulate in the body of the agreement.
However, this greater focus does not necessarily result in granting the parties
greater autonomy to regulate in violation of their trade liberalization commitments.
The right to regulate is limited either by requirements of ‘necessity’ of adopted
measures to achieve certain public policy objectives and their ‘consistency’ with

60 Bartels (note 20) section 2.
61 C. Dommen, ‘Human Rights and Trade: Two Practical Suggestions for Promoting Coordination
and Coherence’, in Cottier et al., Human Rights and International Trade (note 20) 201–202.
62 See e.g. Recital 4 of the preamble to the GATS.
63 R. Dworkin, Taking Rights Seriously (Harvard University Press, 1978) 31.
64 WTO, Argentina – Measures Relating to Trade in Goods and Services, Report of the Appellate Body
(14 April 2016) WT/DS453/AB/R, para. 6.114.
65 Recital 3 of the Preamble of the GATS.
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trade obligations, as in the FTA with Singapore,66 or by a ‘necessity’ requirement
and a requirement that such ‘measures not constitute a means of unjustiﬁable discrimination or a disguised restriction on international trade’, as in the FTA with
Korea.67

3.2 Interfaces between the right to regulate to protect privacy and personal
data in international trade agreements
A broad right to regulate appears in FTAs in three different ways. First, it may be
indirectly injected in the interpretation of ﬂexible provisions used in the formulation of non-discrimination commitments, such as most-favoured nation treatment
(MFN) and national treatment. A number of scholars have suggested that EU rules
on transfer of personal data to third countries that depend on the adequacy assessments by the Commission could violate one or both of these obligations.68 Second,
speciﬁc provisions concerning the protection of privacy and/or personal data may
be qualiﬁed as instantiations of the right to regulate. Third, the right to regulate
may be seen as incorporated in general exceptions. All such interfaces tilt the
privacy and personal data protection towards economic regulation.
3.2.1 Flexible terms in non-discrimination commitments (‘likeness’, ‘no less
favourable’, ‘like circumstances’)
Non-discrimination commitments concerning trade in services are embodied in the
GATS. The MFN obligation (GATS Article II) requires that WTO members treat
services and service suppliers of other WTO members in a manner ‘no less favourable’ than ‘like’ services and service suppliers of any other country. National treatment (GATS Article XVII)69 requires that ‘like’ foreign services and service
suppliers receive a ‘treatment no less favourable’ than domestic services and
service suppliers of the WTO member. The two-prong test for establishing a violation of the MFN and national treatment obligations is essentially the same:70
. comparison of service and/or service supplier to determine whether they are ‘like’,
and

66 Recital 7, Article 8.1(3) of FTA with Singapore.
67 Recital 6 of the FTA with Korea.
68 See e.g. Bygrave (note 21) 199; Kuner, ‘Regulation of Transborder Data Flows Under Data
Protection and Privacy Law: Past, Present, and Future’ (note 21) 17; Keller (note 49) 353; Yi-Hsuan
Chen, ‘The EU Data Protection Law Reform: Challenges for Service Trade Liberalisation and Possible
Approaches for Harmonizing Privacy Standards into the Context of GATS’, 19 Spanish Yearbook of
International Law (2015) 211; Yakovleva and Irion (note 14) 203–205.
69 A speciﬁc commitment that only applies in relation to service sectors indicated in a party’s schedules
of speciﬁc commitments (Article XX GATS).
70 WTO, European Communities – Measures Prohibiting the Importation and Marketing of Seal
Products, Report of the Appellate Body (22 May 2014) WT/DS400/AB/R, WT/DS401/AB/R, para. 5.82;
WTO, Argentina–Financial Services, Report of the Appellate Body (note 64) para. 6.24.
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. comparison of the treatment of a service and/or service supplier of a complaining
WTO member to see if it is ‘less favourable’ than treatment of a ‘like’ service
and/or service supplier from another country (MFN) or domestic service and/or
service supplier of the WTO member accused of violation (national treatment).

In most of the EU’s bilateral post-GATS FTAs, the wording of non-discrimination commitments corresponds to the GATS. A few recent agreements depart
from this formula and instead refer to ‘like situations’71 or ‘like circumstances’.72
The terms ‘likeness’, ‘like circumstances’, ‘like situations’, and ‘no less favourable’
are not deﬁned in the relevant FTAs and are interpreted on a case-by-case basis.73
WTO adjudicating bodies play a key role in the application and interpretation of
fundamental principles of international trade law such as MFN and national treatment.74 Therefore, the discussion below focuses on the WTO approach, which may
apply to other FTAs using similar terminology.
1. Squeezing out the ‘aims and effects’ test. WTO case-law shows that both ‘likeness’ and ‘no less favourable’ function as purely economic tests. Successive
attempts to include consideration of regulatory aims within the determination of
the violation of non-discrimination commitments through these terms – the socalled ‘aims and effects’ approach – have so far proved unsuccessful.75 Firmly
rejecting this test, the WTO Appellate Body argued that ‘likeness’ was a purely economic test that aims to determine the existence of a competitive opportunity
between the goods from a purely economic perspective.76 In the same vein, the
legal standard of treatment ‘no less favourable’ does not ‘contemplate a separate
and additional inquiry into the regulatory objective of, or the regulatory concerns
underlying, the contested measure’.77 The only factor is whether a measure at issue

71 Articles 9.3, 9.5 CETA.
72 Article 120(2) of FTA with Colombia and Peru.
73 J. B. Goco, ‘Non-Discrimination, “Likeness”, and Market Deﬁnition in World Trade Organization
Jurisprudence’, 40 Journal of World Trade (2006) 315, 325; Argentina–Financial Services, Report of the
Appellate Body (note 64) paras. 6.26, 6.105, 6.127; M. Cossy, ‘Some Thoughts on the Concept of
“Likeness” in the GATS’, in M. Panizzon, N. Pohl, and P. Sauvé (eds.), GATS and the Regulation of
International Trade in Services (Cambridge University Press, 2008) 338; WTO, Thailand – Customs
and Fiscal Measures on Cigarettes from the Philippines, Report of the Appellate Body (17 June 2011)
WT/DS371/AB/R, para. 134.
74 N. F. Diebold, Non-Discrimination in International Trade in Services: ‘Likeness’ in WTO/GATS
(Cambridge University Press, 2010) 143.
75 K. Connolly, ‘Finding Space for Regulatory Autonomy in GATS Article XVII after EC–Seals: Public
Services and the “Likeness” of Public and Private Service Providers’ 42 Legal Issues of Economic
Integration (2015) 57, 82; Cossy (note 73) 345–346.
76 Argentina–Financial Services, Report of the Appellate Body (note 64). See also Connolly (note 75)
61; Cossy (note 73) 331; WTO, European Communities – Regime for the Importation, Sale and
Distribution of Bananas, Report of the Appellate Body (9 September 1997) WT/DS27/AB/R, para. 241;
WTO, EC–Seal Products (note 70) 122–129.
77 WTO, Argentina–Financial Services, Report of the Appellate Body (note 64) paras. 6.106, 6.121.
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modiﬁes the conditions of competition to the detriment of services or service suppliers of any other Member.78 The rationale is that public policy objectives that
could potentially justify non-compliant measures are more appropriately addressed
in the context of relevant exceptions.79 This has key implications for the EU: for the
purposes of testing EU rules on transfer of personal data to third countries under
the non-discrimination commitments, it is irrelevant under WTO law that the different treatment of services and service suppliers from third countries aims to
prevent circumvention of the EU data protection framework backed by fundamental rights.
2. Relevance of privacy and data protection in the economic test of ‘likeness’. The
‘likeness’ requirement is an objective criterion80 that boils down to the assessment
of the competitive relationship between services or service suppliers81 through the
prism of a market-based analysis reﬂecting the circumstances of each particular
case.82
Unless the complaining party manages to make a prima facie case that the compared services and service suppliers are the same in all respects (except for their
origin of course),83 the assessment of ‘likeness’ will be based on an illustrative
list of four interrelated criteria developed in the context of trade in goods and
applicable mutatis mutandis to trade in services. One of those four criteria is consumers’ tastes and habits or consumers’ perceptions and behaviour in respect of the
products in question.84 The application of this criterion to services requires an
assessment of the extent to which consumers perceive and treat the compared services as alternative means of performing particular functions in order to satisfy a
particular want or need. It could be argued that the level of personal data protection is a characteristic that directly affects the consumers’ perception of services and
suppliers. Consumers presumably treat services and service suppliers affording different levels of personal data protection not as alternative means of performing the
same function. Hence, the level of personal data protection could constitute one of
the characteristics relevant for the assessment of ‘likeness’. Accordingly, services
and service suppliers originating from countries affording different levels of
protection would not be considered as ‘like’. There are some indications that in
the business-to-business context the level of personal data protection is already a
characteristic affecting competitive relationships between services and service

78 Ibid., para. 6.106.
79 Ibid., paras. 6.114, 6.115.
80 Goco (note 73) 326–327.
81 WTO, Argentina–Financial Services, Report of the Appellate Body (note 64) paras. 6.22–6.23, 6.25,
6.34.
82 Ibid., para. 6.26.
83 Ibid., paras. 6.38, 6.44.
84 WTO, European Communities – Measures Affecting Asbestos and Products Containing Asbestos,
Report of the Appellate Body (12 March 2001) WT/DS135/AB/R, paras. 101–102.
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suppliers.85 However, the question of whether the same is true in the business-toconsumer context remains unresolved. Some empirical studies skeptically observe
that consumers’ concerns about privacy and data protection are actually not
reﬂected in consumers’ actions and do not manifest in their choices (the so-called
‘privacy paradox’).86 This skepticism is itself subject to several critiques.87
3.2.2 Speciﬁc provisions on the protection of privacy and personal data
Provisions related to the protection of privacy and (or) personal data appear in
three instances in WTO instruments: in provisions counterbalancing liberalization
obligations in telecommunications and ﬁnancial services sectors, and in the Article
XIV(c)(ii) general exception that will be discussed in section 3.2.3 below. PostGATS FTAs include similar provisions in chapters on electronic commerce.
1. Telecommunications and ﬁnancial services. Under article 5(d) of the GATS
Annex on Telecommunication:
[n]otwithstanding [paragraph 5 (c) containing an obligation to provide access to
public telecommunications infrastructure] a Member may take such measures as
are necessary to ensure the security and conﬁdentiality of messages, subject to the
requirement that such measures are not applied in a manner which would constitute a means of arbitrary or unjustiﬁable discrimination or a disguised restriction
on trade in services. (further referred to as the ‘conﬁdentiality of messages
provision’.)

A privacy and data protection-related provision in Financial Services sector is
included in Article B.8 of the 1994 Understanding on commitments in ﬁnancial services (Understanding) to counterbalance the provision on the free ﬂow of ﬁnancial
information included in the same provision, as follows:
Nothing in this paragraph restricts the right of a Member to protect personal
data, personal privacy and the conﬁdentiality of individual records and accounts
so long as such right is not used to circumvent the provisions of the Agreement.

85 K. Irion, ‘Cloud services made in Europe after Snowden and Schrems’ (23 October 2015) Internet
Policy Review, http://policyreview.info/articles/news/cloud-services-made-europe-after-snowden-andschrems/377. In November 2015, Microsoft announced plans to deliver the Microsoft Cloud from datacenter in Germany offering to localize data of users in Germany, Microsoft News Center Europe, https://news.
microsoft.com/europe/2015/11/11/45283/#sm.00004dclt5ee6ey9w001o5rcdzfvj.
86 K. Irion and Lucheta, ‘Online Personal Data Processing and EU Data Protection Reform’, report of
the CEPS Digital Forum (2013) 35–36; A. Acquisti ‘The Economics and Behavioral Economics of Privacy’,
in J. Lane, V. Stodden, S. Bender, and H. Nissenbaum (eds.), Privacy, Big Data, and the Public Good
Frameworks for Engagement (Cambridge University Press 2014) 85–86.
87 Costa-Cabral and Lynskey (note 22) 13. K. Martin and H. Nissenbaum, ‘Measuring Privacy: An
Empirical Test Using Context to Expose Confounding Variables’ (2015) 7.5, 6, 40, http://ssrn.com/
abstract=2709584.
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Compared to the Annex on Telecommunications and the Understanding, most
post-GATS FTAs concluded by the EU reveal an evolution of provisions mentioning privacy and personal data. Furthermore, unlike the GATS, most newer FTAs
contain a chapter on electronic commerce that mentions privacy and personal
data protection.88 This section explores whether such evolution and additional provisions bring a qualitative change to the protection of privacy and personal data in
the context of international trade law.
Before doing so, it is worth noting that these developments in the formulation of
FTA provisions on privacy and personal data are, in most cases, not accompanied
by an enhancement of trade liberalization commitments. This absence of an
obvious counterpart raises the question whether and in which way these new
and additional provisions affect the protection of privacy and personal data as
fundamental rights and the balance between these fundamental rights and trade
liberalization.
The CETA contains both an obligation to provide access to the public telecommunications infrastructure similar to that in the GATS Annex on Telecommunications
and a counterbalancing provision. Available drafts of the TiSA follow the same
pattern.89 In contrast, most other post-GATS bilateral FTAs of the EU only
contain a conﬁdentiality of messages-type of provision that acts as a stand-alone provision rather than a counterbalance.90 In addition, all EU bilateral FTAs formulate
this provision not as an exception, as is the case in the GATS Annex on
Telecommunications, but as a positive obligation (shall). For example, according
to Article 15.3(4) of CETA:
Further to Article 28.3 (General exceptions), and notwithstanding paragraph 3, a
Party shall take appropriate measures to protect:
(a) the security and conﬁdentiality of public telecommunications transport services;
and
(b) the privacy of users of public telecommunications transport services,

subject to the requirement that these measures are not applied in a manner that
would constitute a means of arbitrary or unjustiﬁable discrimination or a disguised restriction on trade. (italics added)

88 Chapter 16 of CETA, chapter 8 section F of the FTA with Singapore, chapter 6 of the FTA with
Colombia and Peru, chapter 7 section F of the FTA with Korea, chapter 6 of the association agreement
with Central America, article 104 of the association agreement with Chile.
89 Article 9 of TiSA Annex on Telecommunications Services of 8 June 2016, WikiLeaks, https://wiki
leaks.org/tisa/document/20160608_TiSA_Annex-on-Telecommunication/.
90 Article 8.27 of the FTA with Singapore, article 149 of the FTA with Colombia and Peru, article 7.35
of the FTA with Korea, article 192 of the association agreement with Central America.
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In all cases, the ability or obligation of parties to take measures to ensure the conﬁdentiality of messages is constrained by certain limitations. In the GATS Annex on
Telecommunications, these limitations resemble the two-tier test of general exceptions. CETA and other bilateral FTAs contain two types of limitations all of which
are milder that those in the GATS Annex on Telecommunications. Under CETA,
the conﬁdentiality of messages provision applies ‘further to’ the general exception,
and only requires that measures that the parties shall take be ‘appropriate’, which is
ostensibly a milder version of the ‘necessity’ test envisaged in general exceptions.
Both CETA and the Association agreement with Central America – similar to the
chapeau of the GATS general exception – require that measures taken under this
provision should not be ‘applied in a manner that would constitute a means of arbitrary or unjustiﬁable discrimination or a disguised restriction on trade’.91
Similarly, post-GATS FTAs exhibit a dynamic in the counterbalancing provisions in the chapters on ﬁnancial services. While the wording of obligations on
free ﬂow of ﬁnancial information remains constant,92 provisions on the protection
of privacy and personal data have evolved. Unlike the Understanding, where the
provision on the protection of privacy and personal data is formulated as a reservation (‘[n]othing in this paragraph restricts the right … to protect’), the provisions
in bilateral FTAs are all formulated as a positive obligation to adopt or maintain
safeguards to protect privacy and data protection.93 For example, under Article
13.15(2) of CETA
Each Party shall maintain adequate safeguards to protect privacy, in particular
with regard to the transfer of personal information. If the transfer of ﬁnancial
information involves personal information, such transfers should be in accordance with the legislation governing the protection of personal information of
the territory of the Party where the transfer has originated.

Provisions on the protection of privacy in CETA and other post-GATS FTAs94 have
become more elaborate as compared to the Understanding. They require that the
adopted measures protecting privacy and personal data be ‘appropriate’ or

91 Article 15.3(4) of CETA, article 192 of the association agreement with Central America.
92 Article B.8 of the Understanding on commitments in ﬁnancial services, articles 13.15(1) of CETA,
157(1) of the FTA with Colombia and Peru, article 22(1) of the association agreement with Mexico, article
7.43(a) of the FTA with Korea, article 198(1) of the FTA between the EU and Central America, article 122
(1) of the association agreement with Chile, article 8.54(1) of the FTA with Singapore, article 14 of the EU
proposal of TiSA Annex on ﬁnancial services (July 2013, http://trade.ec.europa.eu/doclib/docs/2014/july/
tradoc_152688.pdf) and article X.10 of draft TiSA Annex on Financial Services of 27 June 2016,
WikiLeaks, https://wikileaks.org/tisa/document/20160627_TiSA_Annex-on-Financial-Services/.
93 Article 8.54(2) of the FTA with Singapore, article 157(2) of the FTA with Colombia and Peru, article
198(2) of the association agreement with Central America, article 13.15(2) of CETA, article 7.43(b) of the
FTA with Korea, article 22(2) of EU–Mexico Joint Council Decision.
94 See also article 8.54(2) of the FTA with Singapore, article 157(2) of the FTA with Colombia and
Peru, article 198(2) of the association agreement with Central America, article 7.43(b) of the FTA with
Korea, article 22(2) of EU–Mexico Joint Council Decision.

https://doi.org/10.1017/S1474745617000453 Published online by Cambridge University Press

Fundamental Rights to Privacy and Data Protection 495

‘adequate’. Some of the provisions, including that of CETA,95 also explicitly refer
to the necessity of protecting privacy and personal data in the course of its transfers.
CETA also requires that such transfers should be governed by the law of the party
where the transfer has originated.
The Understanding requires that the right of WTO members to protect personal
data, personal privacy, and the conﬁdentiality of individual records and accounts
‘not [be] used to circumvent the provisions of the Agreement’.96 In contrast,
most relevant FTAs do not impose any limitations on the provision on the protection of privacy and personal data, which arguably leaves more policy space to
domestic regulators.
The relevant provisions in those chapters sometimes also mention a commitment
to human rights conventions and international standards in the area of privacy and
data protection. In particular, the FTA with Korea conﬁrms the commitment of the
parties to protect the fundamental rights and freedom of individuals and explicitly
refers to the UDHR, the 1990 UN Guidelines for the Regulation of Computerized
Personal Data Files, and the OECD 1980 Guidelines.97
To sum up, privacy and data protection related provisions in the chapters on telecommunications and ﬁnancial services of post-GATS FTAs are formulated as positive obligations. In some cases, they also contain more ﬂexible limitations than the
GATS, which seems to increase the autonomy of members to pursue their public
policy objectives. Nevertheless, a more nuanced analysis paints a less positive
picture, as these provisions still remain normatively subordinate to trade liberalization commitments. Even when there is no explicit requirement that relevant safeguards not restrict trade in services or not constitute a means of arbitrary or
unjustiﬁable discrimination or a disguised restriction on trade, parties are not
excused from non-compliance with trade liberalization obligations. Put differently,
if a provision does not explicitly put the privacy and data protection safeguards
above or at least on equal normative footing with trade obligations, the former
are subordinated to the latter, given the object and purpose of FTAs. Therefore,
the obligations to adopt privacy and data protection rules included in the FTAs
still do not give a true license to violate the parties’ trade liberalization commitments and, should this violation occur, can only be justiﬁed under a general exception. Moreover, these provisions are often vague. Given the fragmentation of
standards on privacy and data protection and the absence of a single reference
point, the interpretation of terms such as ‘adequate’ or ‘appropriate’ have no
precise obligational content. In most cases, these provisions are also detached
from normative foundations, except for the agreements with Mexico and Korea
that provide a direct link to human rights.

95 In addition to CETA, see FTAs with Colombia and Peru, Korea, Association agreement with Central
America.
96 Article B.8 of the Understanding on commitments in ﬁnancial services.
97 Article 7.43(b) of the FTA with Korea and footnote 41 to this provision.
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2. Electronic commerce. None of the chapters on electronic commerce of postGATS FTAs contains material obligations relating to information ﬂows. Rather
they include a provision that recognizes the importance of the free ﬂow of information on the Internet.98 Whether an express provision on cross-border data ﬂows
should be included in TiSA or FTA between the EU and Japan (currently under
negotiation) is the subject of a heated debate. A proposed horizontal obligation
on free cross-border ﬂows of information for all electronic commerce transactions
is included in the draft TiSA. It prohibits parties to ‘prevent a service supplier of
another Party from transferring, accessing, processing or storing information,
including personal information, within or outside the Party’s territory, where
such activity is carried out in connection with the conduct of the service supplier’s
business’.99
As a rule, chapters on electronic commerce contain several provisions on the protection of personal data. An example of the ﬁrst type of provision is paragraph 4 of
Article 8.57 ‘Objectives [of electronic commerce]’ of the FTA with Singapore:100
The Parties agree that the development of electronic commerce must be fully compatible with international standards of data protection, in order to ensure the
conﬁdence of users of electronic commerce. (italics added)

Although this provision is formulated as an obligation, its added value is minimal
because the reference to international standards of data protection – due to their
fragmentation – does not imply any particular level of data protection. Only the
relevant provision in CETA clariﬁes that in protection of personal data the
parties must comply with international standards adopted by organizations of
which both parties are members.101 This limits the set of standards to the OECD
and UN Guidelines, as Canada is not a party to Convention 108, and member
states of the EU are not members of APEC. Since both OECD and APEC standards
pursue an economic rather than a broader normative goal of protecting personal
data, this reference makes clear that the respective provision adopts the instrumental (economic) protection of personal data. More importantly, those provisions
explicitly state the normative purpose of adhering to data protection standards
as ensuring consumers’ conﬁdence. As Wunsch-Vincent rightly noted, such provisions indicate an increasing recognition of data protection as a necessary condition
for spurring international trade,102 not its societal value as a fundamental right. It is

98 See e.g. article 8.57 of the FTA with Singapore.
99 Article 2 of TiSA Annex on Electronic Commerce, May 2016, https://wikileaks.org/tisa/document/
20151001_Annex-on-Electronic-Commerce/.
100 See also article 162(2) of the FTA with Colombia and Peru, article 7.48(2) of the FTA with Korea,
article 201(2) of the association agreement with Central America.
101 Article 16.4 of CETA.
102 S. Wunsch-Vincent, ‘Trade Rules for the Digital Age’, M. Panizzon, N. Pohl, and P. Sauvé (eds.),
GATS and the Regulation of International Trade in Services (Cambridge University Press 2008) 519–520.
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thus not surprising that none of the provisions in the electronic commerce chapter
mentions the protection of privacy guaranteed by international human rights.
Finally, another type of provision on the protection of personal data is often contained as a stand-alone but a purely aspirational norm. It requires that parties ‘shall
endeavour, insofar as possible, and within their respective competences, to develop
or maintain, as the case may be, regulations for the protection of personal data’.103
3.2.3 General exception
The general exception is the only clear manifestation of the right to regulate that
allows a state to adopt measures inconsistent with its relevant trade liberalization
commitments. In order to be justiﬁed under GATS Article XIV, a measure has to
meet one of the material requirements set forth in paragraphs (a)–(e) and the
chapeau of this Article. The material requirements most relevant in relation to
EU privacy and data protection framework are laid down by paragraph (c)(ii),
which reads as follows
Subject to the requirement that such measures are not applied in a manner which
would constitute a means of arbitrary or unjustiﬁable discrimination between
countries where like conditions prevail, or a disguised restriction on trade in services, nothing in this Agreement shall be construed to prevent the adoption or
enforcement by any Member of measures …
(c) necessary to secure compliance with laws or regulations which are not inconsistent with the provisions of this Agreement including those relating to …
(ii) the protection of the privacy of individuals in relation to the processing and dissemination of personal data and the protection of conﬁdentiality of individual
records and accounts.

WTO adjudicating bodies apply the general exception on a case-by-case basis.
Although this approach presumes some degree of discretion, certain patterns of
application of the general exception can be inferred from WTO case law.
The core of the material requirement – the ‘necessity test’ – comprises ‘weighing
and balancing’ the contribution of the contested measure towards the enforcement
of national laws and regulations pursuing a public policy interest against the
restrictive effect of that measure on trade.104 The less restrictive the measure,
and the greater the contribution, the more likely it is to satisfy the ‘necessity
test’.105 Notably, the necessity test requires balancing the contribution of the
data protection rules to the public policy objective of protecting privacy of
103 Article 164 FTA with Colombia and Peru.
104 WTO, United States – Measures Affecting the Cross-Border Supply of Gambling and Betting
Services, Report of the Appellate Body (7 April 2005) WT/DS285/AB/R, para. 306; WTO, Argentina–
Financial Services, Report of the Panel (30 September 2015) WT/DS453/R, para. 7.684.
105 WTO, Argentina–Financial Services, Report of the Panel (note 104) paras. 7.685, 7.727, referring
to WTO, Korea – Measures Affecting Imports of Fresh, Chilled and Frozen Beef, Report of the Appellate
Body (11 December 2000) WT/DS161/AB/R and WT/DS169/AB/R, para. 163.
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individuals against trade liberalization commitments, but not the value of the
public policy objective itself.
The necessity assessment often implies consideration of alternative measures.106
The prima facie case of the necessity can be rebutted by the other party if it can
show that alternative, less trade-restrictive measures were ‘reasonably available’.
A less trade-restrictive alternative is considered to be ‘reasonably available’ if it
would allow the defending party to achieve the same desired level of protection
of the public interest pursued without prohibitive cost or substantial technical difﬁculties.107 Arguably, a measure less intrusive or restrictive on trade is ‘almost
always theoretically conceivable and therefore in some sense available’.108
Although public policy objectives themselves are not being weighed in the necessity test, the ‘less trade restrictive’ requirement pressures on the means selected to
achieve such objectives and, as a result, can ultimately affect the content of those
objectives too.109 By creating incentives for parties to FTAs to choose the regulatory scheme that is least trade-restrictive, this approach may lead to a ‘race to
the bottom’ in public policy regulation. In sum, economic regulation is typically
less trade-restrictive than that regulation driven by its own normative concerns.
This analysis suggests that the general exception does not allow full conciliation
of privacy and personal data protection as fundamental rights when it comes to
rules on transfer of personal data to third countries.110 The argument that
country-by-country adequacy assessments are ‘necessary’ is rather weak, because
a less trade restrictive alternative may be ‘reasonably available’ to the EU. As compared to other economic standards, the EU’s approach seems more restrictive of
cross-border ﬂow of personal data. The wide acceptance and implementation of
other, less trade-restrictive mechanisms to secure compliance with domestic
privacy and the data protection framework, not only prove the fact of their existence, but also suggest that they are ‘reasonably available’ to the EU.
The most prominent example of the regime perceived as a less trade-restrictive
alternative is the APEC accountability principle to regulate transborder transfers
of personal data. Kuner argues that this principle is ‘reasonably available’ to the
EU because it preserves the right of the EU to ensure the same level of protection
of personal data transferred to a third country and to prevent circumvention.111

106 S. Leader, ‘Human Rights and International Trade’, S. Sheeran and N. Rodley (eds.), Routledge
Handbook of International Human Rights Law (Routledge 2013) 255.
107 WTO, Argentina–Financial Services, Report of the Panel (note 104) para. 7.729 referring to WTO,
US–Gambling (note 104) para. 308.
108 D. Etsy, Greening the GATT: Trade, Environment and the Future (Institute for International
Economics, 1994) 48.
109 Leader (note 106) 255.
110 See also Yakovleva and Irion (note 14) 206.
111 Kuner, ‘Developing an Adequate Legal Framework for International Data Transfers’ (note 21)
269–271.
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This economic approach has been adopted by Canada whose privacy and data protection framework has been granted an adequacy decision by the Commission.

4. Limited role of human rights in international trade law
The previous discussion shows that international trade law mechanisms meant to
accommodate domestic public policy concerns subordinate such concerns to
trade liberalization objectives. When it comes to the protection of privacy and personal data, can international human rights law counterbalance the economic
ﬂavour of international trade law? Should normative concerns leading to the protection of human rights not be placed on the same level or even above economic
interests of member states in the course of interpretation of such terms as ‘likeness’,
‘no less favourable’, or ‘necessity’? International human rights law plays a negligibly limited role in international trade law. Yet, the relationship between the
two ‘is one of the central issues confronting international lawyers at the beginning
of the twenty-ﬁrst century’.112
There currently are no mechanisms for balancing different areas of international
law. Each area determines the extent to which it is willing to accept the application
of rules from other areas. The comparatively greater strength of the international
trade law enforcement mechanism (narrowly tailored to pursue trade liberalization
goals) contributes to the small degree of deference shown by trade law to human
rights.

4.1 Horizontal relationship between international human rights law and
international trade law
Unlike national legal systems, international law lacks central legislative and adjudicative bodies. Its fundamental structural characteristic is ‘decentralization
without hierarchy’.113 Although there are no strict boundaries, international law
is conventionally divided into speciﬁc areas: human rights law, international
trade law, international environmental law, and international humanitarian law,
etc. These areas are, theoretically, in a horizontal relationship with each other.
Hence, there is no formal hierarchy between the norms of international human
rights law and international trade law.
International human rights law and international trade law are both centered
around international treaties that create binding legal provisions and institutional
structures administering and enforcing such treaties. All international treaties
should have the same binding force, and, unless otherwise provided for in the international treaty itself, international treaties in one area should not prevail over

112 P. Alston, ‘Resisting the Merger and Acquisition of Human Rights by Trade Law: A Reply to
Pertersmann’, 13(4) European Journal of International Law (2002) 815, 181.
113 Trebilcock et al. (note 20) 747.
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others. Only ‘jus cogens’ norms trump treaty provisions.114 Although the list of jus
cogens is not clearly deﬁned,115 the right to privacy and data protection do not currently belong to this domain.116
This categorization works well, provided each issue falls in only one area. However,
the issue of cross-border transfers of personal data triggers overlapping trade and
human rights concerns. In such a situation, the party seeking protection of a certain
right often gets to decide to which forum it will use to enforce the right. This
matters because a forum applies the rules that created it and gave it competence.
The horizontal nature of the relationship between trade and human rights law
is reinforced by fundamental differences in their legal, institutional, and policy cultures that ‘have developed largely in isolation from one another’.117 International
human rights obligations, although deﬁned in international treaties, are linked to
natural law118 and in particular the concept of human dignity. Unlike trade agreements, they do not imply a bilateral exchange of advantages,119 but rather aim to
recognize individuals’ rights by mutual agreement and protect those rights to the
beneﬁt of individuals and not of the parties to such agreement.120 By contrast, international trade law is perceived as positive law created by the will of self-interested
parties to exchange reciprocal economic advantages and pursue economic proﬁt
from the trade liberalization.121 This led to the emergence of a certain ‘WTO
ethos’ in the interpretation of the WTO Agreements.122
Additionally, while the institutional and enforcement structures of international
human rights instruments are highly dispersed and administered by various UN institutions, the WTO enforcement system is centralized. It consists of a specialized
enforcement mechanism123 – a state-to-state dispute settlement system regulated by
the Understanding on Rules and Procedures for the Settlement of Disputes (DSU).124

4.2 Lack of mechanism to balance international trade and human rights law
Balancing international trade and human rights law can be performed by general
public international law, including customary rules of interpretation, or by

114 Article 53 the 1969 Vienna Convention on the Law of Treaties.
115 O. de Schutter, International Human Rights Law, 2nd edn (Cambridge University Press 2014) 72–
73; D. Moeckli et al., International Human Rights Law, 2nd edn (Oxford University Press 2014) 114.
116 Moeckli (note 115) 114.
117 Trebilcock et al. (note 20) 747.
118 Moeckli (note 115) 105.
119 De Schutter (note 115) 118.
120 European Commission on Human Rights, Austria v. Italy (the ‘Pfunders’ Case), Appl. No. 788/60,
European Convention on Human Rights Yearbook, 4 (1961) 116, 140.
121 Q. Kong, ‘A Human Rights Approach to Trade? Some reﬂections’, Cottier et al., Human Rights
and International Trade (note 20) 233–234.
122 Leader (note 106) 248–250.
123 Article 55 of the ILC Articles on Responsibility of States.
124 Annex 2 to the WTO Agreement.
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international trade law. In the latter case, the balancing function is performed in
accordance with rules concerning applicable law (trade dispute resolution) and
the competence of the adjudicative bodies which inﬂuence how such bodies
apply and interpret legal norms, whether trade or outside of trade. None of these
mechanisms is currently effective.
4.2.1 Limited mandate of international trade law adjudicators to apply non-trade
rules
De jure, international treaties from one area do not constitute applicable law in
another area, which is normally reﬂected in the rules governing adjudicating
bodies. For example, trade adjudicators do not have explicit jurisdiction to apply
rules other than those originating from the trade agreements. Trade dispute resolution bodies are bound by the limited competence granted to them, which does
not include coordination on human rights issues.
The DSU does not explicitly delineate applicable law, nor does it explicitly
exclude human rights law. Nevertheless, there is an almost unanimous consensus
among public international law scholars that, unless other, non-WTO, international agreements are incorporated in or referred to speciﬁcally in a WTO agreement, they do not constitute applicable law.125 Under Article 3.2 DSU, the purpose
of the WTO enforcement system is ‘to preserve the rights and obligations of
Members under the covered agreements, and to clarify the existing provisions of
those agreements in accordance with customary rules of interpretation of public
international law’. Importantly, the WTO adjudicating bodies ‘cannot add or
diminish the rights and obligations provided in the covered agreements’.126 The
WTO adjudicating bodies are thus not competent to determine rights and obligations outside covered WTO agreements, or, in other words, to adjudicate nonWTO disputes.127
International human rights law could constitute applicable law in the WTO law
as international customary law. Although traditionally the right to privacy is not
recognized as an international custom, Zalnieriute, taking a modernist perspective,
argues that ‘an international outcry over the mass-spying programmes combined
with the GA Resolution on Privacy in the Digital Age and other pronouncements
by various UN bodies, as well as the two strongly pro-privacy judgments by the
CJEU may suggest that data privacy has attained the status of a binding [customary
international law] norm’.128 Nevertheless, even if applicable, customary law is

125 van den Bossche and Zdouc (note 19) 58; J. Trachtman, ‘The Domain of WTO Dispute
Resolution’, 40 Harvard International Law Journal (1999) 333, 342.
126 Articles 3.2 and 19.2 DSU.
127 WTO, Mexico – Tax Measures on Soft Drinks and Other Beverages, Report of the Appellate Body
(6 March 2006) WT/DS308/AB/R, para. 56.
128 M. Zalnieriute, ‘An International Constitutional Moment for Data Privacy in the Times of MassSurveillance’, International Journal of Law and Information Technology (2015) 23, 132.
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likely to be subordinated to the provisions of the WTO agreements, as the WTO
dispute settlement mechanism is prone to uphold the norms of its own system as
prevailing over other norms in case of a conﬂict that could not be resolved by interpretation.129 The WTO adjudicating bodies tend to apply international customary
law only to the extent that it does not conﬂict or is not inconsistent with WTO
agreements.130
As a result, non-trade rules are relegated to a minor role in the determination of
the outcome of a dispute, regardless of the dispute’s non-trade impact.131 Given
that the WTO Agreements and other FTAs have much stronger enforcement
mechanisms than the global human rights system, this creates a signiﬁcant risk of
a de facto supremacy of trade law.132 Similarly, most post-GATS agreements
provide that rulings of arbitration panels created under the treaties ‘cannot add
or diminish the rights and obligations’ provided for in the relevant agreement.133
They are, thus, essentially bound to adopt a strict positivist approach as are the
WTO adjudicating bodies.
4.2.2 Application of international customary rules of interpretation in
international trade law
The Vienna Convention on the Law of Treaties (VCLT) could theoretically be used
to interpret trade law with due deference to international human rights law, thus
diminishing trade law’s de facto supremacy in international disputes heard by
trade tribunals. However, this mechanism is currently not performing this function
for two main reasons. First, the primary VCLT rule of interpretation prescribes a
focus on the object, context, and purpose of the treaty in question. Second, rules
of interpretation are applied mostly by trade law specialists. This matters
because it is a part of the ‘WTO ethos’ to interpret WTO agreements using a functional (or functionalist) approach, as opposed to a so-called ‘civic’ approach. The
functional approach focuses on the speciﬁc goal of the treaty. In case of the WTO, it
is market integration through elimination of protectionist barriers. A civic
approach by contrast would root WTO objectives within wider concerns such as

129 S. Joseph, ‘Trade Law and Investment Law’, D. Shelton (ed.), The Oxford Handbook of
International Human Rights Law (Oxford University Press 2013) 864, 869.
130 See e.g. WTO, European Communities – Measures Concerning Meat and Meat Products
(Hormones), Report of the Appellate Body (16 January 1998) WT/DS26/AB/R, WT/DS48/AB/R, paras.
120–25. In addition, such conclusion is made with respect to international customary law in general,
without special reference to human rights. See M. Koskenniemi, ‘Fragmentation of International Law:
Difﬁculties Arising from the Diversiﬁcation and Expansion of International Law’, Report of the Study
Group of the International Law Commission, para. 165, http://legal.un.org/ilc/documentation/english/
a_cn4_l682.pdf.
131 Joseph (note 129) 864.
132 Ibid., 869.
133 Article 29.12 of CETA, article 15.18 of FTA with Singapore, article 317 of the FTA with Colombia
and Peru, article 14.16 of the FTA with Korea, article 321(3) of the association agreement with Central
America.
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human rights.134 The dispute settlement systems created by post-GATS agreements
tend to require the same functional approach in the interpretation of the obligations
contained in those FTAs.
1. VCLT rules of interpretation. As a rule, provisions on dispute settlement in the
WTO Agreement and post-GATS FTAs considered in this article require the
dispute settlement bodies to interpret the provisions of such agreements in accordance with the customary rules of interpretation of public international law, codiﬁed
mostly in Articles 31–32 VCLT.135
Article 31.1 of the VCLT holds that
[a] treaty shall be interpreted in good faith in accordance with the ordinary
meaning to be given to the terms of the treaty in their context and in the light
of its object and purpose.

According to Article 31.2 VCLT, besides the text of the treaty with its preamble and
annexes, the context of the international treaty includes:
(a) Any subsequent agreement between the parties regarding the interpretation of
the treaty or the application of its provisions;
(b) Any subsequent practice in the application of the treaty which establishes the
agreement of the parties regarding its interpretation;
(c) Any relevant rules of international law applicable in the relations between the
parties.

Article 32 VCLT refers to supplementary means of interpretation, including the
preparatory work of the treaty and the circumstances of its conclusion, to which
recourse may be had
in order to conﬁrm the meaning resulting from the application of article 31, or to
determine the meaning when the interpretation according to article 31:
(a) Leaves the meaning ambiguous or obscure; or
(b) Leads to a result which is manifestly absurd or unreasonable.

The WTO Appellate Body has interpreted the reference to the customary rules of
interpretation in Article 3.2 DSU as a direction to interpret WTO law not ‘in clinical isolation from public international law’.136 The International Law Association

134 Leader (note 106) 248–250.
135 Article 3.2 DSU, article 29.17 of CETA, article 15.18 of the FTA with Singapore, article 317 of the
FTA with Colombia and Peru, article 34 of the Model Rules of Procedure (Annex III to Decision No. 2/
2001 of the EU–Mexico Joint Council of 27 February 2001, implementing Articles 6, 9, 12(2)(b) and
50 of the Economic Partnership, Political Coordination and Cooperation Agreement (2001/153/EC),
article 14.16 of the FTA with Korea, article 322 of the association agreement with Central America,
article 186(3) of the association agreement with Chile.
136 United States – Standards for Reformulated and Conventional Gasoline (29 April 1996) WT/DS2/
AB/R, 17; van den Bossche and Zdouc (note 19) 61; Koskenniemi (note 130) paras. 45, 165.

https://doi.org/10.1017/S1474745617000453 Published online by Cambridge University Press

504

SVETLANA YAKOVLEVA

communicated a similar message in its 2008 resolution No. 5/2008 on
International Trade Law – ‘WTO members and bodies are legally required to interpret and apply WTO rules in conformity with the human rights obligations of
WTO members under international law’.137 As the following sections show, this
approach has not been implemented in practice. Efforts on the part of the international human rights community to overcome the separation of human rights
and international trade law – indeed the isolationism of the latter – have not been
met by a comparable openness of the international trade law and policy community.138
2. Ordinary meaning, context, object and purpose. WTO adjudicating bodies
derive the ‘ordinary’ meaning of GATS provisions predominantly from the
Oxford dictionary and use other interpretation methods to conﬁrm or justify conclusions already reached.139 Context, object, and purpose often do play a role in
the interpretation of the GATS. However, neither its preamble nor its text
contain any reference to human rights. According to the preamble of the GATS,
its top priority is the liberalization of trade in services through the progressive
removal of trade barriers and the elimination of origin-based discrimination.
There are neither subsequent agreements between the same parties that could
serve to clarify the context of the GATS, nor international human rights treaties
between the same parties. Non-WTO international agreements to which not all
WTO members are parties can be relevant as means of interpretation of the provisions of WTO agreements, unless the opposite is explicitly stated in the agreement.140 For example, in US–Shrimp case (1998) the Appellate Body relied on an
understanding found in a number of regional and multilateral environmental agreements – not signed by all WTO members – to interpret the term ‘exhaustible’ natural
resources for the purposes of the general exception in Article XX GATT 1994.141
Although the reference to these international conventions may have allowed the
Appellate Body to achieve a dynamic interpretation of the term, some scholars
soberly acknowledged that these international instruments were used merely as
evidence of a ‘wide agreement on certain facts’ and not as a binding legal norm.142
Unlike the GATS, post-GATS instruments broaden the range of considerations
that under the VCLT would fall within the scope of ‘context, object and
purpose’ of these agreements. For example, in its preamble CETA recognizes the

137 Resolution No. 5/2008 on International Trade Law, the 73rd Conference of the International Law
Association, 17–21 August 2008.
138 Trebilcock et al. (note 20) 748. See also S. A. Aaronson, ‘Seeping in Slowly: How Human Rights
Concerns Are Penetrating the WTO’ 6 World Trade Review (2007) 413, 422.
139 Matsushita et al. (note 19) 81.
140 Koskenniemi (note 130) paras. 167, 169.
141 WTO, United States – Import Prohibition of Certain Shrimp and Shrimp Products, Report of the
Appellate Body (12 October 1998) WT/DS58/AB/R, paras. 127–131.
142 Matsushita et al. (note 19) 78.
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importance of democracy and human rights for the development of international
trade and economic cooperation.143
3. Supplementary means of interpretation. Under Article 32 VCLT, the context surrounding the conclusion of an international treaty may play a subsidiary (supplementary) role. When national or regional delegates participate in trade
negotiations, they bring their countries’ human rights obligations with them
which they may want to uphold.144 Good faith and pacta sunt servanda being
well-established principles of public international law, it would be wrong to
assume that any country has concluded or negotiated the WTO agreements
knowing or intending to go against their international human rights obligations
unless the country in question had speciﬁcally mentioned otherwise.145
The crucial limitation of this approach is that these agreements play only an auxiliary interpretative role – that is, if one of the conditions listed in paragraphs (a)
and (b) of Article 32 is met. Another problem is that human rights are often formulated in broad language and are subject to broad derogations, so that prioritizing
international trade objectives to the detriment of human rights does not necessarily
lead to its direct violation.

4.3 Lessons from balancing between international trade and human rights to
labour, environmental protection, and sustainable development
The absence of central legislative and adjudication bodies in public international
law makes the creation of a centralized mechanism to balance different areas of
public international law implausible. As shown above, customary rules of treaty
interpretation do not provide much substantive help in such balancing, largely
due to the self-referential approach of trade law.
The issue of balancing non-economic interests and trade liberalization is not
new. Therefore, the inspiration for devising a mechanism of balancing the rights
to privacy and personal data with international trade law may be derived from progress in the protection of other notable non-economic interests, such as the protection of environment, labour rights, or sustainable development. Although extensive
research into this area is beyond the scope of this article, it is useful to highlight
certain developments and proposals related to balancing between human rights,
environmental protection, and international trade law. Recent research conducted
by Reid in the light of EU law suggests that
[i]t is necessary that rather than non-economic interests being integrated into the
WTO legal order, the WTO legal order, and conceptualizations of welfare and

143 See also article 1 of FTA with Colombia and Peru; article 1 of EU–Mexico economic partnership
agreement, Preambles of EU’s FTAs with Singapore and Korea.
144 Koskenniemi (note 130) para. 169, Dommen (note 61) 200–201.
145 Koskenniemi (note 130) para. 169, Joseph (note 129) 862.
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non-economic interests, should be seen within the wider context of international
commitment to sustainable development. Thus, it is necessary to reframe the
WTO objectives from that perspective.146

She further notes that
[i]nterpreting the WTO rules from the [sustainable development] perspective
would move the organization and its rules away from the pursuit of trade liberalization for its own sake. It would allow concerns represented by the noneconomic pillars to be seen as equally important and pursued as such. It would
require the application of WTO rules to be carried out in this light. As a result,
it would add legitimacy to the engagement with non-economic objectives in the
interpretation and application of WTO rules … This would in turn reframe the
terms of engagement from a question of the extent to which non-economic interests may be accommodated within the trade regime, and thus inherently subordinate the pursuit of trade liberalization, to a more genuinely balanced
relationship.147

Reid believes that an important precondition of such reconciliation is the existence
of a consensus as to ‘the values to be pursued, the extent to which they may be
pursued and the means by which they should interact with other interests’.148
Similar to the provisions on privacy and data protection discussed above, provisions on labour, environment, and sustainable development contained in the majority of post-GATS FTAs conﬁrm the parties’ commitments to international
agreements or standards in this area and recognize the parties’ right to regulate
in accordance with such agreements and standards.149 Unlike similar references
in provisions on privacy, however, these commitments contain a list of international conventions setting out relevant standards. More importantly, unlike provisions on privacy and data protection, safeguards for labour, environment, and
sustainable development often explicitly require a ‘high level of protection’, and
put these interests above that of liberalization of trade. This requirement is noteworthy because it helps to prevent the so-called ‘race to the bottom’ arguably supported by a requirement that measures be least trade restrictive or compliant with
trade liberalization commitments.
For example, under Article 23.2 of CETA,150 the parties

146 E. Reid, Balancing Human Rights, Environmental Protection and International Trade: Lessons
from the EU Experience (Hart Publishing 2015) 279.
147 Ibid., 303.
148 Ibid., 311.
149 Articles 22.1, 23.2, and 24.3 of CETA, article 13.1(1) of the FTA with Singapore, articles 269(3)
and 270(2) of the FTA with Colombia and Peru, articles 286(1)–(2), 287 of the Association Agreement with
Central America. Articles 13.4 and 13.5 of the FTA with Korea.
150 A similar provision is contained in article 13.2(2) of the FTA with Singapore and in Article 268 of
the FTA with Colombia and Peru.
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seek to ensure those laws and policies provide for and encourage high levels of
labour protection and shall strive to continue to improve such laws and policies
with the goal of providing high levels of labour protection.

In addition to these provision some FTAs, such as art 13.1(3) of the FTA with
Singapore,151 include recognition by the parties that
it is inappropriate to encourage trade or investment by weakening or reducing the
protections afforded in domestic labour and environment laws.

At the same time, this provision in the FTA with Singapore warns that environmental and labour standards should not be used for protectionist purposes.
The Association Agreement with Central America goes a step further in its
Article 291(2) which requires parties
not to waive or derogate from, or offer to waive or derogate from, its labour or
environmental legislation in a manner affecting trade or as an encouragement for
the establishment.

In addition, paragraph 3 demands that parties
shall not fail to effectively enforce its labour and environmental legislation in a
manner affecting trade or investment between the Parties.

These provisions clearly put labour and environmental concerns above or at least
on par with trade liberalization. No such hierarchy is present when it comes to
privacy and data protection that are currently normatively subordinate to the
ultimate goal of trade liberalization. The EU approach of considering those objectives as more than mere adjuncts of electronic commerce development – and
instead as fundamental rights – should lead to a different regulatory approach
requiring a sufﬁcient degree of regulatory autonomy in trade agreements. The
approach suggested by Reid and partially implemented in post-GATS FTAs in relation to the protection of environment, labour rights, and sustainable development
suggests a way forward.
There is probably less consensus regarding the value of privacy and personal data
protection, than, say, labour or environmental standards. Yet, that absence of such
consensus does not make the above-discussed solution impossible. International
trade law can be reconceptualized to safeguard the right to determine the scope
and meaning of privacy and personal data protection and to effectuate an appropriate regulatory design of their protection.

5. Conclusion
The regulatory space to protect the fundamental rights to privacy and data protection should form a part of all the EU’s international trade deals. The European

151 Article 291(1) of the Association agreement with Central America contains a similar provision.
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Commission should be empowered to negotiate relevant provisions in negotiating
mandates issued by the Council. This has not been the case in relation to the
Transatlantic Trade and Investment Partnership (TTIP) and TiSA.152 If the EU
does not take a ﬁrm stand on this issue in international trade negotiations, its
autonomy to maintain the current framework of privacy and data protection,
and especially the rules on transfers of personal data to third countries, could be
challenged under international trade law, thus allowing trade law to pre-empt
broader societal objectives.
International trade agreements leave only a narrow policy margin to pursue
public policy objectives because regulation must either comply with international
trade law or meet the conditions of general exceptions that favour least trade
restrictive regulatory designs. The inclusion of personal data protection in the
new generation of the EU’s FTAs currently reﬂects only the economic nature of personal data and not its dignitary nature protected as a fundamental right.
The absence of a formal mechanism to balance interests protected by trade law
and those protected by human rights law (these two branches of international law
on par) means that international human rights law is unable to effectively limit or
counterbalance trade objectives in trade-based dispute settlement.
International trade ‘deals’ should safeguard the EU’s ‘right to regulate’ to reﬂect
the normative foundations of privacy and data protection and effectuate a regulatory design most adequate to implement the normative goal. At the same time, the
EU should continue to resist any attempt to harmonize privacy and data protection
through international trade law that risks subordinating such protection to trade
liberalization.
The goal of trade liberalization in international trade agreements should be
viewed from the perspective of other non-economic interests, in particular
human rights, in three ways. First, by stating (as has been done in some postGATS FTAs) the societal value of human rights and afﬁrming that trade liberalization should not undermine human rights. Second, by emphasizing the freedom
of the parties to protect non-economic values as was done in relation to labour
standards and environmental protection and sustainable development. Third, by
providing trade adjudicating bodies a mechanism to defer to international
human rights treaties.
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