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A B S T R A C T   

Companies collect and process media users’ personal data for automated decision-making or 
personalized communication. When individuals perceive corporate surveillance, it could 
contribute to their self-censorship practices, such as using less media or using media differently. 
This study aims to understand why people decide to self-regulate their media use, which is 
important from the perspective of control that individuals have over data collection. Therefore, 
we studied what would motivate individuals to change their media-related behavior in response 
to perceived corporate surveillance, focusing on cross-country and generational differences. This 
study employed a combination of a thought-listing exercise conducted in the Netherlands (N =
300) and a cross-sectional survey in the United States (N = 148) and the Netherlands (N = 156) in 
which respondents were presented with a scenario regarding corporate surveillance and asked 
about their motivations (not) to change their media use. The studies showed that privacy was a 
more important motivation for the intent to change media use in the United States, while in the 
Netherlands people were less motivated to change due to seeing less potential harm of corporate 
surveillance. The results could be explained by cultural differences or differences in legal pro-
tection. Finally, older people saw less threats and were less able to protect themselves, while 
younger individuals were not motivated to make changes to their media use because of mobile 
device dependency. This indicates that while more is needed to help people make informed de-
cisions, empowerment measures should be adjusted to different generations and locations.   

1. Introduction 

As individuals leave digital footprints and people’s personal data can be collected online, activities that were once private or shared 
with a selected group, are currently more open to public scrutiny (Acquisti et al., 2015). Organizations collect and process such data so 
that they can personalize communication or use the information as input for automated decision-making. While these practices come 
with benefits for individuals (e.g., relevance, economic benefits), the resulting corporate surveillance poses considerable challenges to 
individual privacy and raises several ethical questions (Awad and Krishnan, 2006; Finn and Wadhwa, 2014). Particularly, the impact 
of the perceived surveillance on individual behavior, including media use, becomes important with recent technological developments 
that have created opportunities for organizations to collect both online and offline data on individual (media) use (Yun et al., 2020). An 
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example of offline data use by companies is synced advertising, which concerns personalizing messages based on people’s concurrent 
offline media behavior (Segijn, 2019), such as advertising on a mobile device based on what the ad recipient is currently watching on 
TV. Such practices extend corporate surveillance beyond the online sphere through surveilling offline media use and lead to a 
perception of surveillance (Segijn and Van Ooijen, 2020). The current study investigates people’s motivations to change their media use 
in response to perceived corporate surveillance. 

Perceived surveillance is one of the factors that contribute to self-censorship practices of individuals (Lyon, 2017). In past research, 
such practices have commonly been referred to as chilling effects (Finn and Wadhwa, 2014; Büchi et al., 2020). Chilling effects 
demonstrate themselves through users refraining from certain activities due to their perception of surveillance. Such a behavioral 
change has been observed online as a result of tracking by websites: users report changing their online behavior when they know their 
data are being collected (Mcdonald and Cranor, 2010). However, studies that have empirically assessed mechanisms driving change of 
behavior caused by perceived surveillance have primarily focused on government surveillance (e.g., Penney, 2017) rather than 
corporate actors such as advertisers, while the latter are also a main source of surveillance as they collect data of individuals for 
example with the purpose of the exploitation of commercially-derived inferences about individuals (Christl and Spiekermann, 2016; 
Büchi et al., 2020). Additionally, to our knowledge, previous research has not examined why (i.e. motivations) users would change their 
media use when data on this is being collected by companies. Understanding motivations for this change is crucial as self-censoring 
one’s media use would have severe consequences for an individual’s autonomy. These insights show to what extent such decisions 
about media uses are informed and what really drives media users’ self-censorship and data management. 

To provide a comprehensive overview of the motivations behind (not) changing one’s media use due to perceived corporate 
surveillance, this study takes a two-study approach and investigates why individuals would consider changing their media use due to 
corporate surveillance. Hence, we are examining people’s motivations to change media use and not actual changes. In the first 
exploratory study, a thought-listing technique among a student sample was deployed to collect motivations for why one would (not) 
change media use in response to perceived corporate surveillance. In the second study, we conducted two surveys simultaneously 
among quota-based samples in the Netherlands and the United States. Moving beyond a student sample and providing insights into 
motivations of a general population was crucial to increase external validity of the findings and to study age differences in motivations. 
The latter is important as perceptions about offline corporate surveillance differ between generations (Segijn and Van Ooijen, 2020). 
The countries have been chosen as they differ substantially in privacy regulations, the emphasis on consumer empowerment and the 
importance of privacy protection (Tushnet and Goldman, 2020), which may influence people’s motivations (not) to change behavior in 
response to perceived surveillance. We thus also explore to what extent the national context matters for the motivations for changing 
behavior due to perceived corporate surveillance. 

Theoretically, the current study contributes to building our understanding of unintended side-effects of perceived corporate sur-
veillance and allows us to identify possible drivers behind them that can be investigated further in future research. Methodologically, 
the study introduces a coding procedure regarding motivations behind chilling effects that can be used in future research in this 
domain. Practically, motivations for a change in media use due to perceived corporate surveillance suggest that data-driven techniques 
such as personalized communication can potentially undermine personal autonomy, agency, and privacy (Lazaro and Metayer, 2015; 
Lutz et al., 2020; Büchi et al., 2020). When perception of corporate surveillance would cause individuals to change their behavior, this 
would deprive them of their freedom to make autonomous choices (Véliz, 2020). In fact, modifications of behavior due to external 
influences negatively impact identity construction as individuals restrain from creativity and undertaking social identity experiments 
(Büchi et al., 2020). As a consequence, individuals who restrain their media use because of perceptions of surveillance do not have 
access to certain information, which can lead to exclusion and knowledge asymmetry (Véliz, 2020). Understanding why individuals 
change their behavior in reaction to perceived surveillance is thus important for regulators, particularly if their aim is to strengthen 
individual control in the face of data collection (Lazaro and Metayer, 2015). Finally, such unintended responses to perceived corporate 
surveillance are detrimental to the quality of data collected (the data potentially does not reflect true user preferences) and at the same 
time, have a potentially negative impact on the relation between media users and organizations that collect their data. Insights into 
motivations to change media use can help these organizations mitigate the negative effects. 

2. Theory study 1 

2.1. Corporate surveillance and perceived surveillance 

Surveillance can be defined as “the focused, systematic and routine attention to personal details for purposes of influence, man-
agement, protection or direction” (Lyon, 2007, p. 14). One of the main sources of surveillance in the digital society are corporations 
(Christl and Spiekermann, 2016). Companies across various sectors have been collecting, using, and partly also sharing information 
about prospects and customers for decades (Christl et al., 2017). Digital tracking has been widely used to collect information about 
people. Technological solutions such as cookies have enabled companies to track website visits and online behavior of individuals 
(Smit et al, 2014). In recent years, we are observing the extension of this corporate surveillance from the digital realm to the offline 
world (Christl et al., 2017). Collection of information about offline behaviors and habits of individuals has been seen as one of the main 
developments in marketing communication (Strycharz et al., 2019). Different devices with sensors and network connection such as 
smartphones and wearables are contributing the most to today’s pervasive tracking and profiling ecosystems, adding another 
dimension to the extent of corporate surveillance (Christl et al., 2017). Data collection through such devices gives companies access to 
consumer behavior across a wide variety of life contexts, including even media consumption at home, a space previously fully private, 
free from external surveillance (Pierce et al., 2003). 

J. Strycharz et al.                                                                                                                                                                                                      
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Past research has shown that being under surveillance impacts individuals. On the one hand, data collection by companies increases 
privacy risks (e.g., McDonald and Cranor, 2010). For example, individuals whose data is collected by companies worry that their 
personal data could be misused or sold to third parties (Dinev and Hart, 2006). On the other hand, corporate surveillance also has 
broader consequences impacting individuals’ perception and behaviors. More specifically, people under surveillance play an active 
role in the surveillance culture by having certain perceptions and trying to regulate what others can learn about them (Lyon, 2017). 
They construct surveillance imaginaries, i.e., their own perceptions regarding the extent and aim of surveillance and expectations 
regarding their own behavior (Duffy and Chan, 2019). From an individual’s point of view, the practices of surveillance might trigger 
one’s perception of being surveilled (i.e., perceived surveillance), which can be defined as the perceptions of the watching, listening to, 
or recording of personal data (Segijn et al., 2021). 

2.2. Chilling effects and corporate surveillance 

Recent research into corporate surveillance introduced the so-called surveillance effect, i.e., the phenomenon that, when inter-
acting with smart devices, individuals worry that their devices listen in on them and relevant ads are displayed online based on recent 
conversation topics (Frick et al., 2021). Such worry may result in a behavior change among the one’s under surveillance. More spe-
cifically, perceived surveillance leads to individuals implementing surveillance practices, i.e., disciplinary and reactance tactics 
developed as a consequence of feeling surveilled (Duffy and Chan, 2019). The widespread surveillance leads thus to developing certain 
surveillance imaginaries, which in turn leads to self-regulation by individuals who pay greater attention to their actions and thoughts 
and make judgements about appropriateness and inappropriateness of their behavior. In the past, the theory of imagined surveillance 
has been applied to self-monitoring on social media platforms – users of such platforms adjust their behavior in order to anticipate the 
incessant motoring of others: social media platforms, family, employers etc. (Duffy and Chan, 2019). Such behavior adjustment that 
involves explicitly avoiding certain activities is called “chilling effects” and has been shown to directly stem from perceived sur-
veillance (Finn and Wadhwa, 2014). 

Chilling effects in the past have been defined as an “act of deterrence” or as the “fear, risk, and uncertainty” in regulations that may 
“deter people from exercising their rights” (Schauer, 1978, p. 689). In general, they thus refer to individuals refraining from certain 
actions due to perceptions of surveillance (Solove, 2007). The perception of being under surveillance in fact deters individuals from 
legitimate behavior, hence depriving them of their autonomy, i.e., their ability and the right to govern themselves and make auton-
omous decisions (Véliz, 2020). In the digital society, chilling effects have been observed online as a result of tracking user behavior by 
websites: users report to change their online behavior when they know their data are being collected by a website (Mcdonald and 
Cranor, 2010). However, studies that have empirically assessed chilling effects and their antecedents have primarily focused on 
government (or state) surveillance and refraining from online political participation (e.g., Penney, 2017) or on peer monitoring and 
refraining from self-disclosure on social media (e.g., Das and Kramer, 2013). How data collection by commercial organizations 
potentially constrains individual behavior, remains under-researched (Büchi et al., 2020). Similarly, while companies can currently 
collect information on one’s media use beyond the online realm, it remains unknown what impact the perception of surveillance of 
one’s media use could have on choices in media consumption or the use of different media. Strycharz and Segijn (2021) provided a first 
indication that perceived corporate surveillance of offline media use may lead to changes in media use among individuals, but the 
specific motivations behind this change remain unknown. 

2.2.1. Motivations to change 
The current study focuses on the rationale behind the impact of perceived corporate surveillance on individuals’ intention to 

change media use. Understanding why one decides (not) to respond to perceived surveillance through self-regulation of their media use 
is important from the perspective of control individuals have over data collection by companies. In general, exercising control can be 
seen as a choice about sharing data – having control over personal data means making the decision to start, stop or maintain data 
collection by companies ([anonymized]). According to the current privacy laws, such choices should be informed – individuals should 
understand what the data collection entails and what options they have (Tushnet and Goldman, 2020). 

When individuals change their behavior due to perceived surveillance, they control what companies can learn about their char-
acteristics and preferences, which is similar to other behavioral control mechanisms described in past research, such as obfuscation 
(Howe, 2015). As change of behavior can be seen as a control measure that has negative consequences for individual autonomy 
(compared to other, less invasive, but also effective control measures, such as using data collection opt-out functions, see Boerman 
et al., 2021), it is important to know what could explain the choice of individuals to execute control through specifically behavior 
change. In fact, it is unclear to what extent the choice to exercise control through behavioral change is informed. 

In line with the Transparency-Awareness-Control Framework, taking control over data collection is in general driven by three 
different processes: awareness of the surveillance, ability to take control, and the desire to take control (Segijn et al., 2021). It could be 
that lack of ability would prevent individuals from taking other protective measures, or low perceived effectiveness of other, less 
invasive measures could make them choose for behavior change. Alternatively, specific desires to protect their private offline behavior 
(e.g., people’s consumption or use of media in their home) from corporate surveillance may be a reason for them to fully change their 
media use. In the context of social media, self-surveillance is strongly triggered by the perception of what is appropriate and acceptable 
for others to know (Duffy and Chan, 2019). This perception of appropriateness could also drive change in media use. To better un-
derstand the motivations that drive people to change their media use in response to perceived corporate surveillance, we pose two 
exploratory research questions: 

RQ1: What would be the motivations for people to change their media use in response to perceived corporate surveillance? 

J. Strycharz et al.                                                                                                                                                                                                      
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RQ2: What would be the motivations for people to not change their media use in response to perceived corporate surveillance? 

3. Method study 1 

3.1. Purpose and context 

To our knowledge, no previous studies have investigated people’s motivations to change their media use in situations of perceived 
corporate surveillance. Therefore, Study 1 was conducted as an exploratory study to develop a list of the motivations why people 
would (not) change their media use. A specific instance of corporate surveillance was chosen as a context for this study, namely synced 
advertising, which is a type of personalized advertising based on consumers’ real-time media use (Segijn, 2019). It is an interesting 
context to study the question given that this type of data-driven personalized communication (1) extends data collection to the offline 
sphere (Segijn, 2019), (2) is found to increase levels of perceived surveillance in people (Segijn and Van Ooijen, 2020), and (3) is found 
to affect change in media use (Strycharz and Segijn, 2021). 

Data of Study 1 was collected online as part of a larger study on corporate surveillance in which university students in the 
Netherlands responded to short synced advertising scenarios. In total, 321 students took part in the study, but 19 respondents were 
forced to stop their participation as they reported not to have read the scenario (which was a condition to participate). The final sample 
consisted of 302 university students (Mage = 20.31, SDage = 1.87, 76% female). The scenarios asked the students to imagine themselves 
having an ad on their mobile device synchronized with content on TV that they are simultaneously consuming (see OSF repository for 
an example scenario1). There were a total of five scenarios with some small variations in the location that surveillance took place (i.e., 
private, public, and not specified) and types of data collection (i.e., user data previously shared with a website, a sound signal, and not 
specified). Because we are interested in generating a list of potential motivations (not) to change media use, we did not examine 
differences in response to the scenarios. 

3.2. Measurement instruments 

To develop a list of motivations for a change in media use, we used a thought-listening technique and systematically coded open- 
ended answers. After reading the scenario, participants were asked: “Thinking back of the scenario, how likely are you to adjust your 
TV viewing /mobile phone use or settings after experiencing the scenario described before? Please explain why (not) and how?” To 
code the responses in a systematic and consistent manner, we developed and used a codebook. Existing work on corporate surveillance 
and change in behavior served as a starting point (e.g., Büchi et al., 2020; McDonald and Cranor, 2010; Strycharz and Segijn, 2021). In 
addition, we read the answers to the open-ended questions in the training dataset multiple times and then listed the categories 
emerging from the data in the codebook. Finally, during coder training, we kept revising the codebook after discussions with the coders 
to improve mutual understanding and clarity. Following the principles of data saturation (Fusch and Ness, 2015), the category creation 
continued until no additional categories emerged from the dataset. Additionally, there was an additional item of ‘other’ for each 
category, where responses that did not fall into any of the coding items belong. The coded items can be found in Table 1 and Table 2, 
while the codebook with detailed information on the coding flow can be found on the OSF repository2. 

3.3. Coding procedure 

Responses to the open-ended questions were analyzed by three student coders and the second author of this study as a control 
check. As the first step of the coding, a total of five rounds of coder training were performed using the training dataset. Based on the 
codebook, the student coders and the second author of this study independently coded small subsets of the training dataset for each 
round of coder training and then reviewed their codes together. Over the course of the coder training sessions, a total of 130 responses 
about motivations (not) to change TV viewing habits and mobile phone use in the training dataset were coded. Once the intercoder 
reliability (i.e., percentages of agreement) between each student coder and the second author on the training dataset were sufficiently 
high (86.6 – 88.3 percentage of agreement), we discussed the final differences until consensus was reached and proceeded to the 
coding of the main study dataset (N = 300 respondents). In total, each student coder coded 100 responses for both TV and mobile 
phone use (i.e., a total of 200 unique responses per student coder) in the main dataset. To check the intercoder reliability of the final 
codings, the second author of this study coded 20 responses out of the 100 responses that each student coder coded (i.e., a total of 60 for 
TV as well as mobile phone use) and calculated the intercoder reliability scores between herself and each of the student coders. 
Intercoder reliability between the student coders and the second author was high across the coded items on the main study dataset 
(Table 3). 

4. Results study 1 

After excluding responses left blank, irrelevant to the questions, or written in non-English, a total of 287 valid responses about 
motivations for a change in TV viewing habits, and 291 responses about motivations for a change in mobile phone uses were analyzed. 

1 https://osf.io/4yh9n/?view_only=805cfb9585324289b9bfcfdc15621f36.  
2 https://osf.io/4yh9n/?view_only=805cfb9585324289b9bfcfdc15621f36. 
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Regarding TV viewing habits, nine motivations for changing and four motivations for not changing TV viewing habits emerged from 
the training dataset. Among them, eight motivations for changing and three motivations for not changing were confirmed in the main 
study data set. ‘Privacy concerns’ (23.1%) appeared to be the main motivation why people choose to change their TV viewing habits, 
while ‘the importance of watching TV shows that I like’(15.4%) serves as the primary motivation for not changing their TV viewing 
habits (See Table 1 for the list of detailed reasons and percentages). 

Additionally, regarding modification of mobile phone use, of the eleven motivations for changing and four motivations for not 
changing their mobile phone use emerged from the training dataset, nine and two motivations confirmed in the main study dataset, 
respectively. Similar to TV viewing, ‘privacy concerns’ (31.0%) appeared to be the primary motivation for changing mobile phone use. 
In contrast, ‘happening all the time’ (13.2%) and ‘too much work to change something on phones’ (13.2%) were mentioned as the most 
prominent motivations for not changing mobile phone use. These responses for not changing mobile phone use indicate that people 
appeared to passively accept corporate surveillance rather than adjust their mobile phone use to deal with problems of corporate 
surveillance (See Table 2 for the list of detailed motivations and percentages). 

5. Conclusion and discussion study 1 

Study 1 was conducted to develop a list of motivations for (not) changing media use when perceiving corporate surveillance, which 
will inform the measurement of Study 2. Therefore, some of the coded items which emerged from the training data but did not have any 
cases for them will also be included in the analysis and report of the data to make sure we capture as many motivations as possible that 
people could have for (not) changing their media use. This exploratory study helped to build an understanding of motivations to 
change media use. However, the results lack external validity because a student sample, which is a homogeneous group (Geuens and 
De Pelsmacker 2017), was used in Study 1. Studying motivations for a potential change in media use beyond a relatively young sample 
is particularly important as past research has shown a positive relation between age and perceived surveillance (Segijn and Van Ooijen, 
2020). At the same time, as privacy behaviors are highly contextual (Nissenbaum, 2004), the national context is the second factor that 
will be investigated in relation to the motivations identified in Study 1. To get a deeper understanding of what would motivate people 
to change their media use in response to perceptions of corporate surveillance, we conducted two surveys in different national con-
texts, one in the United States and one in Europe, with general samples of adult media users. 

Table 1 
Coded items (TV viewing habits).  

Categories Description Illustrative examples Coding Frequency % 
within 
category  

Reasons for not 
changing  

TV viewing value  Watching the show that I like is important to me  0 = No, 1 =
Yes   

15.4 

No bothering ads I don’t care having ads on my mobile phone, 
They don’t bother me 

0 = No, 1 =
Yes  

14.2 

Commonplace It’s normal/common, it happens all the time, 
I’m used to it 

0 = No, 1 =
Yes  

13.8 

No harm It does not harm or affect me, 
Not much information will be abused 

0 = No, 1 =
Yes  

10.6 

Can’t avoid it I can’t stop/avoid it 0 = No, 1 =
Yes  

7.5 

Infrequent TV 
viewing 

I don’t watch TV that much 0 = No, 1 =
Yes  

2.4 

Nothing to hide I have nothing to hide 0 = No, 1 =
Yes  

2.0 

Privacy-protect 
efforts 

I am already doing something to protect my privacy  0 = No, 1 =
Yes  

0.4 

Other N/A  0 = No, 1 =
Yes  

13.0 

No reason 
mentioned 

N/A 0 = No, 1 =
Yes  

20.9 

Reasons for changing Privacy concerns It’s creepy/scary/unsettling that they know everything about me, I hate 
they are monitoring/tracking me 

0 = No, 1 =
Yes  

23.1 

Ad annoyance The ads are not interesting to me, 
I don’t want to receive the ads 

0 = No, 1 =
Yes  

10.3 

Ad impact The ads may impact my purchase decisions 0 = No, 1 =
Yes  

2.6 

Other N/A  0 = No, 1 =
Yes  

12.8 

No reason 
mentioned 

N/A 0 = No, 1 =
Yes  

51.3  
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Table 2 
Coded items (Mobile phone use).  

Categories Description Illustrative examples Coding Frequency % 
within 
category 

Reasons for 
not 
changing 

Commonplace It’s normal/common, It happens all the time, 
I’m used to it 

0 = No, 1 =
Yes  

13.2 

Difficult to change It’s too much work/inconvenient to change the app 0 = No, 1 =
Yes  

13.2 

No harm It does not harm or affect me, 
Not much information will be abused 

0 = No, 1 =
Yes  

10.1 

No bothering ads I don’t care having ads on my mobile phone, 
They don’t bother me 

0 = No, 1 =
Yes  

9.9 

Can’t avoid it I can’t stop/avoid it  0 = No, 1 =
Yes  

7.7 

Phone use 
frequency 

I am addicted to my phone, 
Mobile phones are part of my life 

0 = No, 1 =
Yes  

5.5 

Privacy-protect 
efforts  

I am already doing something to protect my privacy 0 = No, 1 =
Yes  

4.9 

No attention I do not look at ads, I ignore them  0 = No, 1 =
Yes  

2.2 

Nothing to hide I have nothing to hide 0 = No, 1 =
Yes  

2.2 

No mobile phone I don’t use a mobile phone 0 = No, 1 =
Yes  

0.0 

Other N/A  0 = No, 1 =
Yes  

8.8 

No reason 
mentioned 

N/A 0 = No, 1 =
Yes  

21.4 

Reasons for 
changing 

Privacy concerns It’s creepy/scary/unsettling that they know everything about me, I hate they are 
monitoring/tracking me  

0 = No, 1 =
Yes  

31.0 

Ad annoyance The ads are not interesting to me 
I don’t want to receive the ads  

0 = No, 1 =
Yes  

3.4 

Ad impact The ads may impact my purchase decisions 0 = No, 1 =
Yes  

0.0 

Other N/A 0 = No, 1 =
Yes  

0.0 

No reason 
mentioned 

N/A 0 = No, 1 =
Yes  

65.5 

Items emerged from the training dataset but with no case found in the main study data were included. 

Table 3 
Percentages of agreement between the reference (the second author) and student coders (Main study data).  

TV viewing habit Coder A Coder B Coder C Mobile phone use Coder A Coder B Coder C 
Reasons for not changing Reasons for not changing  

No harm 95.0% 95.0% 65.0%  No harm 100.0% 100.0% 70.0%  

Nothing to hide  100.0% 100.0%  95.0%  Nothing to hide  100.0%  100.0%  95.0%  
No bothering ads  95.0% 90.0%  65.0%  No bothering ads  100.0%  95.0%  85.0%  
Commonplace  95.0% 75.0%  95.0%  No attention  100.0%  100.0%  95.0%  
Can’t avoid  95.0% 90.0%  95.0%  Commonplace  90.0%  100.0%  75.0%  
Privacy-protect effort  100.0% 90.0%  95.0%  Can’t avoid  100.0%  100.0%  95.0%  
TV viewing value  100.0% 95.0%  90.0%  Privacy-protect effort  100.0%  95.0%  95.0%  
Not much TV viewing  100.0% 100.0%  90.0%  Phone use frequency  85.0%  100.0%  90.0%  
No reasons  80.0% 80.0%  85.0%  Difficult to change  100.0%  100.0%  85.0%       

No mobile phone  100.0%  100.0%  95.0%       
No reasons  100.0%  95.0%  90.0% 

Reasons for changing Reasons for changing  
Privacy concern  100.0% 100.0%  90.0%  Privacy concern  85.0%  100.0%  85.0%  
Privacy concern  100.0% 100.0%  90.0%  Annoying ads  100.0%  75.0%  95.0%  
Annoying ads  95.0% 100.0%  95.0%  Ad impact  100.0%  95.0%  95.0%  
Ad impact  100.0% 100.0%  90.0%  No reasons  80.0%  80.0%  85.0%  
(mean)  96.5% 93.5%  87.7%  (mean)  96.0%  95.7%  88.7% 

Coder A (96.3%); Coder B (94.6%); Coder C (88.2%). 
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6. Theory study 2 

6.1. Impact of privacy regulations on motivations 

Because of the importance of context in which privacy behaviors happen (Nissenbaum, 2004) and the substantial regulatory 
differences between the United States and Europe, we propose to study the motivations to change media use in both contexts. The 
General Data Protection Regulation (GDPR) is a recently developed legal instrument in the European Union that regulates processing 
of personal data (General Data Protection Regulation, 2016). Its aim is to set high standards across the EU for the collection and 
processing of personal data (or whenever personal data of EU residents are involved) as well as enhance consumer empowerment and 
the free flow of data across the Union. As a result, the regulation impacts millions of companies in and outside Europe. Additionally, it 
affects the way how personal data is processed online and what information is disclosed to the users (Degeling et al., 2018). In general, 
the key goal of this regulation is to strengthen individual control in the face of online data collection (Reding, 2011; Tushnet and 
Goldman, 2020). 

In contrast, privacy regulations in the United States focus less on individual control (except for the California Consumer Privacy 
Act) and give users less possibilities to influence how and what personal data are collected. For example, the U.S. law currently does 
not require websites or online service providers to notify users about the collection of personally identifiable information. Similarly, 
when cookies are used to collect data but this data is not combined with other personally identifiable information, the U.S. law does not 
require websites to notify users about this. Many websites provide information on their use of cookies in their privacy policies, but such 
notification is not required by the law (Baumer et al., 2004). This could possibly mean that in a context with less control guaranteed by 
the law, users have more motivations to take matters into their own hands and regulate self-disclosure through chilling effects, but the 
impact of national context remains understudied. Therefore, we propose to explore differences in motivations to change media use as a 
result of perceived corporate surveillance between media users in the United States versus Europe. To this end, we ask: 

RQ3: To what extent do motivations for (not) changing media use when perceiving corporate surveillance differ between the 
United States and Europe? 

6.2. Impact of individual differences on motivations 

Besides looking at the country differences, we are also interested in whether differences in motivations (not) to change media use 
depend on age. A survey in Europe showed that older media users seem to be more negative about personalized communication and 
more likely to protect themselves than younger media users (Smit et al., 2014). Therefore, older users might be more likely to change 
their media use. Additionally, previous research has found that the older the generation, the more surveillance they experience of data 
collection techniques used by companies (Segijn and Van Ooijen, 2020). In contrast, Chen et al. (2016) showed that younger in-
dividuals had more online negative privacy experiences, higher awareness of online data collection, and were more likely to take 
privacy protection measures compared to older individuals. At the same time, other studies found no relation between age and privacy 
protective behaviors (Boerman et al., 2021) or concluded that young adults were similar to older individuals regarding concerns about 
online privacy, norms, and policy suggestions (Hoofnagle et al., 2010). The fact that older individuals tend to have lower digital 
literacy and perceive more surveillance, may result in more motivations to change media use, but the exact role of age remains un-
known. To further investigate if this indeed is the case and if the mechanisms behind chilling effects differ depending on age, we pose 
an exploratory research question: 

RQ4: To what extent do motivations for (not) changing media use when perceiving corporate surveillance differ depending on age? 

7. Method study 2 

This study was part of a larger survey on corporate surveillance in the United States and Europe. The data was collected in April 
2021, using an online questionnaire that was simultaneously administered in the United States (N = 148) and the Netherlands (N =
156). For Europe, the Netherlands was chosen for data collection as this country has the highest relative number of households with 
Internet access (97%) and mobile Internet access (91% of population) in the EU (European Commission, 2018). Respondents were 
invited through an online survey panel (United States: Prolific, Europe: Panelclix) to participate and they self-selected their partici-
pation by clicking on a link in the invite. Both questionnaires were in English. 

Before the start of the study, respondents gave consent for their participation in the study after they had been informed. The study 
was approved by the Ethics Review Board of the University of Amsterdam.the University of Amsterdam Respondents were told that the 
study was about TV viewing and advertising. Respondents were exposed to a scenario regarding corporate collection of user data and 
asked about their motivations (not) to change their behavior in response to it. After filling out the questions, the respondents received a 
monetary incentive through the panel to thank them for their participation. 

Quota-sampling approach was followed with regards to age, gender, and education in the respective countries. In total, 334 in-
dividuals took part in the survey, but 38 Dutch respondents and 1 US respondent were excluded from the final sample as they failed the 
attention check. The final sample of 304 participants consisted of U.S. adults (N = 148; Mage = 34.08, SDage = 13.13; 47.6% female; 
34% lower, 44% medium and 22% high education) and Dutch adults (N = 156; Mage = 46.94, SDage = 15.96; 50.6 % female; 22% 
lower, 42% medium and 32% high education). 
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7.1. Measures 

Based on the results of Study 1, we developed items to measure motivations to change and to not change media behavior. We did 
not measure actual media use changes. Before asking those questions, respondents were shown a short synced advertising scenario (see 
the OSF repository for a sample scenario3). They were asked “Knowing that ads may appear simultaneously on TV and a mobile device 
on purpose, what would be a reason for you to change your TV viewing and/or mobile use habits?” The same was asked for ‘reason for 
you to NOT change.’ The respondents saw a list of motivations in a random order that were directly derived from the coding of 
thoughts listed by the participants in Study 1. In total, eight motivations to change one’s media use (both TV viewing and mobile phone 
use) and 19 motivations to not change were derived from Study 1. Table 4 shows an overview of all statements. Respondents in Study 2 
could indicate for each motivation 1 not at all a reason − 5 Very much a reason. There was also an option to indicate that the motivation 
was not applicable to them. Finally, the respondents were asked with an open-ended question “Would there be another reason to (not) 
change your TV viewing or mobile phone use habits?”. 

A Principal Component Analysis showed that all 8 items that measured motivations to change loaded on one component 
(Eigenvalue = 4.14, 55.18 % of variance, Cronbach’s alpha = 0.87)4. In total, we had 19 items listed as motivations to not change. A 
Principal Component Analysis showed that these motivations could be grouped into 5 components with an eigenvalue of greater than 1 
and rotated factor loadings larger than 0.40 (see Table 4). Reliability analyses showed that all components were reliable except for 
Component 4 (no media), which had a Cronbach’s alpha of 0.51 and could not be improved by deleting one of the items. Therefore, the 
results of this component need to be interpreted with caution. 

8. Results study 2 

8.1. Motivations to change media use 

Table 5 and Fig. 1 present an overview of all the motivations that we listed to change media use. Both the respondents in the U.S. as 
the Netherlands scored above the midpoint of the scale on motivations to change media use in general (U.S. M = 3.73, SD = 0.91; NL M 
= 3.56, SD = 0.93). ‘I want to protect my privacy’ would be the most important motivation for U.S. respondents to change their media 
use (M = 4.14, SD = 1.02). In total, 46.6% of the U.S. respondents that answered that question (n = 146) indicated that this would very 
much be a reason, and an additional 31.5% indicated that this would mostly be a reason for them to change their media use. For Dutch 
respondents, ‘I hate that companies are monitoring me’ would be the most important motivation to change their media use (M = 3.88, 
SD = 1.23). In total, 40.1% of the Dutch respondents that answered that question (n = 152) indicated that this would be mostly a 
reason for them to change their media use. Furthermore, ‘It is creepy’ (t(293) = 3.16, p =.002), ‘it is an invasion of my privacy’ (t 
(294) = 2.07, p =.040), and ‘I want to protect my privacy’ (t(297) = 2.10, p =.037) would significantly more likely be motivations to 
change media use for U.S. respondents than Dutch respondents (Table 5). The motivation with the lowest score in both samples was 
‘The ads may impact my purchase decision’ (U.S. M = 2.72, SD = 1.46; NL M = 2.55, SD = 1.31). Age did not significantly relate to any 
of the motivations to change media use. 

8.2. Motivations to not change media use 

Fig. 2 and Table 5 present an overview of all the motivations that we listed to not change media use. Most motivations scored 
around the midpoint of the scale or lower. According to the respondents, current habits (e.g., ‘I use my phone all the time’, ‘I do not 
want to stop using my phone’, ‘I am used to it’) would be the most important motivations to not change media use. This applied to both 
U.S. as Dutch respondents. Having or not having a certain device (‘I don’t have a smart TV’ (M = 2.31, SD = 1.48), ‘I don’t have a 
smartphone’ (M = 1.64, SD = 1.16)) would be the motivation to not change media use that scored the lowest. We also had the most 
respondents that indicated ‘not applicable’ for these statements (n = 67 and n = 102, respectively). 

Looking at differences between the United States and the Netherlands, we observe a significant difference between the respondents 
of the two countries on the components ‘no threat’ (t(300) = -2.58, p =.010), ‘limited control’ (t(300) = -2.53, p =.012), and ‘covered’ 
(t(287) = -4.12, p <.001). Dutch respondents scored higher on each of these components (see Table 5), which means that these would 
more likely to be motivations for not changing media use in Dutch respondents compared to U.S. respondents. Regarding ‘no threat’, 
Dutch respondents indicated that ‘I do not see any potential harm’, ‘ I do not believe my information will be abused’, and ’I do not see 
potential threats’ would be significantly more likely to be motivations to not change than U.S. respondents. At the same time, they 
scored higher on the items ‘I have nothing to hide’ and ‘I do not know how to change settings on my phone’, which fall under the 
component ‘limited control’. Finally, Dutch respondents indicated that ‘I am already doing something to protect my privacy’ as a 
motivation to not change media use (Table 5). 

Regarding age, the results showed that the older the participants, the more likely that seeing ‘no threat’ (r = 0.16, p =.007) and the 
feeling that they are already ‘covered’ (r = 0.20, p =.001) would be a motivation to not change media use. Specifically, the older the 

3 https://osf.io/4yh9n/?view_only=805cfb9585324289b9bfcfdc15621f36.  
4 A confirmatory factor analysis with 3 components showed the same categories as the codebook. Factor 1 indicating privacy invasion consist of 5 

items (EV = 4.41, 55.18% variance, factor loadings greater than 0.77, Cronbach’s alpha = 0.89), Factor 2 consist of ad disinterest (EV = 0.880, 11% 
variance, factor loadings >. 78, Cronbach’s alpha = 69), and Factor 3 persuasiveness (EV = 0.795, 9.94% variance factor loading = 0.97, 1 item). 
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respondents were the more likely that ‘I don’t see any potential harm’ (r = 0.13, p =.029), ‘I don’t believe my information will be 
abused’ (r = 0.17, p =.003), and ‘I don’t see potential threats’ (r = 0.17, p =.003) would be motivations to not change their media use. 
Additionally, the older the respondents, the more likely that ‘I don’t know how to change settings on my phone’ (r = 0.15, p =.012), 
and ‘I don’t have a smartphone (r = 0.16, p =.020) would be motivations to not change media use. The younger respondents were, the 
more likely that ‘I use my phone all the time’ (r = -0.15, p =.009) would be a motivation to not change their media use. Looking at the 
samples per country, we find that the younger the Dutch respondent, the more likely that ‘I don’t watch TV that much’ (r = -0.16, p 
=.045) would be a motivation to not change their media use. Other than that, we did not find significant relationships for countries nor 
do we find an interaction between country and age (p =.710). 

8.3. Additional motivations 

Besides the statements that were listed and derived from Study 1, we also asked the respondents if there were any other motivations 
to either change or not change their media use. For the motivations to change, we found five more in the open-ended answers (Table 6). 
Most respondents (n = 6) mentioned that data type played an important role in whether to change their behavior. Specifically, when 
‘it’s too personal’ because ‘my information is mine’. They indicated that ‘the government and companies don’t need to know about my 
personal life’ and that they would change their behavior ‘if you get ads for things you don’t want people to know about you’. One 
respondent specifically stated ‘only if my personal address, phone number or financial information was in jeopardy’ they would change 
their media use. The other categories were mentioned by one participant each (Table 6). 

Regarding motivations to not change media use, we found an addition of 13 motivations (Table 6). A main motivation to not change 
media use mentioned by seven respondents, is that ads could be useful or relevant to them ‘it could provide me with ads for products I 
want’. Six respondents also mentioned that lack of time or their laziness would be a reason to not change media use. Additionally, four 
respondents mentioned that ‘I don’t want to limit my life’. Three respondents mentioned that they would not change their media use 
because they ‘just don’t care about that so much’ or because they see benefits, such as ‘I use the website for free so I find it fair for them 
to make a profit by showing ads’. Other motivations mentioned by two or one respondents can be found in Table 6. 

Table 4 
Components of Motivations.    

Factor loadings1 Cronbach’s alpha 

Motivations to change  
Component 1: MOTIVATIONS TO CHANGE EV = 4.41, 55.18%  0.874  
It is creepy 0.786   
It is unsettling that advertisers know everything about me 0.804   
It is an invasion of my privacy 0.844   
I want to protect my privacy 0.813   
I hate that companies are monitoring me 0.841   
I do not want to receive those ads 0.686   
I am not interested in those ads 0.645   
The ads may impact my purchase decision 0.429  

Motivations to not change  
Component 1: NO THREAT EV = 5.711, 30.06%  0.823  
I do not see any potential harm 0.736   
I do not believe my information will be abused 0.686   
I do not see potential threats 0.793   
These ads do not bother me 0.713   
I do not care about receiving those ads on my phone 0.714   
Component 2: CURRENT USES EV = 1.887, 9.93%  0.737  
I am used to it 0.559   
I cannot be without my phone 0.712   
I use my phone all the time 0.730   
I do not want to stop using my phone 0.792   
Component 3: LIMITED CONTROL EV = 1.520, 8.00%  0.718  
I have nothing to hide 0.460   
Times are changing and this practice is part of that 0.636   
I cannot stop or control it 0.441   
Watching the show that I like is more important to me 0.658   
Too much work to adjust all the apps 0.460   
I don’t know how to change settings on my phone 0.498   
Component 4: NO MEDIA EV = 1.234, 6.50%  0.507  
I do not watch tv that much 0.573   
I do not have a smart TV 0.626   
I do not have a smartphone 0.769   
Component 5: COVERED EV = 1.006, 5.29%   
I am already doing something to protect my privacy 0.837   

1 factor loadings for motivations to not change represent rotated factor loadings. 
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9. Conclusion and discussion study 2 

Overall, media users in the United States and the Netherlands indicate that protection of their privacy or the feeling of being 
monitored as motivations to change their media use. Also, U.S. media users indicated that the need to protect one’s privacy and 
creepiness were more likely to be motivations to change their media use than Dutch media users. Given the difference in privacy 

Table 5 
Country comparison motivations to (not) change.    

U.S. NL t-test results  

Component and statements M SD M SD t-value p-value 
Motivations to change  

Component 1: MOTIVATIONS TO CHANGE 3.73 0.91 3.56 0.93 1.645 0.101  
It is creepy 3.88 1.24 3.41 1.34 3.164 0.002  
It is unsettling that advertisers know everything about me 3.85 1.27 3.62 1.31 1.528 0.128  
It is an invasion of my privacy 3.93 1.24 3.63 1.27 2.066 0.040  
I want to protect my privacy 4.14 1.02 3.87 1.17 2.100 0.037  
I hate that companies are monitoring me 3.99 1.26 3.88 1.23 0.82 0.413  
I do not want to receive those ads 3.68 1.33 3.79 1.21 − 0.701 0.484  
I am not interested in those ads 3.65 1.29 3.69 1.24 − 0.287 0.774  
The ads may impact my purchase decision 2.72 1.46 2.55 1.31 1.069 0.286 

Motivations to not change  
Component 1: NO THREAT 2.49 1.05 2.77 0.86 ¡2.583 0.010  
I do not see any potential harm 2.41 1.33 2.8 1.23 − 2.574 0.011  
I do not believe my information will be abused 2.08 1.21 2.72 1.15 − 4.641 <0.001  
I do not see potential threats 2.28 1.32 2.8 1.16 − 3.607 < 0.001  
These ads do not bother me 2.77 1.32 2.76 1.11 0.054 0.957  
I do not care about receiving those ads on my phone 2.83 1.37 2.75 1.24 0.470 0.639  
Component 2: CURRENT USES 3.15 1.10 3.06 0.9 0.747 0.456  
I am used to it 3.06 1.34 2.97 1.05 0.633 0.527  
I cannot be without my phone 2.87 1.49 3.01 1.27 0.910 0.364  
I use my phone all the time 3.34 1.49 3.13 1.26 1.303 0.194  
I do not want to stop using my phone 3.4 1.37 3.18 1.33 1.396 1.64  
Component 3: LIMITED CONTROL 2.66 0.88 2.9 0.78 2.534 0.012  
I have nothing to hide 2.73 1.41 3.06 1.27 − 2.085 0.038  
Times are changing and this practice is part of that 2.65 1.3 2.88 1.08 − 1.666 0.097  
I cannot stop or control it 2.76 1.46 2.79 1.23 − 0.207 0.836  
Watching the show that I like is more important to me 3.05 1.41 3.29 1.17 − 1.612 0.108  
Too much work to adjust all the apps 2.71 1.41 3.01 1.25 − 1.947 0.052  
I do not know how to change settings on my phone 2.01 1.19 2.37 1.26 − 2.426 0.016  
Component 4: NO MEDIA 2.35 1.14 2.43 1.01 0.673 0.501  
I do not have a smartphone 1.46 1.04 1.76 1.2 − 1.894 0.060  
I do not have a smart TV 2.25 1.49 2.36 1.47 − 0.573 0.567  
I do not watch TV that much 2.79 1.49 2.81 1.25 0.128 0.898   

Component 5: COVERED 
2.69 1.34 3.3 1.21 ¡4.120 < 0.001  

I am already doing something to protect my privacy 2.69 1.34 3.3 1.21 − 4.120 < 0.001  

Fig. 1. Average scores for motivations to change media use across samples.  

J. Strycharz et al.                                                                                                                                                                                                      



Telematics and Informatics 71 (2022) 101838

11

regulations, it may mean that U.S. media users feel a higher need to take control in their own hands when it is not offered by the 
government. In line with this, looking at the motivations to not change media use, it seems that Dutch media users feel more protected 
already and therefore do not feel the need to change their media use. Future research is needed to further examine control considering 
differences in privacy regulations, for example by using the Transparency-Awareness-Control Framework (Segijn et al., 2021)as a 
starting point. 

In general, the motivations to not change one’s media use seem to be focused on current behavior (e.g., frequency, ownership, 
usage). An explanation could be the high technological saturation in the U.S. and the Netherlands. In 2015, 76% of the adults in the 
Netherlands owned a smartphone and 95% a TV (Media:Tijd, 2018). In 2021, 85% of the U.S. adults owned a smartphone (Perrin, 

Fig. 2. Average scores for motivations to not change media use across samples.  

Table 6 
Additional motivations reported in open ended answers.   

Category Examples from respondents n 

Motivations to change  
Personal information ‘The government and companies don’t need to know about my personal life’ 

‘Only if my personal address, phone number or financial information was in jeopardy’ 
7  

Data uses ‘Advertisers may not sell my information to others’ 1  
Ability to change ‘If more people are advocating to change it for example more YouTube videos of people talking about this and showing 

tutorials on how to change it yourself.’ 
1  

Insufficient protection ‘Getting through my current setup’ 1  
Malicious ‘If you wanted to gum up the works you could purposefully either go to weird websites that had nothing to do with things you 

actually were interested in just for the amusement value of messing with companies who invade privacy I suppose’ 
1 

Motivations to not change  
Useful ads ‘It could provide me with ads for products I want’ 

’I really don’t mind when I see ads about something that I’m interested in. In fact, I rather like it. Nothing more annoying than 
being bombarded by ads for products or service that I have absolutely no interest in.’ 

7  

No time / too much 
effort 

‘Because of time’ 
‘Just being lazy would be the biggest one and just thinking that even if I take the time to change the settings on my phone, they 
will just take the data from my laptop.’ 

6  

Not limited my life ‘I don’t want to limit my life’ 
’Changing my TV viewing habits, or mobile phone use based on this reason is not a good reason for me.’ 

4  

Don’t care ‘I just don’t care about that so much.’ 
’Apathy mainly’  

’I’m not worried about personal advertising.’ 

3  

Benefits ‘I use the website for free, so I find it fair for them to make a profit by showing ads.’ 
’It is the easiest way to consume news media.’ 

3  

I am not interesting 
enough 

‘The most I got on internet is pretty basic. I don‘t think that hackers would be interested.’  2  

Obligations ‘Because I use social media for my work’ 2  
Ignore ads ‘Ads can show up on my devices all they like. I simply don’t pay that much attention to the and I use AdBlock on my laptop.’ 1  
Personality ‘Because that’s just me’ 1  
My right ‘That is my right’ 1  
No skills ‘It comes with using apps clearly so in the terms they state it is all hidden in long.. long… looooong technical language… 

who’s gonna read it all and understand let alone take appropriate action’ 
1  

Different usage phone ‘I use my phone to phone people. Not for internet.’ 1  
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2021). It would be interesting to further examine whether this also applies to countries with lower media saturation. Another possible 
explanation could be the fact that affordances offered by media use outweigh the associated costs, which has been shown in relation to 
other privacy control behaviors (e.g., in the context of mobile apps, see Wottrich et al., 2018). Additionally, our results show that 
especially younger media users are more dependent on their smartphones than older media users, which is a reason for them to 
potentially not change their behavior. Finally, something that requires more attention is that older media users indicate that they do 
not see corporate surveillance as a threat and at the same time, they do not know how to change settings on their phone, which are two 
important motivations for them to not make changes to their media use. This is in line with past research (e.g., Chen et al., 2016) and 
calls for media literacy programs focused on older media users. 

The motivations to not change media use scores below the midpoint of the scale, which might indicate that respondents are more 
likely to change than to not change their media use. A second explanation is that there are other more valid motivations for them to not 
change their media use. The answers to the open-ended questions showed an additional 12 motivations to not change media use 
(Table 6). These additional motivations found in the open-ended answers need to be included in the codebook and taken into account 
in future research on motivations of changing media use. 

10. General discussion 

The aim of this research was to examine what would motivate individuals to change their media use in reaction to perceived 
corporate surveillance, focusing on cross-country and generational differences in such motivations. First, a thought-listing exercise 
allowed us to generate two extensive lists of motivations for media use change. Second, a cross-sectional survey conducted in the 
United States and in the Netherlands demonstrated that invasion of privacy would be a more important motivation for behavioral 
change in the United States, while in the Netherlands, individuals would be less motivated to change their media use due to seeing 
fewer potential harms in corporate surveillance of their media use. Also, generational differences emerged as older individuals see less 
threats in corporate surveillance and are less able to protect themselves from it, while younger individuals are not motivated to make 
changes to their media use as they are more dependent on their mobile devices. 

In the past, chilling effects research has focused on change in information seeking (e.g., online searches, Mcdonald and Cranor, 
2010), or social media use (Duffy and Chan, 2019). The current research adds a dimension to chilling effects by investigating them 
specifically due to perceptions of corporate surveillance and focusing on media use. Given the high number of media ownership, 
frequency of usage (Media:Tijd, 2018; Perrin, 2021), the prevalence of multitasking behaviors (Nielsen, 2018), and opportunities for 
advertisers to collect data (Segijn, 2019), this is important to examine in the context of data management and surveillance. The 
findings show that people have different motivations that may lead to a change in their media use. The findings of this study are thus a 
first step in investigating mechanisms driving chilling effects due to corporate surveillance and allow hypothesis generation for future 
research on this topic. Such research could examine to what extent the different constructs identified in Study 2 indeed mediate the 
effect of corporate surveillance perceptions on individual behavior. 

In addition, the current study shows that studying what motivates individuals to change their media use is crucial for understanding 
the impact of perceived corporate surveillance. To make informed decisions regarding data collection by companies, individuals need 
to be aware of the surveillance, its extent and aims, they need to have the desire to make informed decisions and be able to execute 
these decisions (Segijn et al., 2021). The motivations for not acting in response to perceived corporate surveillance show that it is 
questionable if individuals are able to make informed decisions over surveillance in this context. More specifically, the findings show 
the desire to control among motivations to act, but simultaneous lack of ability as an important reason not to act, a crucial factor for 
informed decision making. 

Looking at the cross-national differences, we observe differences in motivations depending on the national context. More specif-
ically, Dutch respondents saw corporate surveillance as less of a problem and they indicated feeling protected from it. While it suggests 
the effectiveness of stricter regulations in the European Union, such motivations should be taken with caution. First, cross-cultural 
factors related to the national context could be an alternative explanation for the differences found. For example, the Netherlands 
and the United States differ substantially on uncertainty avoidance (Hofstede, 2001). As cultures high on uncertainty avoidance are 
risk averse, past research has shown that individuals with high uncertainty avoidance would be less concerned about their privacy 
(Cho et al., 2009) and would less likely protect their information on social media (Liang et al., 2017). Future research is needed to 
disentangle the effects and conclude what predicts the differences in motivations: the regulations or rather cultural differences. 
Second, the feeling of protection does not necessarily mean that people have actual control over what data is collected by corporations. 
In fact, perception of control is a separate construct from actual control ([anonymized]). Thus, perception of control can be prob-
lematic when people think they are protected from surveillance but in reality, their data is still collected. Along these lines, in the 
context of online disclosure, Brandimarte and colleagues (2013) introduced the notion of a control paradox: control over sharing 
private information increases the willingness to publish sensitive information. Future research needs to further investigate the dif-
ferences between perceptions and actual control in the context of informed decision making regarding corporate surveillance. 

The findings also point at the importance of the type of data collected for change in media use. More specifically, participants in 
their open answers reported that whether they were motivated to change behavior depended on what companies collected about them 
as certain types of data were seen as “more unsettling”. Past research in the context of personalized communication showed that use of 
more private information by companies led to more intention of users to protect their privacy (Tucker, 2014). Along these lines, 
research on surveillance on social media has proven that chilling effects can be explained by appropriateness - individuals regulate 
their behavior when they think that it is inappropriate for others to know about this behavior, even when this behavior is legitimate 
(Duffy and Chan, 2019). Considering the growing possibilities in surveillance, it is thus crucial to investigate which type of data 
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collection (online vs. offline behavior, private vs. public context of data collection) is experienced as most surveilling and what kind of 
data related to media use are perceived as least appropriate for others to have access to and thus motivates individuals to change their 
media use. 

While the current research provides important insights into motivations to change media use when perceiving corporate sur-
veillance, it also has some limitations. In both reported studies one specific instance of corporate surveillance was chosen, namely 
collection of one’s offline media use for synced advertising. While this context is relevant for studying the impact of perceived 
corporate surveillance, especially as synced advertising involves invasive data collection techniques through automated content 
recognition technologies, further research is needed to generalize the drivers of chilling effects. As data collected by companies is used 
in many different contexts and privacy behaviors are strongly contextual (Nissenbaum, 2004), future research should investigate the 
motivations to change behavior in other contexts such as data collection for automated decision-making purposes. Furthermore, while 
the current research provides a first overview of motivations that could drive individuals to show chilling effects related to media use, 
the use of a scenario and focus on potential change in behavior limits its ecological validity. Seeing that the perception of surveillance 
generates numerous motivations to change one’s media use, future research should focus on longitudinal designs to evaluate to what 
extent these motivations result in actual behavior change (e.g., change in media use). Finally, while the current study takes the first 
step into unraveling the motivations behind a change in media use due to perceived corporate surveillance, further research is needed to 
conclude whether and how exactly people change their media use. Such research could employ longitudinal designs to move beyond 
motivations and investigate the actual change in media use by measuring one’s media use, media content avoidance, device use, and 
privacy protection behaviors over time. 

The current study carries a number of implications for studying chilling effects, for organizations that collect data, as well as for 
regulators. From a methodological perspective, it introduces an open-access codebook based on literature and extended through 
thought-listing exercises among a diverse population. This codebook can be used to further research chilling effects due to corporate 
surveillance and discover mechanisms driving chilling effects in other contexts (e.g., smart devices, social media surveillance, dating 
apps etc.) as well as in other countries (seeing the importance of cross-country differences found in this study). From an organizational 
perspective, the findings show the importance of informing consumers about the actual extent and reasons for corporate surveillance. 
Perceptions that corporate surveillance is creepy and unsettling are two of the main motivations for individuals to try to deceive 
organizations through behavior change. The motivations to not change behavior underline the importance of providing value through 
data-driven services. Finally, from the regulators’ viewpoint, potential chilling effects in media use are crucial as people who restrain 
their media use due to perceptions of surveillance may not have access to certain information. Such lack of access may lead to exclusion 
of these individuals and creation of knowledge gaps among certain groups in the society. Regarding prevention of chilling effects, the 
findings suggest an effect of consumer empowerment and legal protection measures introduced in the EU. However, to what extent 
these perceptions translate into actual control and informed decision-making needs more investigation. Furthermore, the findings 
regarding generational differences show that older individuals are less able to make informed decisions due to lower awareness and 
ability to protect themselves from corporate surveillance, while younger individuals base their decisions on their dependency on 
mobile devices. This indicates that while more is needed to help individuals make informed decisions regardless of their age, 
empowerment measures should be adjusted to different generations. 
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