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Chapter 3

M/M/∞ and M/G/∞ changepoint

detection – experiments

As it was argued earlier in this thesis, the control of communication networks critically

relies on procedures capable of detecting unanticipated load changes. In order to deal

with that problem in a setting in which each connection consumes roughly the same

amount of bandwidth, we developed changepoint detection algorithms which were

presented in Chapter 2. In this chapter, the validity of these procedures is demonstrated

through an extensive set of numerical experiments as well as by using real traces from

an operational environment. Our experiments show that our detection procedure is

capable of adequately identifying load changes.

1 Introduction

There is an increasing interest in developing and implementing scalable techniques for

traffic control and management, as a result of the persistent growth of the volume of

the data to be carried, as well as the increased complexity of the underlying networks.

To ensure that these procedures function adequately, they should at least be backed by

empirical support, but preferably by sound mathematical argumentation as well. One

of the rapidly emerging topics within this area concerns the detection of (statistically

significant) deviations from the ‘normal’ traffic pattern, most notably unanticipated

load changes. It is evident that the resulting procedures may become of great help to

network administrators, as they can be instrumental in warning against developing

threats.
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In Chapter 2 we developed models and techniques for detecting load changes in a

setting where every user consumes more or less the same amount of bandwidth, the

leading example being Voice-over-IP (VoIP). Based on queueing-theoretic techniques, in

conjunction with probabilistic methods stemming from the theory of large deviations,

we succeeded in developing a set of procedures that are capable of ‘on the fly’ detecting

a sudden change of the load. The test-statistic used is of the CUSUM-type: if the cumu-

lative sum of the log-likelihood ratios associated with a certain time window exceeds a

given threshold, then an alarm is issued.

In this chapter we evaluate the performance of the proposed methods by conducting

extensive simulation experiments along with some experiments using real data traf-

fic. We start with synthetically generated traces and focus on testing the procedures

proposed for M/G/∞ in Chapter 2, Section 4.2 (for which we could rely on a fairly

explicit characterization of the threshold function ϕ(·)), and then shift to the setting of

Chapter 2, Section 3, i.e., M/M/∞. We considered various test scenarios with some of

them purposely designed such that some methods assumptions were not fulfilled. This

is because in an operational network the real data may be not fully correctly described

by the given model. It is therefore important to be able to assess the performance of

the proposed algorithms also in such situations. For the M/G/∞ case we generated

synthetic traces allowing for both abrupt and gradual changes in the load parameter.

Furthermore, we were interested in the situation of the true load (after the change)

being lower than the value we tested against. For the M/M/∞ model we provide de-

tailed guidelines on how to tune the algorithm, and compare its performance with the

M/G/∞ case.

The results of the simulation experiments (with synthetic traffic) gave a strong indica-

tion that the method is sound, encouraging further validation by using traces of real

VoIP traffic. In this study these traces originated from one of the Italian Internet Service

Providers, and their detailed description is given in Section 3.

These experiments can be roughly divided into two categories. In the first set of exper-

iments we add an artificially generated stream to the trace, and we investigate whether

(and if yes, how soon) this change is detected. The performance of this procedure

is studied as a function of several parameters, for instance the load generated by the

added stream (i.e., we consider both a sharp and gradual increase of the load), and

the value of the load tested against. The second group of experiments uses traces only

(so no synthetic traffic is added), and we verify whether the load changes (for instance

those related to the diurnal pattern that is visible any day) are indeed detected. Ar-

guably, the former set of experiments is more meaningful than the latter, in the sense
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that they are controlled: we precisely know when a changepoint takes place, and there-

fore we can verify whether our procedures indeed do what they should; experiments

based on trace data only (i.e., uncontrolled experiments) evidently lack this feature. The

main conclusion of this chapter is that the procedure, which was proposed in Chapter 2,

indeed captures the changepoint adequately.

The real data related experiments presented in this chapter focus on the timescale at

which the traffic supply can be considered (approximately) stationary, i.e., the time-

scale up to, say, one or multiple hours. This stationarity setting enables the use of

the methods developed in Chapter 2, as were described above. Considering longer

timescales, there are evidently the ‘regular’ intra-day patterns that should not play

a role in the changepoint detection: one should not issue an alarm when a ‘normal’

(that is, predictable) load change is taking place. One could think, however, of filtering

techniques that remove the regular diurnal pattern, in order to return to the stationarity

setting. It is noted, though, that devising such filtering techniques is non-trivial, and

therefore beyond the scope of the this thesis (constituting a subject for future research).

The rest of the chapter is organized as follows. Section 2 demonstrates results of the

application of the procedure to synthetic traces. Section 3 describes how our real data

traces were measured, and presents some preliminary analysis of these traces. The

detection procedure is then validated in detail in Section 4, using both the controlled

and uncontrolled experiments described above.

2 Experiments with synthetic traces

In this section we present the results of our numerical experimentation. We first focus

on testing the procedures proposed for M/G/∞ in Chapter 2, Section 4.2 (for which

we could rely on a fairly explicit characterization of the threshold function ϕ(·)), and

then shift to the setting of Chapter 2, Section 3.

Changepoint detection for (nearly) independent Poisson samples. As mentioned above, we

start by presenting for various parameters setting numerical results corresponding to

the setting of Chapter 2, Section 4.2. Figs. 3.1 and 3.2 show the shape of the threshold

function ϕ(·). These are computed by numerically solving Eqn. (2.12) . We observe that

ϕ(·) is for % = 320 and %̄ = 375 nearly a straight line.

• Experiment A1. We then consider the situation that Y1 up to Y100 are samples

of the number of customers in an M/M/∞ queue, at epochs ∆, 2∆, . . . , 100∆;

Y0 is sampled according to the equilibrium distribution (2.1). For these first 100
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FIGURE 3.1: ϕ(·) for n = 50, % = 320,

%̄ = 375, α = 0.05.
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FIGURE 3.2: ϕ(·) for n = 50, % = 320,
%̄ = 335, α = 0.05.

observations we chose λ = 320 and µ = 1, leading to % = 320. Then Y101 up to

Y200 are generated in an analogous way, but now with λ = 375 (so that %̄ = 375).

Assuming a maximum allowable blocking probability of 0.1%, the value %̄ = 375

corresponds with C = 423 lines. It is easily verified that choosing ∆ = 10 makes

sure that | Uk,` | ·P(B? > t) < εmax, for an εmax of 0.01, using the procedures

developed in Chapter 2, Section 4.1.

We take windows of length 50, that is, we test whether H0 should be rejected

based on data points Yi, . . . , Yi+49, for i = 1 up to 151. The first window in which

the influence of %̄ is noticeable is therefore window 52. 500 runs are performed

and two sampling regimes are considered, i.e., ∆ = 1 and ∆ = 60 (which could

correspond to 1 second and 1 minute sampling in the real system). In line with

what we mentioned earlier, for εmax = 0.01 the value of ∆ = 1 would be too

low to ensure that the dependence between subsequent samples is sufficiently

low. Nevertheless, such an experiment is interesting as it allows to assess the

performance of the proposed methods if some assumptions are not fulfilled. Note

that from a practical standpoint, the communication system administrator may

be actually interested in sampling at a relatively high frequency as it allows for a

very quick reaction (orders of seconds rather than minutes in our example) to the

developing overload in the network, but this is evidently possibly at the expense

of a higher false alarm ratio.

Fig. 3.3 shows the sample autocorrelation function Corr(Y (0), Y (t∆)) for the ob-

servations generated using % = 320, with ∆ = 1 and ∆ = 60 respectively, and

t ∈ N.

Figs. 3.4 and 3.6 show the detection ratio as a function of the window id. In the

frequent sampling regime (∆ = 1), due to the higher correlation of the samples,

we observe a somewhat higher false alarm ratio (12%) than desired (5%). This is
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not the case for ∆ = 60, for which the observed false alarm ratio is around just

3%.

Clearly, from window 101 on all observations have been affected by the load

change. For window i between 52 and 101, one could (within the window that

consists of 50 observations) detect a load change at the earliest at the (101− i)-th

observation — this is what could be called the ‘true changepoint’; in addition, we

call the ratio of 101 − i and the window length 50, which is a number between 0

and 1, the ‘true delta’, in line with the meaning of δ in Chapter 2, Section 4.2. Figs.

3.5 and 3.7 provide insight into the spread of the location of the detected change-

point position within the detection window, i.e., δ?. It shows that the dispersion

of the detected changepoint around the ‘true changepoint’ is low, indicating that

the changepoint, once it occurs, is localized with sufficient precision. Again, bet-

ter results are obtained if the correlation between the observations is reduced,

which is typically the case for larger ∆.

Finally, Figs. 3.8 and 3.9 show the empirical cumulative distribution function of

the number of customers present in the system at the moment an alarm is issued.

More frequent sampling (∆ = 1) allows for a somewhat lower mean (viz. 359)

and median (359 as well) values, as compared to the ‘sparse sampling mode’ (i.e.,

∆ = 1, leading to a mean of 370.2 and a median of 370), while the standard

deviation is in both cases similar (21.6 and 21.3, respectively). Obviously, one

would prefer lower values here, as it would allow for detecting the changepoint

before arriving at the new equilibrium, rather than detecting that it only when it

is already there.

• Experiment A2. In Experiment A1 we instantaneously changed % into %̄ (which is

the value tested against). We now study the effect of a load change to a value

%̂ < %̄. The main question is: despite the fact that %̂ is not the value of the load we

test against, do we still detect a load change?

The experiment is done in a similar fashion as Experiment A1: again we consider

the sampling frequencies ∆ = 1 and ∆ = 60, and there is a load change from % =

320 to %̂ ∈ {320, . . . , 375}, while we test against %̄ = 375. The total sample length

is equal to the detection window size (that is, 50 observations). Two possible

scenarios are considered: in the first the last observation that corresponds with

the load % = 320 is at position 30 (Fig. 3.10), whereas in the second this is at

position 45 (Fig. 3.11). Obviously, the detection ratio in the first scenario is higher

as the detection procedure ‘sees’ considerably more samples which are not drawn

from the distribution with parameter %. There is, however, no clear advantage in

using a large or small ∆, as indicated by the fact that both curves cross each other.

This is because for ∆ = 1 we observed a higher false alarm ratio (this is a situation
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FIGURE 3.3: Sample autocorrelation
function.

of %̂ = 320), so that the starting point for the blue curves is always higher, and this

influence persists for the first several values of %̂ which are close to % = 320.

• Experiment A3. In Experiment A1 we instantaneously changed % into %̄, but a

next question is what happens when % gradually increases to %̄. We performed the

same experiment as in Experiment A1, but now the load first has value 320, then

starts to increase from observation 76 on in a linear way, to reach value 375 at

observation 130 (and hence only from window id 81 on part of the observations

correspond to %̄). Figs. 3.12 and 3.13 are the counterparts of Figs. 3.4 and 3.5

for ∆ = 1; likewise, Figs. 3.14 and 3.15 can be compared with Figs. 3.6 and 3.7.

Compared to the results of Experiment A1, the detection ratio is in both cases

considerably less steep; note that this could be expected from Experiment A2, as

we saw there that only if the load is relatively close to %̄ it is relatively likely that

a load change is detected.

Changepoint detection for jump process of M/M/∞. The function ϕ(·) can be determined by

executing the computations proposed in Chapter 2, Section 3, but due to their intrinsic

complexity we chose for the obvious alternative of determining it empirically (that is,

by simulation). We performed the following experiments:

• Experiment B1. We consider the following setting, in which we start with Y0 hav-

ing a Poisson distribution with mean %, then sample 2500 jumps of the underlying

M/M/∞ system according to the measure P, and then 2500 jumps according to

Q. The window size has length 2000. It means that from window id 501 on the

measure Q has impact on the test statistic. Fig. 3.16 shows that we indeed detect

the changepoint after window id 501, but the plot also shows that the chance of

false alarms (that is, alarms before window id 501) is substantially higher than
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FIGURE 3.4: Detection ratio Exp. A1,
∆ = 1.
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FIGURE 3.5: Detection epoch Exp.
A1, ∆ = 1.
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FIGURE 3.6: Detection ratio Exp. A1,
∆ = 60.
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FIGURE 3.7: Detection epoch Exp.
A1, ∆ = 60.
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Exp. A1, ∆ = 1.
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FIGURE 3.10: Detection ratio Exp.
A2. Last observation distributed

with parameter % at position 30.
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FIGURE 3.11: Detection ratio Exp.
A2. Last observation distributed

with parameter % at position 45.
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FIGURE 3.12: Detection ratio Exp.
A3, ∆ = 1.
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FIGURE 3.13: Detection epoch Exp.
A3, ∆ = 1.
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FIGURE 3.14: Detection ratio Exp.
A3, ∆ = 60.
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the 5% that was aimed for, viz. about 45%. The main reason for this phenomenon

is that ϕ(·) was (empirically) determined by making

P

 1

n

n∑
i=bnδc+1

Li > ϕ(δ)

 = α (3.1)

for all δ ∈ [0, 1). The probability of an alarm under H0, however, is

P

∃δ ∈ [0, 1) :
1

n

n∑
i=bnδc+1

Li > ϕ(δ)

 ,

which is evidently larger than probability (3.1). Apparently this difference can be

quite large (although all probabilities involved have the same exponential decay

rate, when n grows large).

• Experiment B2. There are several ways to make reduce the fraction of false pos-

itives. We first consider the effect of using an α′ which is smaller α. In Fig. 3.16

we considered the detection ratio for α′ = 0.15%. Note that this requires rede-

termination of the function ϕ(·). We see that the fraction of false alarms is indeed

reduced to a number close to 5%, but it is clearly at the expense of detecting load

changes after window id 501.

• Experiment B3. We now study an approach of reducing α in the less drastic way

(i.e., α′ = 0.5%) while at the same time changing the criterion

∃δ ∈ [0, 1) :
1

n

n∑
i=bnδc+1

Li > ϕ(δ) into ∃δ ∈ [0, δmax) :
1

n

n∑
i=bnδc+1

Li > ϕ(δ).

Figure 3.16 shows what happens when imposing such a ‘cut off’; we consider the

case δmax = 0.95 which is chosen by performing the following procedure. 500

times, a sample of length 2000 is generated using only % = 320 and presented to

the detecting algorithm with a detection window size also set to 2000 and %̄ = 375.

Because of using only % = 320 for the samples generation, all the alarms which

are issued are false. Their positions within a detection window, i.e., δ? values are

recorded and because every value of δ? < 1 returned by the detection procedure

means detecting a changepoint (which is a false alarm here), by analyzing the

empirical cumulative distribution function of δ? one can choose (for given α′) the

value of the ‘cut off’ δmax which assures the desired false alarm ratio (Fig. 3.17).

After selecting δmax = 0.95 the overall effect of the detection procedure is better

when compared to that of Experiment B2: we achieve a similar reduction of the

false alarm rate, but the detection ratio is always higher. It seems that tuning δmax
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and α′ is necessary to control the false alarm rate while not spoiling the detection

ratio. Fig. 3.18 shows the ϕ(·) function for the selected α′.

• Experiment B4. In this experiment we start at Y0 ∼ Pois(%) and simulate the first

2500 slots under %, and the last 2500 under %̄. The window length is 2000. We

imposed a δmax of 0.95 and α′ = 0.5% as these values appear to work well in view

of Experiment B3. In Fig. 3.19 we show the empirical cumulative distribution

function of the number of customers present in the system at the time we are

notified about the change. Furthermore, because of introducing δmax, it is not

possible to have a changepoint reported at a position with an index greater than

the window size times δmax, i.e., 0.95× 2000 = 1900 in this example.

In Fig. 3.20 an example is shown. In this graph we can read off the value of Yi at

position 2000, i.e., at the end of the detection window.

Then we performed 500 of such experiments, and considered the number of cus-

tomers at the epoch the alarm was issued. It turned out that its mean was 345.2

(standard deviation 12.5), where the median was 346, that is, considerably less

than 375. In other words: the alarm is early detected, in the sense that the ‘new

equilibrium’, that is, 375, has not been reached yet. This aspect is a significant

advantage of this approach over the approach presented in Chapter 2, Section 4.

3 Experiments with real traces: data traces description

As stressed in the introduction, one of the main goals of this chapter lies in the valida-

tion of our changepoint detection procedures using real data. These experiments are

based on an extended set of real traffic traces collected via passive monitoring of real-

world VoIP traffic. A detailed description of the trace collection methodology is avail-

able in [33]. In this section, we briefly review the adopted measurement techniques,

and give some details on the dataset used.

We have collected real traffic traces from an Internet service provider (ISP) in Italy of-

fering telecommunication services to over 5 million households. Owing to its full-IP

architecture, and the use of either Fiber to the Home (FTTH) or Digital Subscriber Line

(xDSL) access, the ISP has optimized the delivery of converged services, like data, VoIP

and IP television, over a single broadband connection. No PSTN circuit is offered to

end-users, so that native VoIP is adopted.

In particular, the ISP’s VoIP architecture, which is the topic of the measurements in this

chapter, is based on both H.323 and SIP standards. Customers are given a set-top-box,

which is the interface between the traditional phones and the VoIP infrastructure used
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by the ISP. The set-top-box acts as a VoIP gateway, by interfacing traditional analog

phone to the VoIP technology. Phone calls are then directly originated as VoIP calls by

the user. Considering the voice transport, a simple G.711a codec without loss conceal-

ment is used, so that two 64 kbps streams are required to carry the bidirectional phone

calls. Packetization time is set to 20 ms, leading to 160 B of voice samples per packet.

RTP as well as RTCP over UDP are used to transport the voice streams.

The ISP network infrastructure includes several Points-Of-Presence (POPs) in the largest

cities in Italy. POPs aggregate traffic from users, using traditional DSLAMs in case the

ADSL access is offered, or fibre optical Ethernet rings in case FTTH is used. POPs are

then interconnected using a multi-gigabit WDM transport network, which forms the

ISP backbone. Per-class differentiation is performed at the network layer, so that VoIP

and video streams are served using a strict priority policy compared to data packets,

offering excellent QoS to the VoIP traffic.

To collect traffic traces, a monitoring probe is used to sniff packet headers from traf-

fic flowing on a link, so that the first bytes of the packet payload (i.e., up to the part

of the RTP/RTCP headers) are exposed to the analyzer. As a monitoring tool, we use

Tstat [34], an IP networks monitoring and performance analysis tool developed by the

Telecommunication Networks Group at Politecnico di Torino. By passively observing

traffic on a network link, Tstat computes a set of performance indexes at both the net-

work (IP) and transport (TCP/UDP) layers. Originally focusing on data traffic, Tstat

has been enhanced to monitor multimedia streams, based on RTP/RTCP [35] protocols

carried over UDP or tunneled over TCP. In particular, to identify an RTP flow, a stateful

Deep Packet Inspection (DPI) mechanism has been implemented. It guarantees to de-

tect all RTP flows compliant with the standard, and proved highly robust [33]. In this

chapter we report on experiments that were mainly performed using measurements

collected in a large POP in Torino, which aggregates traffic from over 20 000 customers.

We also provide some results on data collected from an aggregation point in Milano.

In view of validating our changepoint detection procedure, we are interested in just

recording call arrival times and call durations (thus neglecting the precise details re-

garding the packet arrivals within the call). The call arrival time is defined as the time

the first RTP packet has been observed by the probe, and the call duration as the time

elapsed between the first and last RTP packet reception at the monitoring probe. There

are differences (in terms of starting epoch and duration) in the statistics of the outgoing

streams (that is, ‘outbound’: the flow originating the POP under consideration) and the

incoming streams (that is, ‘inbound’: the flow towards the POP). These differences are

minor, though; we have chosen, for the sake of the exposition, to consider the outgoing

calls.



Chapter 3. M/M/∞ and M/G/∞ changepoint detection – experiments 53

0 500 1000 1500
0

50

100

150

200

250

300

350

400

450

500

time [m]

nu
m

be
r 

of
 c

al
ls

FIGURE 3.21: Typical daily pattern

Below we proceed by presenting a set of key characteristics of the traffic pattern we

observed. We concentrate on data recorded on Sept. 29, 2009, but we conducted the

same tests for other days yielding results that were highly similar. Fig. 3.21 depicts the

number of the active calls during the day under consideration, sampled every ∆ = 60 s

so as to comply with the rules described in Chapter 2, Section 2.

It is noted that, due to the intra-day trends, one has to be cautious using the changepoint-

detection procedure in its simplest form. One has to identify within the day chunks in

which the stationarity assumption roughly applies, and then test against the load % that

applies there. A very sharp and continuous increase in the number of calls (as is, for

instance, the case during the morning) violates the assumption that, at least for some

time, we are dealing with a constant load %. During a second half of the day, after the

lunch break, Fig. 3.21 reveals a ‘steady period’ which lasts for about 5 hours and which

we will use in our experiments. The solid vertical lines on Fig. 3.21 mark the time inter-

val between 2:02 PM and 7:02 PM, and will be denoted in the sequel as the time window

A; its extension up to 8:42 PM (marked with the dashed line) will be labelled as the time

window B.
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The rest of this section is devoted to presenting a set of statistical characteristics of

the data from window A; we use the original data traces, that is, not the one obtained

when sampling every ∆ s. The goal here is to see whether our traffic stream meets the

requirements of our testing procedure.

• We start by verifying the requirement that the call interarrival times follow an

exponential distribution, i.e., that calls arrive according to a Poisson process. We

found no evidence to reject it using Kolmogorov-Smirnov, Anderson-Darling and

Chi-square tests at any reasonable significance level. The quantile-quantile plot

(see Fig. 3.22) further supports this conclusion (as this gives a nearly straight line;

the numbers on the axes are in seconds). It is also worth to note the negligible

sample autocorrelation (Fig. 3.26), indicating that there is hardly any correlation

between subsequent interarrival times.

• Note that in Chapter 2, Section 4.2 no specific condition was imposed on the dis-

tribution of holding times. For the sake of completeness, we include some obser-

vations here.

The call durations do not obey an exponential distribution (see the quantile-

quantile plot in Fig. 3.23; the numbers on the axes again in seconds). The tail

of the distribution turns out to be heavier than exponential, as seen from Fig.

3.24. This plot displays the survivor function of the call durations (i.e., it gives the

fraction of calls longer than x, for any value of x > 0); a (nearly) straight line in

this semi-log plot would indicate exponential decay. On the other hand, the tail is

lighter than power-law (such as Pareto), as seen from Fig. 3.25; a (nearly) straight

line in this log-log plot would indicate polynomial decay. As this is not in the

scope of this paper, we did not attempt to fit a distribution to the call durations.

In Chapter 2 actually two procedures were described for changepoint detection.

The first, which is the one we described in Chapter 2, Section 4.2, is for generally

distributed call durations, but this test requires that subsequent samples Y (i∆)

are (more or less) independent. In the second approach, the call durations should

be exponentially distributed. The resulting test uses all call arrival and depar-

ture events (rather than the samples Y (i∆)), but has the attractive feature that no

independence requirement applies. However, it is obvious that we cannot use

this test due to the non-exponentiality described above; the use of the method

described in Chapter 2, Section 4.2 makes more sense, under the proviso that the

correlations between the samples are indeed sufficiently low.
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FIGURE 3.22: QQ-plot of our inter-
arrival times vs. the exponential dis-

tribution
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FIGURE 3.23: QQ-plot of our call du-
rations vs. the exponential distribu-

tion
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FIGURE 3.25: Call durations sur-
vivor function, log-log plot; horizon-

tal axis in seconds

4 Experiments with real traces: assessment of detection proce-

dure

We conducted several experiments, some of them being real-data counterparts of the

simulations described in Section 2, using the number of calls present in the system,

sampled every 60 s. In the experiments that we denote by ‘A’, we use the data from the

time window A (as defined in Section 3), but perturbed with some artificial component.

The goal is then to assess to what extent this perturbation is identified. First, the original

data is tested against the changepoint hypothesis; if we decide that there is no evidence

to rejectH0, then we introduce a perturbation. This procedure gives us the opportunity

to ‘control’ the experiment (albeit not to the extent possible in the synthetic simulations

reported in Section 2): we know when an alarm should be issued.
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FIGURE 3.27: Exp. A1. Original and
perturbed trace
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FIGURE 3.28: Exp. A1. Sample auto-
correlation function of original trace
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FIGURE 3.29: Exp. A1. QQ-plot of
original trace

In the experiments that we denote by ‘B’, the so-called ‘uncontrolled’ experiments, we

use the data ‘as is’; therefore, by their very nature, there is no possibility to objectively

assess the accuracy of the detecting procedure, other than visual inspection.

4.1 Controlled experiments

We now present a number of statistical characteristics of the data used in our controlled

experiments — see the trace labelled as ‘original trace’ in Fig. 3.27 for the evolution of

the number of calls as a function of time.

The quantile-quantile plot (Fig. 3.29) suggests that the marginal distribution does not

deviate much from the assumed Poissonian distribution.

The sample autocorrelation, however, appears to be higher than desired, as seen in Fig.

3.28; recall that the procedure described in Section 4.2 assumes a negligible correlation.
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FIGURE 3.30: Exp. A1. Detection epoch (δ vs window number)

Of course we can increase our sample interval ∆ to reduce this correlation, but this

at the expense of a substantial reduction of our number of datapoints. Instead, we

took the approach of taking this considerable correlation for granted; if the detection

turns out to perform well, then it is apparently ‘robust’ with respect to violations of the

independence assumption. In fact, our experiments show that this is indeed the case,

as will be reported on in detail later.

We first performed our changepoint test in the time window A without additional traf-

fic, and found no evidence to reject the hypothesis H0 that this sample is consistent

with model Pois(%) for % = 320, and %̄ = 375 for the alternative hypothesis. We there-

fore conclude that this dataset (which can be considered as the ‘base trace’) can be called

stationary, and is hence a good candidate for the designed experiments which we now

present in detail.

Experiment A1. First, we consider the situation that a sudden jump in the load appears.

We estimated % of the original sample as being equal to 320. Then we generated and

added a stochastic perturbation from time epoch 201 on, i.e., we added an additional
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FIGURE 3.31: Exp. A1. Detection ratio
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FIGURE 3.32: Exp. A2. Detection ratio

Poissonian arrival stream, where we picked the parameters such that the new equilib-

rium becomes %̄ = 375. The resulting pattern is then subject to our detection procedure:

a window of 50 observations moves forward selecting a part of the (new) trace, and

performs the changepoint test on these observations.

We repeated this experiment (each time generating a new perturbation) 500 times; a

typical trace without and with perturbation can be seen of Fig. 3.27. The first window

in which samples affected by the perturbation appear is that with id 151; in the next

figures this time point is marked by a vertical line. Fig. 3.30 displays the spread of the

time of detection by showing the associated quantiles, as a function of the window id.

It shows that the alarm is issued somewhat after the load change (the curves need to

be compared with the solid line which we call ‘true delta’ in the graph for obvious

reasons). This effect is due to the fact that there must be a certain number of the ‘new’

samples to sufficiently affect the test statistics. The small dispersion of the detection

window numbers shows that the test performs well.

Fig. 3.31 shows the detection ratio (as a fraction over the 500 experiments performed),

as a function of the window id. The detection ratio graph differs to some extent from the

one we obtained by synthetic simulations (as reported on in Section 2), in the sense that

with the real data we do not see a monotone increase. It can be argued that a potential

reason for this lies in the fact that in our synthetic simulations both the ‘base trace’ and

the perturbed trace were generated during each of the 500 experiments, while here the

‘base’ trace is always the same.

Experiment A2. In this setup we have a single window of length 50 selected from the

original trace and introduce a perturbation similar to the one in Exp. A1 starting from

the 31st observation within this window of length 50. The difference is that the per-

turbed part has %̂ ∈ {331, . . . , 375}while we always test against %̄ = 375. The outcomes
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FIGURE 3.33: Exp. A3. Original and perturbed trace (number of calls vs time)

are gathered in Fig. 3.32; we display the detection ratio as a function of the new load %̂.

We see that the curve shows a sharp increase around %̂ = 350; as soon as the %̂ reaches

a value of 365 the detection ratio reaches (nearly) 100%.

Experiment A3. Here, instead of the sudden jump we introduce a gradual increase in

the load % from 320 to 375 by one per time unit (that is, minute); again, the load change

starts at time epoch 201. Strictly speaking, this kind of scenarios is not the type of

scenarios our procedure was designed for, as in the test there is an instantaneous load

change. However, in real situations, there will often be a gradual load change rather

than an instantaneous one. Our intention is therefore to assess how robust the test is

to this violation of the setup of the test. We remark here that the corresponding ex-

periments with synthetically generated traffic, as reported on in Section 2, were rather

encouraging (in the sense that gradual load changes were adequately detected).

In Fig. 3.33 a typical trace plot is shown. Again we present the distribution of the

detection times (see Fig. 3.35) and the detection ratio (see Fig. 3.34). Note that now

there in no notion of a ‘true changepoint’ anymore, but still we can speak about the
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FIGURE 3.34: Exp. A3. Detection ratio

border between the ‘original’ and ‘perturbed’ part of the trace; this border is visualized

by the vertical line.

The conclusions are quite similar to those regarding Exp. A1, as again the ‘base trace’ is

the same in every experiment run. In addition, observe that the start of artificial stream

injection coincides with a (relatively small) local increase in the values of the original

trace itself. It may create some bias towards earlier detection, but as we work with the

real data, such situations are difficult to avoid.

4.2 Uncontrolled experiments

We now perform experiments based on trace data only, i.e., we do not add any synthet-

ically generated calls.

Experiment B1. Based on visual inspection, one may suspect that a changepoint occurs

around the observation id 330 in Fig. 3.36, cf. the left Y-axis of the graph. We run the
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FIGURE 3.35: Exp. A3. Detection epoch (δ vs window number)

detection procedure with a moving window of 50 samples, % = 320 and %̄ = 375. On

the right Y-axis we plot the resulting δ, indicating the position of the changepoint (if

any) with respect to the beginning of the detection window, which corresponds to the

optimizing δ in the test statistic (2.11).

We now give an example of how to read the graph. The vertical lines mark the be-

ginning and the end of the moving window (dashed and solid, respectively). All data

within the window are used to compute the test statistic. It turns out that the resulting

δ (as follows from the definition of the test statistic — see (2.11)) is equal to 0.9, see the

small textbox in the graph, which means that we reject H0. This means that we locate

the changepoint at id 0.9 · 50 = 45 with respect to the beginning of the window, or

281 + 45 = 326 with respect to the beginning of the trace. One observes from the graph

that the reported values of δ decrease in the observation id in a linear fashion, which

indicates that the procedure detects the changepoint in a consistent way. In the graphs

we also observe two small ‘dents’ around the epoch 260, which formally mean that H0

was also rejected there.
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FIGURE 3.36: Exp. B1. Changepoint detection in real trace (Torino)

Experiment B2. We performed a substantial set of other uncontrolled experiments,

which showed behavior similar to B1. To illustrate this, we include one more example.

The setup in this experiment is analogous to the B1 case (∆ = 60 s, 50 observations in

each window), except that we use data collected at the Milano POP rather than Torino.

The Milano location has a considerably higher load: the load is assumed to be % = 650,

and we test against %̄ = 775. The results (Fig. 3.37) are similar to the outcome of

Exp. B1; we observe, however, that the transition of the δ values around the suspected

changepoint is somewhat less smooth when compared to Fig. 3.36.

5 Concluding remarks and discussion

In this chapter we validated procedures developed earlier in Chapter 2 that are capa-

ble of detecting load changes in a setting in which each connection consumes roughly

the same amount of bandwidth (with VoIP as leading example). Calls were assumed

to arrive according to a Poisson process with their durations following some general
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FIGURE 3.37: Exp. B2. Changepoint detection in real trace (Milano)

distribution with finite mean. Low correlation was expected between number of calls

recorded during regular time intervals. Both the experiments with synthetic traces and

those with real VoIP traffic show that the detection techniques are capable of tracking

load changes.

The fact that we used, apart from synthetic traces, also real data, brought up a number

of issues that need to be addressed in a more systematic way. In the first place, we

observed that while the marginal distribution of the sample does not deviate much

from the anticipated Poisson distribution, the autocorrelations are substantially higher

than the desired level. To cope with this issue, in principle one should work with

procedures that do not neglect the dependence between subsequent observations. Such

a procedure for the case of exponential call durations was developed in Chapter 2. The

empirical findings of Section 3, however, show that the call durations of our dataset

violate this exponentiality assumption. In other words, to address this issue one needs

to extend the test procedures of Chapter 2 to non-exponential job durations. As this

makes the system non-Markovian, this may be a highly non-trivial task. Some remarks,

however, were provided in Chapter 2.
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In this chapter, we considered ‘VoIP-like traffic’: each connection requires (roughly)

the same amount of bandwidth. A next step could be to extend this to more generally

applicable scenarios, in which the aggregate stream contains contributions of many

heterogeneous users. Then one could model the traffic aggregate by a Gaussian process

[32, 36], and attempt to validate changepoint detection procedures for this situation

according to method proposed in Chapter 2; observe, however, that we again have to

resolve the issue of dependence between the observations.

A last subject for future research concerns the way we deal with the inherent non-

stationarity of the number of calls present in the real data. In this chapter we took

the approach of using the local stationarity within the trace; in the experiments we

concentrate on a 5-hour interval in which we could assume stationarity. One could

think, however, of detection techniques that first filter out the ‘normal’ fluctuations,

i.e., the day pattern, and then perform tests relative to this filtered data set.


