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Practical fundamental rights impact 
assessments

Heleen Janssen*, Michelle Seng Ah Lee†, Jatinder Singh‡

A B ST R A CT 

The European Union’s General Data Protection Regulation tasks organizations to perform a Data 
Protection Impact Assessment (DPIA) to consider fundamental rights risks of their artificial intel-
ligence (AI) system. However, assessing risks can be challenging, as fundamental rights are often 
considered abstract in nature. So far, guidance regarding DPIAs has largely focussed on data protec-
tion, leaving broader fundamental rights aspects less elaborated. This is problematic because poten-
tial negative societal consequences of AI systems may remain unaddressed and damage public trust 
in organizations using AI. Towards this, we introduce a practical, four-Phased framework, assisting 
organizations with performing fundamental rights impact assessments. This involves organizations 
(i) defining the system’s purposes and tasks, and the responsibilities of parties involved in the AI 
system; (ii) assessing the risks regarding the system’s development; (iii) justifying why the risks of 
potential infringements on rights are proportionate; and (iv) adopt organizational and/or technical 
measures mitigating risks identified. We further indicate how regulators might support these pro-
cesses with practical guidance.

KEY WORDS: AI system; fundamental rights; General Data Protection Regulation; Data Protection 
Impact Assessment (DPIA); risk assessment; regulatory guidance; guidance instruments

I N T RO D U CT I O N  A N D  CO N T E X T
Fundamental rights are inviolable, inalienable, enforceable rights, designed to ensure personal 
freedom and dignified existence for citizens and to limit interventions of, traditionally, the 
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government.1 Fundamental rights include, among others, the rights to privacy and data protec-
tion, expressional rights, assembly rights, equality rights, a right to an effective remedy, access 
to a court, access to health care, or to housing. These rights are commonly enshrined in national 
constitutions (eg US Bill of Rights, or the German Basic Law), as well as in European or inter-
national treaties.

Artificial intelligence, or AI, continues to increasingly penetrate our daily lives, as consum-
ers and as citizens.2 AI therefore has much potential to impact our fundamental rights. AI sys-
tem-based profiles have, for instance, resulted in harms to non-discrimination rights,3 or in 
automated censorship, resulting in effective restrictions of (digital) press freedom.4 Many have 
pointed to the risk of discrimination occurring where AI is used to make predictions and deci-
sions that have real and tangible consequences, e.g. for predictive policing, credit assessment or 
job recruitment.5 AI presents unique challenges in the legal assessment of its impact on funda-
mental rights,6 given AI’s typical complexity, its limited interpretability, its potential to encode 
biases and the potential scale of its impact.7

Assessing AI compliance with fundamental rights
While fundamental rights were originally aimed at protecting individuals against the power of 
public organizations, the assessment of how business activities impact on fundamental rights is 
increasingly considered a key component of corporate responsibility.8 In the EU, the General 
Data Protection Regulation (GDPR9) now requires both businesses and public organizations 
to consider whether high risks are likely to occur to rights and freedoms during their processing 
of personal data, by tasking them to conduct a Data Protection Impact Assessment (DPIA).10

A DPIA is an undertaking designed to describe and assess the necessity and proportionality 
of an organization’s processing of personal data. In doing so, this helps organizations manage 

1 UN Human Rights Council, ‘Report of the Office of the UN High Commissioner for Human Rights on the Right to Privacy 
in the Digital Age’ (3 August 2018) UN Doc A/HRC/39/29; UN Human Rights Council, ‘Report of the Special Rapporteur on 
the Promotion and Protection of the Right to Freedom of Opinion and Expression on A Human Rights Approach to Platform 
Content Regulation’ (6 April 2018) UN Doc A/HRC/38/35A; Council of Ministers, Recommendation CM/Rec(2020)1 on 
the human rights impacts of algorithmic systems (adopted 8 Aril 2020 at the 1373rd meeting); A Mantelero, ‘AI and Big Data: A 
Blueprint for a Human Rights, Social and Ethical Impact Assessment (2018) 34 Comput. Law Secur. Rev. 754; H Janssen, ‘An 
Approach for a Fundamental Rights Impact Assessment to Automated Decision-making’ (2020) 10(1) Int Data Privacy Law 
76. European Commission White Paper on Artificial Intelligence—A European approach to excellence and trust (19 February 
2020) COM(2020)65 Final; EU Agency for Fundamental Rights (EU FRA), ‘Getting the future right. Artificial Intelligence and 
fundamental rights (Report, Luxembourg 2020) <https://fra.europa.eu/en/publication/2020/artificial-intelligence-and-funda-
mental-rights> accessed 16 May 2022.

2 At the beginning of 2020, 42 per cent of companies in the EU said they use technologies that depend on AI, ranging from 27 
per cent in Estonia and Cyprus to 61 per cent in Czech Republic, while another 18 per cent of companies are planning to use AI 
in the future (EU FRA, n 1). The technologies used comprise a variety of IT applications aiming at process optimization, anomaly 
detection, process automation, forecasting, and decision making. See features of AI relevant to fundamental rights section for our 
definition of AI.

3 S Wachter, B Mittelstadt and C Russell, ‘Bias Preservation in Machine Learning: the Legality of Fairness Metrics Under 
EU-Non-discrimination Law’ (2020) 123 W Va Law Rev 735; Algorithm Watch, ‘Automating Society Report 2020’, <https://
automatingsociety.algorithmwatch.org/wp-content/uploads/2020/12/Automating-Society-Report-2020.pdf> accessed 16 
May 2022; FJ Zuiderveen Borgesius, ‘Strengthening Legal Protection Against Discrimination by Algorithms and Artificial 
Intelligence’ (2020) 24(10) Int J Hum Rights 1572.

4 M Scott and M Isaac, Facebook Restores Iconic Vietnam War Photo It Censored for Nudity, New York Times (9 September 
2016) <https://perma.cc/JY27-LWZD> accessed 16 May 2022.

5 EU FRA (n 1).
6 J Burrell, ‘How the Machine “thinks”: Understanding Opacity in Machine Learning Algorithms’ (2016) 3(1) Big Data 

Soc 1–12; F Raso and others, ‘Artificial Intelligence & Human Rights: Opportunities & Risks’ (2018) Berkman Klein Center 
Research Publication No. 2018-6 <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3259344> accessed 15 May 2022.

7 SM West, M Whittaker and K Crawford, ‘Discriminating Systems: Gender, Race and Power in AI’ (2019) AI Now Institute 
<https://ainowinstitute.org/discriminatingsystems.html> accessed 16 May 2022; EU FRA (n 1); Algorithm Watch (n 3); S 
Wachter and others (n 3).

8 Janssen (n 1); European Commission 2020 (n 1).
9 Regulation (EU)2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural 

persons regarding the processing of personal data and on the free movement of personal data and repealing Directive 95/46/EC 
(General Data Protection Regulation), OJ 2016 L 119/1.

10 Art. 35 (1) GDPR.
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risks to the rights and freedoms of natural persons resulting from the processing.11 DPIAs are 
also tools for accountability, helping organizations not only to comply with GDPR require-
ments, but to also demonstrate that appropriate measures have been taken to mitigate the risks 
and address any issues as they relate to data processing.12 Conducting adequate impact assess-
ments strengthen an organization’s governance of data processing in terms of legal compliance.13

GDPR’s mention of ‘rights and freedoms’ in Art. 35 (1) about DPIAs indicates that assessing 
the risks that can arise from data processing not only requires an examination of issues relating 
to data protection rights or privacy; it also requires a consideration of any risk pertaining to 
‘fundamental’ rights as enshrined in the EU Charter of Fundamental Rights (EU Charter) and 
the European Convention of Human Rights (ECHR).14

Addressing a gap: a defined FRIA process and an aid for regulatory guidance
Though fundamental rights often feature in critical discussions about AI, generally these rights 
appear to be rather under-considered when undertaking a GDPR DPIA.15 Yet, given AI’s poten-
tial to impact fundamental rights, it is crucial that organizations properly consider these fun-
damental rights as part of a DPIA relating to their AI system. As such, this paper proposes an 
‘FRIA Framework’ (hence ‘FRIAF’) that integrates with GDPR’s DPIA. Its purpose is to sup-
port organizations such that they can better perform a DPIA that includes the full spectrum of 
risks to fundamental rights.16 The framework is also intended to assist regulators in developing 
guidance materials and in otherwise supporting organizations in their FRIA undertakings.

Towards this, we first introduce the FRIAF, which provides an iterative process for support-
ing organizations to account for fundamental rights, as part of their DPIA. The FRIAF consists 
of four phases, where organizations:

1) describe the purpose for which the AI system is developed and define the tasks and 
responsibilities of the parties involved;

2) assess the risks to fundamental rights that might occur at different stages of the AI system’s 
development;

3) justify why the risks to rights infringements are proportionate; and
4) employ organizational and/or technical measures to reduce and mitigate the risks 

identified.
11 Article 29 Data Protection Working Party (‘WP29’), Guidelines on Data Protection Impact Assessment (DPIA) and deter-

mining whether processing is ‘likely to result in high risk’ for the purpose of Regulation 2016/679.
12 WP29 (n 11).
13 Regarding public organizations, see eg S Leng Harris, ‘Data Protection Impact Assessments as rule of law governance mech-

anisms’ (2020) 2 Data Policy 1.
14 Art. 35 (1), 35 (7)(c); Recitals 75, 84, 89—93GDPR; WP29 (n 11) 6; Janssen (n 1); European Commission (n 1). Besides 

the GDPR, we noted that legislative attention for AI impact assessments has started to extend beyond personal data, see Proposal 
for a Regulation of the European Parliament and of the Council laying down harmonized rules on artificial intelligence (Artificial 
Intelligence Act) and amending certain Union legislative acts (Brussels) 21 April 2021, COM(2021)206 final; EDPB-EDPS, 
Joint Opinion 5/2021 on the proposal for a Regulation of the European Parliament and of the Council laying down harmonized 
rules on artificial intelligence (Artificial Intelligence Act), para 16; and Art. 29 (6) Artificial Intelligence Act. For now, our focus 
is on the GDPR, as that is currently applicable law.

15 Paul de Hert, ‘A Human Rights Perspective on Privacy and Data Protection Impact Assessments’, in P De Hert and D 
Wright (eds) Privacy Impact Assessment (Springer 2013); few proposals and recommendations for (privacy) impact assessments 
include suggestions to include a social impact assessment (L Edwards and others, ‘From Privacy Impact Assessment to Social 
Impact Assessment Preserving trust in the Internet of Things’ (2016) <http://www.ieee-security.org/TC/SPW2016/IWPE/
slides/S3-P3-LilianEdwards.pdf> accessed 18 May 2022; D Klosza and others, ‘Data Protection Impact Assessments in the 
European Union: Completing the New Legal Framework Towards a More Robust Protection of Individuals’ (1/2017) d.pia.
lab Policy Brief 1, <https://biblio.vub.ac.be/vubirfiles/32009890/dpialab_pb2017_1_final.pdf> accessed 15 May 2022; or an 
impact assessment on human rights and social and ethical aspects, Mantelero (n 1); but that work does not consider fundamental 
rights as part of GDPR’s DPIA. Janssen (n 1) acknowledged that fundamental rights are part of GDPR’s DPIA, but that work 
developed an approach that benchmarked risks for a fundamental rights impact assessment. Others have recently paid attention 
to bias and non-discrimination issues, but not particularly in the context of DPIAs, see Wachter and others (n 3); M Mann and T 
Matzner, ‘Challenging Algorithmic Profiling: the Limits of Data Protection and Anti-discrimination in Responding to Emergent 
Discrimination’ (2019) 6(2) Big Data Soc 1.

16 Art. 35 (1) GDPR.
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As assessing impacts on fundamental rights can generally be challenging and complex for organ-
izations, guidance and support from regulators (and others) will be important. Towards this, 
our framework works to signpost regulators, standard setting bodies, certification institutions 
and/or advocacy organizations.

Related work
The importance of examining the impacts of AI systems on fundamental rights impact exami-
nation has featured in several EU policy documents, including that of EU’s High Level Expert 
Group on AI (‘HLEG’),17 in the European Commission’s White Paper—which highlights that 
to build trust in AI organizations must realize that European AI is grounded in European funda-
mental rights18—or in the recent EU proposal for regulating AI (ie the proposed EU ‘AI Act’).19

To assist organizations with the development of fundamental rights compliant AI, the HLEG 
drew up an ‘assessment list for trustworthy AI’,20 suggesting that organizations should put pro-
cesses in place to assess in detail the need for a data protection impact assessment, including an 
assessment of the necessity and proportionality of the processing operations in relation to their 
purpose. While relevant to fundamental rights impact examinations, the list does not explain 
how organizations can practically apply HLEG’s assessment list to their AI system, or in what 
order, or who should respond to the list.21

While much of the focus and guidance regarding DPIAs has been on data protection issues, 
the broader fundamental rights aspect of DPIAs has been less elaborated.22 There has also been 
little regulatory guidance as to how organizations should assess risks to fundamental rights as 
part of their DPIA undertakings. The Data Protection Article 29 Working Party (WP29) guid-
ance sought to clarify the notion of ‘DPIA’ and situations in which DPIAs are necessary, but 
gave little clarification in terms of guiding organizations on how to practically assess the risks to 
fundamental rights.23

There have been some legislative considerations of mechanisms for assessing algorithmic sys-
tems. As an example, the Canadian government developed an obligatory Algorithmic Impact 
Assessment for Canada’s public sector.24 It provides an automated questionnaire and addresses 
some rights applicable in the Canadian legal context.

Several examples of non-binding guidelines to fundamental rights impacts exist, such as the 
United Nations Guiding Principles on Business and Human Rights25 that generally recommend 
enterprises integrate the findings from human rights impacts across relevant internal processes, 
and to take appropriate action. A few private companies26 appear to have developed internal 
ethical guidance to support AI impact assessments, while non-governmental organizations 

17 EU’s High Level Expert Group on AI (HLEG AI) recommended performing a rights impact examination before an AI 
system’s deployment, whenever risks exist that fundamental rights can be negatively affected by the technology (Independent 
High-Level Expert Group on Artificial Intelligence set up by the European Commission, ‘Ethics Guidelines for Trustworthy AI’ 
(8 April 2019) Chapter III).

18 European Commission (n 1).
19 Artificial Intelligence Act (n 14).
20 EU HLEG, The assessment list for trustworthy Artificial Intelligence (ALTAI) of 17 July 2020, <https://futurium.ec.eu-

ropa.eu/en/european-ai-alliance/document/ai-hleg-assessment-list-trustworthy-artificial-intelligence-altai> accessed 12 May 
2022.

21 HLEG (n 20).
22 See n 15.
23 See n 11.
24 Government of Canada, ‘Algorithmic Impact Assessment’ <https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id1⁄432592> 

accessed 18 May 2022.
25 United Nations, UN Guiding principles on Business and Human Rights, endorsed by Human Rights Council Resolution 

17/4, A/HRC/RES/17/4, 6 July 2011, Principles 18–20.
26 For example, IBM, ‘Everyday Ethics for Artificial Intelligence’ (2019) <https://www.ibm.com/watson/assets/duo/pdf/

everydayethics.pdf>; Vodafone, ‘Artificial Intelligence Framework’ (2019) <https://www.vodafone.com/about-vodafone/
how-we-operate/public-policy/policy-positions/artificial-intelligence-framework> (2019), accessed 15 May 2022.
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(NGOs), as stipulated in their ‘Toronto declaration’, seeking to jointly develop ethical frame-
works for machine learning.27 These initiatives represent examples of materials highlighting 
some ethical aspects, examples and criteria that are relevant to performing impact assessments.

With many policymakers, academics, national and international organizations and advocacy 
organizations endorsing the significance of fundamental rights impact assessments where AI 
systems are developed and deployed, so far there has been little in the way of:

• a general, step-by-step process on how organizations can practically undertake rights-re-
lated risk assessments;

• a method that helps organizations to practically integrate rights impact assessments into 
their DPIA;

• directions for guidance to support and encourage organizations to undertake adequate 
rights impact assessments;

• practical suggestions for regulators to design a spectrum of rights risks, to be used by 
organizations; and

• opportunities for standard setting organizations,28 certification schemes organizations,29 or 
advocacy organizations, to explore how to support AI design processes to better account 
for fundamental rights concerns, and thereby assisting regulators with designing (more) 
accurate guidance.

Our contribution is explicitly towards these aims. Our FRIAF contributes to the landscape of 
impact assessments by providing organizations building and deploying AI systems with an iter-
ative process for practically evaluating the risks to fundamental rights. Furthermore, for regula-
tors, oversight bodies and others seeking to offer targeted guidance for operationalizing these 
evaluations, we provide practical and concrete suggestions for how their guidance can assist 
organizations with their FRIA undertakings. The combination of these aspects opens new per-
spectives in the space of testing fundamental rights compliant use of AI systems.

Note that while our FRIA framework is designed to align with GDPR’s DPIA (see Addressing 
a gap: a defined FRIA process and an aid for regulatory guidance section), the FRIAF is 
self-standing. That is, it applies generally to the fundamental rights implications of AI systems, 
even where personal data may not be involved, and in that it may align with other legal regimes.

Outline
To provide the context for our framework, we first elaborate some key features of AI perti-
nent to fundamental rights, as well as the FRIA framework’s relevant legal foundations in the 
Background: AI and the legal foundations section. The FRIA framework section describes the 
FRIAF, while the Framework illustration section presents a practical scenario to illustrate its 
application. In the Guidance section, we highlight opportunities for regulators (and potentially 
other bodies) to support organizations through the assessment process.

27 The Toronto declaration: Protecting the rights to equality and non-discrimination in machine learning systems, University 
of Montreal, Montreal, Declaration on Responsible AI at Rights Conference Toronto (May 2018) <https://www.accessnow.org/
the-toronto-declaration-protecting-the-rights-to-equality-and-non-discrimination-in-machine-learning-systems/> accessed 18 
May 2022. The Danish Institute for Human Rights created a Human Rights Compliance Assessment tool, which private entities 
can voluntarily apply, of which only the ‘Quick Check’ is publicly available, see <https://www.humanrights.dk/publications/
human-rights-compliance-assessment-quick-check> accessed 12 May 2022.

28 See for instance the Institute of Electrical and Electronics Engineers (IEEE) <https://www.ieee.org>; the Association 
for Computing machinery (ACM) <https://www.acm.org/about-acm/about-the-acm-organization> accessed 12 May 2022; 
NGOs (n 27), or internal ethics boards in (often large) companies, such as IBM or Vodafone (n 26).

29 ISO standards website <https://www.iso.org/standard/77608.html> accessed 16 May 2022.
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B A CKG RO U N D : A I  A N D  T H E  L EG A L  F O U N DAT I O N S
Features of AI relevant to fundamental rights

AI is used to identify efficiencies, derive new insights, predict behaviour, and engage custom-
ers. Some organizations view the adoption of an AI system as important, if not necessary, for 
remaining competitive in the markets across industries,30 in becoming more efficient and in 
reducing costs. Given the potential opportunities, coupled with the wealth of available data, 
we see that AI is increasingly used to inform and produce outcomes of significant impact, 
examples including hiring,31 credit risk evaluation,32 insurance pricing,33 welfare provision 
and more.

In this paper, we use ‘artificial intelligence’ (AI) to refer to the collection of techniques 
that leverage machine learning to uncover patterns in data to build and refine representative 
models of that data. These models can be used to make decision, predictions, classifications, 
and so on. AI differs from those (rule-based) systems explicitly programmed by ‘humans’, 
as AI works to detect (‘learn’) probabilistic patterns in the data. The nature of AI and its use 
presents several challenges, including encoded discriminatory bias, scale of the impact com-
pared to manual (human-driven) workflows and the limited interpretability over models and 
their predictions.

AI is important to consider in a rights context for several reasons. First is the potential for 
AI to encode discriminatory biases. For example, due to the representation issues (bias) in 
the training data, we have seen object recognition AI in self-driving cars is worse at detecting 
darker skin tones, putting darker skin tone pedestrians at higher risk.34 The potential for bias is 
especially concerning in domains with documented historical discrimination, as AI can operate 
to exacerbate any underlying societal problems and inequalities. For example, in US mortgage 
lending processes, moving from simple linear models to complex machine learning models puts 
Black and Hispanic borrowers at a disproportionate disadvantage in the probability of loan 
approval.35

Second, is the scale of potential impact that an AI system can bring. AI tends to be deployed 
to bring efficiency gains, often used, for instance, to inform decisions based on its statistical 
predictions. In this way, any issue with the AI system can replicate at scale, for example, perhaps 
crystallizing any bias, and/or removing the outcome ambiguity associated with human deci-
sion-making.36 This might especially be true for AI-as-a-Service, in which third-party providers 
pre-build AI models for the use by a range of organizations’ usage for a fee and where any bias in 
the data set used for AI-as-a-service would impact all its users.37

Another issue is that the nature and complexity of AI may render any risks and errors chal-
lenging to detect. This is due to the probabilistic and high-dimensional nature of AI, which 

30 M Chui and others, ‘Notes from the AI Frontier: Insights From Hundreds of Use Cases’ (discussion paper) McKinsey 
Global Institute (2018) <https://www.mckinsey.com/~/media/mckinsey/featured%20insights/artificial%20intelligence/
notes%20from%20the%20ai%20frontier%20applications%20and%20value%20of%20deep%20learning/notes-from-the-ai-
frontier-insights-from-hundreds-of-use-cases-discussion-paper.ashx> accessed 18 May 2022.

31 P Cappelli, T Prasanna and V Yakubovich, ‘Can Data Science Change Human Resources?’, in J Canals and F Heukamp (eds) 
The Future of Management in an AI World (Palgrave Macmillan, Cham 2020) 93.

32 S Bhatore, M Lalit Mohan and Y Raghu Reddy, ‘Machine Learning Techniques for Credit Risk Evaluation: a Systematic 
Literature Review’ 2020 (4) J Banking Finan Technol 111.

33 R Balasubramanian, L Ari and D McElhaney, Insurance 2030—The Impact of AI on the Future of Insurance (McKinsey & 
Company March 2018) <https://www.the-digital-insurer.com/wp-content/uploads/securepdfs/2021/08/1844-McKinsey-in-
surance-2030-the-impact-of-ai-on-the-future-of-insurance-f.pdf> accessed 18 May 2020.

34 B Wilson, J Hoffman and J Morgenstern, ‘Predictive Inequity in Object Detection’, arXiv, 2019, arXiv:1902.11097, preprint: 
not peer reviewed.

35 A Fuster and others, ‘Predictably Unequal? The Effects of Machine Learning on Credit Markets’ (2021) 77 (1) J Finance 4.
36 J Cobbe and J Singh, ‘Artificial Intelligence as a Service: Legal Responsibilities, Liabilities, and Policy Challenges’, (2021) 

42 CLSR 1.
37 Cobbe and Singh (n 36).
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limits the interpretability of an AI’s output in human-understandable terms. These concerns 
are exacerbated by the incorporation of larger-scale and more varied data sources. Due to the 
potential for a significant number of data inputs and the complexity of the techniques used to 
detect complex patterns, it can often difficult to explain how a model operates and/or how a 
prediction was reached.38 We have seen instances where insurance pricing has been accused 
of being influenced by an applicant’s email domain name and surname,39 while credit lending 
decisions can depend on an individual’s Internet browsing history.40 The potential opacity of 
AI systems can make it difficult for the model developers to detect and assess potential risks to 
fundamental human rights. Furthermore, it can perhaps hinder the affected stakeholders from 
challenging the predictions made by AI and the resulting decisions due to the opacity of the 
process. This has prompted regulators, including the UK Information Commissioner’s Office,41 
European Commission,42 and the Financial Conduct Authority43 to actively issue guidelines 
and opinions specifically on AI.

Note that it is important to view AI as a part of a socio-technical system, which encompasses 
people and processes—in addition to the technology and technique.44 The above challenges 
manifest themselves as risks that occur in different stages of an AI development lifecycle,45 from 
its design to build to deployment. For example, issues around discriminatory biases may arise 
from the dataset used to train AI, from the way in which the employees record the data, or from 
the design of the AI itself. The scale of the impact is affected by how the AI is used, including 
to what extent the process includes a human in the loop. AI interpretability may be limited due 
to the inherent complexity of the model, but also due to the volume of input data or due to the 
complexity of the process around the model.46

Organizations must assess risks and employ mitigations at each stage of the develop-
ment lifecycle, with an eye to the people and process surrounding the socio-technical 
AI system.47 For example, any data set collected should be assessed for potential issues 
that may result in unfair discrimination, such as the under-representation of minorities. If 
data recording is based on human judgment, such as an interviewer assigning a score for 
each candidate, sufficient care should be taken to ensure that the human processes do not 
encode some biases. For an AI system after deployment while in use, the feedback loop 
should be examined to ensure it is not introducing new biases. An AI model that starts out 
as being reasonably unbiased may become biased due to a change in input data distribu-
tions (‘concept drift’).

38 A Adadi and M Berrada, ‘Peeking Inside the Black-Box: A Survey on Explainable Artificial Intelligence’ (2018) IEEE Access 
52138–52160 <https://ieeexplore.ieee.org/abstract/document/8466590> accessed 18 May 2022.

39 B Leo, ‘Motorists Fork Out £1,000 More to Insure Their Cars if Their Name Is Mohammed’ The Sun (22 January 2018). 
<https://www.thesun.co.uk/motors/5393978/insurance-race-row-john-mohammed/> accessed 18 May 2022.

40 A Boot and others, ‘Financial Intermediation and Technology: What’s Old, What’s New?’ (2020) IMF Working Paper 
no. 2438 <https://www.imf.org/en/Publications/WP/Issues/2020/08/07/Financial-Intermediation-and-Technology-Whats-
Old-Whats-New-49624> accessed 18 May 2022.

41 Information Commissioner’s Office (ICO), ‘AI Auditing Framework’ <https://ico.org.uk/about-the-ico/news-and-
events/ai-auditing-framework/> accessed 18 May 2022.

42 European Commission Futurium, <https://futurium.ec.europa.eu/en> accessed 18 May 2022.
43 Insight—Opinion and Analysis hosted by FCA, ‘AI transparency in Financial Services—Why, What, Who and When?’ 

Insight (19 February 2020) <https://www.fca.org.uk/insight/ai-transparency-financial-services-why-what-who-and-when> 
accessed 18 May 2022.

44 J Singh and others, ‘Responsibility & Machine Learning: Part of a Process’ (27 October 2016) <https://papers.ssrn.com/
sol3/papers.cfm?abstract_id=2860048> accessed 18 May 2022.

45 M Seng Ah Lee and J Singh, ‘Risk Identification Questionnaire for Unintended Bias in Machine Learning Development 
Lifecycle’ ( July 2021), in Proceedings of ACM Conference on AI, Ethics, and Society 704.

46 J Singh, J Cobbe and C Norval, ‘Decision Provenance: Harnessing Data Flow for Accountable Systems’ (2018) 7 IEEE 
6562.

47 J. Cobbe, M. Seng Ah Lee, J Singh, ‘Reviewable Automated Decision-Making: A Framework for Accountable Algorithmic 
Systems’ (17 December 2020), in ACM Conference on Fairness, Accountability, and Transparency (FAccT ‘21), 1–10 March 
2021, Virtual Event, Canada <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3772964> accessed 18 May 2022.
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In all, an impact assessment for AI should consider the inherent challenges of bias, scale, and 
complexity and provide coverage for all stages of an AI lifecycle. An understanding of the source 
of the risk, such as the data, people, process, and technique, is needed to effectively mitigate the 
risks in AI. This is what we seek to cover with the FRIAF as proposed in this paper.

GDPR and DPIAs
The goal of our FRIAF is to assist organizations in considering and accounting for fundamental 
rights as part of a DPIA under the GDPR. DPIAs are generally encouraged as good practice,48 
and are mandatory where a type of processing—in particular, using new technologies, and tak-
ing into account the nature, scope, context and purposes of the processing—potentially results 
in a high risk to the fundamental rights of natural persons.49 GDPR stipulates that DPIAs are 
particularly required in cases of systemic and extensive evaluations of personal aspects relat-
ing to natural persons, and where that evaluation is based on automated processing, including 
profiling, and on which decisions are based that produce legal effects, or similarly, significantly 
affect the natural person. DPIAs are also obligatory where large-scale processing of special cat-
egory data is concerned, or where systemic monitoring of publicly accessible areas applies at 
scale.50

The responsibility for conducting a DPIA rests with the ‘data controller’: the natural or legal 
person who determines the purposes and means for the processing of personal data.51 The 
organization using an AI system is generally regarded as a data controller. AI can also involve 
a type of processing likely to result in a high risk to individuals’ rights and freedoms.52 This 
will trigger the legal requirement for a controller to conduct a DPIA.53 The decision whether 
an impact assessment is required in a given situation must be taken on a case-by-case basis, as 
each envisioned processing of personal data in an AI system may entail different risks.54 Where 
organizations assess that a particular use of AI does not involve high risk processing, they should 
document their reasons.55

Where the impact assessment reveals a high risk to fundamental rights,56 and where there 
is an absence of measures taken to suitably mitigate the risk, DPIAs need to be reported to 
regulatory oversight bodies.57 However, if the conditions triggering the obligation to report the 
result of a DPIA undertaking to an authority have not been met, this does not remove a control-
ler’s general obligation to implement measures that appropriately manage risks to the rights and 
freedoms of data subjects of such data processing.58 In practice, this means that controllers must 
take measures, amongst others, to ensure data protection by design and by default, and continu-
ously assess the risks created by their processing activities—which includes the implications for 
fundamental rights (regardless of whether they formally undertake a DPIA). Non-compliance 
can result in severe penalties, including fines and the prohibition of processing.59

48 WP29 (n 11).
49 Art. 35 (1), Recitals 75, 78, 84, 89–93 GDPR.
50 Art. 35 (3)(a)–(c) GDPR.
51 Art. 4 (7) GDPR.
52 Recitals 2, 75 GDPR; WP29 (n 11); EU FRA (n 2).
53 WP29 (n 11) indicated nine criteria that may act as indicators of likely high-risk processing.
54 UK Information Commissioner (ICO), When do we need to do a DPIA? (2020) <https://ico.org.uk/for-organisations/

guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/data-protection-impact-assessments-dpias/
when-do-we-need-to-do-a-dpia/#when2> accessed 18 May 2022.

55 ICO (n 54).
56 Recital 84 GDPR.
57 Art. 36 (1) GDPR.
58 Arts. 24 (1), 25 GDPR.
59 Arts. 36 (2), 83 (3) GDPR.
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GDPR’s DPIA requires a systematic description of:

• the purposes and the means, including the envisaged processing operations60;
• an assessment of the necessity and proportionality of the processing operations in relation 

to the purposes61;
• an assessment of the risks to the rights and freedoms of data subjects62; 
• the measures envisaged to address the risks, including safeguards, security measures and 

mechanisms to ensure the protection of personal data, and to demonstrate compliance 
with the Regulation, taking into account the rights and legitimate interests of data subjects 
and other persons concerned.63

In practical terms, the organization’s Data Protection Officer (DPO64) (if any), in conjunction 
with (or informed by) any other relevant participants—which can include AI designers, devel-
opers of the AI system, data scientists, computer scientists, procurement staff, those that will 
work with the AI system, and others involved at design stages of AI—will likely be involved in 
conducting the DPIA.

Often discussions of issues of AI implicitly assume that the organization designing an AI sys-
tem will also be user of that system. However, in practice, the organization designing the system 
(eg a company) and the organization using it (eg government department, or a hospital) may 
not be the same. In such situations, both designer and the user of the system should each per-
form their own DPIA (and hence an FRIA) as relevant for other context. This is important as an 
organization designing an AI system might not be able to adequately indicate the potential risks 
in specified future use contexts, as such uses are envisaged by others using that system, for their 
own specified purposes.65 The organization (for instance central government) buying a system 
may therefore be better placed to assess its use in that organization’s envisaged context, yet might 
have fewer details or understanding of how the system is developed. The FRIA performed by 
the designer might therefore be of a more generic nature, whereas the FRIA performed by the 
organization buying or hiring that system would be of a more granular, context-specific nature.66 
Overall, the nature of the system supply chain can be relevant.

Fundamental rights
Fundamental rights are generally the highest rank ‘rights’ in a hierarchy of laws in a legal system. 
Such rights were originally introduced to protect individuals against the more powerful state; 
this by endowing individuals with rights they can invoke against the state (or state organ). These 
rights are usually approved in a legal system’s statutes and often enshrined in a constitution (coun-
tries) or international treaty (EU, Council of Europe, or United Nations). ‘Fundamental rights’ 
in this paper refer to rights laid down in EU’s Charter of Fundamental Rights (EU Charter67) 
and in European Convention of Human Rights and Fundamental Freedoms (ECHR68).

60 Art. 35 (7)(a) GDPR.
61 Art. 35(7)(b) GDPR.
62 Art. 35 (7)(c) GDPR.
63 Art. 35 (7)(d) GDPR.
64 Arts. 37–39 GDPR.
65 Similar issues are discussed by J Cobbe and J Singh (n 36).
66 European Data Protection Board & European Data Protection Supervisor (EDPB-EDPS) ‘Joint pinion 5/2021 on the pro-

posal for a Regulation of the European Parliament and of the Council laying down harmonized rules on artificial intelligence 
(Artificial Intelligence Act)’ of 18 June 2021, paras 20–21.

67 Charter of Fundamental Rights of the European Union [2000] OJ C364/01 (‘EU Charter’).
68 Convention of for the Protection of Human Rights and Fundamental Freedoms (Rome, 4 November 1950).

D
ow

nloaded from
 https://academ

ic.oup.com
/ijlit/article/30/2/200/6835507 by guest on 23 N

ovem
ber 2022



Janssen et al. • 209

Fundamental rights: broad and vague formulations
Fundamental rights are typically described in broad terms and therefore entail general formula-
tions, making it potentially difficult for organizations to determine whether their AI system cre-
ates risks to a right (see Addressing a Gap: A Defined FRIA Process and an Aid for Regulatory 
Guidance section). For instance, freedom of expression includes expression rights or press free-
dom, as well as the right to impart information (Figure 1). The right to privacy covers a range of 
human behaviours, including a person’s rights to family life, communication secrecy, the right 
to know one’s biological origin, the sanctity of the home, or the freedom to establish relations 
with others of their own choice (Figure 1). Equal treatment rights can generally be impacted by 
direct (ie intentional) or indirect (ie unintentional) discrimination. It follows that fundamental 
rights often represent broad and sometimes abstract concepts, making it potentially challenging 
for organizations to concretely ascertain how their operations might pose risks to such rights, 
and how these rights apply to and potentially impact the design and deployment of their envis-
aged AI system and processes.

Figure 1: Overview of fundamental rights relevant in AI context; all of these require assessment as 
part of a DPIA.

D
ow

nloaded from
 https://academ

ic.oup.com
/ijlit/article/30/2/200/6835507 by guest on 23 N

ovem
ber 2022



210 • Practical fundamental rights impact assessments

Importantly, GDPR’s DPIA requires organizations to assess the impacts on ‘rights and free-
doms’, which naturally encompasses the range of fundamental rights – not just those relating to 
data protection. The EU Charter contains fifty fundamental rights which can be invoked against 
Union Institutions and Member States whenever they are implementing EU law.69 Given space 
constraints, we consider five ‘clusters’ of fundamental rights (see Figure 1), rather than pre-
senting an exhaustive list.70 We focus on these as research has indicated that the rights in these 
clusters are often exposed where the use of AI systems is concerned.71

We now introduce the rights clusters. The EU Charter contains a cluster of ‘privacy rights’, 
comprising the right to private life, personal autonomy, the sanctity of the home, physical pri-
vacy, communication secrecy,72 data protection,73 the development of one’s identity,74 including 
the right to hold a conviction or a belief, or not to hold any belief.75 The Charter also comprises 
a cluster with non-discrimination rights—the right to equal treatment and the prohibition of dis-
crimination76; as well as freedom rights—comprising freedom of expression, freedom to receive 
and to impart information,77 including the expression of convictions and beliefs or religious 
freedom,78 the right to assembly79 or voting rights.80 There is a procedural rights cluster, which 
includes the right to access to a court, to an effective legal remedy and the right to a fair trial81; 
and a cluster with social, economic and cultural rights, such as the right of access to healthcare, 
affordable housing, education, or social benefits.

To reiterate, organizations developing or using an AI system should bear in mind that DPIAs 
under the GDPR encompass more than just rights relating to data protection; the GDPR 
requires them to execute a DPIA to evaluate processing operations that may put rights and free-
doms of natural persons at risk.82 Figure 1 presents a non-exhaustive list of rights within the 
clusters that organizations must consider in their evaluations.

2.3.2 Impacts on fundamental rights by public organizations
Fundamental rights are generally not regarded ‘absolute’, in the sense that the enjoyment of 
these rights can never be interfered with.83 Rather enjoyment of these rights can, under certain 
legal conditions, be subject to impositions by public organizations. A public organization might, 
for instance, process personal data by using an AI system for data analytics at a determined point 
in public space, thereby interfering with the right to privacy of individuals passing that system 
for specifically defined reasons of public safety. Such interference with privacy rights might be 
justified, but only if it is, first, prescribed by law. Second, a public organization’s actions can 
only pursue legitimate aims as they are prescribed by that law.84 Organizations must, thirdly, 

69 Art. 51 EU Charter.
70 M Vetzo, J Gerards and R Nehmelman, Algoritmes en Grondrechten (Boom Juridische uitgevers, The Hague 2018, in Dutch).
71 Vetzo and others (n 69); HLEG EU (n 17); European Commission (n 1).
72 Art. 7 EU Charter.
73 Art. 8 EU Charter.
74 J Van den Hoven, ‘Information Technology, Privacy, and the Protection of Personal Data’, in Van den Hoven and Weckert 

(eds) Information Technology and Moral Philosophy (CUP, Cambridge 2008) 301; B-J Koops and others, ‘A Typology of Privacy’ 
(2017) 38 Univ Pennsylvania J Int Law 483; Daniel Solove, ‘A Taxonomy of Privacy’ (2017) 154 Univ Pennsylvania Law Rev 477.

75 Art. 10 EU Charter.
76 Arts. 21–23 EU Charter.
77 Art. 11 EU Charter.
78 Art. 10 EU Charter.
79 Art. 12 EU Charter.
80 Art. 39 EU Charter.
81 Art. 47 EU Charter.
82 Art. 35(1), Recitals 75, 84 GDPR.
83 A few fundamental rights are generally considered as ‘absolute’ and can under no condition be interfered with, such as the 

prohibition of torture (Art. 4 ECHR), see eg M Addo and N Grief, ‘Does Article 3 of the European Convention on Human Rights 
Enshrine Absolute Rights? (1998) 9(3) Int Data Privacy Law 510.

84 Eg, Art. 8 (2) ECHR exhaustively listing aims according to which the right to privacy might be interfered with: ‘interests of 
national security, public safety or the economic wellbeing of the country, for the prevention of disorder or crime, for the protec-
tion of health or morals, or for the protection of the rights and freedoms of others’.
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explain why the envisaged undertakings are necessary in a democratic society, ie why these are 
relevant and appropriate for the social need that the public organization seeks to address, and 
why overriding the fundamental rights of those undergoing the processing, is proportionate.85 
Proportionality generally entails an appropriate balancing between the aims pursued by the con-
troller, and the means deployed to achieve these, against the right(s) at stake. With AI-systems 
being one type of possible means, public authorities must explicate why the use of such systems, 
with their potential to impact people’s rights, is justified, and why other, less impactful means 
are not appropriate.

Those conditions allowing a public organization’s interference with fundamental rights are 
also stipulated in the GDPR. The GDPR exhaustively prescribes that public organizations can 
legitimately process personal data whenever the processing is necessary to comply with a legal 
obligation,86 or where the processing is necessary to carry out a public task.87 To increase trans-
parency over a public authority’s interferences, the GDPR requires the presence of a law explic-
itly permitting these88 and that the envisaged measures are necessary and proportionate.89

Whenever these conditions are met, a public organization’s aims and means might legiti-
mately override the fundamental rights of those undergoing the processing,90 this is generally 
termed a fundamental rights interference. Any interference that cannot be justified, ie if there is 
no legal basis for it, if it is not necessary in a democratic society, or if the interference is dispro-
portionate, will be a fundamental rights violation. For instance, a person’s right to equal treat-
ment will be considered ‘violated’ where a person is treated differently because of her gender, 
and where there is no reasonable justification for such treatment.91 This does, however, not fully 
preclude any differential treatment based on gender, as differential treatment might sometimes 
be allowed where a lawful preferential policy to address gender-based disadvantages of certain 
groups in a designated sector is introduced. As AI systems can potentially encode discrimina-
tory biases, organizations envisaging the use of an AI system should critically consider the con-
ditions and reasons that apply to the prohibition of discrimination.92

Besides these requirements, public organizations considering justifications to interfere with 
fundamental rights should also pay attention to the specific nature of the fundamental right in 
question. The specific nature of the right can indicate the weight of the justification. Often a 
fundamental rights ‘cluster’ (as presented in Figure 1) entails some ‘peripheral’ fundamental 
rights and ‘core’ fundamental rights. Core rights usually set more stringent conditions regarding 
any impositions on that right. For instance, within the freedom of expression cluster (Figure 1), 
freedom of the press is a typical ‘core’ right, given the ‘vital role of the press as public watchdog’ 
in imparting information of public concern (such as corruption or abuse of power) for the func-
tioning of a democratic society.93 That is, if a public authority would use an AI system to identify 

85 Where fundamental rights permit inferences, they often explicitly mention that any interference by public authorities must 
be necessary, see eg Arts. 2 (1) (right to life); 6 (1) (fair trial); 8 (2) (private and family life); 9 (2) freedom of thought, con-
science and region); 10 (2) (expression freedom) or 11 (2) (freedom of assembly and association) ECHR.

86 Art. 6 (1)(c) GDPR.
87 Art. 6 (1)(e) GDPR.
88 Telecommunication law can, eg, limit a person’s fundamental right to communication secrecy, if that is necessary for well 

specified, weighty and legitimate public security reasons.
89 Art. 35 (7)(b) GDPR.
90 Art. 8 (2) ECHR.
91 Abdulaziz v. United Kingdom, Series A, Vol 87 (ECtHR 28 November 1984) para 78. Differential treatment based on a per-

son’s gender (or colour, or ethnicity) is generally considered ‘suspect’, and will almost never be accepted as a legitimate basis for 
differential treatment. Suspect grounds are usually those based on immutable personal characteristics, such as skin colour, ethnic 
origin, ancestry or gender, or on personal characteristics that people cannot easily change (such as religion or political opinions). 
See for this and other factors determining the ‘suspectness’ of grounds), see about this JH Gerards, ‘Intensity of Judicial Review 
in Equal Treatment Cases’ (2004) 51(2) Neth Int Law Rev 162.

92 See Features of AI relevant to fundamental rights section.
93 Pedersen and Baadsgaard v Denmark App no. 49017/99 (ECtHR, 17 December 2004, Grand Chamber judgment) para 71.
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and automatically delete articles that contain blasphemy in online newspapers, this would likely 
be considered automated censorship and likely be prohibited, as press freedom is regarded as a 
core right.

In contrast, commercial advertisements are generally regarded as an example of a ‘periph-
eral’ expression right.94 Advertisements are, like the press, protected by the right to freedom of 
expression. However, a public organization’s measures impacting a person’s right to disseminate 
purely commercial advertisements, such as for public health or youth protection reasons, are 
usually regarded as less controversial when compared to interferences with a journalist’s press 
freedom, given the importance of press freedom in a functioning democratic society.95 In this 
way, conditions to interfere with commercial expressions are generally regarded less stringent.

In another example, within the privacy rights cluster, the sanctity of the home applies to the 
domestic, intimate, private home. This right also applies to business premises, yet such prem-
ises are generally regarded as a less domestic, intimate, space. The domestic, intimate private 
home is generally regarded as a ‘core’ right in the cluster of privacy rights, while privacy rights in 
business premises are regarded as more of a peripheral nature. Entering a citizen’s home for law 
enforcement purposes generally requires judicial authorization, while entering business prem-
ises (usually) does not.96

In all, public organizations may interfere with an individual’s fundamental rights enjoyment if 
that interference is based on a law, if it is necessary in a democratic society and if the interference 
is proportionate to the purpose pursued. Where an interference is not based on a law, where it 
is not necessary in a democratic society, where it is not proportionate to the purpose pursued, 
and where an interference cannot be justified, such interference turns into a fundamental rights 
violation; such interference is not permitted. These conditions also apply where interferences 
are caused by AI systems. This is topic of the Phase 3: Balancing Organizational Interests in an 
AI System with Fundamental Rights section.

Impacts on fundamental rights by private organizations
Private companies can also impact an individual’s fundamental rights. An employer monitoring 
employee habits and behaviours using sensors (eg cameras in the workplace) interferes with 
that person’s privacy at work. Such monitoring will generally be considered a violation when-
ever it is of a secret, constant and/or invasive nature, as such employer ‘surveillance’ can gener-
ally not be justified.97

Private organizations tend to be less acquainted with issues of fundamental rights. This is 
because these rights were originally a public law affair (ie applying to public institutions and 
functions), rather than addressing the behaviours by private organizations. The focus of legisla-
tors at the time fundamental rights were being enshrined was on safeguarding citizens against 
the powerful state, which is endowed with exclusive and wide-ranging powers conferred by 
law (eg legislative powers, police powers, the power to deprive citizens of their liberty, powers 
to secretly inspect and monitor them, the power to tax them or to take their property, and so 
forth), and which the state can, by way of exercising their powers, seriously intrude the said 
rights. It was felt that such wide-ranging state powers urgently needed (and still need) effective 
control mechanisms, one of them being fundamental rights.

94 Markt Intern Verlag GmbH and Klaus Beermann v. Germany App no. 10572/83 (ECtHR 20 November 1989) paras 34-36; 
Casado Coca v. Spain App no. 15450/89 (ECtHR 24 February 1994).

95 European Court of Human Rights, ‘Guide on Article 10 of the European Convention on Human Rights. Freedom of expres-
sion’ (30 April 2021) <https://www.echr.coe.int/documents/guide_art_10_eng.pdf> accessed 18 May 2022.

96 Deutsche Bahn C-583/13P (EUCJ 18 June 2015) ECLI:EU:C:2015:404 para 20.
97 Bărbulescu v Romania, Application No. 61496/08 (ECtHR 5 September 2017, Grand Chamber Judgment).
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Private organizations have traditionally been assumed to act on equal footing with other pri-
vate (natural and legal) persons. Where imbalances would occur, the law would protect the less 
powerful party (consumer, client, employee, or patient), often by way of sector specific legisla-
tion. Yet, over the past decades, the growing number of organizations that both wield significant 
power and that have adversely impacted fundamental rights has challenged this assumption 
of ‘equal-footing’. It has been broadly recognized that private organization activities may harm 
consumer, employee, or patient rights. Indeed, EU law is increasingly recognizing that private 
organizations also have to comply with fundamental rights other than data protection.98 For 
that reason, the European legislator adopted several EU Directives—independent from the 
GDPR—to protect workers by prohibiting an employer’s discrimination in the area of labour, 
and to protect consumers and citizens against discrimination in their access to and the supply of 
goods and services, both of which apply to public and private organizations.99 Another example 
of where the EU legislator sought to combat fundamental rights intrusions by private organiza-
tions can be found in EU’s ePrivacy Directive, which safeguards a consumer’s right to commu-
nication secrecy where information on their personal devices are concerned against snooping 
telecom providers (also typically private parties, at least nowadays).100

Besides EU legislation, national regulators have also recognized that fundamental rights 
considerations are increasingly relevant for private organizations. For instance, a national court 
prohibited an employer’s permanent use of cameras to continuously spy on employees in the 
workplace, as such practices were considered to invade an employee’s right to human dignity 
and personal autonomy. The court in question gave substance to the civil legal norm of “being a 
good employer” by interpreting it as that permanent surveillance via CCTV is inconsistent with 
an employer’s obligation to undertake “good employment practices”.101

Most fundamental rights enshrined in international treaties, such as the ECHR, generally 
do not directly apply to private parties. In some cases, however, the European Court of Human 
Rights indirectly applied these rights to private organizations, by obliging states to prevent, to 
combat and to sanction a private organization’s violations of fundamental rights, holding the 
state liable if it refuses to take such measures (and by imposing penalties on the state if the state 
does not act).102

In recent years, the presumed equal footing of individuals and (large) private organizations 
has shown to be inappropriate, as it shifts to the detriment of individuals. In a technology con-
text, this is often due to the systemic power and information asymmetries inherent to the cur-
rent data processing practices of (large) digital organizations. The asymmetries commonly stem 
from an unequal distribution between those organizations and individuals, in terms of access to 
the data, controlling and comprehending the (often) opaque processing of that data, risk assess-
ment, inequalities of wealth, capital, access to expertise, knowledge, power, and so forth. This 
makes it difficult for even knowledgeable individuals to properly evaluate and come to informed 
decisions over whether they should do business with those organizations, and over whether 

98 B De Witte, ‘The Crumbling Public/Private Divide: Horizontality in European Anti-discrimination Law’ (2009)13 
Citizenship Stud 1.

99 Council Directive 2004/113/EC of 13 December 2004 implementing the principle of equal treatment between men and 
women in the access to and supply of goods and services [2004] OJ L373/37.

100 Art. 5, Recitals 3, 21–23, Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning 
the processing of personal data and the protection of privacy in the electronic communications sector (Directive on privacy and 
electronic communications) [2002] OJ L201/37 (this Directive is currently under revision).

101 District Court of ‘s-Hertogenbosch’, the Netherlands, of 2 July 1986, NJ 1987, no. 451 (Koma/FNV, in Dutch); the court 
substantiated ‘good employership’ in Art. 1638z (now 7:611) of the Dutch Civil Code (‘good employership’). See also Halford 
v United Kingdom, App no 20605/92 (Admissibility Decision by the European Commission of Human Rights 18 April 1996) 
where an employer’s interception of telephone calls of an employee was regarded as a breach off the employee’s right of privacy.

102 The European Court of Human Rights urged states to take measures to effectively prevent and redress fundamental 
rights violations by a private employer secretly monitoring their employees in Siebenhaar v Germany, Application no 18136/02 
(European Court of Human Rights 3 February 2011) 38 and Bărbulescu v Romania (n 96).
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their fundamental rights might be harmed by the data processing practices by those organiza-
tions. Data processing by way of opaque AI systems might further contribute to these practices, 
which often impose on fundamental rights. These imbalances have resulted in growing concern 
among citizens, consumers, and regulators, and have encouraged the EU, national regulators 
(and many others) to acknowledge that fundamental rights also need protection against private 
organization use of (personal) data.103

A private organization’s purposes and means that potentially interfere with one’s funda-
mental rights in some way requires a balancing of those rights affected with the organization’s 
(often) commercial interests. As discussed, the GDPR prescribes grounds by which data can 
be legally processed, several of which are relevant for private organizations: that processing can 
only be based on GDPR’s informed consent104, contract105, or legitimate controller interests106. 
The GDPR’s transparency requirement107 obliges organizations to explain, in a comprehensible 
way, why their means are necessary to achieve their purposes, and why they override the funda-
mental rights of those undergoing the processing108. This brings to the foreground questions of 
necessity. With AI-systems being one type of means, organizations must explicate why the use 
of such a system, with its potential to impact people’s rights, is nevertheless proportionate to 
fundamental rights and freedoms.109 Where a private organization’s benefit of the use of an AI 
system cannot outweigh fundamental rights, that organization’s use of their envisaged AI system 
will be a rights violation and thus illegal. This balancing can be challenging for private organi-
zations, given the open nature of fundamental rights. How such balancing may practically work 
is topic of the Phase 3: Balancing Organizational Interests in an AI System with Fundamental 
Rights section.

T H E  F R I A  F R A M E W O R K
We now introduce our FRIAF, which aims at assisting organizations in conducting an FRIA. The 
framework consists of four Phases that operate to systematically guide organizations through 
evaluating the fundamental rights implications of their AI systems. It also forces a consideration 
of the technical and/or organizational measures for addressing or mitigating the risks of their 
systems in impinging on fundamental rights. The Phases are described as follows:

• Phase 1: Describe the purpose of the AI system, and define tasks and responsibilities of 
the parties involved in the design, development, use, and evaluation of the system.

• Phase 2: Identify and assess the risks to rights that might occur at different stages of the AI 
system’s development.

• Phase 3: Justify whether and why the risks of possible infringements on fundamental 
rights identified in Phase 2 are proportionate.

103 EU Commission (n 1); EU FRA (n 1).
104 Art. 6 (1)(a) GDPR.
105 Art. 6 (1)(b) GDPR.
106 Art. 6 (1)(f), Recital 47 GDPR.
107 Art. 5 (1)(a) GDPR.
108 Whenever consent is used as lawful ground for data processing, organizations must appropriately inform individuals about 

the purpose and means, to enable individuals to determine themselves about the necessity (of the purposes and means), to enable 
them to consent in a free and informed manner with the data processing. Whenever data processing is necessary for the perfor-
mance of a contract to which the individual is party, organizations must explain why the data processing by way of an AI-system 
is necessary. Importantly, both consent and contract are grounds that require agreement by the data subject to render the pro-
cessing lawful. Organizations might also seek to process personal data for their own legitimate interests, which obliges them to 
balance the organization’s interests with that of fundamental rights of the data subjects. The rules on data protection oblige those 
processing personal data to appropriately respect the fundamental rights and freedoms of those undergoing that processing (Art. 
1 (2), Recital 2 GDPR).

109 Art. 35 (7)(b) GDPR.
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• Phase 4: Consider and adopt organizational and technical measures to reduce the remain-
ing risks identified in Phases 1, 2 and/or 3. After adoption, repeat the FRIA process from 
Phase 1 onwards until risks have been removed or properly justified and mitigated.

We now elaborate each phase separately.
(Figure 2).

Phase 1: Describe the purpose of the AI system and define roles and responsibilities
In Phase 1, the organization works to provide a complete and detailed description of the pur-
pose(s) for which the AI system will be used, and explains why it seeks to develop, purchase 
or deploy an AI system, and not another system entailing less risks to rights. The organization 
explains what problem(s) the system should solve, and elaborates the reasons, the underly-
ing motives, and the intended effects of the envisaged AI system. These can be public interest 
purposes, such as efficiencies in terms of more accurate public service delivery or faster crime 
detection; or be of private interest, including commercial, marketing or economic purposes. 
Where the organization seeks to serve a range of purposes, it should rank and explain the pur-
poses according to their priority in relation to the use of the envisioned AI system. In this Phase, 
the organization should also identify what fundamental rights might potentially be impacted by 
the intended AI system. The answers in Phase 1 form the basis for an organization’s responses 
in Phases 2–4.

Two other aspects that need attention in Phase 1 are, first, the composition of the team per-
forming the FRIAF, and second, the tasks and responsibilities of internal and external parties in 
relation to the design, development, deployment and evaluation of the AI system. Regarding the 
composition of the FRIAF team, parties involved likely differ per organization, but a team will 
often comprise organizational or project leadership, those commissioning the AI system, the 
DPO, lawyers, computer scientists, data scientists, and statisticians.110 As community involve-
ment in the design of AI systems increasingly gaining attention, those composing the FRIAF 
team should also consider directly involving the stakeholders most likely to be harmed by the 
AI system.111 The involvement of the team might be of a different composition for each FRIAF 
Phase, the coordinating project leader generally overseeing the FRIAF process, and conveying 

Figure 2: Flow of the FRIAF Phases.

110 The GDPR encourages organizations, where appropriate, to seek the views of data subjects or their representatives on the 
intended processing, without prejudice to the protection of commercial or public interests, or the security of processing opera-
tions (Art. 36 (9) GDPR).

111 S Constancza-Chock, ID Raji and J Buolamwini, ‘Who Audits the Auditors? Recommendations from a Field Scan of the 
Algorithmic Auditing Ecosystem’, in FAccT 2022 ACM Conference on Fairness, Accountability, and Transparency ( June 2022) 
1571–1583 <https://doi.org/10.1145/3531146.3533213>. Note that Art. 35(9) GDPR stipulates that controllers should seek 
the views of data subjects on the intended processing, but that this obligation has its weaknesses, as controllers themselves deter-
mine whenever seeking data subject’s views is appropriate.
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relevant information between the team members. It is not unusual, and indeed, will often be 
appropriate for parties external to the organization are involved in the system’s design, its devel-
opment, its deployment and/or maintenance. These parties and their roles should also be made 
explicit in Phase 1.

This brings us to the importance of the assignment of tasks, obligations and responsibilities 
and of proper data governance regarding the different aspects of the system’s data processing. 
Organizations should consider actors and stakeholders involved in their AI system’s supply 
chain, and assess whether any activities of any suppliers and contractors could contribute to 
potential risks to fundamental rights. A clear division and safeguarding of (different levels of) 
tasks and relating responsibilities is crucial for an effective and responsible course of the AI 
system. Where unforeseen or undesired effects might occur during the implementation and 
deployment of the system, a well-defined division of tasks is important for making system 
adjustments, or for deploying mitigating measures, or for internal or external accounting about 
what happened in the system.

The ‘amalgamation process’ of these governance aspects – the determination of the purposes 
and means, an appropriate allocation of tasks and responsibilities across the system, and the 
appropriate composition of the FRIAF team—underpin an organization’s responsibility for the 
decision-making processes and the organizational embedding of the AI system, which should 
be clear at the earliest Phase possible.

Phase 2: Identify and assess risks to fundamental rights
Phase 2 entails identifying aspects of the system that might impact fundamental rights. 
Organizations should assess risks to rights throughout all stages of the system’s lifecycle, from 
commissioning, design, operation and investigation.112 Continuous examining and testing of all 
technical and organizational processes of the AI system will help organizations verify whether 
the system satisfies the organization’s objectives and legitimate interests (such as computa-
tional, commercial, economic or general public interests), and crucially, the rights and interests 
of other stakeholders, including data subjects. Appropriate use of logs, audits and evaluation 
mechanisms throughout the system’s lifecycle may help support these assessments.

An organization must reflect on what algorithm is appropriate for the organization’s objec-
tive, to decide how the model (through machine learning processes) or larger system is built 
and/or integrated, and consider how the system’s output is properly used in the organization’s 
decision-making. This entails an organization considering, among other aspects, what evalua-
tion criteria for the system are regarded as appropriate; how its performance has been examined; 
what measures are taken to prevent amplification of biases; what assumptions lie beneath the 
selection and weighting of the data, and why; how many false positives/negatives are accepted, 
and why; amongst others.

There may be a range of other factors to quantify the various risks in AI systems. Consider, as 
a starting point, the standard formula of: risk = impact * likeliness of occurrence.113 Naturally the 
factors may vary with the particular context in which they are used; and so the relevant factors 
should be selected, adjusted and customized for each particular context in which an AI system 
is relevant. We next elaborate how impact and likeliness of occurrence apply in Phase 2 of our 
FRIAF.

112 EU FRA (n 1).
113 United Nations Guiding Principles on Business and Human Rights, Implementing the United Nations ‘Protect, Respect 

and Remedy’ Framework (policy report), UN Human Rights Office of the High Commissioner, HR/PUB/11/04 (2011) 
<https://www.ohchr.org/Documents/Publications/GuidingPrinciplesBusinessHR_EN.pdf> accessed 18 May 2022.
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Risk factor examples
Fundamental rights impacts may be identified and examined by applying one or more risk 
factors to an AI system.114 Organizations should evaluate their AI system against risk factors, 
to help determine the severity of risks to rights.115 Figure 3 presents examples of such factors, 
including technical, organizational and legal factors—this range of factors being in line with the 
socio-technical nature of AI systems. The first column presents example factors, with the second 
column describing the potential degree of risk.

Note that for each factor, the degree of risk is dependent on the specific circumstances and 
context. For instance, third-party access to personal data (Figure 3, factor 7) may generally entail 
higher risks to rights, yet circumstances may exist where third-party access might, if the data 
processing complies with the fundamental rights of the individual(s), not be very problematic 
(for instance, where a general practitioner seeks to access patient data that is kept by a hospital).

Instead of presenting a binary approach to risks (high risk/no risk), Figure 3 seeks to reflect a 
more realistic situation in which a spectrum of risks might occur. Moreover, in practice, organiza-
tions may have to consider a range of factors as appropriate. Also note that Figure 3 is intended 
as an indicative list of exemplars, highlighting a range of concerns, and that a range of other 
factors may be relevant.

To clarify how the factors might practically apply, we elaborate some examples next.

The use of factors
The factors are to be considered in the specific context of system’s envisioned deployment. For 
instance, an opaque-natured AI system that detects fraud for an insurance company (Figure 3, 

114 See M Seng Ah Lee and others, ‘Defining the Scope of AI ADM Risk Assessment’ in E Kosta and R Leenes (eds) Research 
Handbook on EU Data Protection Law Edgar Elgar Publishing (Cheltenham 2022) 405.

115 As an example, see European Commission, ‘EU general risk assessment methodology implements Article 20 of Regulation 
(EC) No 765/2008 intended to assist market surveillance authorities when they assess the compliance of products that are sub-
ject to Union harmonization legislation’ (16 October 2015) 5.

Figure 3: Example factors indicating high risks to fundamental rights.
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factor 1) might entail higher risks to rights compared to an AI system that is comprehensible and 
transparent for those deploying, using and subject to the system.

Consider another example. Credit lending is usually a precondition for the enjoyment of 
several socio-economic rights, such as access to housing, education, insurance, basic health 
care, etc (public nature of goods and services, factor 20). Where a credit scoring system pre-
dicting a person’s creditworthiness is based on information such as their payment history, the 
amount they owe, the age of their accounts, sources of credit, and how much additional credit 
they have sought recently, the system’s predictions might appear objective. However, using this 
information in an AI system to decide about a person’s creditworthiness may create biases and 
can ultimately result in discrimination. That is, these persons might have an inaccurate score 
due to limited data (eg recent immigrants or younger people with no long-term records indicat-
ing credit history). In such situations, an appropriate score cannot be calculated. Here, factor 3 
(false negatives) can create higher risks.

The nature of the right is also a factor for organizations to consider (factor 12). Organizations 
should, where possible, already try and specify whether the right at stake concerns a ‘core’ right 
or a ‘peripheral’ right in Phase 1, and in Phase 2 at the latest. Where core rights (such as press 
freedom or the sanctity of the home) are potentially at risk, organizations should be aware of 
that their AI system potentially entails higher risks to these rights.

Likelihood of occurrence
The likelihood of occurrence indicates the probability that the risk to fundamental rights is 
realized. An appropriate and reasonable estimation of likelihood is important, as it relates to 
the type of mitigating measures an organization may have to take (see the Phase 4: Mitigating 
Measures to Address Risks Occurring from AI Systems section). The risks to rights might not 
only be identified at times of analysing, examining and testing the system, but also through the 
system’s operation, its future impacts, the way it is interrogated, managed, and so on.116 Given 
this can be difficult to forecast—for instance, due to the complexity of AI systems, its relevance 
over time (which might change for instance, due to concept drift117), or a change in the actors 
involved (including technical supply chains)—organizations should therefore not only conduct 
their FRIA at initial design stages, but rather consider the FRIAF as a regular, on-going assess-
ment process.

From the risks identified by considering the relevant factors and the likeliness of occur-
rence of these risks, an aggregated risk ‘score’ should be developed. This score should result, 
for instance, in a determination of ‘high’, ‘medium’ or ‘low’ risk for each right to be infringed 
by the system (other rankings are of course possible and may be more appropriate in different 
circumstances).

Phase 3: Balancing organizational interests in an AI system with fundamental rights
In Fundamental Rights section, we explained that any interference with one’s fundamental 
rights can only be legitimate under certain strict conditions.118 For organizations, this generally 
means that any rights interference appearing from an AI system is not permitted, unless such 
interference can be appropriately balanced against an organization’s interest in restricting that 
right. That is, organizations will need to explain and justify why, despite potential implications 
to rights identified in Phase 2, the use of their AI system is nevertheless a well-balanced choice, 

116 Cobbe and others (n 47).
117 V Souza and others, ‘Challenges in Benchmarking Stream Learning Algorithms with Real-world Data’ (2020) 34 Data 

Mining Knowl Disc 1805.
118 J. Griffin, On Human Rights (OUP, Oxford 2008); R Pati, ‘Rights and Their Limits: The Constitution for Europe in 

International and Comparative Legal Perspective’ (2005) 23 Berkeley J Int Law 248; D Bilchitz and L Ausserladscheider Jonas, 
‘Proportionality, Fundamental Rights and the Duties of Directors’ (2016) 36(4) Oxf J Leg Stud 828.
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and that there are no other viable, less damaging alternatives. This balancing process lies at the 
heart of Phase 3.

The balancing process entails organizations to consider three key questions (these questions 
being indicative of the sorts of questions one might ask). From the responses, an overall bal-
ancing between the interference with the fundamental right(s) at stake and the organizational 
interests in the use of an AI system should arise.

Suitability
To elaborate, an organization should first explain why their AI system is suitable for achieving 
their purposes described in Phase 1, and what are the expected benefits of the system for the 
organization. Public sector organizations might seek to use an AI system to realize a specific 
purpose within the limited list of typical legitimate public interest grounds (eg to safeguard 
public safety, national security, protection of health, or the protection of rights and freedoms of 
others).119 Within this limited list, public organization must still explain why the AI system is 
suitable for their specified purpose.120 For private organizations, AI systems are often envisaged 
to achieve legitimate business interests (commercial or economic interests, business-processing 
efficiencies, time-, and cost-savings).121 Private organizations are also held to explain why their 
system is suitable for the legitimate purposes they pursue.

Systems are generally regarded unsuitable whenever they are inaccurate (with e.g. high-rate 
false positives), or where they do not help an organization to achieve their purpose, for instance, 
if no cost-saving will be achieved, or where systems cannot accurately assess a person’s needs, 
e.g. due to the complexities of an individual’s debt situation. Generally, where organizations 
identify higher risks to rights in Phase 2, these generally require a more rigorous examination of 
a system’s suitability.

The answer to questions of the suitability of a system must be evidence based. Where pro-
viding certainty over such evidence can be challenging, organizations should nevertheless be 
able to give a realistic prospect of the results of the system’s deployment. More generally, where 
uncertainty exists over a system’s suitability for achieving a particular purpose, that system 
becomes problematic. This especially applies where results from the application of the factors in 
Phase 2 resulted in higher rights risks.

Where there is uncertainty over a system’s suitability, the likelihood of the risks to rights as 
they were identified in Phase 2 requires careful consideration. As it can be difficult to predict 
certain aspects—for instance, due to the complexity of AI systems, their accuracy over time, 
changes to the actors involved (including technical supply chains), etc. —organizations should 
not only examine the suitability of their system at initial design stages, but rather consider 
employing a rigorous, continuing assessment process, whereby FRIAs are re-evaluated on an 
ongoing basis, as and when appropriate. This can help reduce uncertainty over the suitability of 
their system once it deploys.

Necessity
The second question in Phase 3 is whether the use of their AI system is necessary to achieve 
the purposes set in Phase 1, and whether other, less intrusive means exist to accomplish the 
purposes. Necessity requires the organization to account for why their AI system represents 
the least intrusive approach. To identify less intrusive alternatives, organizations should (i) 

119 See, for instance, Art. 8 (2) ECHR and Art. 7 EU Charter.
120 Recital 21 GDPR.
121 B Ustun and C Rudin, ‘Methods and Models for Interpretable Linear Classification’ arxiv (1 October 2014) <https://arxiv.

org/pdf/1405.4047.pdf> accessed 11 May 2022, preprint: not peer reviewed; E Baumer, ‘Toward Human-centred Algorithm 
Design’ (2017) 4(2) Big Data Soc 1.
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explicate what other instruments are available to realize their purpose, (ii) whether non-algo-
rithmic driven instruments can potentially be used, and (iii) explain what aspects in the system 
itself can be adjusted to lessen potential rights impacts (eg the consideration of using a different 
algorithm).

Where an alternative, less rights-invasive method exists, that method should be chosen. In 
such a situation, the use of a potentially more rights-impacting AI system would not be appro-
priate. In some situations, an organization might have to find an appropriate trade-off where 
their purpose can be accomplished through approaches that might be less effective or efficient, 
but that are also less rights invasive.

Balancing fundamental rights and interests
The third question requires organizations to explain from a more general perspective why the 
reasons for using the system outweigh the potential impact on and harms to fundamental rights. 
Generally, the more likely it is that the system entails harmful effects, the more significant the 
purposes must be that an organization puts forward to justify their system.122 Each situation 
requires a context-specific balancing, whether applied in the context of public or private organ-
ization purposes.

It is important to note that typical private (often commercial) purposes (eg to increase profit, 
to develop strategies to improve the organization’s market position, to conduct research into 
(new) client behaviour to identify new markets, to improve service delivery, achieve faster, 
cheaper and more efficient internal processing, and so forth) will often not by themselves be 
sufficient to justify the use of AI systems, specifically where risks to fundamental rights were 
identified in Phase 2. Particularly with high risks, organizations should generally consider alter-
native methods to achieve their purposes (see Likelihood of occurrence section), so to better 
balance organizational interests with the risks to rights.

As noted earlier, interferences in the exercise of fundamental rights for the public interest 
must have a basis in the law, whereby the law itself includes the balancing of the rights and the 
public interest at stake. The public interest in the use of an AI system to support the protection 
of public health during a pandemic might, assuming the system was found suitable and neces-
sary, potentially outweigh the impact of that system on peripheral fundamental rights. However, 
where an AI system helps public authorities to enforce a full lockdown, including the issuance of 
fines, this interest may not outweigh the risks to rights, given the potentially broad and invasive 
application of that system, and that core rights (eg on the freedom of movement in public space) 
are potentially severely impacted by the system. In such instances, very weighty public interest 
reasons must be given to achieve an appropriate balance, otherwise such measure results in a 
rights violation.

In all, Phase 3 has organizations analysing and balancing the trade-offs between organiza-
tional benefits, interests and potential rights harms, whereby the organization has identified the 
extent to which trade-offs are suitable, necessary, and appropriate. Such an approach requires 
organizations to think systematically, considering all elements (without omission), and to con-
sider them in their context. Where a proper balance cannot be found, the use of an AI system 
may create unacceptable risks and result in rights violations. These risks might potentially be 
addressed by employing a range of mitigating measures, which we cover next.

Phase 4: Mitigating measures to address risks occurring from AI systems
Phase 4 involves organizations considering technical, legal and/or organizational meas-
ures to reduce the risks involved. Taking steps to mitigate any potential risks and impacts on 

122 Bilchitz and Ausserladscheider (n 118).
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fundamental rights should always be considered, indeed, even if those risks were considered 
low or unlikely (Phase 2) and even if they may be balanced with other concerns (per Phase 3). 
The degree of intervention will, of course, depend on the circumstances. This is because such 
mitigations help to further reduce any potential concerns, and help strengthen citizen and con-
sumer trust in an organization’s use of these systems. Indeed, implementing effective mitigating 
measures can help organizations comply with any legal and accountability obligations.

Note, however, that a reasonable examination of the probability of risks to rights being real-
ized by an AI system as required in Phase 2 is important, particularly where rights risks are diffi-
cult to predict. In such situations, robust management (as considered in Phase 1) and stringent 
mitigation measures are of utmost importance.

In Figure 4, examples of mitigating measures that organizations might consider are presented. 
Whether a mitigating measure is appropriate in a specific situation largely depends on the con-
text (such as the rights at stake or the factors determining the severity of impact) in which an 
AI system will be deployed. Some mitigating measures may be indicated whenever high risks 
occur, while low or medium level risks could be addressed with less stringent mitigating meas-
ures. Figure 4 provides an indicative overview of some measures that controllers could consider 
undertaking (1 – 19).

Where an organization has decided to employ mitigation measures, the FRIA process should 
be repeated—like in a feed-back loop—to reconsider their fit and alignment with the choices 
and outcomes of Phases 1, 2 and 3, until all aspects of the system are and remain well- and 
appropriately-balanced with fundamental rights. Where risks cannot be mitigated, the organi-
zation should consider not continuing the project.

F R A M E W O R K  I L LU ST R AT I O N
In this section, we present in general terms how our FRIAF would apply in two practical use 
cases. We present the use cases assuming the role of ‘external auditor’ that scrutinizes the prod-
ucts of two companies. Figures 5 and 6 illustrate, respectively, the deployment of an AI-driven 
child-monitoring device (‘baby monitor’), as they are offered by companies A and B (each offer-
ing a different system). Both companies entail using AI models to process sound in a domestic 
context to monitor a baby and raise the requisite alerts for carers where possible situations of 
concern are detected. We elaborate the scenarios and figures next.

Figure 4: Examples of mitigating measures and how they may relate to severity of risk.
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Phase 1: Describe purposes of the AI system and define roles and responsibilities
Company A

Company A (Figure 5) provides a device that functions full-time (fully operational while it is 
powered) capturing all surrounding noise in the home, including that of all dwellers, to predict 
the child’s well-being. The organization provides its device and services for free. This organ-
ization transfers and stores the data the device captures from the domestic environment on 
the organization’s servers for different purposes—to offer users the standard child-monitoring 
functionality and to monitor the data processing, as well as for data analytics to improve their 
service, and to transfer raw data and data aggregate to third parties with the aim to monetize it.

Company A’s device captures all sound from a domestic environment and can therefore 
cause a high impact on several privacy rights, including that of the intimacy of the home, on 
communication secrecy, while it could have chilling effects on the freedom of speech of (other) 
dwellers in the home in that they, for instance, speak less, knowing that all noises will be cap-
tured by the device.

Company B
Regarding Company B (Figure 6), users buy a device that offers them an all-on-device system, 
with the device similarly processing noise in the surrounding environment, but where the data 
(audio) sensed and its processing only occurs on-device, without any data transmission to the 
company or third parties.

Company B differs, as the device is built to respond to baby noise only (also where the baby is 
in the caretaker’s bedroom, or elsewhere in the home). Baby noise is detected by sensing sound, 
but local (on-device) processing occurs to determine whether it appears to be a baby. Privacy 
rights can be impacted, but these impacts likely appear at a lower risk level, as the sensing system 
in the device only captures sound for the purposes of identifying the baby noise, after which 
all sound data is immediately deleted. Data are neither shared with Company B, nor with third 
parties.

Figure 5: Company A.
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Phase 2: fundamental rights impact caused by the AI system
Company A

For Phase 2, the device in Company A (Figure 5) captures data (sounds), transferring it to the 
company’s servers where AI is used to detect and predict stress levels from noises produced 
by the baby and by others. Through this broad data capture including both that of the baby 
and other dwellers in the home, their system can, as the company purports, more accurately 
predict the baby’s stress level, when compared to a system that would collect baby noise only. 
Caretakers are then notified before the stress levels in the baby start to increase. Though the 
company claims their system is accurate, it is not clear how their system’s standard of accuracy 
helps the organization to comply with the fundamental rights of the dwellers.

For Company A, the detection of sounds from within the domestic setting and analytics of it 
occur in Company A’s remit; that is, sensor data captured by the device are immediately shared 
with the company (by being transferred to the company’s servers), allowing to perform in-com-
pany analytics. The company transfers both sound data and analytics to third parties for the 
company’s monetizing purposes. Users cannot directly intervene (ie via the product) on the 
data sharing with third parties—other than switching their device off (with which Company A’s 
service will be lost as well and the device would cease to function). It follows that this situation 
would be considered high risk.

Company B
Company B’s involvement (Figure 6) differs significantly from that by Company A. The device, 
though capturing domestic sound, uses its on-device AI to only identify sounds of concern 
(e.g. the child crying), and where appropriate, raising alerts. No audio data is stored on-device 
beyond the short period of time for analysis (in the order of seconds), and it is deleted imme-
diately after processing. No transfer of data occurs to the company nor third parties. Caretakers 
can stop the data processing by pressing their home button on their device. It follows that 
Company B’s approach would be considered low risk under Phase 2.

Figure 6: Company B.
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Phase 3: Balancing controller interests and fundamental rights by the organizations
Company A

Regarding Phase 3, Company A (Figure 5) will gain revenue from the processing (including from 
sharing data aggregate with third parties) of data that can impinge privacy rights, while caretakers 
(users) benefit from ‘free’ (without financial payment) services. In its collection of specific types 
of personal data and their relevance for the purpose (ie warning caretakers) company A does not 
appear to have justified how the type of data collected are necessary in relation to the fulfilment 
of their purpose. This means that the type of data captured appears as overly broad in relation to 
the stated purpose (offering a device in a domestic context collecting all sounds within that envi-
ronment to help in the care of one individual). This would qualify their AI processing as very high 
risk, and indeed, one would expect the regulator would not allow such a system. The organization 
should therefore consider mitigations to reduce these risks in Phase 4.

Company B
The AI system of Company B (Figure 6) is more respectful to the fundamental rights of the 
people subjected to the system. The company has considered employing mechanisms at initial 
stages of the development of their device that reduce the occurrence of risks to rights, such as 
on-device processing, minimal data storage, an on-device button with which caretakers can stop 
the data processing, while no personal data is shared off device, neither with third parties nor 
the organization itself. In all, Company B proposes an AI system that appears to balance the 
organization’s commercial interests—selling accurate all-in-one devices to consumers—with 
the risks to fundamental rights.

Phase 4: mitigating measures
Company A

Company A’s device entails mechanisms that pose high risks to fundamental rights, including 
issues arising from the company’s choices regarding third-party transfers of highly intimate per-
sonal data (sound in the domestic context). Indeed, this could potentially include capturing 
data from dwellers in the home that may not have consented with the processing of their data, 
including the sharing of their data by Company A with third parties.

To mitigate these risks, Company A should consider, among other, taking measures to restrict 
and to prevent their device’s capture of sensor data to only baby noise, and examine whether 
data capture can be made more purpose specific. Company A should consider reducing data 
sensing to a duration necessary to offer accurate predictions and to restrict the storage of sens-
ing data to minimum terms, and indeed, to minimize the data sent to their own servers (if any 
at all). They might consider ceasing third-party data sharing, or consider, like Company A, to 
offer users a device that permits users themselves to determine whether they want to share data 
aggregate from it to be shared with company A and/or with third parties. Ceasing third-party 
data sharing, or offering users devices that permit decentralized data processing may however 
urge Company A to re-evaluate, in Phase 1, their business model, which is to monetize the data 
and analytics of it, rather than charging users for the device.

Once such measures have been taken, Company A’s FRAIF team should go back to Phases 1 
and 2 and test their system again, and again go through Phase 3.

Company B
When compared to Company A, Company B’s AI system seems better balanced; however, 
Company B’s system is not entirely without risks to fundamental rights, as it cannot be fully 
excluded that their system might process data about other dwellers who have not consented 
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(though this would occur on the device). Company B should consider testing and monitoring 
their systems and soliciting feedback, enabling them to identify potential issues in a timely 
manner, and to adjust and correct the AI system (eg by way of user updates) if and when 
necessary.

G U I DA N CE
Regulators are tasked with the supervision and enforcement of laws regarding a certain domain. 
A regulator’s enforcement powers often include the ability to carry out investigations, to notify 
organizations of an alleged infringement of the law, to obtain access to information held by an 
organization, to issue warnings or orders to organizations to bring processing operations into 
compliance with the law or to order suspension of an organization’s activity.

Besides enforcement powers, regulators may also be authorized to give advice and guidance 
to assist organizations to behave in accordance with the law. Such guidance may, for instance, 
be helpful whenever a new law raises uncertainty among organizations, or where the use of an 
emerging technology raises legal uncertainties for organizations. In such situations, regulatory 
guidance assists organizations in working through complex issues by, for instance, giving advice 
to organizations, issuing opinions on specific problematic topics, providing examples, good and 
bad practices, developing scenarios of how a law is meant to be applied in common situations, 
and so forth. Examples of such regulatory practices are already undertaken by DPAs, who often 
provide extensive information to support organizations with GDPR compliance; prominent 
examples include the UK’s Information Commissioner (ICO)123; the French Commission 
Nationale de l’Informatique et des Libertés (CNIL)124; the German federal and regional 
DPAs,125 or the Spanish126 or the Belgian127 DPAs.

In addition to introducing the FRIAF to support organizations in undertaking their impact 
assessments, in this paper we also seek to support regulators in developing appropriate guidance 
to assist organizations going through the FRIA process to accurately and timely identify, assess 
and prevent fundamental rights implications typically arising from AI systems. The nature of 
the FRIA, as a defined process with steps, also supports a regulator in developing focussed and 
specific guidance, which organizations can grasp and use to solve at the right Phase and time.

Beyond regulators, the FRIAF may also help other organizations with an interest in data 
governance. For example, expert, professional and trade organizations, including those devel-
oping standard setting128 or certification schemes129, interest groups, and internal or external 
ethics boards within public and private organizations, which develop and provide organiza-
tions specific expert guidance, or norms, may all have an interest in assisting public and private 

123 Information Commissioner Website <https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-gen-
eral-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/> accessed 18 May 
2022.

124 The CNIL provides three guides one setting out the DPIA methodology; one containing DPIA templates, and one provid-
ing data protection knowledge bases, see GDPR’s Developer Guide <https://www.cnil.fr/en/gdpr-developers-guide> accessed 
18 May 2022.

125 See their Standard Data Protection Model, a method for data protection advising and controlling based on uniform data 
protection goals, version 2.0b, adopted by the 99th Conference of the independent Data Protection Supervisory Authorities of 
the Federation and of the Länder (17 April 2020), <https://www.datenschutzzentrum.de/uploads/sdm/SDM-Methodology_
V1.0.pdf> accessed 18 May 2022.

126 The Agencia Española de Protección de Datos (AEPD) has produced and updated on DPIAs <https://www.aepd.es/en/
areas/innovation-and-technology> accessed 18 May 2022.

127 Gegevensbeschermingsautoriteit, Recommendation 01/2018 of 28 February (available in French) <https://www.
autoriteprotectiondonnees.be/publications/recommandation-n-01-2018.pdf> accessed 18 May 2022.

128 E.g. the Institute of Electrical and Electronics Engineers (IEEE) <https://www.ieee.org>; the International Organization 
for Standardization (ISO) <https://www.iso.org/standard/62289.html>; the Association for Computing machinery (ACM) 
<https://www.acm.org/about-acm/about-the-acm-organization> accessed 18 may 2022; NGOs (n 26), or internal ethics 
boards in (often large) companies, such as IBM or Vodafone (n 26).

129 ISO standards website <https://www.iso.org/standard/77608.html> accessed 18 May 2022.

D
ow

nloaded from
 https://academ

ic.oup.com
/ijlit/article/30/2/200/6835507 by guest on 23 N

ovem
ber 2022

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/
https://www.cnil.fr/en/gdpr-developers-guide
https://www.datenschutzzentrum.de/uploads/sdm/SDM-Methodology_V1.0.pdf
https://www.datenschutzzentrum.de/uploads/sdm/SDM-Methodology_V1.0.pdf
https://www.aepd.es/en/areas/innovation-and-technology
https://www.aepd.es/en/areas/innovation-and-technology
https://www.autoriteprotectiondonnees.be/publications/recommandation-n-01-2018.pdf
https://www.autoriteprotectiondonnees.be/publications/recommandation-n-01-2018.pdf
https://www.ieee.org
https://www.iso.org/standard/62289.html
https://www.acm.org/about-acm/about-the-acm-organization
https://www.iso.org/standard/77608.html


226 • Practical fundamental rights impact assessments

organizations in making their AI systems more rights-compatible. Expert organizations might 
use the FRIAF to learn and understand how and why rights risks may occur in particular sectors 
and domains. The FRIAF can help make their advice, standards, and certificates for public and 
private organizations that seek to use AI systems more appropriate. The FRIAF enables these 
expert organizations to help frame and enrich their standards, certification and/or advice when-
ever they work towards tackling rights risks potentially occurring from AI systems.

The FRAIF may also assist policy-making processes. Public institutions (such as parliament, 
or a municipality’s council) tasked with the examination and interrogation of legislative and 
policy proposals containing an AI system may also use the FRIAF. Some parliamentary bod-
ies have expressed concern of being insufficiently equipped to enter in such dialogue, and that 
a practically applicable guidance to interrogate the risks with AI systems would be helpful.130 
Our FRIAF, by breaking down processes and targeting concerns, can assist these institutions in 
engaging in a structured and more effective dialogue with lawmakers and policymakers.

While several organizations could benefit from the FRIAF, we focus in this section on what 
type of regulatory guidance might be appropriate at what Phase and explain how our FRIAF can 
assist regulators in determining what they need to do to realize tailored and effective guidance 
formulations. Standard setting and certificate issuing bodies, as well as NGOs or ethics bodies, 
could thereby assist regulators with the design of accurate guidance.

Figure 7 provides a list of what regulators could do to assist organizations in appropriately 
undertaking an FRIA, and in what Phase a certain type of regulatory guidance may particularly 
apply. We next elaborate how these relate and contribute to the FRIAF phases.

1. Inform organizations about scope and meaning of fundamental rights

Organizations, particularly those in the private sector, may often lack knowledge about the prac-
tical dimensions of fundamental rights, and lack of resources to acquire such (see Fundamental 
Rights section). As such, to enable informed and effective FRIAs take place, regulators should 
make available in an accessible form materials detailing what fundamental rights exist, as well 
as their relationship with and how they can be impacted by AI systems. A regulator’s ‘breaking 

130 For instance, the Dutch Senate expressed its concern of not being appropriately equipped to critically examine govern-
mental proposals containing AI at an expert session on 12 October 2021 <https://www.eerstekamer.nl/commissievergader-
ing/20211012_j_v> (in Dutch) accessed 18 May 2022.

Figure 7: Overview of regulatory guidance instruments.
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down’ of rights into more specific rights (as presented in Figure 1) can help organizations in 
identifying relevant rights and associated risks as per Phase 2. That is, regulators should explain, 
for instance, that ‘privacy’ comprises rights to communication secrecy, to the sanctity of one’s 
home, a person’s right to associate with other people of their own choice, etc., and that some of 
these rights may have a core or rather a peripheral nature, which has implications.131 Regulators 
could base their guidance on national and European case law, and task a repository to clarify this 
field (see item 13, below).132

2. Define types of cases that require attention

Regulators might define particular use cases that require attention. Particular use cases may 
warrant attention for various reasons, for example, because they have re-occurred, or because 
use cases with AI systems likely entail very high risks (such as facial recognition used in public 
space). Indeed, the categorization of AI system risk represents the approach taken by the EU 
legislator in its forthcoming AI Act.133 These use cases can be developed by, for instance, (inter-
disciplinary) academic researchers, together with practitioners, and be built on legal rules and 
principles in (case) law.

3. Identify sector specific risks

In certain sectors or application areas, AI systems might raise specific concerns. For instance, 
the use of personal health-related data in AI systems for commercial objectives is often regarded 
as problematic, as information about a person’s health or genetic make-up being analysed by 
an AI system can potentially impact that person’s access to health insurance, employment, or 
credit—usually domains that all should in principle have equal access to. Yet, where health-re-
lated information is used in an AI system to diagnose a patient’s health condition, the risks from 
that AI system may be of a different nature when compared to the commercial context: for 
diagnosis, bias or false negatives (or positives) can lead to underinclusive (over overinclusive) 
diagnoses, and subsequently to impairments of that patient’s health, and to a wrong treatment.

A regulator’s focus on the risks from AI systems in sectors or application areas that are cov-
ered by that regulator is crucial, as many risks typically occurring in these sectors can be known 
by and anticipated to by that regulator, ie risks may therefore become foreseeable—and there-
fore manageable and avoidable. Regulators should maintain regularly updated sectorial over-
views that highlight where the use of AI systems might translate into serious fundamental rights 
issues; where risks may not be known, regulators regulating other sectors may indicate each 
other where potential issues arise in their own domain.

The cooperation and exchange of information and views between various regulators might 
help sensitize and increase the understanding of regulators that are not specifically tasked with 
fundamental rights compliance. A regulator exercising oversight over the consumer market 
might, for instance, contact a national human rights commissioner, or a regulator in the financial 
domain might interact with a DP supervisory authority whenever data protection issues might 
arise in the financial domain. Repositories may connect and maintain networks of regulators, 
to keep fundamental rights issues due to the use to AI on the agenda (see item 10, Repositories 
below).

133 Artificial Intelligence Act (n 14) and amending certain Union legislative Acts, COM(2021)206 final 2021/0106(COD). 
Note that this Act will oblige uses of high-risk AI-systems to use the information provided under Art. 13 AI Act to comply with 
their obligation to carry out a DPIA under Art. 35 GDPR.

131 See Risk factor examples section.
132 ‘European’ case law here encompasses case law from the European Court of Human right and Fundamental Freedoms and 

that of the European Court of Justice (see GDPR and DPIAs section).
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4. Guidance to help organizations ensure data quality

Data sets that are accurate, complete, consistent, and up to date are important for the design, 
accuracy and operation of an AI system itself. The quality of data can be defined by various meth-
ods, but the requirements for a specific AI system depends on the application area and context 
in which it is used. Because data quality itself is not always directly measurable, it is important to 
establish measurable indicators for quality. Regulatory guidance might, for instance, comprise 
instructions on how data quality should be tested, including suggestions of methods and prac-
tices for labelling data (which involves categorizing data to assist machine learning processes), 
or methods to improve data quality so that bias can be detected and reduced, or otherwise be 
accounted for, thereby reducing the risk for inappropriately discriminatory outputs. Assisting 
organizations in acquiring insights into regarding the quality of their own data is particularly 
relevant for identifying risks for discriminatory applications of an AI system’s output in Phase 2, 
and to select appropriate mitigating measures in Phase 4.

5. Guidance on the importance and implementation of logs, audits, and monitoring

Regulators should make clear the need for documentation and record-keeping, at all stages from 
system conception to design, implementation and use, as well as details of any audits and assess-
ments in case (and importantly, detailed records of the assessment and decisions made as part of 
FRIAF Phases 1–4).134 These records should be appropriate for the risks identified, and regula-
tors should propose methods of how organizations can achieve this. Documentation, logs, and 
records should be maintained right throughout the impact assessment and mitigation process 
and beyond, ie at the stages of (re)-design, deployment and evaluation.

6. Develop risk levels and explain how risk levels practically apply

As explained in the Addressing a Gap: A Defined FRIA Process and an Aid for Regulatory 
Guidance section, the risks to rights will likely entail a spectrum of risk levels, ranging from cat-
egories including no risk, through low risk, medium risk, to high risk, and wholly unacceptable 
risk. An accurate assessment of risk assists better places the organization to adjust the system to 
account for such, to help ensure that mitigation measures are appropriate.135 Regulators should 
therefore guide organizations in identifying the risk level of their AI system. Regulators can 
explain how the factors presented in the Risk factor examples section relate to risk levels, as 
well as the likelihood of that risk occurring. Guidance could produce examples of how such risk 
levels would apply in practice, explained through practical use-cases.

7. Clarify how balancing rights and interests should be performed

Phase 3 entails the proper reconciliation of different interests and rights—ie that of the organi-
zation using the AI system and of those subject to processing. As this can be complex, regulators 
can assist by indicating, through (scenario-based) examples, how a balancing of the organiza-
tion’s purposes and the rights risks of the AI system can be appropriately performed, and indi-
cate the types of risks to rights that might be deemed appropriate, and those that are not.

To assist organizations in motivating why their AI system is suitable for achieving their pur-
poses, regulators should emphasize that clear and specific purpose formulations in Phase 1 are 

134 Singh and others (n 45).
135 Concerning cost of over-inclusiveness of measures, see Baumer (n 121); M Finck, ‘Blockchains: Regulating the Unknown 

(2018) 19(4) German Law J 665. Where measures are omitting, GDPR’s fines apply (Art. 83(2) GDPR).
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indispensable.136 Regulators can provide examples to demonstrate what level of specificity is 
needed to meet the criteria of a well-defined purpose. Regulators might also help by sharing 
anonymized experiences and solutions that could apply in certain other sectors or applications 
so that other organizations can learn from these. Organizations might also or instead share 
their experiences with each other, perhaps via a repository (see below under ‘repositories’). 
Regulators should also highlight the importance of a system’s accuracy, whereby the require-
ments of accuracy will become more stringent whenever higher risks to rights emerge (where 
high risks apply, false negatives and positives are generally regarded as problematic).

Regarding whether the use of an AI system is necessary, regulators should assist organizations, 
by providing examples, with methods indicating how they can conceive of other approaches to 
achieve their purpose. This would assist organizations in taking more balanced decisions of whether 
an AI system is necessary, and whether alternative, less impactful means exist to accomplish their 
purpose. In addition, regulators should aid organizations in determining why the reasons for using 
the system for, as an example, a commercial purpose would outweigh the risk to impact and harms 
on, such as those relating to privacy, or non-discrimination. Regulators can indicate, by way of 
developing examples and (case law-based) scenarios, what trade-offs are (not) acceptable.

8. Produce an overview of mitigating measures and guidance to implement these

Regulators can assist organizations with determining, formulating and suggesting mitigating 
measures to address common forms of risk. They could identify areas where certain organiza-
tions often envisage using particular AI systems (for instance job recruitment) and raise aware-
ness of the need to take specific mitigating measures relevant to these. Note that a mixture of 
mitigating measures might sometimes be appropriate.

9. Develop practically applicable questionnaires to undertake FRIAs

To support their guidance, regulators could consider the design of a questionnaire or feedback 
form that assists organizations through the FRIA Phases.137 These can help indicate and reveal, 
for instance, whether an organization’s AI system entails a fundamental rights risk. Such mate-
rials may even go further, and pinpoint after completion to a specific risk level,138 or help organ-
izations identify the consequences of certain design choices within their AI system. This can be 
an iterative process, where after having received feedback and adjusting the system, an organiza-
tion could then retake the questionnaire with information about the adjusted design to identify 
potential further issues. Note, however, that such questionnaire or other feedback mechanism 
are only to complement particular and partial aspects of the assessment process, and that mean-
ing that for a complete assessment, organizations still have to perform a detailed FRIA.

10. Guidance to involve relevant stakeholders across the FRIA phases

An organization’s identification and involvement of relevant stakeholders in the different Phases 
in the FRIA process is essential for support and public trust in an organization’s AI system.139 By 
engaging stakeholders, their values, interests, expectations, and concerns can be better incorpo-
rated in the design of an organization’s AI system. Stakeholder participation can also contribute 

137 Seng Ah Lee and Singh (n 45).
138 Government of Canada (n 24).
139 This aligns with GDPR’s requirement that obliges controllers to involve, where appropriate, the views of data subjects, see 

Art. 35 (9) GDPR.

136 The terms in italics (‘suitable’, ‘necessary’ and ‘outweigh’) relate to the three steps in Phase 3 (see Phase 3: Balancing organ-
isational interests in an AI system with fundamental rights section).
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to their understanding of an organization’s objectives and allow them to interrogate the organi-
zation’s design of their AI system.

To ensure a range of relevant perspectives, regulators should encourage organizations to both 
identify and regularly consult stakeholders for input.140 Regulators can do this by helping organiza-
tions identify and engage the relevant stakeholders in the FRIA, as well as provide guidance on the 
methods and processes for undertaking stakeholder engagement processes. Some stakeholders 
might actively engage in discussions in each FRIA phase, while others might only become involved 
in some phases. An example overview of relevant stakeholders and their potential involvement in 
the subsequent phases is presented in Figure 8. Note that this list presents a non-exhaustive list of 
stakeholders, and that stakeholders may be indicated by different terminology.

11. Create regulatory sandboxes

Regulatory ‘sandboxes’ have been proposed as tools that allow innovators to test their prod-
uct or business model in synthetic or constrained environments with one or more regula-
tors.141 Sandboxes are thought to be mutually beneficial—for regulators to learn and to explore 
where legal uncertainty (in the context of this paper around AI systems) can be reduced, and 
for innovators to learn, first-hand, where and how public interest limitations to their design 
apply. Participating organizations are expected to operate their business model in a restricted 
environment, under close regulatory supervision. Other stakeholders might also be involved. 
Whenever a regulator invites other stakeholders, each organization’s rights and interests should 
be duly respected during the sandbox procedure. Sandboxes are often discussed and considered 
in the context of financial applications, but they can also be useful in the context of the FRIA 
framework. Regulators could initiate such sandboxes around particular topics (eg job recruit-
ment, or credit rating), sectors (health, education) or certain applications (facial recognition).

12. Availability of FRIA results

While the GDPR already entails obligations for organizations to conduct a FRIA as part of 
the DPIA, this does not mean that the results of the FRIA process become publicly assessable. 

140 Art. 35 (9) GDPR.

Figure 8: Overview of relevant stakeholders and their involvement in the subsequent phases.

141 Finck (n 135).
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FRIAs conducted by public or private organizations can be kept internal, but with procedures 
and mechanisms in place to enable the review and scrutiny of their AI systems. Organizations 
keeping the results private may only go so far as where litigation applies, or where supervisory 
authorities exercise legitimate powers.

There might be scope for making FRIA results more widely available to different stakeholders 
where necessary. Publishing these more generally makes sense if it helps the public at large to become 
informed about AI systems and how these deploy on people. This can however raise concerns around 
an organization’s trade secrets and/or intellectual property rights. Regulators could however consider 
whether specific circumstances might exist where publishing it or making it accessible (or inaccessi-
ble) to stakeholders on demand would be justified. This is an area warranting further consideration.

13. Repositories to build and disseminate knowledge

Regulators may cooperate with trade bodies or other organizations and create a repository of 
FRIAFs that could inform regulators, organizations and others about some of the challenges and 
approaches in undertaking FRIAs. The repository would be filled with practical experiences of 
regulators themselves, and with FRIAs of organizations who could ‘donate’ their anonymized or 
pseudonymized experience (whereby the rights and interests of the organizations involved would 
be duly respected) to the repository. This could help build a structured collection of information, 
which allows research into organizational practices and experiences with FRIAs, and which would 
support various stakeholders in acquiring a detailed understanding of where organizations experi-
enced practical difficulties and/or (legal) uncertainties. The knowledge built within the repository 
could, thereby considering the rights and interests of organizations, be disseminated across courts, 
sectorial regulators, democratic representatives, policymakers, advisory bodies, or NGOs.

14. Regulators should oblige designers to reveal an AI system’s supply chain

AI systems usually entail a supply chain with many different suppliers involved to enable an AI 
system. Many organizations might not have expertise, time, resources or knowledge to build an 
entire AI system themselves. Instead, they may leverage third-party services, or buy (or rent) 
a system from (often) private organizations.142 Where the user of a system is not the designer, 
appropriate performances of FRIAs become even more important, as risks are associated with 
procurement of AI systems designed by someone else than the user of that system.

Phase 1 requires organizations to map the parties involved in the design and development of 
a system and to assign responsibilities to these parties, but assigning these might entail chal-
lenges. That is, (often non-expert) organizations buying an AI system (or service) ‘off-the-shelf ’ 
might not be fully acquainted with the supply chain that the AI system brings about, or be una-
ware of risks to rights that were not notified, or deemed relevant by the designer of the system. 
Moreover, power imbalances can come into play, as we have seen for instance, save for very large 
players, generally customers of cloud services have little option to specify particular terms for cloud 
providers.143 Furthermore, suppliers might, for example, to protect their trade secrets or for other 
reasons, be reluctant to (fully) reveal and share other relevant information such as data, logs or 
other aspects with the organizations they supply.144 This can hinder organizations in conducting an 
FRIA. Organizations should therefore be recommended that their procurement contracts include 

142 See Features of AI relevant to fundamental rights section.
143 D Kamarinou, C Millard and F Turton, ‘Responsibilities of Controllers and Processors of Personal Data in Clouds’, in C 

Millard (ed) Cloud Computing Law (OUP, Oxford 2021).
144 Information and Privacy Commission New South Wales. 2020. Case Summary on Automated decision-making and access 

to information under the GIPA Act <https://www.ipc.nsw.gov.au/case-summary-automated-decision-making-and-access-infor-
mation-under-gipa-act> accessed 18 May 2022.
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conditions that enable them to get access to all relevant aspects in the system to perform an appro-
priate FRIA procedure.

CO N CLU D I N G  R E M A R K S
AI is increasingly being deployed, touching upon many aspects of everyday life. As such, AI will 
become increasingly problematic for fundamental rights. Fundamental rights, as an important 
concept that underpins modern society, settle on a set of rights for organizations to consider. 
These rights are broad and general, meaning that the practicalities of assessing and ensuring 
that systems are both compliant with, and do not inappropriately impinge on rights can be 
challenging.

Towards this, our proposal of an FRIAF provides organizations with a practical approach for 
assessing impacts on rights, while supporting regulators in offering specific, targeted guidance 
to support such undertakings. Furthermore, and as a step towards making FRIAs accessible, we 
propose and describe how regulators (and other bodies concerned with AI governance) can 
develop practical guidance based on the four Phases as part of their broader DPIA and enforce-
ment regime. In this way, FRIAs represent a practical concept in line with GDPR’s DPIA, which 
offer a way forward in ensuring that future AI systems better comply with fundamental rights, 
and thus for more dignified and human-centric uses of AI.
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