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Chapter 1

Introduction

1.1

Motivation and Problem Definition

Organizations can hardly gain from available business opportunities in the market
due to the increasingly change and challenges that are outside of their control.
They often face demands that are beyond their own capabilities and resources.
Numerous technological developments and breakthroughs are among the main
causes for vast dynamism in production and services industry, both on the supply
side of the products and services, and the customer demands and general expected
standards of living. Encountered with constant fluctuations, Small and Medium
Enterprises (SMEs) find their survival at risk, and reconsider the way in which
they structure, coordinate, and manage their businesses and related processes.
Furthermore, advances in ICT (Information and Communication Technologies)
has enhanced mobility and flexibility of organizations and has facilitated collaboration among them regardless of their geographic location. New forms of
co-working are emerging that bundles a number of organizations’ interests and
abilities together to better address market demands. These new forms link organizations not only at the local, regional, and national level, but also at the global
level. Therefore, the traditional organization structures are gradually shifting to
the networked organizations.
An effective networked organization structure, benefiting from advanced ICT,
constitutes the so-called Collaborative Network (CN). The CN is defined in [22]
as follows:
”A collaborative network (CN) consists of a variety of entities (e.g. organizations
and people) that are largely autonomous, geographically distributed, and heterogeneous in their operating environment, culture, social capital and goals, but that
collaborate together to better achieve common or compatible goals, and whose interactions are supported by computer network.”
One emerging form of CN, applied to organizations in business and science
1
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areas, is the Virtual Organization (VO). The VOs involve heterogeneous, autonomous, and geographically distributed partners, mostly consisting of SMEs.
VO is typically short-term and goal-oriented, and needs to form dynamically and
fluently, in order to address specific emerged opportunity. VOs usually compete
against large organizations in attracting customers. The definition of a virtual
organization, adopted in our research, is as follows [19]:
”Virtual Organization (VO) is a dynamic and temporary form of collaborative
networks, comprising a number of independent organizations that wish to share
their resources and skills to achieve its common mission/goal.”
Research and practice have shown that effective support of the VO’ s requirements necessitate the pre-existence of a strategic alliance among organizations
in the sector. The role of this alliance would be to provide the common base
infrastructure and conditions needed to prepare organizations for their effective
involvement in dynamic creation and successful operation of potential future VOs.
This alliance the so-called Virtual organizations Breeding Environments (VBEs)
is a long-term CN, and is already manifested in practice in many industry sectors.
The definition of a VBE, adopted in our research follows [2]:
”VO Breeding environment (VBE) represents an association of organizations and
their related supporting institutions, adhering to a base long term cooperation
agreement, and adoption of common operating principles and infrastructures, with
the main goal of increasing their preparedness towards rapid configuration of temporary alliances for collaboration in potential Virtual Organizations.”
To acquire more business opportunities and qualify themselves to participate in
larger projects, organizations get involved in VBE networks. Co-working among
the members of the VBE and the partners of the VO are very different, and consequently so is the role of the VBE’ s administrator and the VO’ s coordinator,
as described below.
In VBEs cooperation is practiced among its members [3]. As a base task,
VBE increases the preparedness of organizations for collaboration in potential future VOs. Achieving this, primarily concerns exchanging some information about
their competencies and resources, adjusting some of their activities, and adopting
some new infrastructure and standards, all in order to enhance their compatibility with each other and increase their chance of effective future collaboration.
Therefore, division of some minor tasks among the VBE members requires their
cooperation. In most cases, the adjustment plans for VBE members is specified
individually for each organization, rather than jointly for all VBE members, and
organizations compliance with the suggested adjustments are coordinated by the
VBE administrator. Furthermore, VBE administration provides to its members
the needed information and a set of ICT tools to support them with: identifying
market opportunities, planning the formation of a VO in response to an emerged
opportunity in the market, selecting the most suitable set of partners to configure the planned VO, reaching agreements and negotiating among the selected VO
partners that is required for formation of an effective VO, as well as assisting the

1.1. Motivation and Problem Definition

3

VO coordinator (once the VO is established) for monitoring and observation of
the VO partners’ performance on one hand, and for any required reconfiguration
of the VO’ s consortium during its life time [2] and [3].
Some of the main roles played by the VBE administration for the benefit
of its members include: creating common infrastructure for information sharing
and exchange, common taxonomy and an ontology for the shared concepts among
members [4], providing information about competencies of each member in order
to enhance their acquaintance with other members [41], as well as defining a set
of measurable criteria for assessment of organizations’ trust level and periodically
performing the measurement of base trust level for each organization at the VBE,
thus serving as the means for trust establishment among the VBE members a
main determinant for effective collaboration in potential future VOs [69].
However, in VOs collaboration is practiced, which requires that partners effectively share their information and resources, and fully comply to the VO plans
and schedules, thus performing well, both in their individual responsibilities as
well as in tasks that are assigned to them jointly [2] and [20]. All partners’ activities are necessary to be fulfilled to achieve the VO’ s common goal. In other
words in VOs, activities of a group of partners are tightly-coupled with each other.
Partners must work and co-develop products closely together, which in turn completely boost each of their individual capabilities. Furthermore, partners share
any possible risks or losses facing the VO, as well as the profits and rewards
among themselves, following their agreement achieved at the time of VO creation
and reflected in their internal negotiations. As such, the VO collaboration provides both a competitive advantage for the involved SMEs as well as increasing
their survival factor. It is therefore of extreme importance that VO partnerships are carefully planned and all measure are taken to increase the possibility
of their success. While achieving success for such level of closed collaboration
among independent organizations needs strong effort and devotion spent by all
VO partners, some innovative assisting mechanism and systems, in automated or
semi-automated format, can be designed to enhance partners’ collaboration, as
addressed in our research.
Based on the literature, in spite of the fact that the number of created networked organizations are gradually increasing, the rate of overall success in alliances of organizations is nearly 50% [42], and according to [96] the great number
of VOs either end up in failure or operate under very high risks! Various reasons
are stated in the literature for such high numbers of failures in VOs [8]. These
can be categorized into three classes:
• Internal risks at organization level including: strikes, machine failure,
management failure, etc.
• External risks at market level including: competition, change in demand,
political situation, social atmosphere, etc.

4
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• Network-related risks at collaboration level including: lack of trust, insufficient information sharing, clash of work culture, work overload, etc.

Our research primarily narrows down on addressing the last category of risks
and how to improve the success rate of networked collaborations.
Several research works have been performed aiming to shed light on the causes
that lead to success or failure of partnerships. The result of research performed
in [80], takes into account and analyzes large number of available documents
on the web that report on organization’ s cooperation. It extracts a number
of factors concerning cooperation’s success and failure status, as presented in
Figure 1.1. The findings of this research, resulted through analyses of web reports
and documents, reveal that a large number of failures in partnerships among
organizations are caused by their behavior. The identified factors were partly
related to the individual organizations and partly to the collaboration as a whole.
Our research approach mainly focuses on addressing virtual organizations’ success
and failure in terms of their observed and monitored behavior in the network.

Figure 1.1: Factors of success and failure of partnerships obtained in partnershiprelated web documents [80].
A main literature review on this topic goes beyond the above. It attributes
for instance some of the VO’s risks and failures to the general lack of common
existing infrastructure and collaboration procedure, which are also identified in
research that characterizes the role of VBEs, e.g. by establishing a common base
for sharing among them, or better VO configuration/creation [2] and [3]. But
also identifies other causes related to deficiencies in partner organizations’ performance in the VO. Thirteen specific sources of risks and flaws in VOs are specified
in [9] that can lead to failure for instance in delivery time, or customer satisfaction
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in relation to the cost and quality of the aimed product. These thirteen sources of
problems include: lack of trust among partners, inadequacy of collaboration
agreement, heterogeneity of involved partners, ontology/taxonomy differences,
structure and configuration of the VO, inefficiency in communication between partners, cultural differences, work overload of partners (e.g. bidding
for several Virtual Organizations at the same time), inadequacy in information
sharing, lack of top management’s commitment, deficiency in partners selection,
geographical distance among partners and their location, and unawareness of
potential failures and their severity in the VO.
Several of the above risks are already addressed in other research, for instance
exemplified above in [4], [41], and [69]. However, four of the above mentioned risk
factors in this literature review (illustrated as bold) are related to the behavioral
factors of partners, and addressed in our research. We also address supporting the
last key challenge above on the need to identify and when possible to predict the
risks in the VO. Addressing this last source of risk and failure requires monitoring
and analyzing VO’s detailed activities during its operational stage, in order to
diagnose and forecast potential failures in running its plans and schedules. Making
such failure transparent in the VO, alarms its decision makers to potentially
intervene and take remedial actions. In turn this will enter the VO into its
evolution phase, where, the original plan and schedule of activities may need to
be replaced with some new plans and schedules to be negotiated and agreed with
other partner. Due to their shorter life span and being goal-oriented, it is very
important to identify the weak or weakest points in the planning and scheduling of
VO activities, and to measure potential risks of VO failures due to the monitored
behavioral perspective of the partners and the VO as a whole, as addressed in
our research.
We briefly mentioned above about two specific stages of the life cycle of the
VOs, the operation and the evolution stage, which are addressed further below.
The VO’s complete life cycle consists of four stages: creation, operation, evolution and dissolution [20]. While there are challenges in all stages of the life cycle
of VOs, our research focuses on parts of its operation and evolution stages’ challenges. If VO is mimicking the operation of one large organization in real market,
then its partners need to collaborate closely and effectively, as if they represent
different departments within a large organization. However, it shall be noted that
the VO partners are heterogeneous, autonomous and geographically dispersed organizations, who agree to temporarily contribute a part of their resources and
skills into the VO, as required for achieving their common VO goal. Also note
that while these independent organizations themselves individually evolve in time,
the VO is also dynamic in nature and shall evolve its goals as well as its activity
plans and schedules, etc., in order to adapt itself with changes that occur either
internal or external to its environment.
In other words, VO evolves in time to cope with changes in the market and
society, and as such, even some of its goals may need to evolve. Additionally, due
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to the fact that VOs depend on a number of independent entities, constituting
the VO partners, it is possible that even its configuration of partners may need to
evolve in time. The customer is however typically not concerned with the needed
VO dynamism. Usually from the customer’s point of view, the contract commits
to deliver some final products with all the specificities of those products, including
delivery date, location, quality, etc., and in that sense, there is no difference
between a VO producing these required products, or a single company. Please
note that the contract between a customer and a large company does neither
address the names of its internal departments which will perform different tasks
and sub-tasks, nor the planning and scheduling of their activities. Similarly, in
some VOs, the VO partners are not even distinguished within the contract. This
is the usually case when one representative organization signs the contract with
the customer, on behalf of the entire VO consortium. As such even the name
of the VO partners may not be mentioned in the contract signed during the
VO’s creation stage. Later on during its operation stage, similar to any large
organization that has a contract with a customer, the virtual organization acts
as a dynamic entity. In other words, its daily activities are decided internal
to the VO, specifying each partner’s responsibilities and monitored by the VO
coordinator.
Considering the dynamic complexities of VOs, in some other forms of VOs,
besides the product specificities, the customer may wish to also know about the
VO partners during its creation phase. Usually in such VO contracts, the main
goals and sub-goals as well as the high level planning and scheduling of its work
packages (sub-projects) together with a number of their coarse-grained tasks, can
be predefined in the contract that the VO signs during its creation stage with the
customer. It is however known to all parties that VO is dynamic and as long as it
delivers its final agreed product, its daily activities are internal and the customer
will not interfere. Therefore, similar to the case above, daily activities and other
details of the VO are only gradually, systematically, and dynamically extended
and defined during its operation phase, under the supervision and decision making
of the VO coordinator. However, VO is a federation of independent organizations.
So, daily activities are always advised by the coordinator and agreed by the
partners that are suggested by the VO coordinator to take those tasks.
Capturing and supporting the required dynamism during the VO operation
stage can benefit from a VO supervisory framework to assist on one hand with
continuously formalizing and reflecting the detailed agreement on tasks to be executed by partners, as well as the evolved situations at the VO, and on the other
hand to record partners compliance, successful completion and performance of
their assigned, planned, and scheduled tasks. In other words, while the customer
of the final product of the VO is not at all interested in knowing details of which
organization did what, when, and how within the VO consortium, these information are quite critical to the VO’s coordinator and VO partners. As such this
information shall be carefully recorded, logged and preserved internal to the VO.
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On the one hand, it shall provide a reference point on assigned/agreed responsibilities for the VO consortium partners. On the other hand, it shall be used as a
main tool in the hand of the VO coordinator for monitoring, supervision, alignment, potential intervention and even decision making on needed evolution of the
VO during its operation stage. Furthermore, the collection of past logs of each
partner’s activities in the VO, combined with that partner’s past records stored
within the VBE provides a good source for assessment of each organization and
can be used for their accountability, measuring their trustworthiness, selecting
suitable partners for task reassignment, and even for potential fair distribution
of some profits and losses in the VOs, etc.
As a building block for establishing such a supervisory framework and using it to measure potential risks of VO failure due to the monitored behavioral
perspectives of the partners and the VO as a whole, the regulatory role of the
VO coordinator must be concisely specified. In this role, a set of working principles and regulations must be defined for partners’ behavior regarding both their
responsibilities and rights by the VO coordinator, which will then be used to supervise the VO. The principles limit and lead both the collective and individual
behavior of partners. There is a need for formation of well-founded behavioral
models in VOs, which can then also be applied to mechanisms for effective selection of VO partners, aiming to prevent future failures in VOs. Moreover, such a
framework facilitates introducing new mechanisms, e.g. a reward system for good
performance, where many studies show it encourages behavior enhancement in
collaborative networks. Motivation and rewarding models and mechanisms increase sustainability of the networks, through fair and transparent distribution
of some benefits, and tap on the expectation of partners offering to contribute
more, and collaborate more effectively.

1.2

Research Questions

The VO coordinator can play a vital role in supporting successful collaboration
of the VO. We investigate the above addressed supervisory framework and aim to
develop a supervisory assisting tool to support VO coordinators with increasing
the resilience and success of their VOs, through monitoring and analysis of partners’ behavior and diagnosing and alarming about the potential points of failure
in the VO.
The main related research on this topic is addressed in [69], [96], [8], [55] and
[25]. However, joint responsibilities, and VO’s dynamism that are of great importance to building our targeted supervisory assisting tool have not been sufficiently
addressed. Moreover, while the related research in the area mainly focuses on the
VO creation phase, the main focus of our research is to support the operation
and evolution stages of the VOs, with slightly addressing how some of our introduced functionality can also be applied to the creation stage, as exemplified in
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the service oriented VOs. To build our proposed system, we need to answer the
following fundamental questions.
RQ1: How to model and assess the work-related collaborative behavior of VO partners?
This research question is primarily related to two specific measurements at
each VO partner: (i) individual collaborative-behavior of the VO partner, as incrementally measured for it and recorded in the VBE, and (ii) current collaborativebehavior of the organization in the VO. It should be noticed that, based on the
definition of VOs and VBEs, adopted from [19] and [2], the VO partners refer to
organizations. This research question is addressed in Chapters 2, 3, 4 and 5 of
the thesis, and it includes the following two sub-questions:
S1-RQ1: How to characterize and model past collaborative-behavior of
members in the VBE?
We present a mechanism for identifying and comparing the individual collaborativebehavior of organizations based on the causal relationships that we have defined
among organizations’ behavior traits, and some known factors in the VBE.
Chapter 2 explains that information related to organization’s behavior traits as
collected from their involvement in the past VOs. This information is used for
measuring and comparing the organization’s behavior against other organizations.
S2-RQ1: How to monitor and measure current collaborative-behavior of
partners in a VO?
We introduce four specific kinds of behavioral norms, including: (i) Socioregulatory norms, (ii) Co-working norms, (iii) Committing norms, and
(iv) Controlling norms, as addressed in Chapter 3. We formalize these norms
in order to both deal with the VO’s dynamism and its evolution, as well as dealing
with the relationship among partners that are involved in a joint-responsibility.
Moreover, we develop new mechanisms for monitoring the organizations’ behaviors against these norms, to measure their degrees of norm obedience, as discussed
in Chapter 4. A mechanism is proposed in Chapter 5 to evaluate the trust level
of each VO partner during the VO operation phase, which has two advantages:
(i) measuring the lack of trustworthiness for each VO partner, to predict the risk
of failure in VO goals, and (ii) more effective service selection, as exemplified for
service selection in a Service Oriented Architecture (SOA)-based VOs.
RQ2: How does the partner’s work-related behavior influence the
achievement of the VO goals?
This research question is related to the specification of behavior-related risk
factors aiming at the risk prediction in VOs. This question is mainly addressed
in Chapter 6, and includes the following two sub-questions:
S1-RQ2: What are the main behavior-related risk factors in VOs?
We introduce three risk factors related to the VO partners, i.e. lack of trustworthiness, work overload, and failing in communication. The lack of
trustworthiness of the partner is measured based on the results of modeling and
monitoring the partners’ behavior, which are discussed in Chapters 4 and 5 of
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the thesis. Other factors are mostly addressed in Chapter 6.
S2-RQ2: How to predict risk of failure in achieving VO goals, considering behavior-related risk factors?
We introduce a new mechanism to predict the risk of failure in the VO goals
and the VO tasks. This mechanism uses the probabilities of the three risk factors
mentioned above under S1-RQ2, addressed in Chapter 6, as well as information
related to the inter-dependencies among different partner’s responsibilities, while
these responsibilities are themselves dynamically and gradually specified during
the VO operation phase.
RQ3: How to enhance collaboration success in VOs, in relation to
partners’ work-related collaborative behavior?
This main question is primarily related to the prevention of failure risk, as well
as promotion and enhancement of collaboration, which results in improving the
success rate in VOs. It is mainly addressed in Chapter 6. This research question
includes the following two sub-questions:
S1-RQ3: How to prevent potential work-related VO failure, through task reassignment?
Task reassignment is one of the solutions that the VO coordinators can consider to prevent a potential failure in fulfilling of the VO goals. We introduce
a new approach for selecting the best-fit member to which the risky task is reassigned, as addressed in Chapter 6. The proposed approach aims to bring new
insights on how to increase the chances of partnership success.
S2-RQ3: How to promote work-related collaboration behavior among VO partners?
We introduce the concept of indirect rewards, which can be distributed among
organizations based on their collaborative work-related behavior during the VO
operation phase. It can encourage partners to perform better and more collaboratively, and it is aimed to enhance and affect their future behaviors. This is also
discussed in Chapter 6.
Obtaining satisfactory answers to these questions have resulted in developing
our VO supervisory assisting tool (VOSAT) for monitoring and controlling organizations’ behavior that enables the VO coordinator to both predict and prevent
failures, and to promote collaborative behavior among the partners.

1.3

Research method

Our research method consists of the following phases:
(1) Establish the motivation. This phase aims at indicating the importance of modeling and monitoring the behavior of VO partners in increasing the
resilience and success of VOs. Two specific measurements for each VO partner are
identified: (a) established past collaborative-behavior of the VO partner, measured in the VBE, and (b) current collaborative-behavior of the VO partner in
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the VO.
(2) Review the related works. This phase aims at providing enough
information for the approach pursued in this thesis to monitor the VO partners
during its operation phase, diagnose and prevent the potential causes of failures,
related to partners collaborative behavior, in fulfilling the VO goals.
(3) Establish the research assumptions. The first assumption of this
research is that the collaborative behavior of organizations involved in a VBE can
be measured and compared with each other, based on a number of organizations’
traits. The reason behind this assumption is that when organizations collaborate
with each other to achieve common and compatible objectives, they may show
different behaviors, which are usually repeated over time. As a result of the
repetition of these behaviors, some behavioral patterns are formed, that are in
turn related to a number of certain traits [79]. In other words, certain actions by
an organization in collaboration situations are the evidence of certain behavioral
patterns. Therefore, we define the personality of an organization being composed
of a series of traits that highlight the organization’s behavior. Applying the
organization’s personality, the organization’s behavior can therefore be predicted,
thorough our suggested mappings between the traits and behavior.
The second assumption is that similar as humans the behaviors of organizations involved in VOs, are also constrained by some norms. Considering the
VO’s dynamism and its evolution during its operation stage, there are certain
obligations, prohibitions and constraints that limit the behavior of involved organizations in VOs, so it is assumed that we can monitor the organizations’ behavior
through checking the state of these norms.
The third assumption is that the failure risks of the VO goals, and the planned
collective responsibilities in VOs depend primarily on the trust levels, communication rates and work overloads, which are measured in our approach for the
involved partners, although there are some other risk sources also identified in
the literature [8]. The main reason behind this assumption is that collaboration
risk assessment in our approach is performed using the concept of organization’s
behavior. For example, the trust level of organizations, as a main factor of risk, is
evaluated from a behavioral perspective. It means that for instance if an organization’s behavior is considered positive regarding the collaboration’s norms, and its
individual collaborative behavior is also high in contrast to other organizations,
then its level of trust increases, and from this aspect, this organization is not
predicted to put the VO at risk.
(4) Design the assisting supervision framework. This phase aims at
developing the assisting supervision framework to support VO coordinators with
increasing the resilience and success of the VOs. In this framework, to measure the
organizations behavior within the VBE, four specific quality-behavioral dimensions are considered, and modeled through a set of traits. A quantitative causal
approach is then defined to inter-relate some known factors from the environment
with the traits of these four behavioral dimensions. The results are then used to
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measure each organizations level of Individual Collaborative Behavior (ICB) in
the VBE, in comparison to all others. Formulas are derived from the causal relationships, for computing the collaborative behavior degree for each organization.
This measure constitutes one criterion in our proposed approach for evaluating
collaborative trustworthiness of the organization, as needed to be known during
the VO operation phase. To address the collaborative-behavior of the VO partner in current VO, four specific kinds of behavioral norms are introduced, i.e.
(i) Socio-regulatory norms, (ii) Co-working norms, (iii) Committing norms, and
(iv) Controlling norms; our proposed model is therefore called the S3C model.
This model characterizes each of the four norms for organizations’ behavior in
the VO. Our approach to this model introduces new formalization and mechanisms for organizations to make promises (for performing individual sub-tasks)
and/or joint-promises (for performing joint-tasks), thus the VO partners committing themselves in a bottom-up manner to perform tasks, as opposed to the
VO coordinator assigning tasks to them in a top-down manner. The bottom-up
manner is more in line with the collaboration nature in the VOs that resembles a
federated partnership among organizations. Furthermore, based on the results of
monitoring the socio-regulatory norms, co-working norms, and committing norms
as well as the value of partner’s ICB, the trust level of the partner is specified.
Using the controlling norms, as well as responsibility inter-dependencies, applying
Bayesian network, the probability of failure in each of the planned sub-task, task,
sub-goal, as well as the general VO goal can be concisely measured. Moreover,
some decision making suggestions are provided for intervention toward failure
prevention and collaboration promotion in VOs, and thus enhancing the success
rate of VOs. A summary of our contributions in this thesis are presented in Table
1.1.
(5) Tool Development. This phase aims at addressing the development
of the VO assisting tool, the VOSAT. The development of this tool applied the
behavior models and mechanisms for behavior monitoring, diagnosing the risks,
reassignment of risky tasks, and support some rewards distribution, which were
designed in phase 4. Our VOSAT tool is developed using the 2OPL (Organization
Oriented Programming Language) [1], while also extending its environment with
the formalization of the notion of promises, joint-promises and fuzzy norms.
(6) Model validation. Since applying the model to the sufficient number
of cases needs more time, and also there is no similar competitive system introduced for VOs, statistical validation approaches cannot be applied here. Therefore, other approaches are introduced and used for this purpose. The proposed
behavior model of organizations in VBEs, addressed in Chapter 2, is validated by
more than fifty members of the SOCOLNET community of experts in collaborative networks 1 . The mechanism of monitoring VO partners’ behavior and their
trust evaluation is applied to a Service Oriented Architecture (SOA)-based VO,
1

https://sites.google.com/a/uninova.pt/socolnet/
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Chapter
2. Partners’ Behavior
in VBEs
3. Norm Specification
in VOs
4. Normative VO
Supervisory Assisting
Tool (VOSAT)
5. Behavior-based
Trust Evaluation of
VO partners

6. Behavior-based VO
Supervision and
Intervention

Contribution
Hierarchical model of Individual Collaborative Behavior
(ICB)
ICB causal analysis
S3C model of VO as a normative multi-agent system (addressing: Socio-regulatory, Co-working, Committing, and Controlling norms)
Formalizing promises, joint-promises and partners’
trustworthiness as one form of fuzzy behavior norm
2opl-based norm monitoring approach
Committing Norm Obedience Degree (CNOD)
VO partners trust characterization
4C-based C3Q model of competencies for service selection, considering the trustworthiness of service providers
(addressing: Capability, Cost, Conspicuity, and quality
of services)
VO partner behavioral risk analysis (addressing: lack of
trust, lack of communication, heavy workload)
Bayesian network-based VO failure risk prediction
mechanism
behavior-based task reassignment characterization
performance-based reward distribution characterization

Rank
**
**
**

**
*
**
**
*

**
*
**
**

Table 1.1: Summary of thesis Contributions and their ranks (** novel in the area,
* enhancing the state of the art).
as addressed in Chapter 5. Furthermore, we have applied our developed tool to
some examples, such as a project aims at producing the canned tomato paste,
briefly addressed in Chapter 4, a designed case study within the framework of an
EU-funded project, and the project aiming at investigating the impact of certain
Scientific Research on the Agriculture (SRA), as briefly addressed in Chapter 6.

1.4

Thesis Structure

This thesis addresses mechanisms that are used to support the supervision of
VOs. The structure of the thesis is as follows.
In Chapter 2, we discuss the causal relationships among the organizations’ personality, behavioral dimensions, and traits. We adopt some applicable ideas from
existing personality models, such as [75] to evaluate the organizations’ behavior.
Several new measurable traits are then introduced, and their causal relationships with behavioral dimensions are defined. Furthermore, the system dynamics
method is applied to formulate measurable organizations’ behavior.
Chapter 3 introduces four specific behavioral norms, including: Socio-regulatory
norms, Co-working norms, Committing norms, and Controlling norms. Then the
formalizations of the related concepts are discussed based on which a new approach is proposed to monitor organizations’ behavior against these norms. Our
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developed supervisory tool, called VOSAT (VO Supervisory Assisting Tool), is
briefly introduced in this Chapter. It consists of the following five components:
• Norm Monitoring Component (NMC)
• Norm Abidance Component (NAC)
• Trust Evaluating Component (TEC)
• Risk Predicting Component (RPC)
• Partner Selecting Component (PSC)
Chapter 4 focuses on addressing the first two components. In other words,
Chapter 4 addresses how to monitor the partners’ behavior against the four specific norms defined in Chapter 3. Moreover, the obedience degrees for socioregulatory norms, co-working norms and committing norms are measured in
Chapter 4.
Chapter 5 presents a mechanism for evaluating the trust level of VO partners,
using the measures discussed in Chapter 2, and Chapter 4. A case study is
introduced for partners’ behavior monitoring and trust evaluation, which applies
our approach for most-fit partner selection to the software service industry, and
a specific case of a Service Oriented Architecture (SOA)-based VO. We have also
extended our approach here by introducing a new competency-model used for
most-fit service selection in this environment. This model leads to an effective
service discovery and consequently assists with integrated service composition in
VOs. New meta-data to describe and model the services is introduced.
The main focus of Chapter 6 is on enhancing resilience of the VO, for which
a set of mechanisms are proposed. At first, the risk of failure in fulfillment of assigned tasks is predicted. When risky tasks are specified then it may be needed to
reassign them; therefore, the best potential partners to which the risky tasks can
be delegated are selected, based on findings of our proposed approach. These task
reassignments can prevent risk of failure in fulfilling the VO goals. Another important issue addressed in this chapter is how to promote stronger collaboration,
which is proposed to be guided through transparent and fair rewards distribution.
Finally, in Chapter 7, we conclude the thesis, address how we have answered to
the defined research questions, and our assessment and validation of our approach
and the developed system. Some on going and future works are also mentioned
in this chapter.
The material represented in Chapter 2 to Chapter 6 of this thesis have been
published, as indicated below. Co-authorship and roles:
• Addressing behavior in collaborative networks [89],
– Presented in Chapter 2,
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– Awarded as the best paper in Adaptation and Value Creating Collaborative Networks, 12th IFIP WG 5.5 Working Conference on Virtual
Enterprises, 2011,
– Mahdieh Shadi: All aspects of the paper,
– Hamideh Afsarmanesh: Guidance and technical advice
• Behavioral norms in virtual organizations [91],
– Presented in Chapter 3 ,
– Published in Collaborative Systems for Smart Networked Environments,
15th IFIP WG 5.5 Working Conference on Virtual Enterprises, 2014,
– Mahdieh Shadi: All aspects of the paper,
– Hamideh Afsarmanesh: Guidance and technical advice
• Behavior modeling in virtual organizations [90],
– Presented in Chapter 3,
– Published in Proc. Advanced Information Networking and Applications
Workshops (WAINA), 2013,
– Mahdieh Shadi: All aspects of the paper,
– Hamideh Afsarmanesh: Guidance and technical advice
• Agent behavior monitoring in virtual organization [92],
– Presented in Chapter 4,
– Published in Proc. Enabling Technologies: Infrastructure for Collaborative Enterprises (WETICE), 2013,
– Mahdieh Shadi: All aspects of the paper,
– Hamideh Afsarmanesh: Guidance and technical advice,
– Mehdi Dastani: Guidance and technical advice
• VO Supervisory Assisting Tool (VOSAT),
– Presented in Chapters 4,
– Submitted to International Journal of Networking and Virtual Organisations,
– Mahdieh Shadi: All aspects of the paper,
– Hamideh Afsarmanesh: Guidance and technical advice,
– Mehdi Dastani: Guidance and technical advice
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• Semi-automated software service integration in virtual organisations [6],
– Presented in Chapter 5,
– Published in Enterprise Information Systems, 2015,
– Mahdieh Shadi: The proposed competency model and the approach
for service selection (non-functional service discovery),
– Mahdi Sargolzaei: The functional service discovery and service integration
– Hamideh Afsarmanesh: Guidance and technical advice
• A framework for automated service composition in collaborative networks
[5],
– Presented in Chapter 5,
– Published in Collaborative Networks in the Internet of Services, 13th
IFIP WG 5.5 Working Conference on Virtual Enterprises, 2012,
– Mahdieh Shadi: The proposed competency model and the approach
for service selection (non-functional service discovery),
– Mahdi Sargolzaei: The functional service discovery and service integeration
– Hamideh Afsarmanesh: Guidance and technical advice
• Bayesian Network-Based Risk Prediction in Virtual Organizations [7],
– Presented in Chapter 6,
– Published in Risks and Resilience of Collaborative Networks, 16th IFIP
WG 5.5 Working Conference on Virtual Enterprises, 2013,
– Mahdieh Shadi: All aspects of the paper,
– Hamideh Afsarmanesh: Guidance and technical advice
• Task Failure and Risk Analysis in Virtual Organizations,
– Presented in Chapter 6,
– Submitted to International Journal of Cooperative Information Systems,
– Mahdieh Shadi: All aspects of the paper
– Hamideh Afsarmanesh: Guidance and technical advice

Chapter 2

Partners Behavior in Virtual
Organization Breeding Environments

This chapter contains the material of the following paper, which has won the best
PhD student award:
• Shadi, M. and Afsarmanesh, H. (2011). Addressing behavior in collaborative networks. In Adaptation and Value Creating Collaborative Networks,
12th IFIP WG 5.5 Working Conference on Virtual Enterprises (PRO-VE)
(pp. 263-270). Springer.

2.1

Introduction

In the light of advances in telecommunication and information technology, nowadays, organizations can interact and communicate with each other, and co-work
with no customary time or location limitation. Collaborative networks, such as
global supply chains, aid industries in manufacturing and delivering products
to markets with proper quality and efficiency. A Collaborative Network (CN)
is composed of a variety of independent entities, organizations and individuals,
with geographical distribution, and heterogeneity in their working environment,
culture, social capital, and objectives, which are supported by computer network,
and cooperate and interact to effectively attain common or compatible goals [22].
With respect to the collaboration and the network features as well as considering the intricacy of CNs, the ARCON (A Reference model for Collaborative
Networks) modeling framework is developed in [20], within which the CN’s characteristic are divided into two subsets of the internal elements characteristics of
CNs, namely ”Endogenous Elements (Endo-E)”, and the external interactions
characteristics, namely ”Exogenous Interaction (Exo-I)”. The Endo-E subset is
taken into account from four perspectives, i.e. structural, componential, functional and behavioral. Among these, the behavioral perspective has been rarely
studied in the CNs-related literature, however if it becomes possible to analyze,
17
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model, and predict the organizations’ behaviors, many conflicts and difficulties in
CNs could have been resolved and ultimate productivity of organizations/individuals at the CNs would have been drastically improved [80]. Due to the impressive
number of both human and organizational behavioral factors found in analyzed
reports, an assumption can be made that probably most partnership failures and
successes are strongly related to, if not caused by, the behavioral factors of the
involved partners. A number of behavioral factors are identified as strongly influencing the success of partnerships, including: good communication, decision
making by consensus, encouraging creativity, fairness, flexibility, best use of interests, knowledge sharing, creating joy in working together, visible leadership,
collaboration readiness, open and honest participation, promoting willingness to
commit resources and capabilities, development of social skills, transparency in
provision of information, etc. Moreover, partners’ behavioral factors have a vital
influence on establishing the needed trust relationship with other partners, while
individual collaborative behavior can be motivated through creation of some incentives and rewarding models and mechanisms as a part of the CN’s governance
model [80].
Modeling and predicting the behavior of CN’s members are necessary factors
for measuring the success and failure potential of CNs. Obviously, the purpose
of modeling and analyzing the individual behavior may target other specific objectives. These objectives may include identification or prediction of conflicts,
selecting the best-fit members to create a new VO, better role and right assignment in CNs, and effective membership structure management, among others.
There are some personality models introduced to describe the relationship
among humans’ personality, and their traits (see [31] and [67]). Based on and
adapting some information extracted from these models, we have proposed a new
approach to model and estimate the organizations’ behavior in a VBE. In other
words, the individual organization’s collaborative behavior is defined based on
its personality and compared with others’ behavior who are involved in a VBE.
For measuring an organization’s behavior within the VBE, four specific qualitybehavioral dimensions are considered, including: integrity, courage, agreeableness, and openness, which are then each modeled through a set of its traits. A
quantitative causal approach is then defined to inter-relate some known factors
from the environment with the traits of these four behavioral dimensions. The
results are further used to measure each organization’s level of Individual Collaborative Behavior (ICB) within the VBE, in comparison to all others. Formulas
are derived from these quantitative causal relationships, for computing the collaborative behavior degree for each organization. This measure constitutes one
criterion in our proposed approach for evaluating collaborative trustworthiness
of the organization (see Chapter 3), as needed to be measured during the VO
operation phase.
This Chapter is organized as follows: in Section 2 some works related to
behavior capturing and personality models are presented. Section 3 addresses
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how we model, and measure the individual collaborative behavior of organizations
in the VBE, and finally in Section 4 some conclusive remarks are drawn.

2.2
2.2.1

Related Work
Behavior Capturing

The behavior intuitively implies the actions exposed by a human or animal. However, this definition is changed based on the field to which it is applied. In business
area, it is defined as a reaction of an individual or a group to an action, an environment, or a person [17], while in psychology, it is characterized based on the
personality profile of a person [34]. In our research, we adopt the personalitybased definition for organization’s behavior, i.e. an organization’s behavior in a
CN is characterized by its personality profile. Based on the literature, two kinds
of behavior, proactive and reactive can be observed [34]. Although, the internal
states of a human mind, such as emotions, and feelings can trigger a behavior,
these states themselves are not considered as behavior.
The intentions behind the behavior modeling determine which approach is
more suitable to be followed. For example, in CNs, the organization behavior
model is essential for controlling, supervising, performing assignments, following
regulations, or predicting the future action/reaction. This means that a specific
model of behavior is needed for each of these intentions. In [59], some approaches
for behavior modeling, like probabilistic models, roles assignments, rules-based
models, qualitative modeling, and neural networks are discussed.
Suitable approaches for comparing the behavior of organizations involved in
VOs are rarely studied. However, in [80], the collaboration readiness of organizations are assessed based on hard and soft competencies. To assess the level of
soft competencies, the observed level of several organizations’ traits as well as
recommendations from trustworthy advisers about those organizations’ traits are
taken into account. The organization’s traits are rooted in Chun’s model [31].
In the model introduced in [80], the hard and soft competencies measured for an
organization is compared with the hard and soft competencies required for a new
opportunity, for which a VO is formed.
We define the organization’s personality as the total of its qualities and traits,
and propose a new approach defining the causal relationships among the organization’s personality, some behavioral dimensions, and their related traits. A
central perspective behind this research is behavior prediction and estimation,
which can be associated either to the repetition of behavioral patterns, or to the
repetitive occurrence of behavioral traits in an organization’s behavior. In other
words, when some traits are regularly repeated, it is foreseen that they may persist in the future as well. With this rule, predicting the behavior of an entity,
whether it is a human, animal or even an inanimate object would be possible.
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On the other hand, each behavioral pattern is specified by its related characteristics, which in turn correspond to the behavioral dimensions of the personality
models addressed later in more details. Behavior prediction can be performed using personality profile; in other words, when consider knowing an organization’s
personality in a CN, it is possible to predict its behavior in the future.

2.2.2

Personality Models

The focus of our approach is on the concept of personality. At its origin, this
corresponds to the totality of a person’s behavioral traits, history, reputation in
community, and values [34]. The most relevant psychological theory is the Traits
Theory in which a set of psychological traits explains the individual personality.
Based on this theory, the future behavior prediction for an individual is possible,
using its personality profile [82]. Personality models reviewed in the literature
are composed of some dimensions, where each dimension contains several traits.
A number of personality models are introduced in the literature, such as:
• Big-Five model - composed of Openness, Conscientiousness, Extraversion,
Agreeableness, and Emotional stability [66].
• MBTI (Myers-Briggs Type Indicator) model - that includes Extraversion/Introversion; Sensing/Intuition, Thinking/Feeling; and Judging/Perceiving
[71].
• OCI (Organizational Character Index) model - composed of similar dimensions to MBTI, but they are applied to organizations [16].
• Chun’s ethical character scale of organizations - that includes Integrity,
Empathy, Courage, Warmth, Zeal, and Conscientiousness [31].
Each of the factors in Big-Five model displays a mass of traits correlated together
[67], as Table 2.1 shows. The big-five is not intrinsically a theory of personality,
rather it is a model of personality based on nearly a half-century of research.
Although it is not a theory in itself, the model has generated several trait theories.
Similar to human behavior modeling, the organization’s personality can also
be specified as the aggregation of several behavioral dimensions, such as openness,
conscientiousness, etc. A behavioral dimension in fact, is defined as a super
trait. The reason of sorting the traits into dimensions is the fact that some traits
are correlated with each other together composing a more intangible behavioral
characteristic. For example, there are correlations among creativity, curiosity,
being insightful, and being intellectual, which bundles them together and being
referred to as the openness super trait (behavioral dimension) [67]. Based on [31],
organization’s personality profile is aligned with behavioral dimensions, including
Integrity, Empathy, Courage, Warmth, Zeal, and Conscientiousness (see Table
2.1).
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Model

Big-five

Chun’s model
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Behavioral Dimension
Conscientiousness
Extroversion
Agreeableness
Emotional Stability
Openness to experience
Integrity
Empathy
Courage
Warmth
Zeal
Conscientiousness

Table 2.1: Behavioral dimensions of big-five model [67], and Chun’s model [31].
We propose a new hierarchical model for estimation of Individual Collaborative Behavior (ICB) of each organization in the VBE, in which integrity and
courage from Chun’s model, and openness and agreeableness from [67] are adopted
as the behavioral dimensions.

2.3

Behavior Modeling

For modeling of organizations’ behavior, we intend to define the behavior of an organization as an entity in a VO. In general, each organization (or person) involved
in a VO interacts with other VO partners to achieve common or compatible goals.
Several reactions, proactive actions, and traits are observed during organization’s
interaction with the environment and the other partners of the VO. We define the
totality of an organization’s qualities and traits as its Individual Collaborative
Behavior (ICB). This definition is similar to personality’s definition for humans
discussed in [17].
Based on the literature related to the personality models, there is a relationship between humans/organizations’ personality, and their traits. Traits of an
organization are its tendencies to act in a particular way. Traits can be determined as a pre-specified set, which are related to the representation of behavioral
patterns appeared regularly or repeatedly [31]. Reliability, adaptability, empathy,
and creativity are examples of such traits. It is critical to differentiate behavioral
patterns from traits. A behavioral pattern indicates concealed characteristics
perceived in the organizations’ behaviors, while a trait is related to the display of
habitual behavioral patterns. The former is used to distinguish different behaviors, while the latter is used to distinguish different organizations, which is the
main goal of our work [80].
We propose a new approach to estimate the organization’s behavior in the
VBE, which consists of two steps. The first step is to identify, define and inter-
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relate all elements that have vital roles in organization’s behavior modeling and
behavior prediction. The interrelation arrangement that we propose is done based
on the measuring level of each element. As Figure 2.1 illustrates, our structured
hierarchy to estimate the individual collaborative behavior of an organization in
VBE, consists of five levels:
• Targets are the reasons for which ICB of an organization is estimated. Two
targets are considered in this thesis. The first target is to use ICB of an
organization as a criterion in evaluation of its behavioral trustworthiness.
The second target is to use ICB of organizations in selection of the bestpartner from the VBE to reassign some currently at risk tasks, which is
only when there is no capable partner in the current VO to take over and
perform the task. Each target is then characterized by a set of behavioral
dimensions.
• Behavioral dimensions are defined as super traits for organizations involved in the VO. We determine four specific behavioral dimensions, i.e.
integrity, courage, agreeableness, and openness to new experience.
Each behavioral dimension is characterized further by some traits.
• Traits are tendencies of an organization to act in a particular way, such as
honesty, cooperativeness, pro-activity, etc. Each trait is characterized by a
set of known factors.
• Known factors include some sub-traits and actions related to the organizations in the VBE, as shown in details in Table 2.2. Each known factor,
such as truthfulness, problem avoidance, etc. is then attributed to a number
of measurable metrics.
• Metrics are measurable scales for known factors, as exemplified in Table
2.2.
In the hierarchy shown in Figure 2.1, the leafs (Metrics) are measurable, while
the root is highly abstract.
The second step is to analyze the impact of changes in the values of measurable elements on the organization’s behavior as a whole. We propose that the
behavior of an organization can be evaluated through four behavioral dimensions
that we defined in the first step, i.e. integrity, courage, openness, and agreeableness, which are adopted from [31] and [67]. We have investigated into the
literature to specify the traits that influence these behavioral dimensions, however, in [31] and [67], some correlated traits are introduced for each behavioral
dimension. We also specify known factors that influence these traits, while their
metrics are determined using the suggestions of experts in Virtual Organization
management (see Table 2.2). Causal analysis is applied to analyze influence of
inter-relationships between different factors in an environment. Keywords such
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Known factors
Business Success (BS)
Capability (CP)
Communication Rate (CMR)
Conflict Resolution (CR)

Current Responsibility (CB)
Employee Size (ES)
Fairness (FA)

Flexibility ability (FT)
Intolerance to Stress (IS)
Inventiveness (II)
Leadership Ability (LA)
Not Fulfilling (NF)
Others’ fault Compensation
(FC)
Past Responsibilities (PR)
Pro-activity ability (PT)
Problem Avoidance (PA)
Punctuality (PN)

Resource Size (RS)
Truthfulness (TR)
Volunteering (VE)
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Metrics
The number of successful years in business with the VBE (# of
years)
The number of offered services by an organization (# of services)
The ratio of successful contacts established with other partners
(0 ≤ # ≤ 1)
The number of situations in which constructive suggestions are
offered by an organization to solve problems in the VBE (# of
situations)
The number of responsibilities currently accepted by an organization in the VBE (# of responsibilities)
The number of employees of an organization (# of employees)
The number of times an organization agrees with certain benefits
distribution, which also complies with consortium majority (# of
times)
The ratio of accepted adaptations to new required plans (0 ≤ #
≤ 1)
The number of past responsibilities that an organization pulled
out before performing them (# of responsibilities)
The number of patents/awards in the last five years (# of patents)
The ratio of successful administrative and management roles (0 ≤
# ≤ 1)
The number of an organization’s past responsibilities, which were
not fulfilled (# of responsibilities)
The number of times that an organization (which has delayed providing its commitment on time) compensates another organization
for the caused damages (# of times)
The number of an accepted organization’s past responsibilities to
perform tasks (# of responsibilities)
The number of new opportunities brought into the VBE by the
organization (# of opportunities)
The number of critical situations in which the provided reaction
time by an organization is below the threshold (# of situations)
The average number of times that an organization does not have
delay in its product delivery, or in fulfilling its responsibilities (0 ≤
# ≤ 1)
The number of resources that is shared by an organization (# of
resources)
The ratio of true claims made by an organization about other
organizations’ services or behavior (0 ≤ # ≤ 1)
The number of situations in which a responsibility is voluntarily
committed & fulfilled by an organization, to assist with handling
exceptions that rise in the VBE (# of situations)

Table 2.2: Examples of known factors and their related metrics about organizations in VOs.
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Figure 2.1: The proposed model for organization’s individual collaborative behavior (ICB).

as leads to, influences, and if-then, etc. implies causal relationships between two
elements [52]. For example, in [73], it is mentioned that being fair leads to being
honest. Table 2.3 shows the definitions of behavioral dimensions and its related
traits in our proposed model.
Based on the defined causal relationships, some formulas are derived for measuring the scores of behavioral dimensions, and then the comparative score of
ICB is measured for each organization member in the VBE, based on its scores
for the four planned behavioral dimensions, as discussed later in Section 2.3.2.
But clearly, the behavior of an organization cannot be represented by an
absolute value. Rather, in our approach, we can compare one organization’s personality, and collaborative behavior against another. In other words, to assess the
organizations’ ICB(s), we compute the relative score for each behavioral dimension for each organization through comparing the measured value of the applied
behavioral dimension against the optimal value of that dimension among all participated organizations. It means that when a partner leaves the VO, then the
optimal value for each behavioral dimension may change. The same situation is
also the case when a new partner joins the collaboration. This shows that the
levels assigned to each organization’s behavior depend on the group of currently
involved organization at the time of computation.

Honesty

”It is defined as a reputation for
trustfulness and honesty of the
trusted person” [18].

Openness to
experience

Courage

Creativity

Pro-activity

Flexibility

Flexible means easily changed or able
to change, or to do different things 1 .
”Pro-active personality describes the
differences between individuals in the
extent to which they identify opportunities” [12].
Being creative means having or showing
an ability to make new things or think
of new ideas 1 .

Supportive means providing additional
help, and information to others 1 .

Competence means having the
necessary ability or skills to do
something well 1 .
This is marked as a willingness and
ability to work with others, and
motivating colleagues 1 .

Leading means providing direction or
guidance1 .

Trustworthiness is the quality of a
person or a thing that inspires
reliability1 .

Honesty means the quality of being
fair and truthful1 .

Trait Description

Inventiveness

Pro-activity Ability

Truthfulness
Others’ Fault Compensation
Fairness
Past Responsibilities
Not Fulfilling
Communication’s Rate
Punctuality
Leadership Ability
Current Responsibility
Business Success
Capability
Employee Size
Resource Size
Past Responsibilities
Not Fulfilling
Intolerance to stress
Others’ Fault Compensation
Fairness
Problem Avoidance
Volunteering
Conflict Resolution
Flexibility Ability

known factors

Table 2.3: The elements of proposed model for individual collaborative behavior.

Those jobs that need creativity
and flexibility require high
openness [67]. One would expect
openness to experience to relate
positively to pro-activity [12].

Supportive

Cooperativeness

Competence

Leading Rate

Trustworthiness

Traits

Super Trait Description

”It is defined as success in
achieving the desired outcome
and effort by the agent” [51].
Leading, and competent are
positively related to courage
[31].
Being warm and supportive
Agreeableness
indicates the person’s
agreeableness [67]. Being
compassionate and cooperative
are also related to agreeableness
[95].

Integrity

Behavioral
Dimension
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Causal Analysis

A causal diagram is composed of some nodes and links, which relate the nodes
together. These causal links (arrows) are accompanied by a sign either positive
or negative (+ or -). The positive causal link from A to B shows that a change
in A leads to a change in B in the same direction, while the negative causal link
from A to B means that a change in A generates a change in B in the opposite
direction.
To visualize a system’s structure and behavior, causal diagrams can be employed. Causal diagrams can be converted into a stock and flow diagram, for
quantitative analysis. In other words, analyzing a system in a quantitative way
is done in our approach through the stock and flow model in system dynamics
modeling [60].
Any entity that accumulates or diminishes over time is considered as a stock,
while the rate of change in a stock represents a flow. Typically, the flows are
assumed to be continuous, however many relations /processes cannot be built
upon the assumption of continuous flow. The reason behind an assumption is
that it will produce fairly precise results, and also in this way the development
and solution of the model is substantially simplified. Additionally based on our
experience, even when the quantities under consideration are small, it is adequate
for practical analysis to treat them as being continuous.
There are two kinds of flows in a system dynamics stock and flow structure:
an inflow and an outflow. The quantity of a stock at time t equals to the initial
value of the stock at time t = 0, plus the integral of flows into the stock, minus
the flows out of the stock [60].

2.3.2

Measurement Development

The score of a behavioral dimension at time t is calculated from the sum of the
integrals of its flows, i.e. its traits. The equations for traits are derived from the
causal relations among them and some known factors mentioned in Table 2.2.
Based on the rules of system dynamics [60], the plus sign (+) in the causal links
between known factors and traits (flows) corresponds to either addition or multiplication, while the minus sign (-) corresponds to either subtraction or division.
The semantics of traits and the metrics of the known factors, shown in Table 2.2
determine which operation (e.g. between the addition and multiplication) should
be conducted for each of the signs [60]. The details of formulas, for the four behavioral dimensions in our approach, are discussed in the following paragraphs,
which show how we can find a comparative value for an organization’s individual
collaborative behavior.
1

Merriam-Webster Dictionary
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Agreeableness (AG)
Being warm, friendly and tactful indicates the person’s agreeableness. Being
compassionate and cooperative are also related to agreeableness. In jobs that need
patience and friendly behavior with people, like in sales, having high agreeableness
is an advantage [67]. Applying this behavioral dimension to organizations, in
Figure 2.2, we have specified two traits (see also Table 2.3) that have causal
relationship with agreeableness, i.e. cooperativeness and proactively supportive.
Furthermore, a set of known factors are defined for each of these traits. The
metrics of these defined known factors are shown in Table 2.2. The relations
among agreeableness as a behavioral dimension, its traits and known factors are
shown in Figure 2.2.
The equation relating VE (volunteering), PA (problem avoidance), and CR
(conflict resolution) to SP (proactively supportive) is derived from their causal
relationships as follows. Notice that all the signs for SP in the causal diagram
are positive and based on the Table 2.2, the units of these known factors are the
same, so the addition operator is selected:
SP = V E + P A + CR

(2.1)

Similarly, the equation relating PR (past responsibility), NF (not fulfilling), IS
(intolerance to stress), FA (fairness), and FC (others’ faults compensations) to
CO (cooperativeness), derived from the causal relationships is as follows (see
Table 2.2 for units of known factors and see the related signs in Figure 2.2):
CO = (P R − N F − IS) ∗ (F A + F C)

(2.2)

Considering Figure 2.2, proactively supportive and cooperativeness are inflows
for the agreeableness as a stock. Therefore, the accumulation of values of flows
(traits) over time for the stock (behavioral dimension) is captured based on the
integral calculus [60]. This integration process measures the accumulation of the
behavioral dimension from time t1 to t2 , as shown below for ”agreeableness”:
d
AG = SP + CO
dt
Z
Z
t2

t2

d AG =

t1

AG(t2 ) =

SP dt +

t1

Z t2
t1

Z t2

CO dt

t1

(V E + P A + CR) dt +

Z t2
t1

(P R − N F − IS) ∗ (F A + F C) dt + AG(t1 )
(2.3)

It should be noticed that SP and CO are continuous in respect to time.

+

Pro-activity
Ability (PT)

Flexibility
Ability (FT)

Truthfulness
(TR)

+
+
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+

Other’s fault
Compensation (FC)
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Honesty (HN)

+

+

Competence
(CM)
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Openness to
experience (OE)

Fairness (FA)

Pro-activity
(PO)

+

+

Creativity (CA)

Flexibility (FL)
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+

Employee Size
(ES)
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+

+
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+

Not Fulfilling
(NF)

-

Trustworthiness
(TT)

+

+

Agreeableness
(AG)

Leading Rate
(LR)

-

Current
Responsibilities (CB)

Past Responsibilities
(PR)

Integrity (IN)

+

Individual
Collaborative
Behavior (ICB)

+

Courage (CG)

+

+

Resource Size
(RS)

+

+

+

+

-

Problem Avoidance
(PA)

Volunteering
(VE)

Past Responsibilities
(PR)

Not Fulfilling
(NF)

Fairness (FA)

Other’s fault
Compensation (FC)

Conflict Resolution
(CR)
Communication
Rate (CMR)

+

+

Intolerance
to Stress (IS)

Proactively
Supportive (SP)

Punctuality
(PN)

+

+

Cooperativeness
(CO)

Leadership
Ability (LA)

Figure 2.2: The proposed causal diagram for modeling individual collaborative behavior in VBEs.

Inventiveness
(II)

Capability (CP)

Business
Success (BS)
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Integrity (IN)
Recently one frequently cited ethical term is integrity [18], which is not a single
observable entity but a term referred to a composite number of virtues. Integrity
is primarily related to honesty, and trust [31]. Applying this to organizations,
the causal relationships based on which we develop an equation for integrity,
is illustrated in Figure 2.2. Considering the Figure 2.2, the equation relating
FA (fairness), FC (Others’ fault Compensation) and TR (truthfulness), to HN
(honesty), as well as the equation relating CMR (communication rate), PR (past
responsibility), NF (not fulfilling) and PN (punctuality) to TT (Trustworthiness)
are as follows:
HN = (F A + F C) ∗ T R
T T = (P R − N F ) ∗ (P N + CM R)

(2.4)

Honesty (HN) and trustworthiness (TT) are inflows for Integrity as a stock.
Therefore, based on the discussion in [60], the accumulation of values of flows (HN
and TT) over time for the stock (IN) is captured based on the integral calculus.
In other words, the integration process measures the accumulation of IN from
time t1 to t2 , as shown below:
d
IN = HN + T T
dt
Z
Z
t2

t2

d IN =

t1

IN (t2 ) =

HN dt +

t1

Z t2

Z t2

T T dt

t1

(F A + F C) ∗ T R dt +

t1

Z t2
t1

((P R − N F ) ∗ (P N + CM R)) dt + IN (t1 )
(2.5)

Courage (CG)
Research in [31] shows that one important trait of a successful manager is still
courage, however its meaning in the organization needs some modification. The
definition of courage in the business world is presented by Harris as ”success in
achieving the desired outcome and effort by the agent”[31]. Since Courage is a
very important trait in personal behavior, in relation to organizations, we keep
this trait, while it primarily refers to the Lead Potential of the organization and
not being daring, as it might represent for personal behavior. The causal diagram
shown in Figure 2.2 represents the relations of Courage as a behavioral dimension
for an organization with Competence (CM) and Leading Rate (LR) and some
given known factors (i.e. Capability (CP), Business Success (BS), Resource Size
(RS), Employee Size (ES), Current Responsibility (CB), and Leadership Ability
(LA)). Based on the information shown in Figure 2.2, the equation of CM , and
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LR are as follows:
CM = CP ∗ BS ∗ RS ∗ ES
LA
LR =
CB

(2.6)

Competence (CM) and leading rate (LR) are inflows for courage as a stock. Therefore, the accumulation of values of flows (CM and LR) over time for the stock
(CG) is captured below. The integration process measures the accumulation of
CG from time t1 to t2 , as follows:
d
CG = CM + LR
dt
Z
Z
t2

t2

d CG =

t1

CM dt +

t1

CG(t2 ) =

Z t2

Z t2

LR dt

(2.7)

t1

(CP ∗ BS ∗ RS ∗ ES) dt +

t1

Z t2
t1

(

LA
) dt + CG(t1 )
CB

Openness to New Experience (OE)
Being curious, broad minded and trying new ideas are the features of an individual
who is highly open to new experiences. Those jobs that need creativity and
flexibility, like advertising and research require high openness [67]. The causal
diagram shown in Figure 2.2 represents the proposed relation of Openness to New
Experiences as a behavioral dimension with traits and known factors as we have
specified. Creativity (CA), flexibility (FL), and pro-activity (PO) are inflows
for openness to new experience (OE) which is a stock. Therefore, based on the
discussion in [60], the accumulation of values of flows (CA, FL and PO) over
time for the stock (OE) is captured based on the integral calculus. It should be
mentioned that Inventiveness (II), flexibility ability (FT), and pro-activity ability
(PT) are the known factors defined for creativity, flexibility and pro-activity,
respectively. In other words, the integration process measures the accumulation
of OE from time t1 to t2 , as shown below:
d
OE = CA + F L + P O
dt
Z t2
Z t2
Z
OE(t2 ) =
II dt +
F T dt +
t1

t1

(2.8)

t2

t1

P T dt + OE(t1 )

Finally, for organization O1 , its score for ICB, called ICB O1 , is calculated through
weighted averaging of the scores obtained by the organization in its four different
behavioral dimensions, i.e. Agreeableness (AG), Courage (CG), Integrity (IN),
Openness to new experiences (OE). With the assumption of independence but
complementarity of these four behavioral dimensions, the general equation for

2.4. Conclusion

31

calculation of the level of ICB O1 , is as follows:
AG(t)
CG(t)
, wCG ∗
,
M axAG (t)
M axCG (t)
IN (t)
OE(t)
∗
, wOE ∗
)
M axIN (t)
M axOE (t)

ICB O1 (t) =Average (wAG ∗
wIN

(2.9)

where, M axAG (t), M axCG (t), M axIN (t), and M axOE (t) are the maximum value
of Agreeableness, Courage, Integrity, and Openness to new experiences among all
involved partners in the VO. The weights (wAG , wCG , wIN , wOE ) shall be defined
by experts in the field related to the specific VBE, and depending on the specific
type of VO and its related works. For example, the type of job performed by
the VO determines whether the organization needs to have a high or low value
for agreeableness dimension, and therefore different weights will be considered in
different situations. Like agreeableness, the type of job also determines whether
high or low openness to experience is an advantage [67]. These weights should
belong to the [0,1] interval and the sum of all these weights should be equal to
1. Since the value of each behavioral dimension for an organization is divided by
the maximum value for that among all organizations, the value of ICB O1 is in an
interval [0,1]. Finally, since we calculate the score for each member organization in
the VBE, when a VO planner decides to select the most suitable member, she/he
can compare how these aspects rate against each other. It should be noticed that
the amount of all four behavioral dimensions at time t0 is set to 0.5. Relevant
information related to the known factors for each partner are periodically recorded
and the degree of ICB for each partner is calculated.

2.4

Conclusion

Quantitative causal modeling is a powerful aid to better understanding a system
and enabling to make practical decisions about what might be the best action to
take under a certain circumstance. In this approach, we measure the comparative
individual collaborative behavior (ICB) of an organization by using quantitative
causal modeling. In order to assess each individual organization behavior, causal
relations among four behavioral dimensions, including: agreeableness, openness
to experience, courage, and integrity as well as their related traits and known factors are specified. Based on the derived formulations from causal relationships,
the score of ICB is measured for each organization. According to ICB scores, the
behavior of VBE members could be compared with each other, and they will be
informed that enhancing their individual behavior will result in more success in
their collaboration with other organizations. The scores of ICB for VO partners
are also used both for their trustworthiness level assessment as well as for suitable
partner selection when it is needed to reassign some risky tasks. Our proposed
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causal model of organizational behavior is enhanced and validated in collaboration with expert members from the SOCOLNET community of researchers in
collaborative networks 2 .

2

https://sites.google.com/a/uninova.pt/socolnet/

Chapter 3

Norm Specification in Virtual
Organizations

The list of publications based on which this chapter is written follows:
• Shadi, M. and Afsarmanesh, H. (2014). Behavioral norms in virtual organizations. In Collaborative Systems for Smart Networked Environments, 15th
IFIP WG 5.5 Working Conference on Virtual Enterprises (PRO-VE) (pp.
48-59). Springer.
• Shadi, M. and Afsarmanesh, H. (2013). Behavior modeling in virtual organizations. In Advanced Information Networking and Applications Workshops
(WAINA) (pp. 50-55). IEEE.

3.1

Introduction

An agile Virtual Organization (VO) can be effectively launched within a Virtual
organizations Breeding Environment (VBE) [3], to respond to emerging opportunities, either for innovation or to satisfy new market needs. The VO partners
while obliged to collaborate to achieve its common goals, are autonomous, heterogeneous, and geographically distributed organizations, that behave differently
in different collaborative situations. Research publications address that in most
cases the failure of the VOs is strongly related to and/or caused by the behavioral
factors of the involved VO partners [80]. Moreover, the behaviors of VO partners
affect the level of both their eagerness to collaborate as well as establishing trust
relationship among the partners. Defining a framework aimed at monitoring,
controlling, and enhancing partners’ behavior in VOs is therefore relevant and
necessary. Among others, such a system can aim at identification and prediction
of conflicts, and selection of the best-fit partners to take over risky tasks and
better assignment of roles and responsibilities for handling the conflicts.
33
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For this purpose, we propose a new norm-based framework to monitor the
partners’ behavior in VOs. Within this framework, we introduce the S3C model,
which characterizes four kinds of norms for organizations involved in a VO, including: Socio-regulatory norms, Co-working norms, Committing norms,
and Controlling norms.
The socio-regulatory norms have the VO consortium agreement at their
base, which specifies some regulations and limitations on partners’ behavior, e.g.
partners are obliged not to share other partners’ information.
The co-working norms are specified by general terms of operational collaboration among the partners involved in the VO. These norms are typically
negotiated among partners via the contracts they sign during the VO formation
stage, indicating that the partners together fulfill the VO’s objectives. Considering the dynamic and adaptive nature of the VO, and even some potential changes
in VO sub-goals, most contract terms do not and/or cannot specify details of
day-to-day (fine-grained) activities of the VO partners, and typically indicate
only coarse-grained activities, which should be performed by a group of VO partners. In other words, VO contract typically consists of several joint commitments
(our so-called joint-promises) on coarse-grained activities assigned to groups of
partners to perform them together.
The committing norms constitute the requirements that should be fulfilled
by each partner to perform a fine-grained sub-task at the VO. Our framework
supports the VO coordinator and its partners to agree on these fine-grained subtasks, based on the specifications provided in the VO contracts. Each of the
commitments therefore represent the clear partial responsibility of a partner toward fulfilling a part of one coarse-grained task in the VO contract. To define
sub-tasks and their associated commitments (our so-called promises), first a template is extracted from the VO contract, in which the inter-dependencies between
goals and tasks as well as responsible partners are specified. This template is
called the Goal-Task-Interdependency-Template (GTIT), which provides the base
for definition and assigning of day-to-day sub-tasks activities to each individual
partner, throughout the VO operation phase. However, before any sub-task activity assignment is made, it needs to be planned by the VO coordinator and agreed
among the VO partners. During the VO operation phase, based on the GTIT and
joint-commitments (our so-called joint-promises) made at the VO creation phase,
partners make new agreements (translated and formalized into promises) to perform their sub-tasks. Section 3.4.1 provides our formal definition of promises and
joint-promises.
The controlling norms constitute the requirements imposed by the VO coordinator, to control the partners’ behavior and coordinate the tasks of each partner. In our approach, the requirements for partners’ behavior to be trusted by the
VO coordinator are called trust-related norms, the requirements on not having work overload are called workload-related norms, and the requirements
on the required communication level of partners are called communication-
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related norms. These three are defined and categorized as controlling norms.
Based on the results of monitoring the socio-regulatory norms, co-working norms,
and committing norms, as well as the score of individual collaborative behavior
(ICB) of partners in the VBE (see [89]), the trust level of partner is calculated.
Through the proposed framework, partners’ behavior is monitored and possible violations against norms are identified. Based on these, the degrees of norm
abidance for socio-regulatory, co-working and committing norms are measured
for each partner. This is then used for evaluating its level of trust and other
future decisions in the VO, such as the best-fit partner selection in the VO for
taking over sub-tasks at risk. Moreover, sanction rules can be applied in partner
violation cases. The decision on how to deal with the violation of norms and
which sanction to impose on violating partners is however usually specified by
the VO coordinator and the management teams.
The rest of this chapter is structured as follows. In Section 2, some related
works are discussed. Section 3 introduces four specific behavioral norms in VOs.
Section 4 addresses the proposed conceptual model for VOs as well as the formalization of its related concepts. Finally in Section 5, some conclusive remarks are
addressed.

3.2

Related Work

This section surveys some existing works that we use to answer the following
questions: (1) how the contract terms are defined as norms in our multi-agent
system, (2) how the partners’ behavior can be monitored against the defined
norms, and (3) how norm-related concepts are formalized.
In [36], the authors propose a two-layer agent society model, including the
institutional layer and the operational layer. The institutional layer refers to the
place in which the social norms of the society are defined, while in the operational
layer, the overall objectives of the society and its intended actions are specified
through some norms. The focus of their reported work is on three different coordination models which specify different models of societies, including their so
called: market, network, and hierarchical models. In [85], an agent-based framework is proposed in which a contract is specified by a set of norms and sanctions
for the involved agents. They use logical constructs, which applies deontic operators, to automate contractual relationships. In their research, agents’ intentions
are shared in order to explain what they expect from the other agents in order
to fulfill their contractual norms. In [26], a hierarchical organization of norms
is introduced for Virtual Enterprises, including institutional, constitutional, and
operational levels of norms. Institutional norms are typically pre-existent, while
constitutional and operational norms are defined when a cooperative agreement is
achieved. Institutional norms, placed at the top of the hierarchy, provide a background for establishing the agents’ commitments. The second place is dedicated
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to constitutional norms which are created when a new VO (or cooperation agreement) is formed. Finally, operational norms are specified through operational
contracts signed between a subset of the VO partners. In [47], the authors formalize a contract with some models, including (1) concept model to define some
concepts existing in contracts, (2) process model to specify the internal structure
of work flow process, (3) enactment model to provide monitoring information
through services, such as execution monitoring service, and (4) usage model to
define where the contract is used.
In our approach, four kinds of norms are defined including the soci-regulatory
norms, co-working norms, committing norms, and controlling norms. The first
category consists of generic obligations and prohibitions described in a VBE and
specific ones described for each VO. The fact of keeping joint-promises made by
the VO partners to perform coarse-grained activities jointly corresponds to the
co-working norms. Definition and formalization of joint-promises are to the best
of our knowledge novel in all related VO research. Because of VO’s dynamism, the
details of day-to-day activities are not and cannot be typically determined at the
VO creation phase, therefore during the VO operation phase some agreements
(translated into promises) are made among the partners to perform the finegrained activities (sub-tasks). The fact of keeping a promise is considered as a
committing norm. The requirements on trust, workload, and communication are
together considered as controlling norms. Our approach differs from the above
approaches due to addressing specifications of the VO’s environments, such as
the VO’s dynamism and joint responsibilities, which are supported through our
formalization of co-working norms and committing norms.

3.2.1

Promise Formalization

In multi-agent systems area, there are some research focused on formal specification and verification of norms, e.g. [85] and [35]. In [85], operators of deontic logic
are used to represent and model the contracts consisting of a set of permissions
and obligations. Similarly, [35] uses deontic logic as the base for formalizing different kinds of obligations, and defining the semantics of deadline obligations. It
should be noticed that deontic logic is a kind of symbolic logic, in which notions,
such as permissible, must, claim, and impermissible are taken into account.
Modal logic has been also applied to represent promises [102]. Zhao and Lin
have expressed a model to reason about Belief, Capability and Promise of agents
named BCP. They use modal logic, which is intuitively acceptable for modeling
the multi-agent interactions, and add some modal operators such as Pij to the
logic. Pij α means that agent j makes a promise to agent i to achieve the state
α [102]. However, the existing representations in modal logic and deontic logic
unnecessarily complicate reasoning related to the life cycle of promises, which
is needed in our proposed framework without adding advantages. In fact, in
our proposed approach, we introduce many more states for promises, while only
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the violation and obedience are considered in other works mentioned here. In
[14], different formalism for promises is discussed. It states that usual modal
logic cannot show that a promise is shared between a sender and a recipient.
Moreover, a graphical scheme as a rule-based construction is also proposed to
analyze promises. Our approach adopts some definitions related to promise and
its states from [14].

3.2.2

Joint-promises Formalization

There are a few literature addressing joint-promises. In [39], some dynamic aspects of social and collective attitudes of agents involved in Cooperative Problem
Solving (CPS) are described. After defining social commitment between two
agents, the collective level of cooperation is considered in this work. The concrete manner of achieving the intended goal by a team is reflected by a collective
commitment. Their representation of collective commitment is plan-based. Such
a plan includes negotiating and determining who will do what, i.e. every part of
the plan is within somebody’s responsibility. In [38] also, collective commitment is
formally modeled similar to [39]. In this work, authors consider different versions
of collective commitments reflecting different aspects of cooperative problem solving. These aspects are related to the kind of awareness that are present within
a team as a higher level of complexity. In [27], different kinds of commitment
including internal, social and collective commitments are considered and defined.
An internal commitment (I-commitment) refers to a relation between an agent
and its action. They consider a social commitment (S-commitment) as a relation
between an individual and a group, i.e. it shows a relation between at least two
agents. Finally, a collective commitment is defined as the I-commitment of a
collection of agents. This implies:
• S-commitment of each member to the group.
• S-commitment of each member to another member.
• I-commitment of each member to perform its action.
In [24] and [74], it is mentioned that the establishment of a joint-commitment
obliges each party, against all other parties, to do its part and these obligations
are created simultaneously, when a joint-commitment is appeared. A joint commitment is fulfilled, if all mentioned obligations are fulfilled, so by realizing the
violation of one of these obligations, the joint-commitment is violated. In [14],
an assumption is proposed for a joint-promise called cooperative promise rule.
The assumption is ”for two agents to guarantee the same promise, each agent
requires a special type of a promise: the promise to cooperate with the other
agent, about the basic promise themes”. In [39], [38], and [27], the authors
consider the internal states and operations of individual agents. However, the
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difference between our approach in relation to joint-promises and all of the above
work is that we do not know how the agents work internally as we only monitor
the external actions of the agents. Moreover, the focus of other works is on the
construction/representation of a joint-commitment rather than its evaluation. In
other words, dissimilarity between these works and our work is related to how
the joint-commitment is addressed and handled. The other works carefully address the planning time, while we focus on the monitoring at the execution time.
However, there are similarities between our definition of joint-promises and the
definitions in the previous works (except for [14]). This is related to the fact in
a joint-promise there is at least one part of the joint-action considered for each
involved agent to do.

3.3

Virtual Organizations as Normative Multiagent Systems

In a multi-agent system, the behavior of agents is constrained and regulated by
a set of norms to achieve the system’ objectives. An enforcement mechanism can
be implemented for handling the norms, to detect when a norm is active and to
detect violations of the active norms. The properties of VO partners, such as
autonomy and heterogeneity, match with those in multi-agent systems; therefore,
multi-agent systems provide the required environment to monitor and control the
behavior of VO partners against their defined norms.
Four specific kinds of norms are already identified and addressed in Section
3.1, including socio-regulatory norms, co-work norms, committing norms, and
controlling norms.
The socio-regulatory norms in the model are defined as the set of common social rules for all partners, and set each partners’ expectations of others,
through applying the coercive power of a joint VO consortium agreement. They
consist of regulations on authorizations, prohibitions, and obligations, defined for
partners, e.g. partners are obliged not to share other partners’ information with
a third party. Although these norms are very important in VOs, they are not
directly addressing day-to-day operational goals of the VOs, rather supporting
the collaboration atmosphere and the infrastructure that is required for fulfilling
its operational goals.
The co-working norms set the specific requirements defined at the VO level,
to be obeyed by all partners involved in joint-tasks with others, in order for
partners involved in each joint-task to jointly keep the responsibility of performing
that task together.
The committing norms on the other hand are the requirements defined for
performing one sub-task by each individual partners.
Our approach to co-working and committing norms introduces new formalizations and mechanisms for organizations to make promises related to performing
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their individual sub-tasks and joint-promises related to performing joint-tasks.
Thus the VO partners committing/volunteering themselves, in a bottom-up manner, to perform their tasks, as opposed to the VO coordinator assigning tasks to
them in a top-down manner. The bottom-up manner is more in line with the
collaboration nature in VOs that resembles federated partnerships among organizations.
We introduce GTIT representing Goal-Task-Interdependency-Template that
is extracted from the VO contract. GTIT represents the joint-responsibilities of
agents in the VO, in which besides hierarchical inter-dependencies (full dependency), associative inter-dependencies (partial dependency) among goals, subgoals, and tasks assigned to agents are also specified.
When the operation phase of the VO starts, considering the established and
recorded joint-promises, and the GTIT extracted from the VO contracts, specific
day-to-day activities (sub-tasks) needed to be performed by each contractual partner are defined, as Figure 3.1 illustrates. In other words, before the VO operation
phase, based on the information related to the main planned activities in the
VO contract, the VO’s GTIT is generated. However, GTIT gets continuously instantiated and enhanced during the operation phase of the VO, to reflect specific
day-to-day activities of the VO partners. The instantiation of GTIT is called
Partner-Responsibility-Interdependency-Tree (PRIT). During the VO operation
phase, also in case of any evolution, PRIT is dynamically updated to represent
all new inter-dependencies.
In order to illustrate the role of GTIT and PRIT, assume a VO established
for a new R&D project. In the project’s contract with the funding agency, the
main objectives of the project are usually divided into several sub-objectives,
to be fulfilled within a number of Work Packages (WPs), where a set of VO
partners are jointly responsible for each WP. In turn, each WP consists of several
tasks, where each task represents a subset of WP activities, planned to be jointly
performed by a group of its partners. Furthermore, every task contains several
sub-tasks. Figure 3.2 shows some examples from an R&D contract. In this
contract, the descriptions of the WPs including their specified deadlines, their
involved partners, WP leaders, as well as the specification of each WP’s tasks
and task leaders, etc. are provided. However, due to the nature of federated
cooperation from involved partners and being research related, many details of
sub-tasks and their individual responsible party cannot be formally specified in
the contract before the VO operation phase gets started. Also, the task definitions
are typically not well-defined in advance and need to be later defined and adapted.
Moreover, in VOs, sub-tasks typically evolve during the operation phase and
thus the inter-dependencies among the sub-tasks would change, even if they were
concisely defined prior to the VO operation phase. As shown in Figure 3.2,
contract terms are translated into joint-promises which are later decomposed into
partners promises during the VO operation phase, through negotiation between
the partners and the task leaders.
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Figure 3.1: Partner-Responsibility-Interdependency-Tree as an instantiation of
GTIT.

Furthermore, the controlling norms are defined as requirements for coordinating the tasks of each partner, and they are imposed/enforced by the VO
coordinator during the VO operation phase. The measurements of trustworthiness, work overload, and communication level of partners are carefully applied
in these norms, as later addressed in Chapter 5 and 6. For each of these three
measurements, the VO coordinator defines a threshold, and VOSAT identifies
whether a partner violates one of these norms. Due to the fuzzy nature of trust,
the requirements on trust level of partners are specified as fuzzy norms, our so
called trust-related norms. The VO coordinator defines the minimum required/tolerated trust level for partners in the VO as the threshold. For example, if the
trust level of a partner, measured through applying fuzzy comprehensive evaluation method based on AHP (Analytic Hierarchy Process), is lower than the
minimum level tolerated in the VO, that partner’s trust-related norm is violated,
indicating the lack of trust in that partner. Consequently, if any controlling norm,
i.e. trust-related norm, communication-related norm, and workload-related norm
is violated for a VO partner, then our introduced risk prediction mechanism issues a warning to the VO coordinator. Therefore, using the controlling norms

1.2

3

2

1

1.1

GTIT

1.3

…

n

5

1.1

1

1.2

2

1

4

2.1

2

2.2

…
…

n

…

Sub-task
Agent

Sub-Goal
Task

Goal

ST: Sub-Task
T: Task
SG: Sub-Goal

Pr (A3, WP1-leader, ST1, d’1, True, False)
Pr (A3, WP1-leader, ST2, d’2, True, False)
Pr (A5, WP1-leader, ST3, d’3, True, False)
Pr (A5, WP1-leader, ST4, d’4, True, False)
...

3

1.3

Joint-promise
is a sub-goal of
is a task of
is jointly responsible for
is a promiser for
is a sub-task of

WP: Work Package
A: Agent (VO partner)

3

PRIT

An instantiation of GTIT at time P1, called PRIT
Sub-tasks for Task T1.3 of WP1 are specified:
 ST1: Service specification & registration/A3/d’1
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 ST4: Service monitoring /A5/d’4

Figure 3.2: An example of VO contract and GTIT for R&D projects.
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 T1.3: Defining composed services /deadline-3/ A3,A5
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together with monitoring the responsibility inter-dependencies, it is possible to
measure the probability of failure in each of the planned sub-task, task, sub-goal,
and thus the general goal of the VO. This is one main target of the research in
this thesis.

3.4

Conceptual Model of Normative VOs

A conceptual model is defined for a VO as a normative multi-agent system, as
shown in Figure 3.3, according to which we have developed a tool to monitor the
agent’s behaviors and to evaluate them with respect to the specified norms. For
this purpose, some of the main VO related concepts are defined below:
VO - This is a temporary goal-oriented network of agents, formed when a busi-

Figure 3.3: A conceptual model for a VO as a normative multi-agent system.
ness opportunity is emerged, and dissolved when its goals are achieved.
Agent - Individuals, organizations, and intelligent machines involved in a VO
that are autonomous and perform different actions.
Goal - It captures some desired states of the world, which is divided into several
sub-goals at the VO creation phase. A group of agents make a joint-promise to
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fulfill each sub-goal.
Contract - It addresses achievement of the main tasks (course-grained activities), for which involved partners jointly are committed. Considering the dynamic
and adaptive nature of VOs, contracts do not represent details of day-to-day activities of the VO agents.
Consortium agreement - It contains a set of common social behavior requirements for all partners, and sets the main partners’ expectations of others in a
cooperative environment.
GTIT - It is extracted from the contract, in which inter-dependencies among
goals, sub-goals, and tasks assigned to agents are specified. When the operation phase starts, considering the established/recorded joint-promises and the
GTIT extracted from the VO contracts, the specific day-to-day activities (subtasks) are defined. GTIT is instantiated into PRIT (Partner-ResponsibilityInterdependency-Tree) at the beginning of the operation phase, and from that
point on, the PRIT both continuously extends with more detailed tasks to be
implemented by the VO partners, and is kept up-to-date reflecting any needed
changes and/or any backtracking of the failed tasks. The latest PRIT is the only
one valid at each time.
Norm - It is defined either as an obligation or a prohibition, which limits the
agents’ behavior in multi-agent systems. In this framework, S3C model characterizes Socio-regulatory norms, Co-working norms, Committing norms, and
Controlling norms. Socio-regulatory and controlling norms have only two states
of violation and obedience while the other two categories, the co-working norms
and committing norms, are directly related to promises made, where promises
have six terminated states (see Table 3.1).
Joint-Promise - It is the formalized specification of a group of partners jointly
promising to perform a task, which is defined for achieving a sub-goal.
Promise - It is the formalized specification of each party’s responsibility in a
joint-promise made toward fulfilling a coarse-grained activity (a joint-task). This
is the result of the involved partners negotiation, where each partner agrees to
perform a particular part of the coarse-grained activity, and thus a promise will
be made by that partner.
Action - Agents are autonomous and can expose different actions. The interactive actions that change the state of agents’ norms are discussed in Chapter 4.
External Event - This can affect the state of a norm. For example, the passing
of time is a kind of external event.

3.4.1

Norm-related Concepts

Norms are considered as behavioral standards to steer agents to achieve their
goals. The main norm-related concepts in S3C model, including promise, jointpromise, obligation and prohibition are concisely defined as follows:
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0

Definition 1: A promise is defined as a tuple < x, y, p, d, q, d >, where x is
the promiser agent, y is the promisee agent, p is the proposition which a promiser
should bring about before the deadline d, q is the pre-condition for realizing p by
0
x, and d is the deadline before which q should be realized.
A promise is read as follows: x promises to y to bring about p before deadline
0
d if q is brought about before d . It is not important who brings about q before
0
d . In the next and other definitions, we assume x and y to be agent identifiers,
0
p, q, d, and d to be state proposition. For simplicity, we assume propositions
to be atomic, because our aim is to focus on the concepts involved in VO rather
than the expressiveness or the logic of VO. Our definition of a promise is an
extension of the definition of promise in [14], based on which different states can
be considered for a promise, as shown in Table 3.1. Some labels are used, for
example C stands for Conditional state. Some of these states are rooted in [14].
Promise States
Conditional (C)
Unconditional (UC)
Kept (K)
Withdrawn (W)
Invalidated (In)
Released (R)
Dissolved (Dis)
Not Kept (NK)

Description
Some pre-conditions are needed to be fulfilled.
All pre-conditions are fulfilled before their deadlines.
The proposition whose fulfillment is promised, is realized.
The promise is canceled by the promiser.
The promise has not been fulfilled due to some reasons beyond
the promiser’s control.
Promise is canceled by the promisee.
When the pre-conditions are not fulfilled before their specified
deadlines.
The proposition whose fulfillment is promised, is not realized
before the deadline.

Table 3.1: Different states of a promise. All states, except Conditional and
Unconditional are considered as terminated states.
One of the advantages of considering different states for a promise is to generate different responses in different states. For example, a promiser whose promise
is in Invalidated state may receive less sanction than the promiser whose promise
is in Not Kept state, because the first case indicates that a failure has happened
beyond the control of the promiser. The other advantage is to support the VO’s
dynamism, for example, whenever the VO sub-goal gets modified, then we need
to only modify the states of specific promises relevant to that sub-goal.
Definition 2: A joint-promise is defined as a promise in which the promiser
is replaced by a group of agents. In other words, we define a joint-promise by a
0
tuple < G, y, p, d, q, d >, where G is a group of agents, y is the promisee agent,
p is the proposition which G should bring about before the deadline d, q is the
0
pre-condition for realizing p by G, and d is the deadline before which q should
hold.
Joint-responsibility addresses one of the most important features in VOs.
Partners are engaged in a cooperative activity, and make an agreement to collec-
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tively perform certain task, toward achieving certain sub-goals of the VO. In our
framework, this agreement is represented and formalized by a joint-promise. The
establishment of a joint-promise obliges simultaneously each party to do its own
part as well as guaranteeing the fulfillment of the part for which other partners
are responsible. This can sometimes cause one partner having to even perform
the task of another partner. One reason for a partner to decide to fulfill the obligations of other parties can be its reputation and financial concerns for success
of the joint task. A joint-promise is fulfilled when all mentioned obligations are
fulfilled. As such, the violation of one of these obligations causes the violation of
the entire joint-promise (see [24]).
Definition 3: An obligation is defined as a tuple < x, p, d >, where x is the
agent for which an obligation is defined, p is the proposition which is obliged to
be brought about by x before deadline d.
Definition 4: A prohibition is defined as a tuple < x, p, d >, where x is the
agent for which a prohibition is defined, p is the proposition which is prohibited
for x during the deadline d.
It should be noticed that socio-regulatory norms and controlling norms include
some obligations or prohibitions for agents. In our framework, the proposition
p can be either crisp or fuzzy. For example, we define the agent’s trust-related
norm as one form of fuzzy norm, which is explained in Chapter 5. It should be
noticed that while a set of common prohibitions and obligations can be defined
in VOs to be obeyed by all agents, our approach also supports the possibility
of their customization for every distinct agent, in order to further generalize the
mechanism.

3.5

Conclusion

This Chapter addresses the work behavior of partners, considering both their
individual and joint tasks assignments. Moreover, a framework for virtual organizations is addressed to assist with controlling the behaviors of agents involved in
VOs, through monitoring norms and imposing appropriate plans when agents fail
to be compliant with norms and norms are violated. The S3C model is proposed,
which characterizes four kinds of norms, i.e. socio-regulatory norms, co-working
norms, committing norms and controlling norms. Our approach to this model
introduces new definitions and formalizations for norm related concepts, such as
promise, joint-promise, obligation, and prohibition. Based on this framework, the
VO supervisory assisting tool is designed and developed.

Chapter 4

Normative Virtual Organizations
Supervisory Assistant Tool - VOSAT

This chapter contains some material from the following paper:
• Shadi, M., Afsarmanesh, H. and Dastani, M. M. (2013). Agent behavior
monitoring in virtual organizations. In 22nd International Workshop on
Enabling Technologies: Infrastructure for Collaborative Enterprises (WETICE) (pp. 9-14). IEEE.
• Shadi, M., Afsarmanesh, H. and Dastani, M. M. Virtual Organization Supervisory Tool (VOSAT). Submitted to International Journal of Networking
and Virtual Organisations. Inderscience Publishers.

4.1

Introduction

To increase the success rate of VOs, it is needed to design and develop a supervisory framework aiming at monitoring the partners’ behavior, and diagnosing
the behavior-related risks. In an open multi-agent system that allows agents to
enter and exit the system at runtime, an exogenous normative artifact can be
defined to organize and control the behavior of agents [10]. This normative artifact consists of norms and sanctions in which activities of participating agents
are monitored, violations of /obedience to norms are specified, and finally the
consequences for the observed violations/obedience are realized. The VBE is an
open border environment, and thus represents an open society of agents, in which
an exogenous normative organization can be defined. In Chapter 3, a normative
multi-agent framework is proposed for VOs, based on which our VO supervisory
artifact, called VOSAT (VO Supervisory Assistant Tool), is designed and developed. VOSAT aims to monitor and control agents’ interactions, through checking their compliance with some norms, and imposing related sanctions against
the norms’ violations. It includes five components, as shown in Figure 4.1. In
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Figure 4.1: VO Supervisory Assisting Tool (VOSAT)
VOSAT, Norm Monitoring Component (NMC) is responsible for monitoring and
controlling the agents’ behavior against their defined norms, and imposing related
sanctions against the norms’ violations. To monitor the trust-related norm, it is
necessary to continuously measure the trust level of an agent, which is measured
by the Trust Evaluating Component (TEC), and set as input to NMC. Norm
Abidance Component (NAC) is responsible for measuring the committing norms
obedience degree (CNOD) and socio-regulatory norms obedience degree (SNOD)
for each agent, using the information related to the norms specified by NMC. If
an agent’s trust-related norm is violated then the Risk Predicting Component
(RPC) is triggered to find the risky tasks based on the PRIT information, as
well as the information related to the risk factors. These information are finally
used to assist the VO coordinator to potentially intervene through reassignment
of risky tasks and therefore to remove the risk condition at the VO. Moreover,
Partner Selecting Component (PSC) provides a mechanism to select the suitable
partner for task reassignment or reward distribution among partners. TEC is
addressed in Chapter 5, RPC and PSC are further addressed in Chapter 6, while
details of NMC, and NAC are discussed in this chapter.
To develop NMC aiming at monitoring the VO partners’ behavior against the
defined norms in Chapter 3, it is needed to formalize the norm related concepts,
such as promises, joint-promises, obligations and prohibitions. The proposed
formalization for joint-promises and promises are to the best of our knowledge
novel. In fact, all defined norms are formalized by a set of norm manipulating rules
which are triggered by external events and partners’ actions. Then, some new
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propositions are derived from the fired norm manipulating rules. It means that
it is possible to automatically specify the states of promises, and joint-promises,
violation or obedience of socio-regulatory norms and controlling norms, based on
which, different reactions can be planned.
This chapter also addresses how to measure CNOD and SNOD, which are
internal measures to be used as criteria in partners’ trust evaluation (addressed
in Chapter 5), partner selection for task reassignment, and indirect reward distribution (both addressed in Chapter 6).
The rest of this chapter is structured as follows. The details of norm monitoring mechanism are addressed in Section 2. Section 3 discusses how we can
measure the norm obedience degrees (CNOD and SNOD) for each VO partner.
Section 4 addresses some conclusive remarks.

4.2

Norm Monitoring

In order to operationalize norms, a norm enforcement mechanism is required to be
developed and provided. This mechanism is responsible for detecting the norms’
violation and imposing sanctions in case of violations. AMELI platform [43],
the normative framework of Cardoso [26], and the norm enforcement mechanism
of Fornara et al. [45] are some developments in this area. The implementations
addressed in [43] and [45] are all aimed at ”procedural” norms, determining which
actions should or should not be performed by agents, while the ”declarative”
norms (e.g. in [26]) specify a desired state that should be fulfilled within the
environment in which the agents interact. In [33], the norms expressed as countsas rules are declarative. We also define our norms as declarative counts-as rules.
The Norm Monitoring Component (NMC) does the monitoring of the agents’
behavior through checking the state of their norms. The inputs of NMC component includes some predefined data related to the norms, such as the thresholds
or agents’ trust levels (see Figure 4.1). If agents’ promises or socio-regulatory
norms are violated then the Trust Evaluating Component is triggered to calculate the agent’s trust level, while if one of the controlling norms is violated then
Risk Predicting Component is triggered to identify the risky tasks. To implement
the NMC, it is needed to first formalize norm-related concepts, and specify the
configuration of NMC, as provided in the following sections.

4.2.1

Concepts Formalization

Promise Formalization. A promise with a specific state is formalized as a
0
proposition, e.g. P rC (x, y, p, d, q, d ) is used to represent the specific state of the
0
promise < x, y, p, d, q, d >, as defined in Section 3.4.1 of Chapter 3. Label C in
this expression refers to the conditional state (see Table 3.1). The agents’ actions,
and the external events manipulate the states of promises, and this manipulation
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should respect a specific set of rules (see Table 4.1). In other words, these rules
can be used to express how agents’ actions and external events influence the
0
state of promises. The rules have the general form of ρ, φ, α ⇒ ρ where ρ, φ, α
0
represent respectively a promise with a specific state, such as P rC (x, y, p, d, q, d ),
an environment-related fact describing the environment, such as deadline d, an
0
action, such as F ulf ill(x, p), and ρ represents the promise with a new state.
In these rules, shown in Table 4.1, the notations T and nop are used for True
and for no-operation action, respectively. The agents’ actions are as follows:
0

• Agree(x, y, p, d, q, d ): x agrees with y to make the proposition p true, before
0
the deadline d, if the proposition q is true before deadline d .
• W ithdraw(x, y, p): x tells y that he withdraws his promise to make proposition p true.
• Release(x, y, p): x tells y that it is no longer needed to keep his promise to
make proposition p true.
• F ulf ill(x, p): x makes proposition p true.
In these rules, F ail(p) is considered as an external event showing that proposition
p can no longer be made true, because of an external failure.

Rule Name
Making conditional
promise
Freeing
preconditions
Keeping
Withdrawing
Not Keeping
Dissolving
Releasing
Invalidating

Promise Manipulating Rules
0
0
T, T, Agree(x, y, p, d, q, d ) ⇒ P rC (x, y, p, d, q, d )
0

0

0

P rC (x, y, p, d, q, d ), ¬d , F ulf ill(z, q) ⇒ P rU C (x, y, p, d, q, d )
0

0

P rU C (x, y, p, d, q, d ), ¬d, F ulf ill(x, p) ⇒ P rK (x, y, p, d, q, d )
0
0
P rU C (x, y, p, d, q, d ), ¬d, W ithdraw(x, y, p) ⇒ P rW (x, y, p, d, q, d )
0
0
C
W
P r (x, y, p, d, q, d ), ¬d, W ithdraw(x, y, p) ⇒ P r (x, y, p, d, q, d )
0
0
P rU C (x, y, p, d, q, d ), d, ¬p, nop ⇒ P rN K (x, y, p, d, q, d )
0
0
0
P rC (x, y, p, d, q, d ), d , ¬q, nop ⇒ P rDis (x, y, p, d, q, d )
0
0
P rU C (x, y, p, d, q, d ), T, Release(y, x, p) ⇒ P rR (x, y, p, d, q, d )
0
0
C
R
P r (x, y, p, d, q, d ), T, Release(y, x, p) ⇒ P r (x, y, p, d, q, d )
0
0
P rU C (x, y, p, d, q, d ), F ail(p), nop ⇒ P rIn (x, y, p, d, q, d )

Table 4.1: Rules manipulating the promise states
The explanations below describe the above rules:
0

• Making conditional promise rule: performing the action Agree(x, y, p, d, q, d )
implies the creation of a conditional promise. When this rule is applied,
P rC (x, y, p, d, q, d0 ) is created.
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• Freeing preconditions rule: performing the action F ulf ill(z, q) before pass0
ing time d implies the creation of an unconditional promise. When this rule
is applied, the conditional promise transforms to an unconditional promise.
• Keeping rule: performing the action F ulf ill(x, p) before passing d implies
the creation of a kept promise. When this rule is applied, the unconditional
promise transforms to a kept promise.
• Withdrawing rule: performing the action W ithdraw(x, y, p) before passing
d implies the creation of a withdrawn promise. By applying this rule, the
conditional/unconditional promise transforms to a withdrawn promise.
• Not keeping rule: not realizing p by the deadline d, implies the creation
of a not kept promise. When this rule is applied an unconditional promise
transforms to a not kept promise.
0

• Dissolving rule: not realizing q by passing d implies the creation of a dissolved promise. When this rule is applied, the conditional promise transforms to a dissolved promise.
• Releasing rule: when x tells y it is no longer needed to fulfill his promise
to realize p, it implies the creation of a released promise. When this rule
is applied, the conditional/unconditional promise transforms to a released
promise.
• Invalidating rule: when p cannot be realized because of an external failure,
it implies the invalidation of an unconditional promise. When this rule is
applied, the unconditional promise transforms to an invalidated promise.
Joint-promise Formalization. In Section 3.4.1 of Chapter 3, we defined a
joint-promise as a tuple < G, y, p, d, q, d0 >, where G is a set of agents. It means
that each member of G make a promise for y to bring about p before d and also
each member of G makes a promise to other members to perform its part of the
joint-action bringing about p. In VOSAT, it is formalized as follows:
0

Joint − P rC (G, y, p, d, q, d ) ≡
^



0

P rC (Ai , y, p, d, q, d ) ∧

Ai ∈G,(Ai ,pi ,di )∈P L



^

0



P rC (Ai , Aj , pi , di , q, d )

Aj ∈G−{Ai }

(4.1)
where,
• G is the promiser group
• y is the promisee agent in the joint-promise
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• p is a proposition which a group of promisers G should bring about before
deadline d
• q is the condition for realizing p by group G that should be fulfilled before
0
d.
• P L is the plan negotiated for distributing tasks among agents, during the
VO operation phase. This plan includes a number of pairs such as (Ai , pi , di )
in which Ai is an agent who should bring about pi before deadline di , as a
part of the joint-action leading to realize p before d.
•

Vn

i=1

pi ⇒ p, di ≤ d and n is the number of agents in G.

This formalization means that each member of G makes a conditional promise
for y to bring about p before d and also each member of G makes a conditional
promise to other members to perform its part of the joint-action bringing about
p.
Obligation Formalization. In VOSAT, obligations are formalized by two
simple rules, because they have only two states, i.e. violation and obedience:
1. Obligation Obeying Rule: Obliged(x, p, d), F ulf ill(x, p), ¬d ⇒ Obeyed(x, p)
2. Obligation Violating Rule: Obliged(x, p, d), ¬p, d ⇒ V iolated(x, p)
These formalizations are not shown in a specific logic. The proposition p can be
crisp or fuzzy, for example when an obligation is defined for the agent’s trustworthiness, p is a fuzzy proposition (e.g. agent’s trust level should be more than Low
Trust).
Prohibition Formalization. It should be noticed that for prohibitions, two
rules similar to obligation rules are considered, as follows:
1. Prohibition Obeying Rule: P rohibited(x, p, d), ¬p, d ⇒ Obeyed(x, p)
2. Prohibition Violating Rule: P rohibited(x, p, d), F ulf ill(x, p), ¬d
⇒ V iolated(x, p)

4.2.2

The Configuration of Norm Monitoring Component

Operational semantics is the means of defining the semantics of the Norm Monitoring Component. It is defined in terms of the configurations of the norm
monitoring component and the transition between them [33]. The configuration
or state of norm monitoring component is specified based on:
1. a set of propositions denoting environment-related facts
2. a set of Norm Manipulating Rules (NMRs)

4.2. Norm Monitoring

53

3. a set of norms
4. a set of Reaction Rules (RRs)
Environment-related facts describe the environment in which agents interact.
NMRs represent the rules introduced in Section 4.2.1 for formalization of promises,
obligations and prohibitions. Socio-regulatory and controlling norms have two
states, i.e. violated and obeyed, while promises have more than two states, as
shown in Table 3.1. Plans that the VO coordinator wants to execute in case of
the violation or obedience of norms correspond to the RRs.
Definition 5. Configuration of Norm Monitoring Component is defined by
the tuple < δe , δn , Rnm , Rr >, where δe is a consistent set of propositions denoting
the environment-related facts, δn is a consistent set of norms, Rnm is a set of norm
manipulating rules, and Rr is a set of reaction rules.
In operational semantics, the transition rules, determine the transitions allowed between configurations. The state of our system can make a transition
either when the actions (mentioned in Section 4.2.1) are performed by the agents,
or when some external events have occurred.
Algorithm 1 shows that how the state of NMC makes a transition when an
action is performed or an event is occurred. In this algorithm, p is a proposition
representing an external event or the effect of an agent’s action. In Algorithm 1,
the set of norms and propositions denoting the environment-related facts is called
KB. The proposition p is added to KB. In outer if statement in Algorithm 1,
it is checked whether NM-rule r1 is applicable based on the updated KB. The
applicability of r1 means that the condition of r1 is satisfied in KB. If r1 is
applicable, its consequent, i.e. q1 , is derived, which shows a violated or obedient
norm, or a promise in a certain state, and it is added to KB. For example, if
the precondition of a promise is not fulfilled before its specified deadlines, then
the dissolving rule shown in Table 4.1 is applicable, whose consequent (q1 ) is a
dissolved promise. Furthermore, the inner if statement in Algorithm 1, is related
to applicability of the trust-related norms. It means that the trust-related norm
has a different level in contrast to other norms, because it is triggered by the
violation of the socio-regulatory norms or promises. In a normative environment
like a VO, norms can have different levels; norms at level zero are triggered by
external events, whereas norms at other levels are triggered in case of a violation
of some norm(s) defined at lower levels [94]. If q1 is a violated promise (not kept
or withdrawn) or a violated socio-regulatory norm, and also the condition of NMrule r2 specifying the trust-related norm, is satisfied in KB, then r2 ’s consequent,
i.e. q2 is derived. It should be noticed that q2 shows the violation or obedience
of the trust-related norm, and added to KB. Finally, some Reaction Rules may
be applicable, which means that their conditions are satisfied in updated KB.
The consequent of the applicable R-rule r3 , shows the plan that is considered
for different states of promises, or for violation, or obedience of other norms.
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For example, if trust-related norms, communication-related norms or workloadrelated norms are violated then it is necessary to find the weak points in VO’s
activities fulfillment. The reaction rule, in this case a risk prediction rule gets
triggered, which results in invoking the risk prediction function and sending an
alarming message to the VO coordinator.
Algorithm 1: Norm Monitoring Algorithm
Input:
• KB, a set of propositions denoting norms & environment-related facts
• NM-rules, a set of Norm Manipulating rules
• R-rules, a set of Reaction rules
• p, a proposition denoting an environment-related fact
Add p to KB
if the condition of the NM-rule r1 , is satisfied in KB then
q1 :=Consequent(r1 )
Add q1 to KB
if q1 is a violated promise or a violated socio-regulatory norm and the
condition of the NM-rule r2 , is satisfied in KB then
q2 :=Consequent(r2 )
Add q2 to KB
end
foreach r3 as a member of R-rules, whose condition is satisfied in KB
do
b:=Consequent(r3 )
Add b to KB
end
end

We use Organization Oriented Programming Language (2OPL) [1] to implement our Norm Monitoring Component. The use of 2OPL is justified when there
is an environment within which agents interact to achieve some common goals,
and where they need to be organized for it. This language is introduced to specify norms, violations and sanctions within a multi-agent system. The 2OPL has
been implemented as a JAVA software project within which a Prolog is used to
implement the inference engine to keep and reason about the brute facts and institutional facts. In 2OPL, brute facts describe the states of the environment in
which agents perform their actions and institutional facts describe the violation
state of norms. The artifact defined by 2OPL is responsible to monitor the violation of norms and impose the related sanctions. All fundamental concepts of the
2OPL including brute facts, effect rules, counts-as rules and sanction rules should
be written in a .2opl file, which is then interpreted by the 2OPL [1]. Definitions
of the main 2OPL concepts are as follows:
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• Brute facts are represented as Prolog facts and are initialized before the
execution of 2OPL organization.
• Counts-as rule are represented by ρ ⇒ φ in which ρ is brute fact and φ is an
institutional fact. This rule should be read as ”ρ counts as φ”. It should be
mentioned that in 2OPL, institutional facts are not manually programmed,
because they are obtained by applying Counts-as rules.
• Sanction rules relate institutional facts to brute facts expressed by rules
like φ ⇒ ρ where φ consists of institutional facts and brute facts and ρ is a
brute fact.
• Effect rules consist of pre-condition, action name, and post-condition parts.
When an action is performed, the post-conditions of its related effect rule
is realized which in turn changes the brute facts base.
The base for 2OPL is sufficiently similar to what we need to implement our
supervisory artifact, and specifically the NMC of the VO Supervisory Assisting
Tool (VOSAT). Although there are a number of differences in features of a 2OPL
organization and our setting, this language can be easily extended in order to
properly implement the norm monitoring component. We have implemented our
environment-related facts, δe , as Brute Facts in 2OPL. For example, curT ime(0)
is a brute fact which sets the current time before starting of the VO operation
phase. The actions (Fulfill, Withdraw, etc.) are programmed as Effect Rules
with pre- and post-conditions. For example, the effect rule below specifies that
the action f ulf ill(X, P ) can be performed if P is not yet realized, and then the
fact P will be realized after the performance of the action.
{ not realized ( P ) }
fulfill (X , P )
{ realized ( P ) }

Our norm manipulating rules, Rnm , are implemented as Counts-as rules. For
example, Figure 4.2 illustrates the implementation of the promise manipulating
rules, as shown in Table 4.1. The first rule shown in Table 4.1, in which there
is only one action, is implemented by an effect rule, while other rules are implemented as counts-as rules. It should be noticed that for each promise, at most
one of the mentioned states in Table 3.1 is true at any point in time. The norm
manipulating rules determine which state should remain true forever and which
state should be removed. The termination states, i.e. kept, not kept, withdrawn,
invalidated, released and dissolved will in principle remain true in the VOSAT
framework, once they are true. Not kept and withdrawn states are considered as
violation states. The VO coordinator may however decide to remove them once
the sanctions (e.g. charging some damage costs to an agent or adding the agent
to some blacklists) are applied.
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Figure 4.2: Implementation of Manipulating Promise Rules in 2OPL
Ultimately, we implement our reaction rules, Rr , as sanction rules in 2OPL.
For example, the sanction rule below adds the promiser of a not kept promise X,
to a specific black list:
viol ( nkept ,X , Y ) , blakList1 ( V ) , add (X ,V , V2 ) = > not viol (
nkept ,X , Y ) , not blakList1 ( V ) , blakList1 ( V2 ) .

This list can be used for some future decisions about agents, such as the selection of suitable VO partners for creation of a new VO. Imposing related sanctions
against the norms’ violations is very important in Virtual Organizations. For instance, if a promiser notifies the VO coordinator, before reaching the deadline,
that it cannot fulfill its promise on time, that agent should then be punished less
than if it were in the situation in which the deadline has passed and the promise
is not fulfilled. But clearly, the sanction policies are usually not the same in different VOs. Typically, two kinds of sanctions are applied to incentivize the norm
compliance by agents and to discourage deviation from norms: one affects agents
resources (e.g. financial punishment), and the other one affects agents reputation (e.g. black listing). Sanction rules are either mentioned in the consortium
agreement or specified by the VO coordinator.

4.2.3

An Example Case

To provide more details on how NMC works for promise monitoring in virtual
organizations, consider a VO established to produce canned tomato paste. Jobs
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to be performed in this VO are divided into a set of tasks. Let us consider one
such task in this VO responsible for producing and sending 72500 tons of chopped
tomato to the main factory, that in turn can produce 50000 tons of canned tomato
paste.
Further assume that, in this task, three tomato producer companies (T p1 , T p2 ,
T p3 ) and two delivery enterprises (De1 , De2 ) are involved, which jointly prepare
and deliver 72500 tons of chopped tomato to the main factory to be processed
into canned tomato. After negotiations, a number of sub-tasks are determined, as
addressed below. It should be noticed that to simplify the model we assume that
the results of the negotiation between the partners and the task leader constitutes
a set of non-conflicting sub-tasks. The Task Leader requires agreements from the
involved companies. The following agreements are thus made:
• Agreement 1: T p1 agrees with the Task Leader that: it fulfils q1 (25000 Tn
chopped tomato is ready) before January 10.
• Agreement 2: De1 agrees with the Task Leader that: if q1 is fulfilled before
January 10 then it fulfils q2 ( 25000 Tn chopped tomato is delivered to the
main factory) within 2 days.
• Agreement 3: T p2 agrees with the Task Leader that: it fulfils q3 (21000 Tn
chopped tomato is ready) before January 20.
• Agreement 4: De2 agrees with the Task Leader that: if q3 is fulfilled before
January 20 then it fulfils q4 (21000 Tn chopped tomato is delivered to the
main factory) within 1 day.
• Agreement 5: T p3 agrees with the Task Leader that: it fulfils q5 (26500 Tn
chopped tomato is ready) before January 21.
• Agreement 6: De1 agrees with the Task Leader that: if q5 is fulfilled before
January 21 then it fulfils q6 (26500 Tn chopped tomato is delivered to the
main factory) within 1 day.
The formalization of the above mentioned actions in our VO supervisory approach are shown below.
• Act 1: agree(T p1 , T askLeader, q1 , 10, T, 0).
• Act 2: agree (De1 , T askLeader, q2 , 12, q1 , 10).
• Act 3: agree (T p2 , T askLeader, q3 , 20, T, 0).
• Act 4: agree (De2 , T askLeader, q4 , 21, q3 , 20).
• Act 5: agree (T p3 , T askLeader, q5 , 21, T, 0).

58Chapter 4. Normative Virtual Organizations Supervisory Assistant Tool - VOSAT
• Act 6: agree (De1 , T askLeader, q6 , 22, q5 , 21).
Please note that we use 0 to show the absence of a deadline and T as true when
there is no condition for a promise. Also assume that all the above agreement
actions are performed on the first day of January, i.e. newT ime(1) is January 1,
and newT ime(n) represents date January n. Based on the effect rule implemented
in our .2opl file for VOSAT, each action ”agree” leads to creation of a promise.
For example, performing an action Act2: agree(De1 , T askLeader, q2 , 12, q1 , 10)
results in prCon(De1 , T askLeader, q2 , 12, q1 , 10), which is shown as P r2C in Table
4.2.
The trace in Table 4.2 begins with the six actions mentioned above. According
to the first and second rules shown in Table 4.1, three conditional and three
unconditional promises are derived, as shown in the third column of Table 4.2.
The promiser of an unconditional promise does not need to wait for fulfillment of
any other promise. However, after fulfilling a promise or generally realizing a fact,
a related conditional promise is converted to unconditional which will be further
monitored. Consider that in this scenario, on January 5, when T p1 informs the
TaskLeader that it is impossible to prepare 25000 Tn till January 10 (because of
an external failure which is out of the promiser’s control), and it can just prepare
15000 chopped tomato (q7 ) instead at that time. Consequently, its first promise
to prepare 25000 Tn tomato gets invalidated (last rule in Table 4.1). To assist
with handling of this case, T p3 agrees with the TaskLeader to prepare 10000
Tn (labeled as q8 ) till January 20, while De1 also promises to deliver these two
amount of chopped tomato prepared by T p1 and T p3 to the main factory (q9 , and
q10 , respectively). Now we have new agreements:
• Act 7: agree(T p1 , T askLeader, q7 , 10, T, 0).
• Act 8: agree(T p3 , T askLeader, q8 , 20, T, 0).
• Act 9: agree(De1 , T askLeader, q9 , 12, q7 , 10).
• Act 10: agree(De1 , T askLeader, q10 , 22, q8 , 20).
Furthermore, consider if in this scenario De1 does not deliver 10000 Tn prepared
by T p3 on January 22. Therefore, newT ime(22) triggers the fifth rule in Table
4.1 resulting in prN K (De1 , T askLeader, q10 , 22, q8 , 20), which is a violation state,
triggering the sanction rule. In this current scenario, everything except the two
above mentioned situations goes well, i.e. all other promises except for Pr1, Pr2
and Pr10 are kept, as indicated in Table 4.2. The task therefore gets successfully
completed on January 22.
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Step
1
2
3
4
5
6
7

Action
Act1, Act2, Act3, Act4,
Act5, Act6, newT ime(1)
F ail(q1 ), Act7, Act8,
Act9, Act10, newT ime(5)
F ulf ill(T p1 , q7 ),
newT ime(10)
F ulf ill(De1 , q9 ),
newT ime(12)
F ulf ill(T p2 , q3 ), F ulf ill(T p3 , q8 ),
newT ime(20)
F ulf ill(De2 , q4 ), F ulf ill(T p3 , q5 ),
newT ime(21)
F ulf ill(De1 , q6 ), F ulf ill(De1 , q10 ),
newT ime(22)
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Promise
P r1U C , P r2C , P r3U C ,
P r4C , P r5U C , P r6C
P r1In , P r2D is, P r3U C , P r4C ,
C
P r5U C , P r6C , P r7U C , P r8U C , P r9C , P r10
In
Dis
UC
C
UC
P r1 , P r2 , P r3 , P r4 , P r5 ,
C
P r6C , P r7K , P r8U C , P r9U C , P r10
In
Dis
UC
C
P r1 , P r2 , P r3 , P r4 , P r5U C
C
P r8U C , P r9K , P r10
In
Dis
P r1 , P r2 , P r3K , P r4U C , P r5U C ,
UC
P r6C , P r7K , P r8K , P r9K , P r10
P r1In , P r2Dis , P r3K , P r4K , P r5K ,
UC
P r6U C , P r7K , P r8K , P r9K , P r10
P r1In , P r2Dis , P r3K , P r4K , P r5K ,
NK
P r6K , P r7K , P r8K , P r9K , P r10

Table 4.2: Execution Trace in Scenario of Tomato Sauce industry.

4.3

Norm Abidance

As Figure 4.1 illustrates, the Norm Abidance Component receives the promises’
states, and the violation or obedience of socio-regulatory norms from NMC as
inputs, and then measures two degrees: Committing Norm Obedience Degree
(CNOD), and Socio-regulatory Norm Obedience Degree (SNOD), which are explained in the following sections.
The obedience degrees, (CNOD and SNOD) are used to determine the agent’s
trust level, task reassignment, and reward distribution. As mentioned before,
joint-promises are decomposed into several individual promises, so the violation
and obedience of co-working norms are considered in evaluation of the committing norms. There is also no obedience degree for controlling norms, because the
violation of these norms are directly considered in risk prediction, while the violation and obedience of socio-regulatory norms, co-working norms and committing
norms are needed for evaluation of trust.

4.3.1

CNOD - Committing Norm Obedience Degree

CNOD indicates how much the behavior of each agent is compliant with its committing norms (promises). In a VO, typically, based on the type of promised
sub-task, some Quality Specification Criterion (QSC) are defined at the time
of agreement between promiser and the VO coordinator or task leaders. For
example, if a partner is the farmer who delivers tomato in the tomato paste
production-example, then for instance the tomato’s quality grades (e.g. G1 , G2
or G3 ) or color (e.g. red, orange, or green) are the QSCs for its delivered product,
which is usually agreed between this partner and the promisee, e.g. the VO coordinator. Therefore, QSCs should also be evaluated when measuring the CNOD

60Chapter 4. Normative Virtual Organizations Supervisory Assistant Tool - VOSAT
for an agent.
QSC Evaluation
The design of our approach to evaluate QSCs for an agent is partially rooted in
[88]. In our approach two rating factors for QSC are defined as follows:
1. Fulfillment of QSC (FQ) shows the degree of fulfillment of each QSC. The
maximum value of FQ for a QSC is the value stated in the contract, which
is mutually agreed between each agent and the task leader or the VO coordinator.
2. Influence of QSC (IQ) is defined in [0,1] by the task leader or the VO
coordinator, to determine the importance and influence of each QSC in
quality evaluation of results produced by the agent.
We use these two factors to calculate the quality of the results produced by the
agent after performing its sub-task against the ideal quality, which are mutually
agreed in the contract. In other words, this is defined as a measure of how good
the agent delivers his agreed promise with the task leader or the VO coordinator.
At first, we define function C, C : S → P (V ), where S is the set of all
sub-tasks defined in a VO, the set of all quality specification criteria defined for
results of sub-tasks in a VO, is denoted by V , and P (V ) is the power set of V .
The quality of delivered sub-task st, if at least one criterion is specified for it (i.e.
|C(st)| > 0), is calculated as follows:
|C(st)|

Quality(st) =

X

F Q(ci , st) ∗ IQ(ci , st)

(4.2)

i=1

where, st shows a sub-task, F Q : V × S → [0, 1] and IQ : V × S → [0, 1],
V is the set of all quality specification criteria, |C(st)| is the number of quality
criteria for the sub-task st, and ci shows the ith criterion of the C(st).
The M ax Quality value for a sub-task shows the maximum possible quality
occurrence to perform the sub-task. It is calculated as follows:
|C(st)|

M ax Quality(st) =

X

|C(st)|

max(F Q(ci , st)) ∗ IQ(ci , st) =

i=1

X

IQ(ci , st) (4.3)

i=1

where, max(F Q(ci , st)) indicates the ideal and maximum value of the fulfillment
of the ci , which is here equal to 1, because in our approach, FQ values are normalized into [0,1].
The relative quality between what the agent actually delivered and maximum
possible quality value (expected value) is calculated as follows:
Relative Quality(st) =

Quality(st)
M ax Quality(st)

(4.4)
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It should be noticed that relative quality for each sub-task is measured after it
is performed, i.e. when the state of the promise made to perform the sub-task is
kept. It means that relative quality is ignored for promises, which are not kept,
invalidated and withdrawn.
Since different criteria have different FQ values, we normalize all received
values into [0,1]. Assume that the promisee (service client) for which the subtask is performed, sends a fulfilment value for a criterion, called x, in [a,b], then
the formulas below show how it is normalized into an interval [0,1], and named
0
x.
For those criteria that have positive connotations (e.g. the Availability, Throughput, and Reliability for a developed software service), their values will be scaled
as follows [28]:
x−a


if a 6= b
0
x = b−a
(4.5)

1
otherwise
For criteria with negative connotation (e.g. the Response time for a software
service) the formula below is used [28]:
b−x
x = b−a

1
0






if a 6= b
otherwise

(4.6)



Promise Evaluation Considering the Quality Specification Criteria
To measure the committing norms obedience degree (CNOD), three measures are
considered and explained in the following paragraphs.
Promise Fulfillment (PF). The evaluation of a promise in its termination
state (i.e. kept, not kept, withdrawn, invalidated, released or dissolved) can be
different based on the VO in which the promise is made. An example of values
assigned by the VO coordinator to different states of a promise is shown in Table
4.3. These values show the fulfillment degree of an agent’s promise. In fact, the
promise fulfillment values are determined for a promiser who made a promise
to perform a sub-task. The value should be positive, or negative, e.g. promise
fulfillment degrees in Table 4.3 are defined in {-2,-1,-0.3,2}. Withdrawn and Not
Kept states of a promise have negative effects on the performance evaluation of
promiser, so their values are also negative, while kept promise has positive effect
on the performance evaluation of the promiser. Invalidated promise can negatively
influence the promiser performance, however the reason is out of the control of the
promiser, so we consider a very little negative value for it (e.g. -0.3 as shown in
Table 4.3). Realised promise shows that promisee cancels the promise, so it is not
negative or positive for promiser’s performance. Moreover, when preconditions
of a promise are not fulfilled, the state of a promise is dissolved, which is not
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negative or positive for the promiser. Therefore, released and dissolved promises
are not considered in CNOD measurement.
Promise State
Not Kept
Withdrawn
Invalidated
Kept

Promise Fulfillment Value
-2
-1
-0.3
2

Table 4.3: An example of Promise Fulfillment (PF) values
Promise Importance (PI). Next to the Promise Fulfillment (PF) value
addressed above, it is also needed to consider Promise Importance (PI) in the
measuring of CNOD, because some promises are related to the sub-tasks that
have more important roles in the collaboration success of the VO. The values of
PIs are considered in [0,1].
Q-Factor (QF). To show the role of Relative-Quality in evaluation of CNOD,
we define the Q-Factor (QF) for promise pj made for performing sub-task stpj ,
as follows:

QF (pj ) =


 Relative


Quality(stpj )
1



if stpj is perf ormed
otherwise

(4.7)

where, stpj shows the sub-task for performing which promise pj is made. The
value of QF (pj ) is in [0,1], because the value of Relative Quality(stpj ) is [0,1]. If
the stpj is performed then its related P F (pj ) in Formula 4.8 has the maximum
value (i.e. 2, considering Table 4.3). Moreover, if all quality criteria agreed for
this sub-task, are ideally fulfilled, Relative Quality(stpj ) is 1, and consequently
QF (pj ) is 1. When promise pj is withdrawn, not kept or invalidated, its P F (pj )
is negative. In this situation, QF (pj ) is 1, because 1 is the identity element under
multiplication, which shows that Relative Quality is ignored for withdrawn, not
kept and invalidated states.
We define the function f1 , f1 : δA → P (δp ), where δA is the set of agents
involved in a VO, δp is the set of promises made so far in the VO, and P (δp ) is
the power set of δp . Similar to the formula for Relative Quality, the CNOD for
agent A is calculated as follows:
P|f1 (A)|

CN OD(A) =

j=1

P F (pj ) ∗ P I(pj ) ∗ QF (pj )

P|f1 (A)|
j=1

max(P F (pj )) ∗ P I(pj )

(4.8)

where, |f1 (A)| shows the number of promises that agent A has made so far in
the VO (for each sub-task only one promise is made), P I : δp → [0, 1], QF : δp →
[0, 1] and max(P F (pj )) indicates the ideal and maximum value of the fulfillment

4.3. Norm Abidance

63

of the promise pj . It should be noticed that considering the example values for
promise fulfilment in Table 4.3, P F : δp → {−2, −1, −0.3, 2}.
This formula returns a value for each agent, which shows the ratio of agent’s
success in fulfilling its promises and their QSCs in relation to the ideal state.
Below, it is shown that CNOD is a value in [-1,1]. Since P I(pj ) and QF (pj )
are values in [0,1], and PF is defined in {-2,-1,-0.3, 2}, we have:
|P F (pj ) ∗ P I(pj ) ∗ QF (pj )| ≤ max(P F (pj )) ∗ P I(pj ), ∀j = 1 . . . |f1 (A)|
and then:
|f1 (A)|

X

|f1 (A)|

|P F (pj ) ∗ P I(pj ) ∗ QF (pj )| ≤

j=1

X

max(P F (pj )) ∗ P I(pj )

j=1

Based on the rule (|a + b| ≤ |a| + |b|), we have:
|f1 (A)|

|

X

|f1 (A)|

P F (pj ) ∗ P I(pj ) ∗ QF (pj )| ≤

j=1

X

|P F (pj ) ∗ P I(pj ) ∗ QF (pj )|

j=1

and consequently,
|f1 (A)|

|

X

|f1 (A)|

P F (pj ) ∗ P I(pj ) ∗ QF (pj )| ≤

j=1

X

max(P F (pj )) ∗ P I(pj )

j=1

It is also clear that:
|

P|f1 (A)|
j=1

P F (pj ) ∗ P I(pj ) ∗ QF (pj )|

P|f1 (A)|
j=1

max(P F (pj )) ∗ P I(pj )

≤1

This means that |CN OD| ≤ 1 (see Formula 4.8).
If PI for all promises of an agent A is 1, PF is defined in {-2,-1,-0.3, 2},
and all its promises are not kept then CN OD(A) =

P|f1 (A)|
(−2)∗1∗1
i=1
P
|f1 (A)|
i=1

2∗1

= −1, if

all its promises and their related QSCs are kept, CNOD(A)=1 and if half of its
promises and their related QSCs are kept and half of its promises are not kept,
CNOD(A)=0. According to the definition of joint-promise (see Formula 4.1), the
creation of a joint-promise generates several individual promises. These individual
promises will be counted in the CNOD measurement. It should be noticed that
the promises of an agent for performing a specific sub-task are counted only once.
CNOD is an internal measure, which is invisible for stakeholders, and only used
as a criterion for trust evaluation and other future decisions.
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Example
Considering the case of partners in an R&D project introduced earlier in the
thesis, assume that agent A agrees to perform the following two sub-tasks for
agent C that represents a task leader or the VO coordinator:
• st1 : providing a manual report document within 3 weeks from now.
• st2 : developing a software service within 6 weeks from now.
Consequently, two promises are made by agent A to agent C as follows:
1. Pr 1: P rU C (A, C, st1 , 3weeks, T, 0).
2. Pr 2: P rU C (A, C, st2 , 6weeks, T, 0).
For the report document, assume that, based on their agreement, the content of
the manual document should be fully compliant with agreed TOC (Table Of Content) with the attachment of 25 screen shots, i.e. C(st1 ) = {content, attachment}.
For the software service, assume that it is agreed that response time of the service
should not be greater than one minute, availability of the service should be 24h,
and reliability should be greater than 90%, C(st2 ) = {ResponseT ime, Availability,
Reliability}. Obviously, QSCs for these sub-tasks would be relevant and measured if they are performed, as explained before. Assume also that, the first
promise is kept, with 70% compliant with agreed TOC, and accompanied with
12 screen shots, while the second promise is invalidated, since the development of
software could not go on due to reasons beyond the control of the agent. Therefore, two QSCs for the first promise, i.e. content, and attachment need to be
measured. For example, if the content is 70% compliant with agreed TOC, then
F Q(content, st1 ) is 0.7−0
and if 12 screen shots are delivered then the normalized
1−0
F Q(attachments, st1 ) is 12−0
(considering the Formula 4.5). Furthermore, if the
25−0
IQ of the content is 0.9, and the IQ of the attachment is 0.5, then we can compute
the quality of delivered sub-task, st1 , as follows:
Quality(st1 ) = F Q(content, st1 ) ∗ IQ(content, st1 )+
F Q(attachment, st1 ) ∗ IQ(attachment, st1 ) = 0.87
max(F Q(content, st1 )) is 1, because the ideal result for content is 100 % compliant with agreed TOC. The ideal result for attachment is 25 screen shots, so
= 1; therefore, we have: M ax Quality(st1 ) =
max(F Q(attachment, st1 )) is 25
25
1.4 and finally Relative Quality(st1 ) = 0.621. Assuming that the Promise Importance (PI) of the first promise (which is fulfilled) is 1 and the PI of the second
promise (which is invalidated) is 0.5, we then have CNOD(A)=0.247, considering
the Formula 4.8 and Table 4.3.
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SNOD - Socio-regulatory Norm Obedience Degree

Socio-regulatory Norm Obedience Degree shows to which extent an agent has
complied with the socio-regulatory norms, as specified in the consortium agreement. We define function f2 , f2 : δA → P (δs ), where δA is the set of agents
involved in a VO, δs is the set of all socio-regulatory norms defined for agents in
the VO, and P (δs ) is the power set of δs . SNOD is calculated as follows:
P|f2 (A)|

SN OD(A) =

N F (ni )
|f2 (A)|

i=1

(4.9)

where, N F (ni ) shows the Norm Fulfilment (NF) degree of socio-regulatory norm
ni ( N F : δs → {−1, 1}). N F (ni ) is 1 if norm ni is kept (obeyed), while N F (ni )
is -1 if ni is violated. It is clear that SNOD is a value in [-1,1]. These norms have
two states, i.e. violated and obeyed (kept), so in this formula only the number of
violated norms and obeyed norms are taken into account.

4.4

Conclusion

This chapter addresses the VO Supervisory Assisting Tool (VOSAT). It includes
norm monitoring component, norm abidance component, trust evaluating component, risk predicting component and partner selecting component. The first
two component are discussed in this chapter. Norm Monitoring Component is
responsible for monitoring and controlling the agents’ behavior against their defined norms, and imposing related sanctions against the norms’ violations. This
component is implemented using Organization Oriented Programming Language
(2OPL). Norm abidance component is responsible for measuring the committing
norms obedience degrees (CNOD) and socio-regulatory norms obedience degrees
(SNOD) for each agent based on the information calculated in norm monitoring
component. CNOD and SNOD are used to evaluate trust level of VO partners
during the VO operation phase, to select best-fit partner for reassignment of risky
tasks, and reward distribution, which are discussed in Chapters 5 and 6.

Chapter 5

Behavior-based trust evaluation of VO
partners

The material of this chapter is partially covered in the following papers:
• Afsarmanesh, H., Sargolzaei, M. and Shadi, M. (2015). Semi-automated
software service integration in virtual organisations. Enterprise Information
Systems, Taylor&Francis, 9(5-6), pp.528-555.
• Afsarmanesh, H., Sargolzaei, M. and Shadi, M. (2012). A framework for
automated service composition in collaborative networks. In Collaborative
Networks in the Internet of Services, 13th IFIP WG 5.5 Working Conference
on Virtual Enterprises (pp. 63-73). Springer.

5.1

Introduction

To support the success of collaboration in VOs, it is necessary to monitor, supervise, and coordinate the planned activities, in order to discover and/or predict
potential risks of failure in their fulfillment. Our approach contributes to developing novel methods and mechanisms for monitoring both individual behavior and
collective behavior of partners against some norms defined in VOs (see Chapters
3 and 4). Based on the results of norm monitoring, it is possible to evaluate the
partners’ trust level, which is considered in this thesis as an important factor for
risk prediction in VOs. The factors that are considered for potential risk in VOs in
our research is low trustworthiness, insufficient communication, and heavy workload (see Chapter 6). Therefore, one advantage of partners’ trust evaluation is
to assist the coordinator with dynamically identifying which one of the currently
running tasks might involve risks.
The other advantage of trust evaluation is to enhance the service selection
in Service Oriented Architecture (SOA)-based VOs, in order to create integrated
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value-added services. To enhance their business opportunities, organizations involved in many service industries are increasingly active in pursuit of both on-line
provision of their business services and collaborating with others in joint initiatives addressed in VOs. However, Collaborative Networks (CNs) in service industry sector face many challenges related to sharing and integrating their collection
of provided business services as well as their corresponding software services.
At present, due to the lack of uniform unambiguous formal definitions for the
implemented business services at the VBE, and ignorance the role of partners’
behavior, SMEs involved in VOs cannot be properly supported with the discovery
of existing services or facilitation of their composition. In other words, currently
the discovery of most-fitting services can only perform a search/match based on
the service interface, e.g. service names and operation names, and in some rare
cases, if they are available, also searching on some limited semantics related to
the functionality of the requested service, e.g. modelled in terms of preconditions,
assumptions, post conditions and effects [99].
This chapter concentrates on measuring the trust level of each VO partner,
acting as an agent, within a VBE. Evaluating the partners’ trustworthiness during the VO operation phase is an important question that has been ignored in the
literature. To the best of our knowledge, the previous works, such as [69], [70] and
[61] focus on trust evaluation at VO creation phase. However, we define trust as a
fuzzy norm, which is monitored during the VO operation phase. As mentioned in
Chapter 3, for monitoring the partners’ behavior, we propose a VO supervisory
framework in which four kinds of norms, i.e. socio-regulatory norms, co-working
norms, committing norms and controlling norms are introduced. Based on the
results of monitoring the socio-regulatory norms, co-working norms, and committing norms, as well as the score of individual collaborative behavior (ICB) of
partners in the VBE (see Chapter 2), the trust level of each partner is calculated.
Here, the trust level of an agent shows how much it can be trusted for performing its assigned tasks in the VO. Trust is considered to have multi-dimensional
aspects, however the focus of our concern here and thus our proposed approach
is on the work behavior of agents. For the purpose of reasoning on the trust
level of agents, a fuzzy norm is defined in our framework, which is also monitored
by Norm Monitoring Component (NMC) introduced in Chapter 4. Considering
that in our addressed environment, some of the criteria influencing the trust measurement are uncertain, the trust requirements are specified as fuzzy norms. It
means that VO coordinator can define a minimum acceptable level for agent’s
trustworthiness, based on the type of the VO.
As a proof of concept for an approach to trust measurement of VO partners,
this chapter presents a software service-developing VO, in which a new competency model is introduced for VBE organization members, to support the selection
of best-fit services to be potentially composed for creation of new value-added services. This competency-model encompasses (i) the novel meta-data introduced
in [6] addressing formal uniform definition of services provided by VBE orga-
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nizations, (ii) the quality aspects of the provided service, and (iii) the service
providers’ trustworthiness. Here, a key issue, rarely taken into account in service
industry is the role of service providers’ behavior-based trustworthiness in service selection, which plays a major role in our service discovery. The conducted
research in [98] shows that if a service provider is trustworthy, the likelihood of
service delivery with high quality increases. To the best of our knowledge, our
introduced competency model for VBE members in service industry is novel and
beyond the state of the art in this area.
This chapter is structured as follows. Some related works for trust in VOs is
addressed in Section 2. How to evaluate the trustworthiness of VO partners is
addressed in Section 3. Section 4 discusses the role of agents’ behavior in SOAbased Virtual Organizations. Finally in Section 5, some conclusive remarks are
addressed.

5.2

Related Work

Large number of research addresses trust measurement in different disciplines.
The focus of our research is on trust evaluation of partners in virtual organizations, and there are some research more closely related to our approach. These
mostly address trust in multi-agent systems, and peer-to-peer systems.
The work done in [88] measures the trustworthiness of an agent based on a
fuzzy model for which the aggregated recommendations (called weighted trustworthiness value), the agent credibility, and the opinion weights are fed into the
system as inputs. After completion of the business interaction with the trusted
agent, the credibility value of the recommending agents that deliver their opinions about the trusted agent is adjusted by applying the CCCI (Correlation,
Commitment, Clarity, and Influence) methodology [88]. In [50], the trustworthiness of an agent is represented by a probability-certainty density function and
then the trusting agent updates the trustworthiness of referrers comparing their
claims about trusted agents with actual experiences of the trusting agent. In
[13], the notion of promise is used to interpret trust between agents. As such if a
promise is expected to be kept in future then its promiser is trustworthy. Then,
an experimental test is repeated and other agents’ experiences are used to determine the truth of a hypothesis of an expected trustworthiness, using Bayesian
interpretation. To establish this expectation, the outcomes ”promise kept” and
”promise not kept” are considered. They however consider just two states of interaction/promises in their approaches. Our approach is a combination of both
objective evaluation and subjective evaluation, and it uses many more states of
promises to calculate agents’ norm obedience degrees.
In [58], a data set is built of agent interactions and trust values, and divided
into training and test data sets. Then the update value of trust is learned based
on the identified commitment operations. In the work presented in [58], similar to
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our work, a number of different states for commitments are considered for trust
estimation, but the approach needs to define and run many different tests in order
to learn before it can assess trustworthiness of agents.
A fuzzy trust model for peer-to-peer systems in which peers stand for computers is also implemented in [48]. Each peer uses its information of the interactions
that it has had with another peer, and tracks the number of successful and unsuccessful interactions for each dimension, in order to model the trust of that
peer. Related to virtual organizations, mostly there are two factors fed into the
proposed trust models, i.e. organization’s capability, as well as its reputation and
credibility in the networked virtual organization [70] and [61]. In [70], to evaluate
the VO partner’s trustworthiness, a fuzzy system is designed in which rules are
defined based on the VO goals as well as factors of concern such as processing
time and the average of delays in deadlines. This approach is not appropriate for
virtual organizations that have several goals and sub-goals and it also needs large
involvement of VO decision maker to design the fuzzy inference.
In our proposed approach, we use fuzzy comprehensive evaluation method to
combine a number of our introduced hierarchical factors, in order to measure the
trust levels for the VO partners. The factors used in our approach to evaluate
trust of agents are different from the factors considered in [64] and [63] and to
the best of our knowledge, they are novel for assessing the VO partners.

5.3

Trust Evaluation

Establishing trust among partners is primarily rooted in the individual behavior
of the involved partners. Therefore, monitoring the behavior of organizations
involved in the VO provides good indications for their trust measurement. As
mentioned in Chapter 3, the behavior of organizations involved in the VO is
constrained by socio-regulatory norms, committing norms, co-working norms and
controlling norms. Trust requirements of VO partners are specified as fuzzy
norms, called trust-related norms, which are a kind of controlling norm specified
by the VO coordinator (see Chapter 3). In a normative environment like a VO,
norms can have different levels; norms at level zero are triggered by external
events, whereas norms at other levels are triggered in case of certain violations
of agents’ norms inside the VO [94]. In our framework, if one of the agents’
committing norms or socio-regulatory norms are violated then that agent’s trustrelated norm is triggered. In other words, the trust-related norm is placed at
the upper level of the socio-regulatory norms and committing norms. To monitor
the violation of trust-related norm, it is necessary to evaluate the current agent’s
trust level by the Trust Evaluating Component.
To evaluate the overall trust of each agent in a VO, as the main factors, both
its Individual Collaborative Behavior (ICB) recorded at the VBE and its work
behavior in the current VO are taken into account (see Figure 5.1).
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The first factor is ICB of the agent in VBE, as discussed in details in Chapter
2. For measuring it, the following four specific quality-behavioral dimensions are
considered: integrity, courage, agreeableness, and openness. A quantitative causal
approach is applied that inter-relates some known factors about trust assessment
from the environment with the traits related to these four behavioral dimensions.
The Formulas derived from the causal relationships are then used to measure ICB
for each organization in the VBE, in comparison to all other VBE members.
The second factor is related to the work behavior of an agent in the current
VO, which has a vital role in its trust evaluation. On one hand, in [13], the
notion of promise is used to interpret trust between agents. It states that if a
promise is expected to be kept in future, then its promiser is trustworthy. On the
other hand, in [88] the trustworthiness of an agent is measured based on a fuzzy
model for which the aggregated recommendations, the agent credibility, and the
opinion weights are fed into the system as inputs. However, in our approach, we
evaluate the agent’s work behavior as the second factor in trust evaluation based
on both the norm obedience degrees and the recommendations of other agents
about the behavior of that agent in its joint responsibilities. It means we consider
three sub-factors, the so-called middle-level factors, i.e. the agent’s Committing
Norm Obedience Degree (CNOD), the agent’s Socio-regulatory Norm Obedience
Degree (SNOD), and the agent’ s Cooperative Traits (CT) to evaluate this factor. Furthermore, Interaction Rate (IR), Co-work Quality (CoQ), and Not Being
Opportunistic (NBO) are the three sub-factors considered for the CT. These are
called low-level sub-factors, which are evaluated based on the aggregation of the
recommendations received from other agents that are involved in joint-promises
with the agent in the current VO. To the best of our knowledge, an approach to
agent’s trust evaluation is novel.

Figure 5.1: Factor hierarchy for the agent’s trust evaluating.
There are a number of reasons that justify why we apply the AHP Fuzzy
Comprehensive Evaluation method for our trust assessment approach. Firstly,
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applying AHP, both the quantitative and qualitative factors can be taken into
account. Secondly there are some factors/sub-factors, which can themselves be
evaluated through the hierarchical structure of the AHP (Analytic Hierarchy Process) [84]. Finally, several characteristics, such as the implicitness in specifying
the belief, and the willingness of the trusted agent, result in fuzziness and dynamism of trust [29].
The AHP method allows us to utilize fuzzy mathematical principles to synthesize various factors influencing a certain element, in order to evaluate the merits
and demerits of that element [63]. At first, this method determines the factor set
of the evaluating element, and the evaluation set according to which the membership degree of each factor is calculated to build a fuzzy evaluation matrix. Then
a weight vector is established for evaluation factors (applying AHP) and finally a
comprehensive evaluation to various factors is made. The detailed steps of AHP
Fuzzy Comprehensive Evaluation method for evaluating the trust level of agents
in the current VO include the following:
(1) Determination of factor set affecting the evaluation of the agents’
trust level.
Figure 5.1 illustrates the factor hierarchy for evaluation of the trust level of an
agent. The value of ICB is placed in an interval [0,1], while the value of CNOD,
and CNOD are placed in [-1,1]. As mentioned before, to measure low-level subfactors for an agent, we use the recommendations of other agents who were involved in the joint-promises with the agent, which are aggregated and normalized
in an interval [0,1].
(2) Determination of fuzzy evaluation set, named E.
Our proposed fuzzy evaluation set for trustworthiness is defined based on Marsh’s
view [65]. Marsh defined three levels for trust: distrust, untrust and trust, as
Figure 5.2(a) shows. In this point of view, trust of an agent in another agent
represents the beliefs of the first agent that the second agent will cooperate with
other agents even in situations where the second agent has the opportunity to defect. Distrust is the beliefs of the first agent that the second agent will act against
the best interests of others. The distance from distrust to trust corresponds to
untrust showing that the second agent is not reliable to cooperate with, in spite
of being trusted. As Figure 5.2 (a) illustrates, the cooperation threshold indicates
the starting point of trust. Considering Marsh’s view, the proposed evaluation
set of trustworthiness is defined, as follows:
E = {e1 = HighDistrust, e2 = M ediumDistrust,
e3 = LowDistrust, e4 = LowT rust, e5 = M edium
T rust, e6 = HighT rust}.
In our evaluation set, shown in Figure 5.2 (b), the space between trust and distrust
is named Low Trust. We use trapezoidal fuzzy membership function, which is
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defined below:

T rapezoid(x; a, b, c, d) =













( x−a
)
b−a
1
( d−x
)
d−c
0

if a ≤ x ≤ b,
if b ≤ x ≤ c,
if c ≤ x ≤ d,
otherwise








(5.1)







where, x is a real value, and a, b, c, d represent left end point, left center point,
right center point, and right end point of the trapezoidal fuzzy membership functions, respectively. For example, e2 (x)= Trapezoid (x;-0.8,-0.6,-0.4,-0.2), where e2
is the second membership function shown in Figure 5.2 (b). It should be noticed
that e1 is a special case of trapezoidal function, which is called R-functions with
parameters a = b = −∞, and also e6 is a special case of trapezoidal function,
which is called L-functions with parameters c = d = +∞ [81].
(3) Determination of weights for factors and sub-factors.
To determine the weights of factors and sub-factors, we have applied Analytic
Hierarchy Process (AHP) [84]. As initialization stage in Algorithm 2 shows, to
determine the criteria weights vector, a paired comparison matrix (matrix A) is
initiated. The matrix A is an n × n matrix, where n is the count of evaluation
criteria considered to be compared. Assume that each ajk indicates the relative
importance of the j th factor to k th factor, so there are three possibilities:
• ajk > 1, if the j th factor is more important than the k th factor
• ajk < 1, if the j th factor is less important than the k th factor
• ajk = 1, if the two criteria have the same importance
There are two constraints: ajk × akj = 1 and ajj = 1 for all j.
Table 5.1 indicates the suggestive numerical scales for relative importance
between any two factors [84], based on which the comparison matrix A is established. After building the matrix A, a normalized matrix is derived from A, by
making the sum of the entries on each column equal to 1. Therefore, each entry
in column i is divided by the sum of the entries of that column. Ultimately, the
criteria weight vector W1×n is constructed by averaging the entries on each row
of the normalized matrix (see normalization stage in Algorithm 2).
Once several paired comparisons are done, some inconsistencies may appear.
To illustrate it with an example, assume that a decision maker wants to evaluate
3 criteria. In his evaluation the second criterion is more important than first
criterion, and the third one is also more important than the second one. There is
an inconsistency in his evaluation if he also judges the third criterion as equally
or slightly important than the first one. An effective technique is embedded in
AHP which is responsible to check the consistency of the judgments made by the
expert. As consistency checking stage in Algorithm 2 shows, at first, to compute
the Consistency Index (CI), it is needed to calculate the Principal Eigen value
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Algorithm 2: AHP for assigning weights to the criteria
Input:
• n, the number of criteria
• RI, random consistency index
Output:
• W, a weight vector
/* Initialization
*/
Get matrix An×n
// The entry of the matrix aij shows the
comparison between criterion i and criterion j
/* Normalization
*/
for j := 1 to n do
SC[j] := sum elements in column j of matrix A
// SC is an
array
end
for j := 1 to n do
for i := 1 to n do
aij
aij := SC[j]
// This is the normalized matrix A.
end
end
/* Weight Calculation
*/
for i := 1 to n do
SR[i] := sum elements in row i of normalized Matrix A
// SR is
an array
W [i] := SR[i]
n
end
/* Consistency Checking
*/
P
λmax := ni=1 W [i] × SC[i]
−n
CI := λmax
n−1
CI
if RI < 0.1 then
return W
else
Get new comparison matrix A and start again
// Notice that A
was inconsistent and a new A is needed.
end
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Figure 5.2: (a) Different concepts of trust based on Marsh’s view [65]. The negative interval refers to distrust, while the positive interval started at the cooperation threshold refers to trust. The space between these two sections is undistrust.
(b) The proposed Fuzzy Evaluation Set to evaluate trust level of agents in VOs.
It is established based on the Marsh’s view. We chose a new name, i.e. Low
Trust, for the space between distrust and trust. E = {e1 = HighDistrust, e2 =
M ediumDistrust, e3 = LowDistrust, e4 = LowT rust, e5 = M ediumT rust,
e6 = HighT rust}.
[84], λmax , which equals to the sum of products between each element of weight
vector obtained by the mentioned approach and the sum of columns of the matrix
A before normalization. After that, CI is computed as follows:
CI =

λmax − n
n−1

where, n is the number of criteria in Matrix A. Random consistency Index (RI)
is proposed by Saaty in [84] which is calculated by finding the average of random
consistency indexes of 500 matrices. If CT
is equal or smaller than 10% then the
RI
inconsistencies can be ignored.
Status
Equally important
Slightly more important
More important
Greatly more important
Fully more important
For comparison between
margins mentioned above

Value
1
3
5
7
9
2,4,6,8

Table 5.1: Relative importance where comparing every two factors [84].
Generally, the AHP computations are directed by the decision makers’ experience, hence AHP can be considered as a means to translate the decision makers’
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evaluations into a multi-criteria ranking, as Algorithm 3 shows. The following
paragraphs explain step by step what the algorithm does.
The examples of relative importance for comparing three sub-factors CNOD,
SNOD, and CT, and also for comparing three sub-factors of CT (i.e. IR, CoQ,
and NOB) are shown in Figure 5.3 (a) and (b). If the VO coordinator has decided
that the weight of CNOD, is 6 times more important than CT, consequently the
weight for the CT in contrast to CNOD is 16 . Applying AHP approach, the weight
of factors/sub-factors are calculated, as shown in Figure 5.3(c). We assume that,
the weights for two main factors, i.e. agent’s behavior in current VO and agent’s
ICB, are respectively 0.8, and 0.2.
(4) Determination of evaluation matrix and comprehensive evaluation.
Considering the first for statement in Algorithm 3, the evaluation matrix for CT
is established as follows:


00

00

00

00

00

00



r1,1 r1,2 r1,3 r1,4 r1,5 r1,6
00
00
00
00
00 
 00
R = r2,1 r2,2 r2,3 r2,4 r2,5 r2,6 
00
00
00
00
00
00
r3,1 r3,2 r3,3 r3,4 r3,5 r3,6
00

00

where, ri,j represents the membership degree of the ith sub-factor of CT, in ej
(i.e. j th membership function in evaluation set E). As mentioned in the second
step, evaluation set E includes six trapezoidal function, specified by the formula
00
5.1. In other words, the rows of matrix R represent the membership degrees of
IR, CoQ, and NBO in set E, respectively.
As mentioned in the previous step, a weight vector is found for three sub00
00
factors of CT (applying Algorithm 2), which is called W . Note that W is
a vector consisting of three entities representing IR, CoQ and NBO. Therefore,
00
we can measure the comprehensive evaluation of CT called B , as follows (see
Algorithm 3):
00
00
00
00
00
00
00
00
00
B = W × R = [b1 , b2 , b3 , b4 , b5 , b6 ].
Then the evaluation matrix for agent’s behavior in current VO, is established
as follows (see the second for statement in Algorithm 3):


0

0

0

0

0

0



r1,1 r1,2 r1,3 r1,4 r1,5 r1,6
0
0
0
0
0 
R =
r2,2 r2,3 r2,4 r2,5 r2,6 
00
00
00
00
00
00
b1 b2 b3 b4 b5 b6
0

0

 0
r2,1

where, ri,j represents the membership degree of the ith sub-factor of agent’s behavior in current VO in ej (i.e. j th the membership function in evaluation set E).
0
In other words, the first two rows of matrix R represent the membership degrees
0
00
of CNOD, and SNOD in set E, respectively, and the third row of R is B , obtained in previous step. Considering the weight vector found for sub-factors of
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Algorithm 3: Fuzzy Comprehensive Evaluation Method for Trust
Input:
• x, the agent for which the trust level is evaluated
• IR, a single value denoting Interaction rate of agent x
• CoQ, a single value denoting Co-working Quality of agent x
• NBO, a single value denoting Not being opportunistic for agent x
• CNOD,a single value denoting Committing Norm Obedience Degree of
agent x
• SNOD, a single value denoting Socio-regulatory Norm Obedience Degree
of agent x
• ICB, a single value denoting Individual Collaborative Behavior of agent x
• W1×2 , a weight vector for two main factors
0
• W1×3 , a weight vector for CNOD, SNOD, and CT
00
• W1×3 , weight vector for IR, CoQ, NBO
• E = {e1 , e2 , e3 , e4 , e5 , e6 }, Fuzzy evaluation set. // µei (z) is specified
by Formula 5.1.
Output:
• B, the comprehensive evaluation vector
for i := 1 to 6 do
00
R [1, i] := ei (IR)
00
R [2, i] := ei (CoQ)
00
R [3, i] := ei (N BO)
end
00
00
00
B1×6 := W1×3 × R3×6 ;
for i:=1 to 6 do
0
R [1, i] := ei (CN OD)
0
R [2, i] := ei (SN OD)
0
00
R [3, i] := B [i]
end
0
0
0
B1×6 := W1×3 × R3×6 ;
for i:=1 to 6 do
0
R[1, i] := B [i]
R[2, i] := ei (ICB)
end
B1×6 := W1×2 × R2×6 ;
return B
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CNOD
SNOD
CT

CNOD
1

SNOD
4
1

1
4
1
6

CT
6
3
1

1
3

IR
1
3
2

IR
CoQ
NOB

CoQ

NOB

1
3

1
2

1

3
1

1
3

(a)

(b)

Factors

Weights

Behavior
in current
VO

0.8

ICB

Mediumlevel
factors
CNOD
SNOD

Weights

0.7
0.21

CT

0.09

Low-level
factors

weights

IR
CoQ
NOB

0.16
0.59
0.25

0.2
(c)

Figure 5.3: An example of relative importance among trust factors and sub-factors
as well as weights calculated applying AHP.
0

agent’s behavior in current VO, W , we measure the comprehensive evaluation
0
B for it, as follows:
0

0

0

0

0

0

0

0

0

B = W × R = [b1 , b2 , b3 , b4 , b5 , b6 ].
Finally, the evaluation matrix R for trust is established as follows (see the third
for statement in Algorithm 3):
"

0

0

0

0

0

0

b b b b b b
R= 1 2 3 4 5 6
r1 r2 r3 r4 r5 r6

#

where, rj represents the membership degree of agent’s ICB in ej (i.e. j th the
membership function in evaluation set E). Considering the weight vector found
for main factor of trust evaluations, W , we measure the comprehensive evaluation
for Trust, B, as follows (see Algorithm 3):
B = W ∗ R = [b1 , b2 , b3 , b4 , b5 , b6 ]
(5) Analysis of the fuzzy comprehensive evaluation. The final results,
i.e. vector B, can be analyzed through defuzzification to be transformed into
a single number. Mostly, the maximum degree of membership, which regards
the maximum value of vector B as the overall value of the evaluating element,
is used for defuzzification. The work done in [37] shows that weighted average
grade of membership produces more reasonable evaluation results, while using
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the maximum degree may lead to the loss of a lot of information. The weighted
average method is the ratio of the sum of the average point in each membership
function multiplied to its membership degree (the corresponding value in vector
B) to the sum of membership degrees for all entries of vector B, as formula below
shows [81]:
P6
B(i) ∗ z(i)
T = i=1
(5.2)
P6
i=1 B(i)
where, z(i) shows the average point of the ith membership function in set E. T
is placed in [-1,1], because the interval in which the evaluation set is defined, is
[-1,1]. The negative values of T show distrust area and its positive values show
trust area in Figure 5.2 (b). In our approach, trust level, which is necessary for
an agent, can be treated differently based on the type of the VO. In other words,
in each VO, the VO coordinator defines the minimum acceptable trust level. For
example, in one VO it may be sufficient to have a medium trust level for agents,
while in another one it may be necessary to fulfill the high trust level for all
agents.
Example
Assume that at time t1 the value of factors and sub-factors for an agent are as
follows: Interaction Rate (IR) = 0.3, Co-work Quality (CoQ) = 0.7, Not Being
Opportunistic (NBO) = 0.2, CNOD= -0.2, SNOD = 0.1, ICB= 0.8. The rows
00
of matrix R are the membership degrees of IR in set E, membership degrees
of CoQ in set E, and membership degrees of NBO in set E, respectively. Then,
considering the weights shown in Figure 5.3 (c) and applying Algorithm 2, the
comprehensive fuzzy evaluation for CT is as follows:

00

00

00

h

i

B = W × R = 0.16 0.59 0.25



0 0 0 0.5 0.5 0
0 0 0 0.5 0.5
=
0 0 0 1
0
0

∗
0

h

i

0 0 0 0.33 0.375 0.295

0

The rows of R are membership degrees of CNOD in set E, membership de00
grees of SNOD in set E, and B , respectively. The comprehensive fuzzy evaluation
for agent’s behavior in current VO is calculated at the next step, as follows:

0

0

0
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B = W × R = 0.7 0.21 0.09



0 0 1 0
0
0
0 0 1
0
0 
=
0 0 0 0.33 0.375 0.295
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0 0 0.7 0.239 0.033 0.026
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The rows of matrix R are B and membership degrees of ICB in set E, respectively. Finally, the comprehensive fuzzy evaluation for trust is:
h

i

B = W × R = 0.8 0.2 ∗

"

#

0 0 0.7 0.239 0.033 0.026
=
0 0 0
0
0
1
h

i

0 0 0.56 0.19 0.026 0.22

It shows the trust level of the agent is Low Trust, because applying the weighted
average method as a kind of defuzzification [81] method, the crisp value of agent’s
trust level is 0.134. The average points of six membership functions e1 , e2 , e3 , e4 , e5 , e6
in evaluation set is z=(-0.8, -0.5, -0.15, 0.15, 0.5, 0.8). Therefore, applying the
weighted average method on the vector B above, we have (considering Formula
5.2):
T =

0.56 ∗ (−0.15) + 0.19 ∗ 0.15 + 0.026 ∗ 0.5 + 0.22 ∗ 0.8
= 0.134
0.56 + 0.19 + 0.026 + 0.22

Assume that, it is required for agents to have at least Medium Trust level. In
this situation, the violation of trust-related norm for the agent in this example
is 1, because the membership degree of point 0.134 in Medium Trust and High
Trust membership functions is zero.

5.4

Agent Behavior in SOA-based Virtual Organizations

In service industries, VOs are usually established to fulfill one of the following two
purposes. The first purpose is to target a specific emerged opportunity within
the market or society, which requires either the combination of different capabilities and resources provided by a number of different organizations, the simple
accumulation of their resource capacities, or both. The candidate SMEs are then
usually selected by the VO planner and invited to accept the joint responsibility
of fulfilling the tasks needed to achieve the common goals of the VO.
A second purpose for the VO formation is to support innovation. For instance,
one or more SMEs together foresee the potential of investing into the development
of some new services, and act as the VO planner, targeting the merge of abilities,
resources, capacities, etc. from a number of SMEs that can then together fulfill the
development of the planned innovation. Consider the following application case.
Suppose that there is a VBE in which the partner SME-1 plans to simply create
a new integrated tourism package that includes the reservation of flight-tickets,
hotel-rooms, day-trips, and dinners at restaurants in a specific touristic region of a
country. Furthermore, assume that all of the above mentioned individual business
services are already implemented and provided as web-services by several different
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SMEs within the VBE. Hence, when SME-1 is able to discover these services and
identify the most-fit SMEs with which to work and share services for creating
this new package as an integrated service, it may act as the VO planner and
start the formation of the newly required VO together with those other SMEs.
But at present, due to the lack of such uniform unambiguous formal definitions
of the implemented business services at the VBE, and unawareness about the
service provider’s behavior, the SME-1 can be properly supported with neither
the discovery of such existing services nor facilitation of their composition.

5.4.1

SOA-based Virtual Organizations

At present, creating an integrated web service, out of existing services provided by
different VO partners, is challenging. This is partially due to the lack of concise
definitions of service properties and quality, level of trust in service provider for
their developments, as well as the lack of supporting tools and infrastructure
for this purpose. Before discussing a new framework for service composition, a
new layered view is introduced on Service Composition in VOs, including (a) the
Business Specifying Layer, (b) the Service Oriented Computing Layer and (c) the
Collaboration Layer, as shown in Figure 5.4. There are two kinds of business

Figure 5.4: A Layered View on Service Composition in VOs [6].
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services considered in industry, including the manual services and the software
services. In the proposed model, only software services have been taken into
consideration, and a basic simple software service is assumed to accompany every
manual service consisting of a start and end notifications for that service.

(a) Business Service Specifying Layer
To support business service integration for VOs, the software services need to be
both discoverable and integrable. For this purpose, the abstract description of the
software services should be extended with supplementary properties, which are
captured within a concrete meta-data, presented in ”Business Service Specifying
Layer”, where the meta-data content has been presented as a means to accurately formalize every atomic software service. Every composite business service
is then represented by a set of meta-data, each member of which providing the
concrete formalization of an atomic service. The introduced meta-data [6] also
constitutes a main element within the business service competency, which is defined later, and facilitates service-oriented computing (i.e. service discovery and
integration), addressed in the lower layer. To support machine-to-machine service inter-operation in a VO, the meta-data captures the three characteristics of
each service, namely its syntax, semantics, and behavior. This meta-data targets
the comprehensive capture of all characteristics of the business services, through
which their equivalent software services (web services), can be unambiguously
developed.
Typically, the syntactic properties of a service are represented by XML-based
standards and languages, such as the Web Service Description Language (WSDL)
and Simple Object Access Protocol (SOAP) [32]. Conceptual properties of software services, here referred to as semantics are typically defined with an ontology,
as an explicit specification of a conceptualization of the knowledge about the service. The service ontology definition, also in the VO context, encompasses a
group of vocabularies that specify semantic attributes of services (e.g. goals and
category) and their relationships, which together present a meaningful concept
about the service [23]. Moreover, it is also needed to formalize the externally
observable behavior of each service, which shall represent the proper invocation
order of its operations. The selected formal notation to represent this aspect is
the Constraint Automaton [11], adopted in order to formalize the execution plan
of the business services, when aimed to develop its equivalent software service.
The formal notation provided by Constraint Automaton supports the definition
of a desired sequence for operations’ invocation, needed for automatic execution
of services.
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(b) Service Oriented Computing Layer
The ”Service Oriented Computing Layer” as the second layer, provides mechanisms for service discovery, execution, and integration to support service designers with offering new value-added services, through composition of the existing
shared services in the VO. There are multiple approaches developed by the research community in the area of services discovery, but only a few addresses the
comprehensive design of a framework encompassing all aspects needed for efficient
semi-automated Service Oriented Computing (SOC). Below four categories of approaches, that are more closely related to some aspects of the proposed approach
are addressed and discussed in details.
Keyword-based Search. These methods crawl through the syntactical
properties published for web services, such as the service name, to conduct matchmaking of relevant web services to the user service requirements. Most of these
methods are based on textual descriptions represented in WSDL documents [32].
In order to improve this keyword-based browsing method, some categorization,
based on the syntactic descriptions of web services, are proposed. As an example
of these methods, in [30] web services are categorized by their service types in
order to compose services at the abstract type level, instead of at the instance
level. That platform assumes a data type hierarchy, for each domain, defined by
domain experts, where the hierarchy only captures the main data types used in
that domain. This method is simple and proves to be efficient in certain cases,
but it is not comprehensive, because the hierarchy does not reflect the other
attributes of services for its categorization.
Semantic-driven Search. These approaches consider as the base the semantics of software service and represent ontology based methodologies used for
improving service discovery and composition. Several languages and standards
have been proposed to specify semantics of web services in order to assist services matchmaking. The Web Service Modeling Ontology (WSMO) is one of the
main proposed approaches to describe web services semantically, and including
their functional and non-functional properties, as well as other aspects that are
relevant for interoperating with them [72]. The other main ontology-based approach in the context of web services is the OWL-S, which is a service oriented
language, and built on top of the Web Ontology Language (OWL). Based on
the OWL-S, several research works try to find a match between the requested
service and the set of advertised services. For instance, Benaboud et al. have
proposed an agent-based approach for Web services discovery, which uses OWL-S
to describe both the Web services and the customer requirements [78]. Furthermore, several semantics-enabled extensions of WSDL (Web Services Description
Language) have been proposed, such as WSDL-S [99], which annotate WSDL
documents with semantic concepts in an intuitive manner.
QoS-aware Search. They apply the definition of Quality of Service (QoS) to
the service selection; in order to ensure the optimal service execution plan among
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the set of discovered candidates. The QoS attributes investigated in this group
of research works are oriented toward measuring the software quality aspects
such as the execution time, availability, and reliability. In [101] a QoS-aware
service evaluation method is presented to select a qualified web service among
the set of candidate services matching against certain request, while taking into
account the QoS characteristics of these services. During the last years, plenty
of research investigations are conducted on QoS measuring approaches as well as
on service selection methods based on the QoS measures. For instance, in [87]
an egalitarian-based negotiation model is proposed that aims to select a required
service by achieving the egalitarian principle between the user’s point of view on
one side, and the service provider’s point of view and the provided features, on
the other side.
The proposed approach goes beyond that of the previous works and several
challenging aspects of SOC, such as the QoS parameters (our so-called Quality
Specification Criteria in Chapter 4), and the service provider’s trustworthiness
are also addressed. The main concern neglected in the literature is the service
provider’s trustworthiness. Moreover, in our approach, the complexity of software services is considered as the service behavior, and is defined through the
introduced meta-data for services within the proposed framework.
Automation and successful application of service composition at this layer
requires not only the rich meta-data provided in the upper layer, but also the
coordination of required interaction protocols among the composed web services.
Moreover, the behavioral properties of service providers, and the recommending
partners are then also deployed within the service discovery approach. Later on,
when defining the service competency model of C3Q (including: Capability, Cost,
Conspicuity, and the Quality specification criteria) for addressing the VO services,
the above meta-data, the trust level of service provider, and QoS of the service,
respectively constitutes the Capability, Conspicuity, and Quality specification
criteria aspects of the VO service competency.
(c) Collaboration Layer. Finally, the third layer, ”Collaboration Layer”,
includes a pool of software services that are offered by different members/stakeholders of the VO, to support the intended services defined in the upper layer.
The shared services are published in a repository or directory according to the
specific Operational Level Agreement (OLA) [49]. An OLA is agreed among
the VO stakeholders and the composite service provider, to describe the responsibilities of each VO member/stakeholder (service provider) towards the specified composite services. OLAs are also supported by Service Level Agreements
(SLAs) among web services [62]. A SLA reflects an agreement between the service provider and the clients of a service to create assurances on the service level
at the binding time. As such, the expected performance of a deployed software
service is defined at the service level. In VOSAT, expected performance of a
service is translated into some Quality Specification Criterion (QSC). After delivering the service, QSCs are also evaluated accompanied by the Committing

5.4. Agent Behavior in SOA-based Virtual Organizations

85

Norm Obedience Degree (CNOD), which are applied in trust evaluation of the
promiser/service provider. Response time, supported throughput, and service
availability are some examples of performance metrics contained in its SLA. In
fact, SLAs provide some needed information for developing the new VO service
competency model defined in this chapter. The approach adopted for service
quality assessment in the proposed model borrows ideas from [92] that monitors
the behavior of VO members against some norms for identifying their level of
trustworthiness. According to this approach, all agreements in OLA and SLA
among the involved partners in the VO are translated into committing and socioregulatory norms, as mentioned in Chapter 3. With this, at any point of time
the trust level of the VO member (constitute by a service provider or a service
client) would be reflected upon its claims concerning different characteristics of its
provided services, as well as its feedback about others’ services. This information
is used in the C3Q service competency model defined later in Section 5.4.3.
It should be noticed that service providers share the specifications of their
services at the level of VBE, and for creation of each value-added composed
service, a VO is formed in which some norms are defined for its partners. Then,
the behavior of service providers is monitored against their promises and the
related Quality Specification Criteria of services are also evaluated. It means
that the CNOD is measured for service providers involved in all VOs formed
to compose services. All socio-regulatory norms defined for the service provider
in these VOs, are also monitored to measure SNOD for that service provider.
The degree of Cooperative Traits (CT) for each service provider is also measured
through aggregation of all recommendations of the clients about that service
provider’s cooperative traits, including Interaction Rate, Co-work Quality, and
Not Being Opportunistic in these VOs. The individual collaborative behavior
(ICB) of the service provider as a member in VBE is also evaluated based on
the causal relationships between four behavioral dimensions and their related
traits, as explained in Chapter 2. Consequently, the trustworthiness of the service
provider can be evaluated, applying the AHP fuzzy comprehensive evaluation
method on criteria, including CNOD, SNOD, CT, and ICB. If a service provider
does not participate in past VOs for service composition, the default value 0.5 is
assigned to its trustworthiness.

5.4.2

Service Composition Architecture

Monitoring the behavior of organizations involved in the VO and the way they
perform their commitments can provide good indications about their claims either related to their own services or recommendations that they make about
other agents. For instance, if the VO coordinator is notified in advance about
the weaknesses and risks associated with providing some services, then the coordinator can take timely and appropriate strategic actions. For this purpose, we
have developed a framework, which enables formalization of agents’ responsibil-
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ities and commitments to perform their sub-tasks in the VOs, as addressed in
Chapter 3.
For SOA-based VOs, every agreement made between a service provider and
service requester to deliver a particular service is also translated into a promise in
this framework. In other words, the terms in OLA (Operational Level Agreement)
are considered as promises in VOSAT. The details of an agreement to deliver a
service, which is mentioned in SLA (Service Level Agreement) are considered as
Quality Specification Criteria of a promise, which are discussed in Chapter 4 to
measure CNOD of each partner. VOSAT evaluates the overall trust value of each
agent applying the AHP comprehensive fuzzy evaluation method on some criteria,
such as the agent’s Individual Collaborative Behavior (ICB) in the VBE, CNOD,
Socio-regulatory Norm Degree (SNOD), etc.
Our proposed competency-model, named C3Q, captures the following four
aspects of the business service competency: (i) Capability, (ii) Cost, (iii) Conspicuity, and (iv) Quality specification criteria. The service capability is captured through the three elements of its corresponding business service meta-data,
namely the syntax, semantics, and behavior aspects. We use the level of agent’s
trustworthiness in our new service-competency model to support the effective
service composition. The trustworthiness of a service provider is considered in
service selection as Conspicuity in the proposed competency-based model, while
the trustworthiness of recommending agents is considered as a credibility factor
in their recommendations about the QoS of a service.
Figure 5.5 shows the framework, in which VOSAT functionality is used for
more effective service composition in VOs. Besides VOSAT, this framework consists of six sub-spaces, i.e. Service Modeler, Enhanced Query Editor, Query
Processor, Service Search Engine, Service Selector, and Service Integrator, which
are discussed in the following paragraphs. Service modeler provides three specifications of syntax, semantics and behavior of a business service. Enhanced query
editor represents a query in the format of soft constraint automata [86], which
specifies the properties of intended services. Query processor is responsible to
process the query aiming at service discovery. Service search engine is responsible for match making the functional properties of service, i.e. syntax, semantics,
and behavior. The Service selector chooses one of the services as the results of
search engine considering quality criteria of service. Finally, service integrator is
responsible for composition of some services to form a new value-added composite
service. The main contribution of this research is on service modeler and service
selector.
Service Modeler supports the modeling and provision of atomic business services. The specification in this subspace is achieved through using a set of concrete
formalisms and standards. From the business service analysis point of view, all
services that are intended to be shared within the CN are required to be unambiguously defined to their corresponding meta-data. Obviously, the syntactical
meta-data for services are captured and stored in a syntax registry, where most
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Figure 5.5: The service composition framework in collaboration with VOSAT

Figure 5.6: The Hotel booking service[86].
activities in the framework, e.g. discovery, adaptation, and execution of services,
refer to this registry. Service semantics represented by OWL-S [78] is similarly
captured and stored within an ontological registry labeled as ”Semantic Registry”.
The behavior of the software services is formalized by a constraint automaton. It is, therefore, necessary to generate a constraint automaton for each service,
which should be captured and stored within the behavior registry. The behavior
registry is needed for services to serve two main purposes: (1) the need to match
behavioral aspects of services, for the purpose of service discovery, and (2) to
unambiguously generate final executable code for every integrated service. An
example of hotel booking service is illustrated in Figure 5.6, in which getHotelDetails operation is invoked only after a search operation. The behavior of this
service is shown by a constraint automaton in Figure 5.7. Figure 5.8 also shows
an example of the WSDL extension with the behavior description represented in
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Figure 5.7: The constraint automaton modeling the behavior of the Hotel booking
service [86].

Figure 5.8: Example of the WSDL extension by the behavior description [86].
Figure 5.7.
Consider that a member of the VO intends to create a new integrated service
composed of a number of services shared by other enterprises, for instance creating
a travel package as a new business service developed through the composition of
a flight reservation service, an hotel reservation service, etc. As the first step, this
user needs to specify his/her planned integrated service, its components (e.g. all
constituent business services such as flight reservation, etc.), and the interaction
protocols among these components. As the second step, the user needs to discover
if the needed atomic services exist in the VO as shared services. Therefore, it
needs to search for its required services and then select the best-fit service based
on functional and non-functional criteria. Functional criteria are the triple metadata, while non-functional ones constitute the QoS and the service providers’
trustworthiness provided by VOSAT. In other words, service discovery needs a
Service Search Engine and a Service Selector.
The approach to service integration pivots on the coordination of discovered
software services. Separation of coordination concerns from computation concerns
in exogenous languages like Reo [68] results in easier integration of independent
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components, such as the shared services in a CN. Reo in comparison with the
other current exogenous coordination languages is more mature, and benefits
from having several related formal semantics, such as the constraint automaton,
and provides tools for analyzing the coordinated services and model checking of
the generated Reo systems. Therefore, Reo is selected to model the coordination of the needed interactions among the software services. The details of this
implementation architecture is shown in [86].

5.4.3

Competency Model Supporting Discovery

We propose the C3Q model of service competency to facilitate the selection of the
best-fit service(s), based on the parameters in the user’s query. In [41], the 4Cmodel of organizations’ competency is introduced to enhance the participation of
the VBE member organizations in future VOs. The C3Q model of service competency is rooted in the 4C-model of organization competency. In the proposed
C3Q service competency model, besides Capability, Cost, and Conspicuity, there
is a fourth fundamental characteristic of services named the Quality specification
criteria. The definitions of these four aspects of services are provided below:
• Capability: it represents the service characteristics that are related to its
corresponding meta-data, i.e. the Syntax, Semantics and Behavior of the
service.
• Cost: it represents the cost of providing the service per user request.
• Conspicuity: it means for identifying the validity of information related to
a service, as claimed by its provider. In the proposed framework, the trustworthiness of each VO partner is reflected, as calculated by the VOSAT.
• Quality specification criteria of service: some of the QoS metrics
agreed in the SLA are selected here in the proposed framework, which address the CN concerns in C3Q service competency model. These consist of
the response time, availability, throughput, and reliability.
To identify the most-fit software service(s), among the potential set of discovered candidate services, and to rank the resulted services, the C3Q model of
service competency is applied. This most-fit service selection process involves
two stages of functional and non-functional ranking, as described in the following
sub-sections. The proposed service competency model is used for service discovery in which the capability is considered as a functional aspect, while other three
elements are used in non-functional ranking.
First Stage- Functional Ranking
In this stage, the capability of services (syntax, semantics and behavior aspects)
is only considered to compare against the search parameters specified by the
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user. Based on the comparison results, certain similarity scores are assigned
to each of the discovered software services, indicating its similarity to the user
request. These scores express the proximity (match) between capabilities of an
intended service (asked by client) and a discovered service registered in the shared
service directory. To measure these similarity scores, user specifies the demanded
behavior of the service (sequence of operation invocations), as well as the required
semantic and syntactic descriptions (e.g., the name of service operation, the data
types of the input/output arguments of the operation, etc.) of his/her desired
services, within a query. The box labeled as Enhanced Query Editor in Figure 5.5
represents the module that allows users to specify their queries based on desired
functional (syntactical, semantic, and behavioral) and non-functional properties.
These queries are processed by the module represented as Query Processor in the
planned framework of Figure 5.5, which obtains the user preferences for service
discovery purposes. In the next step the query processing is performed by the
service search engine, which starts to match as much as possible the description
of the demanded component services defined within the user’s query, against the
shared services that are registered within the service directory. This process will
then provide to the user a set of discovered services, which are ranked in matching
the user query, above certain threshold level. As such, the role of the service
search engine is the discovery of the set of potential matching services, among
the existing shared services in the VBE, based on their capabilities. For this
matching process, the service search engine has to search the syntax, semantics,
and behavior registries, as well as the service directory simultaneously, against
the user query. For match-making among the requested and provided services,
the discovery problem is treated as a soft constraint satisfaction problem, and
AI techniques, e.g. Depth First Search, are then applied to solve it. It should
be noticed that the implementation details and experiment results of this stage
are addressed in [86]. The similarity score obtained in this stage for the software
service si is called ScoreCapability .
Second Stage- Non-functional Ranking
In this stage, a utility function is defined, which gives a new score to the software
services that are leveled in functional ranking. In SLA, each service provider
claims certain characteristics about the quality metrics of its provided software
services. Following paragraphs address in details how to deal with these metrics
and other criteria involved in second stage ranking.
The VO partners that get to use the shared software services, provided by
other partners, also participate in evaluating/rating the performance of those
services, through rating their quality metrics. As mentioned before, four most
relevant quality specification criteria identified for assessment of software services
that are shared in VBEs, namely: the response time, availability, throughput,
and reliability. Nevertheless, if in one VBE, other quality specification criteria
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become interesting and needed to be considered, they can be similarly added to
the approach defined below:
• Response Time (RT): is the time that a service takes to respond to the
invocation requests from the clients. Response time depends on some factors
such as the load intensity, and the average response time is usually measured
in the scale of milliseconds.
• Availability (A): is defined as the probability that the service can respond to
consumer requests. The value of availability is a number in the range [0,1],
and can be measured as the percentage of time that a service is operating.
• Throughput (T): represents the rate at which a service can process requests,
and is measured as the total number of invocations that can be supported
in a given period of time.
• Reliability (R): shows the likelihood of successful invocation of the service.
It can be computed as the ratio of the number of error messages to the total
number of received messages, both error and successful completion.
The values of four quality specification criteria, which organization k as a VBE
member assigns to the shared service si , is as follows:
(QSCk,1 (si ), QSCk,2 (si ), QSCk,3 (si ), QSCk,4 (si ))
where, 1 is for Response Time, 2 is for Availability, and 3 is for Throughput, and
4 for Reliability.
Here two specific aspects related to the QSCs are addressed, first how different
values of a QSC are aggregated for each service, and second, how the calculated
result is normalized. Assume that the set S = {s1 , s2 , . . . , sm } denotes the software services discovered in the first stage addressed above in this section. Each
software service contains some rating values for its quality specification criteria
(i.e. for its: RT, A, T, R). These values are partially collected directly from the
service properties who published the services, partially computed through the
execution monitoring performed by the VO supervision, and partially gathered
from the clients’ feedback on the use of the services. But to be sure about the
rating values (RT, A, T, R) that are claimed by the recommending organizations,
the collected rating values are then multiplied by the trust level of the recommending organization. The trust level of each partner is calculated in reference
to its own performance in the VO. This calculation is done by VOSAT, during
the VO operation phase. If the trust level of the partner k is in distrust area,
zero is assigned to T rust(k), otherwise it equals to the crisp value of its evaluated trustworthiness, applying the weighted average defuzzification method, as
discussed in this chapter (see Formula 5.2).
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The aggregated value of quality specification criteria for software service si is
as follows:
qij = 1/n

n
X

T rust(k) ∗ QSCk,j (si )

j = 1...4

(5.3)

k=1

where, n is the number of si ’s clients, and qi1 to qi4 shows the values of RT,
A, T, and R for software service si , respectively. It should be noticed that the
trustworthiness of each recommending agent is updated based on the actual QSC
specified after delivering of the service for which this member recommends.
For the m discovered services in the first stage S = {s1 , s2 , . . . , sm }, the following matrix is considered, where the ith row in the matrix denotes the discovered
software service i, which consists of the four quality properties, i.e. its RT, A, T,
R, which are represented here by qi1 to qi4 .


Q=

q11

q
 21

 ...

qm1

q12 q13 q14
q22 q23 q24 


... ... ... 
qm2 qm3 qm4


(5.4)

Before defining a utility function, the matrix Q needs to be normalized. The
main reason for normalization is that different dimensions, scales and value ranges
are considered for different quality attributes, and they are not uniform. For
example, the unit of measurement for throughput is typically invocation/second,
for response time is millisecond and for reliability is a percentage. Therefore, to
develop the ranking formula, it is needed to first make a uniform measurement for
all these service qualities, independent of their measurement units. Furthermore,
generating a uniform index for all service qualities also provides an equal weight
for all considered criteria, as the starting point for the ranking process. Therefore,
all quality attributes are normalized into the same value range of [0,1]. In this
approach, the Max-Min normalization approach is applied, which is one of the
0
most widely used approaches, introduced in [28]. Below, in Formula 5.5, the q
normalizes the values for those quality attributes that have positive connotations,
such as: the Availability, Throughput, and Reliability, whose values will be scaled
as follows:
0




qkj = 

qkj − m
i=1 min(qij )
m
max(q
)− m
ij
i=1
i=1 min(qij )

if

m
i=1 max(qij )

1

6=



m

i=1 min(qij )

otherwise

(5.5)



where, m is the number of services selected according to the similarity functions explained in the first stage, i.e. functional ranking, and m
i=1 max(qij ) and
m
i=1 min(qij ) respectively show the maximum and minimum values in the entire
column j in matrix Q. For example, if three software services are resulted by the
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first stage ranking, and the value for the reliability attribute of these three selected software services are 10, 13, and 17 percent respectively, then these values
are respectively normalized to 0, 0.43, and 1. To normalize the attributes with
negative connotation, such as the Response time the formula below is used:
0

qkj =




m
i=1 max(qij ) − qkj
m
m
i=1 max(qij ) − i=1 min(qij )

if

m
i=1 max(qij )



1

6=



m

i=1 min(qij )

otherwise

(5.6)



For example, if the response time of three software services selected in the first
stage, are 400, 450, and 510 milliseconds respectively, then these values are respectively normalized to 1, 0.54, and 0. Finally, after the normalization, the
0
transformation matrix Q is defined as follows:


0

0

0

0



q
q12 q13 q14
 11
0
0
0
0 
 q21 q22 q23 q24 
0

Q =
 ...
... ... ... 


0
0
0
0
qm1 qm2 qm3 qm4

(5.7)

Furthermore, when a VBE member requests a software service, it can also specify
the preference requirements for the quality metrics. These preferences are considered to be specified for RT, A, T, R attributes of the service, and they form a
P
weight vector, such as W = {w1 , w2 , w3 , w4 }, where 4j=1 wj = 1. So, the comprehensive quality value for each software service si , considering that user specifies
the preference vector, is as follows:
ScoreQuality (si ) =

4
X

(wj ∗ qij0 ), 1 <= i <= m

(5.8)

j=1

where, m is the number of services selected according to the similarity functions
explained in the first stage. In the system implementation, and considering the defined C3Q service competency model, for identifying the most-fit service(s) among
those that are discovered, and labeled as partially matching the user request, four
different scores are generated for each service to define a utility function for new
ranking of selected services. The first score, which is the similarity score calculated in functional ranking stage, is called ScoreCapability (si ). The second score
is focused on the non-functional ranking, is calculated as explained in the second stage above in this section, and is represented as the ScoreQuality (si ). The
third score, ScoreConspicuity (si ), is related to the provider’s trustworthiness which
is calculated based on the ratio of the provider’s trustworthiness to the maximum
trust level among other service providers whose services are considered in the
ranking. In Section 5.3, the trust level of each VO partner is measured, applying
AHP fuzzy comprehensive evaluation method. If the trust level of a partner is
in distrust area, zero is assigned to T rust(providersi ), otherwise it equals to the
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crisp value of trustworthiness, as discussed in this chapter. The fourth score is focused on the cost associated with using each software services, and is represented
as Cost(si ). Cost should also in turn be normalized. Considering that Cost has
also a negative connotation, Formula 5.6 is used to normalize it.
Finally, the overall score as a kind of utility function, used for ranking the
set of matched software services against the user request, is calculated as follows,
applying weighted sum model:
OverallScore(si ) = α × ScoreCapability (si ) + β × ScoreQuality (si )+
γ × ScoreConspicuity (si ) + δ × Cost(si )

(5.9)

Here α, β, γ, δ are respectively the weight coefficients, which can be specified by the users, in order to emphasize/de-emphasize the importance of certain
criteria/parameter within the formula for overall score calculation, and where
α + β + γ + δ = 1. It should be noticed that this function can be optimal if
we find appropriate values for weights, for example through applying machine
learning approaches.
Assume that we have a query that searches for software services that return the
”weather” forecast for a location indicated by the name of a ”city”. The details
of this example is discussed in [86]. Table 5.2 shows top-five ranked experiment
results, where the other web services obtained a similarity score, ScoreCapability ,
less than 0.3. The columns of Table 5.2 respectively show the name of web service,
capability score calculated based on comparing the meta-data of the web service
with the query, quality score, conspicuity score, overall score and finally ranking
of the services. The last column of Table 5.2, represents the final ranking of these
services, for α=0.6, β =0.2, γ = 0.1, and δ = 0.1. It is also assumed that all
services are shared free in the VBE.
Table 5.2: The ranking of the matched Software services[86]
Name of WS
globalweather
usweather
Weather
WeatherWS
usweather

5.5

Capability
Score
0.69
0.54
0.5
0.48
0.44

Quality
Score
0.92
0.34
0.88
0.50
0.34

Conspicuity
Score
0.5
0.625
0.125
1
0

Overall
Score
0.648
0.454
0.488
0.488
0.332

Ranking
1
4
2
3
5

Conclusion

This chapter addresses how AHP fuzzy comprehensive evaluation method is applied to evaluate the trust level of VO partners. This method combines a number

5.5. Conclusion

95

of relevant factors into the modeling of an element, and applies fuzzy mathematical principles to evaluate them. It should be noticed that due to the fuzzy nature
of trust, the trust requirements related to the VO partners, are implemented as
fuzzy norms. For this purpose, the VO coordinator defines a minimum required
and/or tolerated trust level for partners in the VO. This means, if for example
the trust level of a partner is lower than the minimum level tolerated in the VO,
that partner’s trust-related norm is then violated, indicating the lack of required
trustworthiness of that partner.
This chapter also addresses a new approach to improve software service selection as a part of service discovery, applying our new service competency-model for
CNs. The proposed approach is aimed to rank the identified registered services,
according to their similarity/fitting score with the requirements specified in the
query provided by the user. For identifying the most-fit service(s) among those
matched for their functional similarity, the user’s preferences on the criteria of
service quality, such as the availability, reliability, etc. are considered, as well as
the cost of using the service. The trustworthiness of the service provider calculated by VOSAT, is also considered as important input in the automated selection
of most-fit services. The organization’s trustworthiness is used as the ”weight”
multiplied by any quality rating for the services that are shared in the VBE, provided by its members, and is specified as an element in the competency-model of
VBE members’ services to be used for selection by others.

Chapter 6

Behavior-based VO Supervision and
Intervention

This chapter contains the material of the following paper:
• Afsarmanesh, H. and Shadi, M. (2015). Bayesian Network-Based Risk Prediction in Virtual Organizations. In Risks and Resilience of Collaborative
Networks, 16th IFIP WG 5.5 Working Conference on Virtual Enterprises
(pp. 39-52). Springer.
• Shadi, M., Afsarmanesh, H. Task Failure and Risk Analysis in Virtual Organizations. Submitted to International Journal of Cooperative Information
Systems. World Scientific Publishing.

6.1

Introduction

To respond to the arising opportunities in the market, some autonomous and
heterogeneous agents that are registered as members of a Virtual organization
Breeding Environment, join forces and form a VO. Research on the success rate
of Virtual Enterprises in industries however show that many of the established
VOs end up either in failure or operating under the pressure of high risks of failure
[80]. Three categories of risks are highlighted in the literature for organizations
involved in a virtual organization [8], namely: internal, external, and networkrelated. Network-related risks are those due to the collaborative relationships
among organizations, and are typically caused by the lack of trust, insufficient
information sharing, and clash of cultures among others [8]. To support the
success of collaboration among the involved organizations in the VOs, we define a
framework and provide a set of functionality by which the VO risks can mitigate,
to support the VO coordinator.
The definition of our proposed framework is based on the following understanding and modeling of this form of CN. VO is a goal-oriented network, for
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which during its formation/creation stage, a set of targets/goals are defined,
which are achievable jointly by its members. Furthermore, the main sub-goals
and their main tasks are specified in the form of a VO contract for achieving
these targets. However, VOs are very dynamic and therefore only during the
operation/evolution stage of the VO ’s life-cycle, these high level sub-goals and
their tasks will to be detailed out into a set of specific sub-tasks, each of which
to be performed by a specific partner. In our research, we focus on risks that
mostly rise during the operation phase of the VOs, when a large number of tasks
and sub-tasks are being planned and scheduled (or are being gradually planned),
each to be performed either individually by one partner, or jointly by a group
of partners. Past research and practice indicates that to support the success of
collaboration in VOs, it is necessary that its planned activities are monitored,
supervised, and coordinated, in order to also discover and/or predict potential
failure risks in their fulfillment. Our novel approach to forecasting and managing
potential risks of failure in VOs is founded on the analysis of partners’ past and
present collaborative behavior in performing the tasks to which they have been
committed, as discussed in the Chapter 3. Our approach contributes to developing
novel methods and mechanisms to monitor both individual and collective/group
behavior of partners in VOs [92].
The factors considered in our research for identifying potential risk in VOs
include: low trustworthiness, insufficient communication, and heavy workload,
which play a major role in posing a number of risks during the operation phase
of the VO’s life cycle. Therefore, our approach concentrates on measuring the
trust level, the communication level, and the workload level of each agent acting
as a VO partner, while also being a member within a VBE. For example, high
workload of each VO partner, when considering all of its involvements through
the information gathered in the VBE, can be considered as one factor when
evaluating causes of failure in that VO. Thus, these levels are used as the criteria
for discovering the probability of activity failures in sub-tasks currently assigned
to the agents. As mentioned in Chapter 3, in VOSAT the requirements on the
above three factors are defined as the controlling norms, which are monitored and
their violation does trigger the risk prediction procedure.
As a main factor related to risk, in VOs trust is commonly considered, representing a countering factor for risks that may rise in networks. Owing to an
agent’s opportunistic behavior and creating uncertainty, low trustworthiness level
is resulted influencing the risk of failure. On the contrary, the agent’s high trust
level positively influences the prediction of its successful completion of assigned
sub-tasks as well as its cooperation in the VO.
There is also a direct relationship between collaboration success and communication in the VOs [8]. More success is achieved in the network when there is
an effective communication among partners, while insufficient or failing communication among partners in a VO is a typical cause of failure in the VO.
A third risk factor considered in our approach is the current workload of both
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the staff and percentage of occupied resources belonging to the VO partners. This
considers the total current workload of each agent within the entire VBE and in
relation to all its commitments. For instance, if a VO partner is simultaneously
involved in several VOs, its workload may become too heavy and its resources
and staff overloaded, which will be taken into consideration when measuring its
potential risk to fail the already committed responsibilities, or when it volunteers
to undertake any new responsibilities.
It should be noted that the main goals and sub-goals of the VOs are usually
reflected through high level tasks planned for its partners. These are typically
included in the VO contracts, which are agreed and signed during the VO ’s creation phase among its partners. Nevertheless, considering that VOs are dynamic
organizations, typically the sub-tasks related to daily activities to be performed
by the partners, are gradually defined during the VO ’s operation phase [91].
In our framework, the responsibilities accepted by different VO partners in performing each sub-task constitute promises from partners to perform those subtasks. Therefore, our responsibility template represents both tasks/sub-tasks, and
their related promises from VO partners to perform them, as well as the interrelationships among the task/sub-tasks. The causal inter-relationships among
sub-goals, tasks and sub-tasks are modeled by a Bayesian Network (BN). Applying the BN, on cases where a VO partner violates one of its related controlling
norms, the risk prediction process discovers general potential risks and whether
there are other sub-tasks assigned to the partner, that can now also become risky.
For calculating the failure probability of every individual sub-task, the above
mentioned factors are considered. For tasks and sub-tasks, promised by a group of
partners, applying the Bayesian network, their failure probabilities are calculated,
which in turn enables the VO coordinator to identify their associated potential
risks, and possibly to decide to intervene and reassign the risky tasks and subtasks to other agents in the VO. Our approach also supports and facilitates finding
the best-fit candidates for such reassignment.
The rest of this chapter is structured as follows. In Section 2, some related
works are discussed. Section 3 addresses supporting the VO coordinator in VOs.
Section 4 analyzes the risk factors in VOs, and then a new approach for risk prediction, applying the Bayesian network is introduced in Section 5. The proposed
mechanisms for VO planning intervention are addressed in Section 6. The details
of VOSAT functionality for an application case are expressed in Section 7, and
finally in Section 8, some conclusive remarks are addressed.

6.2

Related Work

Coordinating a Virtual Organization (VO), while being aware of any potential
failure risk in fulfillment of its tasks, clearly increases the chance of its success,
and thus the effective achievement of its goals and sub-goals. The literature
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review illustrates different definitions for risks in various environments. Risk in an
organization is defined in [97] as the probability of an event that can influence the
organizations’ objectives, either negatively or positively. In [57], supply chain risk
is described as: ”variation in the distribution of possible supply chain outcomes,
their likelihood, and their subjective value”. In our research, we seek to identify
risks in the VOs, due to the behavior of VO partners who may violate some of
their norms, and consequently threaten the success of the VO.

6.2.1

Risk Factors in VOs

There is an extensive attention to the problem of risk analysis in the context of
supply chain management (SCM). Despite some differences between the selection
of suppliers in SCM and the configuration of VOs, SCM literature is a good introduction to risk prediction in VOs. Three risk factors related to the supply chains,
including the internal, external and network-related risks are identified in [8].
Changes in industry market, political situation, social atmosphere, etc. are categorized as the sources for external risks threatening the involved organizations,
while events such as strikes, machine failure, etc. are placed in the internal risks
category. All other risks raised from the collaborative relationships among organizations in a VO, are clustered under the network-related risk category. There is
a large similarity on internal and external risk factors between the supply chains
and virtual organizations. However, the factors related to their network-related
risks are different between the virtual organizations and supply chains. In supply chains, every organization is a member within a chain, thus we know each
member is dependent on which organizations, and also which organizations follow
it in the chain. Moreover, every organization is contracted to perform its own
sub-task within the chain, hence the success/failure of each organization depends
primarily on receiving the needed output from its predecessor organization in the
chain as well as performing its own contracted tasks. The case of VOs however
is different, because all its partners are jointly responsible for achieving the goals
and sub-goals of the VO, and therefore, the success or failure of every one of its
involved organizations is directly dependent on the success or failure of the VO as
a whole. This joint responsibility is the main reason why even when one partner
cannot perform its sub-task in the VO, other partners volunteer to perform it
instead, so that the VO as a whole can succeed. The joint responsibility notion
in turn creates complex inter-relationships among the involved partners.
In [8], a list of important sources/causes for network-related risks in VOs is
provided, which includes: lack of trust, lack of clarity in the agreements/commitments, partners heterogeneity, loss of communication, lack of information sharing,
heavy workload, ontology differences, heterogeneity in structure and design, cultural differences, geographic distance, etc. In other words, any of these sources
represents the existence of a risk in the VO, and depending on its severity can
contribute to its failure. From this list of risk sources, trust, commitment, and
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information sharing are investigated further in [96], with specific focus on the
creation phase of the VOs, and finding the potential risk of collaboration for
the industrial partners and logistics operators that wish to get involved in the
formation of a new VO.
In our research, we focus on three factors of trust, communication, and workload of the organizations (considered as agents), in order to predict the probability
of failure for each of these agents in fulfilling their individual assigned sub-tasks
during the VO operation phase. As such, violation of a trust-related norm by
an agent triggers the risk prediction process to consider further involvement of
that agent in the responsibility template of the VO. Our algorithm focuses on dynamic measurement of agent’s trustworthiness and potential risks associated with
it during the operation phase of the VOs, so it differs from approaches applied
during the VO creation phase [8] and [96].

6.2.2

Risk Prediction

A number of approaches, some of which parametrized, are employed to model
and predict risks, such as the FTA (Fault Tree Analysis), the ETA (Event Tree
Analysis) and the ANP (Analytic Network Process). FTA uses the combination
of AND and OR gates to build the failure model [40]. It calculates the probability
of failing for the top level event(s), based on the data extracted from their lower
level events. This method is however limited to a binary prediction, and it only
treats instantaneous failures, i.e. it does not include and/or consider any delays
in time. Furthermore, a main drawback of FTA is related to building the accurate
tree which requires a great effort.
In [96], estimation of the failure risk for individual partners is routed in ETA.
ETA addresses all potential consequences resulted by an initiating event, to which
the probability of their occurrence can be assigned. In addition to individual
risk, collective risk is also addressed in [96], which is evaluated through fault tree
analysis. The limitation of the ETA approach is however related to the number
of event trees that it generates.
ANP is a multi-criteria decision making method that produces a structured
influence network of clusters containing nodes. The network contains source node,
intermediate nodes and sink nodes indicating different criteria. The origin of the
influence path is shown by a source node, while the destination of influence path
is illustrated by a sink node. In [83], the authors compare ANP with other
multi-criteria decision making methods. However, the ANP model has also the
limitation to require filling up many questionnaires as input.
The benefits of BN to assess risks in natural hazards are illustrated in [93]. A
Bayesian Network (BN) consists of a set of nodes representing its variables and a
set of directed arcs representing relationships between those variables. If variable
A causes B then there is a directed arc from A to B, i.e. A is the parent of B. To
each node, a conditional probability is assigned which indicates the probability
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of the variable associated with the node, given the probability of the variables
associated with its parents. Roed et al. in [77] propose a framework considering
human and organizational factors in Hybrid Causal Logic (HCL) to perform a
risk analysis. This framework is developed based on traditional risk analysis tools
(FTA and ETA) accompanied by the Bayesian Network.
In our approach, we use BN to recognize risky tasks to support the success
of collaboration in VOs. The BN is created during VO’s operation phase, and if
task planning is altered, the graph representing BN and Conditional Probability
Tables (CPTs) get updated, which is not easy in other mentioned approaches
that need more effort to stay up-to-date with changes in task planning.

6.2.3

VO Partner Selection

In our framework, during the VO operation phase, the VO Coordinator needs to
select the best-fit partner for two different purposes: to reassign the risky tasks
and to distribute indirect rewards; however, in the literature, partner selection is
focused on the VO formation .
Based on literature review, regarding the partner selection in VOs, many factors, such as cost, delivery time, quality of services, trust, credit, performance,
and reliability are taken into account and, consequently, several multi-criteria
approaches are proposed such as Analytic Hierarchy Process, etc. In [53], AHP
is used to select the best-fit partner based on their manufacturing cost, the time
to market, and their performance. There are also some works, in which partner
selection for a VO formation is related to risk analysis. In [96], authors apply the
combination of event tree and fault tree to predict the risk of partners’ composition to form a VO for a given business.
Concerning the virtual organization, partner selection for task reassignment
has a strong connection with the concept of competence modeling. Studies on
competence modeling are directed towards enabling structural description of the
agents with extra emphasis on profiles, capacities, resources, etc. Today, the
idea of competence modeling is developing fast. Works done in [41], and [80]
propose approaches to select partners for a VO formation based on the agent
profile, in which each member should provide up-to-date information about feasible activities and presentable services to promote itself and to be taken into
account during VO partner selection processes. This is often denoted as competence description. In [41], the 4C competency model is introduced, in which
agents’ competency comprises four elements of Capability, Capacity, Cost, and
Conspicuity. The work of Rosas, J. et al [80] is built on top of 4C competency
model in which capability, capacity, cost, and conspicuity are considered as hard
competencies and abstract behaviors of agents are considered as representative of
soft competencies, which can affect the hard competencies. For example, knowledge sharing is considered as a soft competency to which a value is assigned based
on the agent’s past successful or unsuccessful experiences in sharing information.
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In [80], partnership formation in a VO based on the requirements of collaboration
opportunities is also investigated.
Different from other researchers, we propose new competency-based model for
partner selection to reassign the risky tasks, in which new hard and soft criteria
are considered. We applied AHP to solve this multi-criteria problem, because
this approach makes it possible for the VO coordinator to customize the process
by adding or deleting the criteria. Moreover, applying AHP, both quantitative
and qualitative criteria can be considered in the partner selection process.

6.3

Supporting VO Coordinator

The VO coordinator plays a fundamental role in VO management through monitoring the performance of both individual and collective tasks assigned to the
VO’s partners, analyzing their risks/failures, finding the weak points and finally
intervening in order to ensure the VO success. Monitoring the behavior of agents
involved in the VO as well as how they fulfill their commitments can provide
good indications for predicting some of the weaknesses in near future activity
plan, which can cause risks in the VOs. Subsequently, notifying the VO coordinator about such weaknesses and the risks that are associated with them assists
the coordinator with taking timely and appropriate strategic actions. Therefore,
it is necessary to develop a framework, which enables formalizing responsibilities
and promises of agents to perform their sub-tasks in the VOs. It further supports
the VO coordinator with monitoring partners’ behavior through identification of
any potential violation in the set of defined norms for the VO.
The new models and mechanisms proposed in this chapter are also further
applied for the development of the VOSAT, shown in Figure 4.1 that provides
the VO coordinator with proactive assistance. This assistance include the monitoring of partners’ collaborative behavior in relation to performing their tasks,
diagnosing risks and early detection of potential failure related to the performance
of currently planned tasks, as well as providing decision making suggestions for
intervention toward failure prevention and collaboration promotion in VOs, and
thus enhancing the success rate of VOs. For instance, as a first example, the
VOSAT system can support the VO coordinator during its operation phase, with
altering the situation of a risky sub-task, through finding/suggesting alternative
suitable partners among those that may volunteer to accept taking over that subtask. A second example of how VOSAT can assist the VO coordinator during the
VO operation phase is through recording and ranking VO partners’ performance
and collaborative behavior during its entire operation phase, which can then be
applied for creating incentives for good behavior in the VOs, or used indirectly
for some reward distribution at the VO.
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6.4

Risk Analysis Approach

The ability to predict the reasons of particular events is crucial in risk management. Based on the state-of-the-art in the area [8], different causes of risk in VOs
can be identified, among which three specific ones are considered in our research,
including: lack of trust, lack of communication, and heavy workload. These three
play a vital role in posing the risk during the operation phases of the VO ’s life
cycle, and are addressed in more details below.

6.4.1

Lack of Trust

Trust plays an important role in virtual organizations and in relation to the identification of risk factors. Establishing trust is primarily rooted in the behavior of
involved partners. In our approach, as explained in Chapter 5, the trust-related
norm defined for the agent is monitored when its socio-regulatory or committing norms are violated. The trust level of an agent is evaluated considering the
hierarchical factors applying the AHP comprehensive fuzzy evaluation method.
This method is a multi-criteria decision making approach that evaluates the influences of various factors on a certain element through applying fuzzy mathematical
methods [63]. For example, construction project management can be evaluated
using fuzzy comprehensive evaluation in which three evaluation factors are the
degree of controlling project objectives, the need for supporting the owners and
the supporting ability of the owners and contractors.
To find the probability of Lack of Trust (LT) for agents, we need to defuzzify
their trust level. Defuzzification is the process of generating a crisp value from
fuzzy sets and their corresponding membership degrees [81]. There are different
methods for defuzzification, among which we adopt weighted average method,
as explained in Chapter 5. If the membership function, representing the minimum acceptable level of trust, specified by the VO coordinator, is represented by
T rapezoidal(x; a, b, c, d), then we calculate the probability of LT for agent A as
follows:



p(LT (A) = T rue) =  1 −

1
T rustcrisp (A)−a
b−a

0

T rustcrisp (A) < a 

a ≤ T rustcrisp (A) < b 
T rustcrisp (A) ≥ b

(6.1)

where T rustcrisp (A) shows the crisp value of the A’s trust level, applying
weighted average defuzzification method (Formula 5.2 in Chapter 5). Assume
that the minimum acceptable level defined in trust-related norms is Medium
Trust, and M ediumT rust(x) = T rapezoidal(x; 0.2, 0.4, 0.6, 0.8), then a = 0.2
and b = 0.4. In this situation, T rustcrisp (A) < a shows that A violates its trust
related norm, while T rustcrisp (A) ≥ b shows that the norm is not violated. When
the other condition is met, it shows that the trust-related norm is not violated,
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while the trust level does not have the ideal value whose membership degree in
M ediumT rust is 1.

6.4.2

Communication Failure

The second important risk factor in virtual organizations is related to the failures
of the required communication with other partners, which are typically followed
by failures in virtual organizations [100]. In other words, agents’ timely and periodic reporting on the status of progress in activities for which they are responsible
(e.g. in relation to performing a sub-task by sending an email to both the taskleader and other involved partners, in relation to a Work Package by sending an
email to the VO coordinator, etc.) is vital to the success of the VO.
Communication processes in VOs complements the VO ’s structures. In other
words, goals of the VO as well as the partners’ responsibilities are reflected and
clarified through their effective communication. There is in fact a direct relationship between VO’s success and partners’ communication, which means that
more success can be achieved in a collaborative network, as a consequence of better communication. Nevertheless, sometimes communications among agents fail.
The Ratio of Failure for an agent in its required Communication (for example the
number of meeting that the VO partner should attend), is calculated through the
following equation:
RF C(A) = (nf (A))/NA

(6.2)

where, A shows the agent for whom we calculate the Ratio of Failure in Communication (RFC), nf (A) shows the number of A’s failed communications in this
VO, and NA shows the total number of required communications by agent A in
the VO.
In our approach, the VO Coordinator defines a threshold percentage for tolerating failures in communications in each VO. This threshold, 0 < TCom ≤ 1
is then compared against the RFC of an agent. The constraint is that the RFC
should not be larger than the pre-defined threshold. As mentioned before, the
communication-related constraint is modeled as a norm, placed in the category
of controlling norms; therefore, if the RFC is larger than the pre-defined threshold, its related norm is violated and their difference indicates the percentage of
not-tolerated lack of communication by the agent in that VO. This difference
represents the probability of Lack of Communication (LC) for the agent A. Consequently, we have:


p(LC(A) = T rue) =

RF C(A) − TCom
0

RF C(A) > TCom
otherwise



(6.3)
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6.4.3

Heavy Workload

When a partner is involved in two or more VOs simultaneously, there is a risk of
resource or staff insufficiency for undertaking all of its responsibilities. There is
not much related work referring to this aspect, however in [8] an agent’s bidding
for tasks in several VOs is considered as a risk source. In our approach, we define
a Ratio of work Overload Commitment for each agent ROC(A). To measure
ROC(A), all agent’s commitments to different VOs in the VBE are taken into
consideration, in comparison to the real person-months that the agent has planned
to invest in this VBE, as equation below shows:
Pn

ROC(A) =

(

i=1

P Mi (A)) − NA
NA

(6.4)

where P M i (A) shows the Person-Month that agent A commits in current V Oi ,
n shows the number of VOs in which A is involved, and NA is the maximum
person-month that A has planned for being involved in the VBE, as specified in
its profile or competency information at the VBE. We also define Work OverLoad
(WOL) for agent A, as follows:


W OL(A) =

1
ROC(A)
0

ROC(A) > 1 
0 ≤ ROC(A) ≤ 1
ROC(A) < 0

(6.5)

In our approach, the VO coordinator considers a threshold percentage for tolerating over-commitment, i.e. 0 < TW L ≤ 1, according to which a workload-related
norm is defined. If the W OL(A) is larger than this pre-defined threshold for
an agent, then its workload-related norm is violated and the difference between
W OL(A) and pre-defined threshold indicates the probability of Heavy Workload
(HW) for the agent A:


p(HW (A) = T rue) =

6.5

W OL(A) − TW L
0

W OL(A) > TW L
otherwise



(6.6)

Bayesian Network Risk Prediction Approach

In the VO contracts, some general tasks are defined for the partners, in order to
fulfill the VO’s goals and sub-goals. The aforementioned template called GoalsTasks-Interdependency-Template (GTIT) for a VO is extracted during its creation
phase. The GTIT reflects the pre-defined goals and main tasks hierarchy as well
as their inter-relationships to the VO’s partners, as they are typically specified
in the VO contract. However, during the VO operation stage, each of the main
tasks is divided into several sub-tasks, thus day-to-day activities of each partner
are specified. Therefore, the GTIT of a VO will dynamically get instantiated and
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expanded with more details during its operation phase, generating the PartnerResponsibility-Interdependency-Tree (PRIT) that represents current activities of
the VO. At any time, there is only one current PRIT for the VO, which can
be dynamically updated to reflect new assignment of sub-tasks to the partners,
reassignment of main VO tasks/sub-tasks from one partner to another, or higher
level changes in the VO’s goals and sub-goals.
In this chapter, the inter-relationships among sub-tasks, tasks, and goals
shown in PRIT as well as the information related to the agents’ behavior are
used to model a Bayesian network. Applying the Bayesian network, we are able
to measure the failure probabilities in fulfilling sub-tasks, tasks, and goals, based
on the probabilities of Failures in Behavior (FB) of agents. Failures in Behavior
of an agent depends on its lack of trust, lack of communication, and heavy workload. In other words, the Bayesian network includes three kinds of nodes: (1) one
for each risk factor related to each agent, (2) one for FB of each agent, and (3)
one for failure in each sub-task, task, sub-goal and goals. The probability of FB
for each agent is utilized to predict the failure probability of the sub-tasks, for
which it is responsible, i.e. in the Bayesian network the node representing the FB
of an agent is a parent of the nodes representing failure of sub-tasks assigned to
the agent. When and if the trust, communication and workload level of an agent
is dramatically changed, it may in turn increase the probability of its failure or
success in tasks in which the agent is involved, as well as the failure or success of
other dependent tasks, and consequently the failure or success of the entire VO.
During the VO operation phase, when the sub-tasks are defined in details or
dynamically changed, the Bayesian network is established and changed accordingly. For instance, when the PRIT of the VO is changed to represent that a new
partner has entered to the VO with certain new responsibilities, or when a partner leaves the VO while its responsibilities are delegated to others, the Bayesian
network is updated accordingly.

6.5.1

Network Design

Bayesian Networks (BNs) are frequently used to model the knowledge about
an uncertain domain. A Bayesian network is a DAG (Directed Acyclic Graph)
consisting of nodes representing the variables and edges representing the causal
relationships between variables. A directed edge from the variable a to b (a is
considered as the parent of b) is interpreted as: a causes b, as shown in Figure 6.1.
A Conditional Probability Table (CPT) is assigned to each node, which indicates
the probabilities of the variable associated with the node, given the probabilities
of the variables associated with its parents. The steps of BN construction follows:
• Identifying the variables
• Determining the variables’ values
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• Specifying the variables’ relations
• Defining Conditional Probability Table for each node
In fact, a Bayesian network is a compact representation of the joint probability
distribution, which shows the probability of a specific state of the world. The
joint probability of variables v1 , v2 , . . . , vn is calculated as follows [54]:
p(v1 , . . . , vn ) =

n
Y

p(vi |P arents(vi ))

(6.7)

i=1

It is useful to obtain any marginal probability (i.e. an unconditional probability,

Figure 6.1: An example of a Bayesian network.
such as p(s) in the example below).
A simple example is used here to show how the marginal probabilities in BNs
are calculated. Assume that, the failure in the behavior of agent A, which is
presented by node s in Figure 6.1, is only dependant on the lack of A’s trustworthiness represented by node h, and A’s lack of required communication resented
by node a. Moreover, lack of A’s trustworthiness causes failures in future selection of A’s services resented by node b. Figure 6.1 shows, a and h are the parents
of s, and h is the parent of b. Based on the Formula 6.7, we have:
p(h, a, s, b) = p(h)p(a)p(s|h, a)p(b|h)
Considering marginalization [44] (summing out or removing the variables that
P
we do not want) over the joint probability, p(s) is calculated as follows ( a shows
the sum over different values of variable a, i.e. True and False):
p(s) =

X

p(h, a, s, b)

h,a,b

p(s) =

X

p(h)p(a)p(s|h, a)p(b|h)

h,a,b

p(s) =

XXX
h

a

b

p(h)p(a)p(s|h, a)p(b|h)

(6.8)
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If g1 and g2 are two factors, and if variable x exists only in g2 then
P
g1 x g2 [44]; therefore, we have:
p(s) =
p(s) =

XX

p(h)p(a)p(s|h, a)

h

a

X

p(h)

X

h

p(a)p(s|h, a)

a

X

x

g1 g2 =

p(b|h)

b

X

P

p(b|h)

(6.9)

b

In this example, all variables have two values, True and False (i.e. T and F).
P
It should be noticed that b p(b|h) = p(b = T |h) + p(b = F |h) = 1 and
P
a p(a)p(s|h, a) = p(a = T )p(s|h, a = T ) + p(a = F )p(s|a = F ), so we have:
p(s) =

X

p(h)

p(a)p(s|h, a) =

a

h

X

X

p(h)(p(a = T )p(s|h, a = T ) + p(a = F )p(s|h, a = F )) =

h

p(h = T )(p(a = T )p(s|h = T, a = T ) + p(a = F )p(s|h = T, a = F ))+
P (h = F )(p(a = T )p(s|h = F, a = T ) + p(a = F )p(s|h = F, a = F ))
finally, we have:
p(s) =p(h = T )p(a = T )p(s|h = T, a = T )+
p(h = T )p(a = F )p(s|h = T, a = F )+
p(h = F )p(a = T )p(s|h = F, a = T )+
p(h = F )p(a = F )p(s|h = F, a = F )

(6.10)

Considering the Formula 6.10, the probabilities of p(a = T ) = 0.3 and p(h = T ) =
0.4, and the conditional table of s shown in Figure 6.1, we have: p(s) = 0.36.

6.5.2

Conditional Probability Table

As mentioned before, three risk factors are considered to predict the failure risk
in an agent’s behavior, including Lack of Trust (LT), Lack of Communication
(LC), and Heavy Workload (HW). Figure 6.2b shows a part of Bayesian network representing the causal dependencies of these factors along with Failure in
Behavior (FB) of the agent A. Results from applying AHP [84] on these three
factors are used to build the Conditional Probability Table for the node to represent the potential Failure in the Agent’s Behavior, as explained below. The AHP
supports assigning different weights to the evaluation criteria according to their
paired comparisons specified by the experts. The higher the weight, the more
important is the related criterion (See Algorithm 2).
Figure 6.2a shows an example of the VO coordinator’s opinion about comparing the influences of each agent’s LT, LC, and HW on its FB. For example, in
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this case the VO coordinator has decided that the weight of LT is 7 times that
of the LC, which also indicates that the former is greatly more important than
the latter, consequently the weight for the LC in contrast to the LT is 1/7, which
equals to 0.14.
To find the weight vector, the sum of entries in the weight matrix columns,
shown in Figure 6.2a, is calculated. But then, in order to normalize these values, each entry in column i is divided by the sum of the entries of that column. Finally, the average of the entries of the first, second and third rows are
calculated and considered as the weights for LC, LT, and HW, respectively,
see Algorithm 2 in Chapter 5. Consequently, the resulted weight vector is:
{wLC = 0.15, wLT = 0.78, wHW = 0.07}. The CPT constitutes the probabilities p(F B(A) = T rue|HW (A) = s1 , LT (A) = s2 , LC(A) = s3 )), where each
s1 , s2 , and s3 has two states, i.e. True, and False. If si = T rue, then Isi = 1,
otherwise it is 0. The CPT entries are calculated, using the formula below:
p(F B(A) = T rue|HW (A) = s1 , LT (A) = s2 , LC(A) = s3 )) =
wHW ∗ Is1 + wLT ∗ Is2 + wLC ∗ Is3
An example of CPT based on the weight vector mentioned above is shown in Figure 6.2c. Now, we can compute the probability of FB of agent A, i.e. p(F B(A) =
T rue), applying marginalization. It is possible, because CPT of node F B(A), the
prior probabilities of three risk factors for agent A can be calculated. It should be
noticed that the prior probabilities of three risk factors, i.e. p(HW (A)), p(LT (A)),
and p(LC(A)), are calculated based on the Formula 6.6, Formula 6.1, and Formula
6.3), respectively.
As mentioned above, during the VO operation phase, GTIT is instantiated
into PRIT which includes the inter-dependencies among sub-tasks, tasks, subgoals and goals of the VO. Based on the interdependency-related information in
PRIT, a Bayesian network is created, in which each node representing failure in a
sub-task can have more than one parent. In other words, the nodes representing
the failures in the dependent sub-tasks of a particular sub-task as well as the node
representing the failure in behavior of its actor, are its parents in the Bayesian
Network. It should be noticed that the CPT for nodes representing failure in
tasks, sub-goals and goals is built based on the importance of each node in successful fulfilling of its dependent node. If a node has more than two parents, then
we apply AHP to specify the weights for them based on their importance in order
to construct its CPT. If the node is fully dependent, for example on one of its
parent, that parent is not considered when we apply AHP.

6.5.3

An Example Case

Our proposed approach is discussed here by giving an example. Suppose that a
VO is created for fulfilling a project aiming at investigating the impact of certain
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LC
LT
HW

LC
1
7
0.33

LT
0.14
1
0.11
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HW
3
9
1

(a)
(b)

HW (A)
True
True
True
True
False
False
False
False

LT (A)
True
True
False
False
True
True
False
False

LC(A)
True
False
True
False
True
False
True
False

p(F B(A)|HW (A), LT (A), LC(A))
1
0.93
0.22
0.15
0.85
0.78
0.07
0

(c)

Figure 6.2: (a) An example of relative values to compare LT, LC, and HW,
which are defined by the VO coordinator to measure their importance in failure
of agent’s behavior, applying AHP, which was also used in Section 5.3 for trust
evaluation. For example, here, LT is 7 times more important than LC. (b) The
part of BN for the node representing the failure in behavior of A, and (c) An
example of the CPT for the node representing the failure in behavior of A.
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Scientific Research on the Agriculture (SRA) and three agents (A1 , A2 , and A3 )
are involved in this initiative. One of the VO sub-goal, SG1 , is the strategy
implementation, which is planned to be fulfilled through performing two high
level tasks, e.g. the cross-scale analysis, called T1 , and the better monitoring of
SRA investment, called T2 . During the operation phase of the VO, a number
of sub-tasks are generated. For task T1 , two sub-tasks are generated, e.g. the
preliminary stocktake of SRA, called ST1,1 , and the acquisition of time-series
data, called ST1,2 , where 20% of the success of performing ST1,2 depends on the
successful results produced by ST1,1 . For task T2 also two sub-tasks are generated,
e.g. structural decomposition analysis technology, called ST2,1 , and uptake and
SRA, called ST2,2 . Furthermore, agent A1 is responsible for ST1,1 , and agent A2
for ST1,2 , and ST2,1 , and finally ST2,2 is the responsibility of A3 . The CPT related
to the nodes representing the failure in agent’s behavior has been discussed before
in Section 6.5.2, the CPT related to the other nodes is also calculated below based
on the importance of the dependent nodes in their fulfillment. For example, if
ST1,1 , and ST1,2 are respectively 30% , and 70% important in fulfilling the task
T1 , then:

p(FT1 = T rue|FST1,1 = T rue) = 0.3
p(FT1 = T rue|FST1,2 = T rue) = 0.7

Assume that at time t0 the default of all the prior probabilities of LC, LT, and
HW for agents A1 , A2 , and A3 are 0. If the failure probability of a task or a subgoal, at a certain point in time is more than a priori specified threshold by the VO
coordinator, then the system warns the VO coordinator. For example, if at time
t1 , the probability of Lack of Trust for agents A1 , and A3 change to 0.7, and 0.6
respectively, there is no risky task based on the specified threshold, e.g. 0.5 (see
Figure 6.3). Only sub-task ST1,1 , the responsibility of A1 is at risk. The aim here,
is to find the failure probability in the VO sub-goals and tasks fulfillment, caused
for instance by any decrease in the level of trust or communication, or any increase
in the workload of the involved agents. However, at time t2 , if the probability
of Lack of Trust for an agent A2 changes to 0.9, then the system needs to warn
the VO coordinator or task leaders, advising them to intervene because it shows
that some tasks (e.g. in this case, both T1 and T2 ) are at risk (see Figure 6.4).
This is because of the important role played by A2 in performing these tasks. The
intervening plans that the VO coordinator can follow may include new negotiation
with the task leaders or other partners to ensure that the current weak points
are removed, and/or the risky tasks, i.e. tasks with high failure probability are
reassigned. Furthermore, the threshold for finding risky sub-goals and tasks can
be changed by the VO coordinator at any time, after using this risk prediction
mechanism and gaining experiences in the VO during its operation stage.
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Figure 6.3: The Bayesian network representing the probabilities of nodes at time
t1 .

Figure 6.4: The Bayesian network representing the probabilities of nodes at time
t2 .
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VO Planning Intervention

During the operation phase of the VO, there are three main types of cases where
the VO coordinator gets warned against an agent’s performance of its promised
sub-task, including when:
• (i) the agent has not fulfilled its sub-task on the specified time.
• (ii) the agent will not be able to fulfill its sub-tasks on the specified time,
due to certain specific reasons, mostly outside agent’s control.
• (iii) there is a high failure probability predicted (e.g. by our developed
system), indicating potential risk for the VO.
In any of the above situations, usually the VO coordinator decides to intervene
and solve the situation by reasoning the tasks in risk of failure to other partners
in the VO. Therefore, the VO coordinator needs to select the best-fit partner for
reassignment. Moreover, VOSAT enables the VO coordinator to rank partners
based on a set of their behavior performance criteria for potential distribution of
rewards, which both plays a vital role as an incentive for collaborative behavior in
future VOs, and for supporting the fairness in profit distribution, and convincing
partners to conform to their norms in future. In this research, reward implies
any form of profit, prestige, reputation, and future positive recommendations for
important roles in future VOs, which we in fact call indirect reward.

6.6.1

Supporting Task Reassignments

According to the literature review, a great number of approaches for partner
selection in VOs are based on: (1) cost minimization models and (2) multi-criteria
models where several factors in addition to the cost are captured. Recently,
competency-based models are also taken into account for this purpose. In [80],
two kinds of competencies are investigated, including hard competency and soft
competency. The former refers to functions and techniques, which are claimed
by the agent, whereas the latter focuses on the behavioral characteristics of the
agent. Our approach proposes a new competency-based model addressing both
hard and soft kinds of competencies. The proposed soft competencies, and the
way they are evaluated in our system differ from those introduced in [80]. The
criteria, which are considered in our proposed model includes the following:
• Cost: The price of the services and activities provided by the agent.
• Work Overload (WOL): The simultaneous involvement of agents in different
VOs, gathered in the VBE, which is a key factor in partner selection. We
have defined ratio of work overload commitment for each agent to find the
agent’s workload (see Formula 6.5 in Section 6.4.3).
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• Committing Norm Abidance Degree (CNOD): It is measured based on the
approach discussed in Chapter 4, Section 4.3.1.
• Socio-regulatory Norm Abidance Degree (SNOD): It is measured based on
the approach discussed in Chapter 4, Section 4.3.2.
• Cooperative Traits (CT): It has three sub-criteria, including Interaction
Rate, Co-work Quality, and Not Being Opportunistic, measured based on
the recommendations received from other agents involved in join-responsibilities
together with the agent.
• Communication Rate: The Ratio of Successful Communications (RSC) of
the agent measured by RSC(A) = (ns (A))/NA , where ns (A) is the number
of successful communication of an agent A and NA shows the total number
of required communications by this agent in the VO.
The first two criteria mentioned above are categorized as hard competencies,
while the last four imply the soft competencies. Our approach to the most-fit
partner selection process involves two stages. In the first stage, all those partners
who qualify, i.e. are both able to perform the currently at risk task and have the
required resources, are selected. Then at the second stage applies AHP to rank
the partners based on the criteria hierarchy shown in Figure 6.5.

6.6.2

Indirect Reward Distribution

To effectively manage VOs, partners should be provided by fair distribution of
both profits and losses, as well as any award that can be distributed in the
business. Typically, the type of collaboration identifies the degree of benefit
sharing. However, collaborating parties can also be motivated and incentivised by
using some schemes for sharing profit, property rights and ownership control. This
section focuses on indirect reward distribution to promote future collaborations,
and the stimulation of the current collaboration.
Reward distribution may depend on many criteria; however, two main criteria
are identified in our research (see Figure 6.6):
• Assigned responsibility Performance. This criterion has three sub-criteria:
Socio-regulatory Norm Obedience Degree (SNOD), Committing Norm Obedience Degree (CNOD) and Cooperative Traits (CT) that apply to agent’s
performance in joint-responsibilities. CT has itself three sub-criteria, including: Interaction Rate, Co-work Quality, and Not Being Opportunistic.
• Voluntary Performance. This criterion is scored by the VO Coordinator,
based on monitoring every agent’s participation in cases, such as exception handling, risk mitigation, and/or problem solving and decision making,
which assists the VO coordinator, and enhances the VO’s rate of success
and survival.
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Figure 6.5: The criteria hierarchy to evaluate partners for task reassignment.
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To distribute rewards among the VO partners, it is needed to rank them based on
their exposed behavior. The mostly used method in the field of decision-making
in virtual organization is Analytic Hierarchy Process [56]. AHP (defined in the
next section) is a technique for multi-criteria decision making, which our approach
for indirect reward distribution is rooted in. The first reason for choosing AHP
for reward distribution is that in our model, there are a number of criteria and
sub-criteria for ranking partners, which can be evaluated through the hierarchical
structure of the AHP. The second is that when applying AHP, both quantitative
and qualitative factors of our model can be taken into account.

Figure 6.6: The criteria hierarchy to evaluate partners for reward distribution.

6.6.3

Analytic Hierarchy Process (AHP)

The AHP is a versatile and effective approach for multi-criteria decision making
since the required scores and consequently the final rankings, are obtained based
on the paired parallel evaluations of both the criteria as well as the alternative
set defined by the user. Generally, the AHP computations are directed by the
decision maker’s experience, hence AHP can be considered as the means to derive
a multi-criteria ranking from the decision maker’s evaluations.
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The AHP includes three sequential steps: (1) to determine the criteria weights
vector, (2) to determine the matrix of alternatives scores and (3) to rank the
alternatives.
First Step: This part applies the same method which was also used in Section
5.3 for trust evaluation, but provides more description. The approach initiates
the creation of a paired comparison matrix A. The matrix A is an m × m matrix,
where m is the number of evaluation criteria considered to be compared. Let us
assume that each ajk indicates the relative importance of the j th factor to k th
factor, so there are three possibilities:
• ajk > 1, if the j th factor is more important than the k th factor
• ajk < 1, if the j th factor is less important than the k th factor
• ajk = 1, if the two criteria have the same importance
There are two constraints: ajk ∗ akj = 1 and ajj = 1 for all j. Table 6.1 indicates
suggestive numerical scales for relative importance between any two factors [84].
After building the matrix A, it is possible to derive a normalized paired comparStatus
Equally important
Slightly more important
More important
Greatly more important
Fully more important
For comparison between margins mentioned above

Value
1
3
5
7
9
2, 4, 6, 8

Table 6.1: Relative importance where comparing every two factors [84].
ison matrix from it, by making the sum of the entries on each column equal to
1. Therefore, each entry in column i is divided by the sum of the entries of that
column. Ultimately, the criteria weight vector w (that is an m-dimensional column vector) is constructed by averaging the entries on each row of the normalized
matrix (see Algorithm 2 in Section 5.3 of Chapter 5).
Second Step: The score matrix of the alternatives is a m × n matrix S,
where m is the number of evaluation criteria considered to be compared and n
is the number of alternatives. Each entry sij of S represents the score of the ith
alternative in relation to the j th criterion. To gain such scores, at first a paired
comparison matrix B(j) is made for each m criterion, j = 1, . . . , m. The matrix
B(j) is a n×n matrix, where n is the number of alternatives evaluated. Each entry
bih of the matrix B(j) represents the evaluation of the ith alternatives compared to
the hth alternatives concerning the j th criterion. bih > 1, if ith alternative is better
than the hth alternative, while if bih < 1, then ith alternative is worse than the hth
alternative. If two alternatives are evaluated as equivalent with reference to the
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j th criterion, then the entry is 1. Table 6.1 is used again to convert the decision
maker’s paired evaluations into numbers. The same procedure used for the paired
comparison matrix A explained in the first step (normalization and averaging the
entries on each row), is applied for each matrix B(j). After normalization and
averaging the entries on each row of matrix B(j), we have a vector, which is called
s(j). The vector s(j) contains the scores of the evaluated options concerning the
j th criterion. As the final step, the score matrix S is determined as


s(1)



 s(2) 




 ... 

s(m)
Third Step: Finally, to rank alternatives, the score matrix S computed in the
second step is multiplied by the weight vector W , itself computed in the first step,
i.e. V = W × S, where V (i) shows the global score assigned to the ith alternative.
We have proposed Algorithm 4 for AHP-based ranking alternatives based on
the criteria hierarchy (see in Figure 6.5 as an example). We will start from the
root and follows a downward path to a leaf. The value of a leaf is a vector
s1×n , which is the result of applying Algorithm 2 in Section 5.3 of Chapter 5,
on the comparison matrix of alternatives (agents) for the corresponding criterion
(current node). The value of internal node is Wp × Sp , where Wp is the weight
vector for p’s children (p is the current node), and Sp is the score matrix for p.
The values of p’s children are placed in matrix Sp as its rows. The details of
applying Algorithm 4 for a case study is discussed in the next section.
Algorithm 4: AHP for Ranking Alternatives
Input: p, the criterion in root of the hierarchy
Output: a ranking vector
Function Score(p) is
if p is leaf then
Bn×n := Get the comparison matrix of alternatives for criterion p
s1×n := run Algorithm 2 for matrix B
return s
else
Wp := get weight vector for p’s children
for i := 1 to number of p’s children do
ith row of matrix Sp := Score(p.child(i))
return Wp × Sp
end
end
end

120

6.7

Chapter 6. Behavior-based VO Supervision and Intervention

Application Case

In Chapter 4 to 6, we have addressed the main challenges for modeling and
approaching the work-related behavior of VO partners, how their behavior can
affect increasing the risk factors and failure of the VOs, as well as how to allocate
such potentially risky situations, and to incentivize the partners to behave better
and more collaboratively.
In this chapter, we will present an application case for the VOSAT, in which
we have applied our proposed solutions to a VO that is organized for an R&D
project, with 6 partners, addressing the topic of highly customized buildings. This
goal of the project is divided into some sub-goals, for which four Work Packages
(WPs) are specified and assume that all WPs start in month 1 of the project.
The descriptions of these WPs are provided in the project’s DoW (Description
of Work), as briefly described in Table 6.2. Each WP consists of several tasks,
WP
Number
1
2
3
4

WP Title
Requirements Analysis and Scenario
Development
System Architecture for collaboration
Highly Customized Specification of Intelligent Building
Exploitation and Dissemination

WP
Leader
A4

Delivery
month
12

A2
A3

18
32

A6

36

Table 6.2: WP description of the R&D project example.
where each task represents a subset of the WP activities, planned to be jointly
performed by a number of its 6 partners. We define six agents in VOSAT, called
A1, A2, A3, A4, A5, and A6 that are involved in the VO formed for this R&D
project. A short description of each task is also specified in the DoW, as also
briefly shown in 13 task descriptions in Table 6.3.

6.7.1

VO Creation Phase

When this project starts, we have only the description of WPs and their related
tasks. Each WP fulfills a sub-goal in the project for which several tasks are
defined. To fulfill each task shown in Table 6.3, in VOSAT we define a jointpromise that is made by a group of partners, and as their signed contract indicates.
The list of 13 joint-promises made in this VO, which is entered into the VOSAT
at the VO creation phase, is as follows (below, T 1.1 is the task number 1.1 in
Table 6.3):
1. Joint-Pr ({A1, A2, A4, A6}, A4, T1.1, M10, T, 0)

6.7. Application Case

Task

Description

1.1

Analyze the requirements of
emerging and new co-innovation
support services
Analyze the requirements of
stakeholders involved in mass customization of service-enhanced
intelligent building
Design a set of scenarios around
the intelligent building to be used
for pilot implementation
Specify services needed to provide
information and knowledge
Design the interfaces adjustable
for different stakeholders
Define a reference model supporting service provision and innovation
Identify the needed approaches to
compose services
Design services for customers and
local suppliers.
Develop a tool for specification of
intelligent building.
Design dynamically customizable
business services to enhance the
intelligent building
Develop a tool to order serviceenhanced intelligent building
Develop website and brochure
Disseminate
scientific
jointpublications

1.2

1.3

2.1
2.2
2.3

2.4
3.1
3.2
3.3

3.4
4.1
4.2
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Involved
Agents
A1,
A2,
A4, A6

Leader

Deadline

A4

10

A3,
A6,

A4

11

A1,
A2,
A3, A4

A4

12

A1, A2, A6

A2

15

A1, A6

A2

18

A1, A2, A3

A2

18

A1, A2

A2

18

A1,
A2,
A3, A6
A1, A3

A3

30

A3

31

A1, A2, A3

A3

31

A1, A6

A3

32

A1, A2
A2, A3

A6
A6

36
36

A2,
A4,
A5

Table 6.3: Task description of the R&D project example.
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2. Joint-Pr ({A2, A3, A4, A6, A5}, A4, T1.2, M11, T, 0)
3. Joint-Pr ({A1, A2, A3, A4}, A4, T1.3, M12, T, 0)
4. Joint-Pr ({A1, A2, A6}, A2, T2.1, M15, T, 0)
5. Joint-Pr ({A1, A6}, A2, T2.2, M18, T, 0)
6. Joint-Pr ({A1, A2, A3}, A2, T2.3, M18, T, 0)
7. Joint-Pr ({A1, A2}, A2, T2.4, M18, T, 0)
8. Joint-Pr ({A1, A2, A3, A6}, A3, T3.1, M30, T, 0)
9. Joint-Pr ({A1, A3}, A3, T3.2, M31, T3.1, M30)
10. Joint-Pr ({A1, A2, A3}, A3, T3.3, M31, T, 0)
11. Joint-Pr ({A1, A6}, A3,T3.4, M32, T3.3, M31)
12. Joint-Pr ({A1, A2}, A6,T4.1, M36, T, 0)
13. Joint-Pr ({A2, A3}, A6,T4.2, M36, T, 0)

6.7.2

VO Operation Phase

At the VO operation phase, and based on the negotiated contract, some plans
are made by the involved partners in each task together with the task leader, in
which each sub-task is assigned to one specific agent. The list of sub-tasks, which
are specified at the beginning of the VO operation phase, is shown in Table 6.4.
The negotiation process among agents for defining sub-tasks is performed in the
operation phase.
Table 6.4: List of Sub-tasks Specified at VO operation phase.
Begin of Table
SubTask
1.1.1

1.1.2
1.1.3
1.1.4

Description
Analyze the requirements for different scenario of intelligent building, considering advanced integrated services
Identify different levels of knowledge maturity and acceptability
Identify different level of infrastructure support
Extend a business glossary for intelligent
building

Responsible
Agent
A1

Deadline

A2

10

A4

10

A6

10

10
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Continuation of Table 6.4

SubTask
1.2.1
1.2.2
1.2.3
1.2.4
1.2.5
1.3.1
1.3.2
1.3.3

1.3.4
2.1.1

2.1.2
2.1.3
2.2.1
2.2.2

2.3.1
2.3.2
2.3.3

2.4.1

Description
Identify and characterize stakeholders involved in mass production
Identify user expectation from services
Identify user potential attraction to new service models
Identify contractual conditions
Identify cost models and privacy needs
Design a set of scenario for intelligent building
Identify the business services involved in the
designed scenario in sub-task 1.3.1
Identify the needed functional and organizational support aspects for the designed scenarios
Characterize the role of stakeholders in the
designed scenarios
Identify services needed to share the catalogues and brochures related to intelligent
building
Identify services needed to provide information to share process description
Identify services needed to share company
profiles
Design the interfaces adjustable for different
stakeholders to provide easily access needs
Design the interfaces adjustable for different
stakeholders to provide easily visualization
needs
Analyze the endogenous elements of the coinnovation environment
Analyze the exogenous elements of the coinnovation environment
Design a general logical architecture for service provision in this project, based on the
elements established in sub-task 2.3.1, 2.3.3
and the identified functionality set in WP1
Identify the collaborative solution space and
service provision space

Responsible
Agent
A2

Deadline

A3
A4

11
11

A6
A5
A1

11
11
12

A2

12

A3

12

A4

12

A1

15

A2

15

A6

15

A1

18

A6

18

A1

18

A2

18

A3

18

A1

18

11
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Continuation of Table 6.4

SubTask
2.4.2
2.4.3
3.1.1
3.1.2

3.1.3
3.1.4
3.2.1

3.2.2
3.3.1

3.3.2
3.3.3
3.4.1
3.4.2
4.1.1
4.1.2
4.2.1
4.2.2

Description
Identify the needed approaches for service
composition
Establish the relationship between business
services and technical services
Dynamically profile the customers based on
the user profiles defined in WP1
Specify the customers’ criteria and constraints in relation to ordering the intelligent
building
Specify the environment/regional criteria
Generate a set of sub-products for intelligent
building with their related specification
Design a data platform of all sub-product alternatives for intelligent building, based on
extended profiles designed in Task 3.1
Design an interface for customer to order its
intelligent building
Design a novel approach to achieve the business services suitable to enhance the ordered
intelligent building
Design a recommendation tree for offering alternatives to the customer
Design an adaptive dialogue structure on top
of the recommendation tree
Design the interface for ordering serviceenhanced intelligent building.
Develop a tool to order service-enhanced intelligent building.
Develop the website
Develop the brochure
Disseminate two scientific joint-publications
Disseminate
three
scientific
jointpublications
End of Table

Responsible
Agent
A2

Deadline

A2

18

A6

30

A1

30

A2
A3

30
30

A3

31

A1

31

A1

31

A2

31

A3

31

A1

32

A6

32

A2
A1
A2
A3

36
36
36
36

18

Each plan include a set consisting of tuples of the form (Ai , pi , di ), in which
Ai is an agent who should perform pi before deadline di , as a part of the jointpromise made in the contract to realize p before d. The 13 sets of plans made
in this example, representing the sub-task divisions in Table 6.4 are as follows
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(below, ST1.1.1 shows the sub-task 1.1.1 from Table 6.4):
1. P lan(A1 , ST1.1.1 , 10), P lan(A2 , ST1.1.2 , 10), P lan(A4 , ST1.1.3 , 10),
P lan(A6 , ST1.1.4 , 10)
2. P lan(A2 , ST1.2.1 , 11), P lan(A3 , ST1.2.2 , 11), P lan(A4 , ST1.2.3 , 11),
P lan(A6 , ST1.2.4 , 11), P lan(A5 , ST1.2.5 , 11)
3. P lan(A1 , ST1.3.1 , 12), P lan(A2 , ST1.3.2 , 12),
P lan(A3 , ST1.3.3 , 12), P lan(A4 , ST1.3.4 , 12)
4. P lan(A1 , ST2.1.1 , 15), P lan(A2 , ST2.1.2 , 15)
P lan(A6 , ST2.1.3 , 15)
5. P lan(A1 , ST2.2.1 , 18), P lan(A6 , ST2.2.2 , 18)
6. P lan(A1 , ST2.3.1 , 18), P lan(A2 , ST2.3.2 , 18),
P lan(A3 , ST2.3.3 , 18)
7. P lan(A1 , ST2.4.1 , 18), P lan(A2 , ST2.4.2 , 18),
P lan(A6 , ST2.4.3 , 18)
8. P lan(A6 , ST3.1.1 , 30), P lan(A1 , ST3.1.2 , 30),
P lan(A2 , ST3.1.3 , 30), P lan(A3 , ST3.1.4 , 30)
9. P lan(A3 , ST3.2.1 , 31), P lan(A1 , ST3.2.2 , 31)
10. P lan(A1 , ST3.3.1 , 31), P lan(A2 , ST3.3.2 , 31),
P lan(A3 , ST3.3.3 , 31)
11. P lan(A1 , ST3.4.1 , 32), P lan(A6 , ST3.4.2 , 32)
12. P lan(A2 , ST4.1.1 , 36), P lan(A1 , ST4.1.2 , 36)
13. P lan(A2 , ST4.2.1 , 36), P lan(A3 , ST4.2.2 , 36)
Promise Monitoring
Considering the formalization of the joint-promise, as formulated in Chapter
4 (Section 4.2.1), each plan results in some promises, which are monitored in
VOSAT. Consequently, based on this formalization at VO operation phase jointpromises are decomposed into some promises, which are monitored by VOSAT.
Assume a scenario, in which at month 15, it is inferred by VOSAT that A6 ,
who has become a trustworthy partner in the past, has not fulfilled one of its
promises without any early notification to the task leader or VO coordinator. In
other words, VOSAT identifies that the action F ulf ill(A6 , ST2.1.3 ) is not realized,
while its related deadline is passed.
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Trust-related norm Monitoring
As mentioned in Chapter 5, when a promise of an agent is not met then its
trust-related norm is triggered, which results in invocation of AHP Fuzzy Comprehensive Evaluation method, Algorithm 3 in Chapter 5, to compute the trust
level of A6 . In this case, we assume that: (1) the Promise Importance (PI) for all
promises is one, (2) there is no Quality Specification Criterion in DoW, and (3)
the value of IR, CoQ, NOB, SNOD, and ICB for all agents, as criteria in trust
evaluation, equals the default value 0.5. It means that at month 15, A6 fulfills two
promises (for performing ST1.1.4 and ST1.2.4 ) and violates one promise (ST2.1.3 ),
so considering Table 4.3, and Formula 4.8, we have:
P|f1 (A)|

CN OD(A6 ) =

j=1

P F (pj ) × P I(pj ) × QF (pj )

P|f1 (A6 )|
j=1

max(P F (pj )) × P I(pj )

= 0.33

Considering the weights in Figure 5.3, Algorithm 3 returns the comprehensive
evaluation vector B for A6 , and its crisp trust level is measured applying the
wighted average method (see Formula 5.2 in Chapter 5), as follows:
B = [0, 0, 0, 0.195, 0.804, 0], T rustcrisp (A6 ) = 0.4314
If the minimum level of trust is determined as Medium Trust, which is defined as
M ediumT rust(x) = T rapezoidal(x; 0.2, 0.4, 0.6, 0.8) (see Section 5.3 in Chapter
5), then the trust-related norm of A6 is not violated, because M ediumT rust(0.4314)
is greater than zero, which shows that the trust of A6 is set to Medium Trust.
Consequently, the Task Leader may negotiate with A6 to make new promise to
fulfill the the current sub-task (ST2.1.3 ) with delay at month 18, if that can be
afforded in the VO.
But then assume that, the new deadline for sub-task ST2.1.3 , e.g., month 18,
also passes, and again A6 does not fulfill this task and again has not informed
in advance. Moreover, poor A6 does not fulfill its promise for sub-task ST2.2.2
either. In this case, its trust-related norm gets triggered again. The new value of
CN OD(A6 ) = −0.2 is calculated. In this situation, applying Algorithm 3, and
Formula 5.2, we will have:
B = [0, 0, 0.56, 0, 0.44, 0], T rustcrisp (A6 ) = 0.136
This results illustrates that the trust-related norm of A6 is now violated, because the trust of A6 is now set to Low Trust, and M ediumT rust(0.136) = 0.
Therefore, it is needed to immediately apply the risk prediction for the other VO
activities.
Moreover, assume that agent A1 does not fulfill ST2.1.1 and ST2.3.1 , while
ST2.4.1 is invalidated, which means that it is not fulfilled, because of some reasons
out of A1 ’s control. Consequently, CN OD(A1 ) = 0.14, considering the promise
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fulfillment value in Table 4.3 in Chapter 4. Assume that all other criteria affecting
its trustworthiness has default value 0.5, so applying AHP fuzzy comprehensive
evaluation method, we have:
B = [0, 0, 0, 0.559, 0.44, 0], T rustcrisp (A1 ) = 0.304
The trust-related norm of A1 is not violated, because M ediumT rust(0.304) > 0,
which shows that the trust of A1 is set to Medium Trust.
Failure Probabilities
In risk prediction approach, beside the probability of the lack of trust, probabilities of lack of communication and heavy workload are also considered. The
output of the risk prediction function is the probabilities of the tasks/sub-goals
and goals in the Bayesian network.
Considering T rustcrisp (A6 ) = 0.136, and T rustcrisp (A1 ) = 0.304, the probability of Lack of Trust for these agents are calculated based on the formula below
(M ediumT rust(x) = T rapezoidal(x; 0.2, 0.4, 0.6, 0.8)),

p(LT (A) = T rue) =




1
1−



T rustcrisp (A)−0.2
0.4−0.2

0


T rustcrisp (A) < 0.2

0.2 ≤ T rustcrisp (A) < 0.4 
T rustcrisp (A) ≥ 0.4

Therefore, we have:
P (LT (A1 ) = T rue) = 1 −

0.304 − 0.2
= 0.48
0.4 − 0.2

P (LT (A6 ) = T rue) = 1

The failure probabilities of sub-tasks and tasks in Work Package 3 of this VO,
in which A6 is involved, are shown in Figure 6.7. As illustrated, the failure
risk of task T3.4 is more than the threshold of 0.5 (it is specified by the VO
coordinator), so the task leader decides to reassign the sub-task ST3.4.2 , which
was the responsibility of A6 , to another partner.
Task Reassignment
As mentioned before, for task reassignments, we consider two main factors of Soft
Competency and Hard Competency. The former consists of four sub-factors, i.e.
Communication Rate (CR), CNOD, SNOD, and CT, where CT itself has three
sub-factors of Interaction Rate (IR), Co-work Quality (CoQ), and Not Being
Opportunistic (NBO). The latter (hard competency) includes two sub-factors,
i.e. Cost, and Work Overload (WOL), as can be seen in Figure 6.5. Assume that
only agents A1, A2, A3, and A4 are able and interested to perform the sub-task
3.4.2, and values of their performance criteria at month 18 are shown in Table
6.5. Assume that the scores of SNOD, CNOD, IR, CoQ, and NOB for A6 are
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Figure 6.7: The Bayesian network related to the failure in tasks of WP3.
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Agent
A1
A2
A3
A4

CR
low
Ave
Ave
Ave

CNOD
Low
High
Good
High
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SNOD
Good
Good
Good
Good

IR
Ave
Ave
Ave
Ave

Co-Q
Ave
Ave
Ave
Ave

NBO
Ave
Low
Low
Low

Cost
High
Ave
High
Ave

WOL
High
Ave
Ave
High

Table 6.5: Agents’ performance at month 18 in Task Reassignment’s criteria.
.5,-0.2,0.3,0.2,0.4, respectively. Based on the rating levels shown in Figure 6.6,
these values are respectively converted to Good, Bad, Low, Low, and Ave.
Here, the purpose is to find the best-fit partner among potential candidates,
applying AHP. The first step is to determine the weights for criteria shown in
Figure 6.5. An example of weights for these criteria is shown in Table 6.6.
Factors

Weights

Soft
Competency

0.8

Hard
Competency

0.2

Medium-level
factors
CR
CNOD
SNOD

Weights

CT

0.1945

Cost
WOL

0.6667
0.3333

Low-level
factors

weights

RI
Co-Q
NBO

0.1919
0.6337
0.1744

0.1484
0.4258
0.2312

Table 6.6: An example of weights for Task Reassignment’s criteria.
The second step is to establish the pairwise comparison matrix for each criterion. It means that for each criterion, such as CNOD, it is needed to compare the
value of that criterion for all agents (here A1 . . . A4 ). Figure 6.8, shows that how
the comparison matrices for comparing A1 . . . A4 for each criterion are established.
As Table 6.5 illustrates, IR of all four agents is Average; therefore all entries of
comparison matrix for IR is 1 (see Figure 6.9). As Table 6.5 shows, the qualitative
value of CN OD(A2 ) is High, while the qualitative value of CN OD(A3 ) is Good.
Now, based on Figure 6.8 b, the m2,3 in comparison matrix of CNOD is 2, which
means that the CNOD degree of A2 is 2 times better than the CNOD degree of
A3 . It is clear that, the m3,2 = 12 , which shows that how much the CNOD degree
of A3 is better than CNOD degree of A2 (see Figure 6.10).
The third step is to apply Algorithm 4, given the weight vectors calculated in
the first step, and comparison matrices from the second step. Applying Algorithm
4, the score of CT is calculated as Figure 6.9 shows. Algorithm 4 is used for AHPbased ranking alternatives (agents) based on the criteria hierarchy. It starts from
the root of the hierarchy and follows a downward path to a leaf. In this example,
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V alueck (Ai )
High
High
Average

V alueck (Aj )
Average
Low
Low

mi,j
5
7
3

mj,i
1
5
1
7
1
3

(a) Comparison of two partners Ai and Aj , based on their values in criterion ck . It
should be noticed that ck is CR, IR, CoQ, or NBO, which have three ratings values
(Low, Average, and High). In other words, V alueck (Ai ) shows the ck ’s value of partner
Ai . When V alueck (Ai )=V alueck (Aj ), the related entries of comparison matrix for ck
(i.e. mi,j and mj,i ) are 1, which are not shown here.

V alueck (Ai )
High
High
High
High
Good
Good
Good
Low
Low
Bad

V alueck (Aj )
good
Low
Bad
Very Bad
Low
Bad
Very Bad
Bad
Very Bad
Very Bad

mi,j
2
4
6
9
2
4
7
2
5
3

mj,i
1
2
1
4
1
6
1
9
1
2
1
4
1
7
1
2
1
5
1
3

(b) Comparison of two partners Ai and Aj , based on their values in criterion ck . It
should be noticed that ck is CNOD, or SNOD, which have five ratings values (Very
bad, Bad, Low, Good and High). When V alueck (Ai )=V alueck (Aj ), the related entries
of comparison matrix for ck (i.e. mi,j and mj,i ) are 1, which are not shown here.

V alueck (Ai )
High
High
Average

V alueck (Aj )
Average
Low
Low

mi,j
1
5
1
5
1
5

mj,i
5
7
3

(c) Comparison of two partners Ai and Aj , based on their values in criterion ck . It
should be noticed that ck is cost or work overload, which have three ratings values
(Low, Average, and High). When V alueck (Ai )=V alueck (Aj ), the related entries of
comparison matrix for ck (i.e. mi,j and mj,i ) are 1, which are not shown here.

Figure 6.8: An example of judgments for comparing two partners Ai and Aj in
their different performance’ criteria.
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for each leaf of the hierarchy, a vector 1 × 4 is returned, which is the result of
applying Algorithm 2 in Section 5.3 of Chapter 5 on the comparison matrix of
agents for the corresponding criterion. For example, considering the Figure 6.5,
IR, CoQ and NOB are leaves of the hierarchy for task reassignment. The score
values related to the children of CT, i.e. IR, CoQ, and NOB are placed in matrix
S as its rows, respectively represented by S[0], S[1], and S[2] in Figure 6.9. Then
the weight vector determined for IR, CoQ, and NOB is multiplied to matrix S,
which results in Score(CT ).

Figure 6.9: The result of AHP for Score (CT).
The result vector Score(CT ) is used in the forth row of the score matrix of
soft competencies. The calculation of Score(Sof tcompetency) is shown in Figure
6.10.
Finally, Score(T askReassignment) showing the ranking rates of A1 , A2 , A3 ,
and A4 is calculated as follows (see Figure 6.11):
Score(T askReassignment) = [0.151, 0.326, 0.219, 0.303]
The elements of the vector above from left to right, shows the ranking of agents
A1 ,. . . , A4 . therefore, it means that A2 is the best-fit partner to reassign the
sub-task 3.4.2.
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Figure 6.10: The result of AHP for Score (Soft Competency)

6.7. Application Case

Figure 6.11: The result of AHP for Score (Task Reassignment).
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Reward Distribution.
In order to promote collaborative behavior in partners, one approach suggested
in Section 6.6.2 is to reward good work-related behavior of VO partners. Such
rewards very much depend on what is valued at the VO and its organizations, and
it may vary from monetary rewards for enterprises in some example industry VOs,
to certain awards recognizing the organizations’ contribution in some example
socially concerned VOs. To support the VO coordinator to distribute reward
among six partners, AHP is applied for criteria hierarchy, shown in Figure 6.6.
Assume that, the agents’ performance at the VO dissolution phase, is shown in
Table 6.7. For applying the AHP, at first we need to calculate weights for criteria,
Agent
A1
A2
A3
A4
A5
A6

SNOD
Good
High
High
Good
Low
Good

Responsibility Performance
CNOD
IR
CoQ
NOB
Low
Average
High
Low
High Average Average
Low
Good Average
High
Low
High Average
High
Low
Good
High
Low
Low
Bad
Low
Low
Average

Voluntary
Performance
Low
Average
High
Average
High
Low

Table 6.7: Examples of the agent’s performance at dissolution phase of the VO.
based on the VO coordinator’s opinion. An example of the weights are shown in
Table 6.8. Considering Figure 6.8 a for IR,CoQ, NBO, VP, and Figure 6.8 b for
Factors

Weights

Responsibility
0.8
Performance

Voluntary
Performance

Medium-level
factors
CNOD
SNOD

Weights

CT

0.1945

Low-level
factors

weights

RI
Co-Q
NBO

0.1919
0.6337
0.1744

0.4258
0.2312

0.2

Table 6.8: An example of weights for Reward Distribution’s criteria.
CNOD and SNOD, which are all criteria considered in reward hierarchy in Figure
6.6, the result of applying Algorithm 4 is as follows:
Score(RewardDistribution) = [0.094, 0.182, 0.208, 0.177, 0.158, 0.063].
The elements of the vector above from left to right, shows the ranking of agents
A1 ,. . . , A6 . The best partner in this VO is A3 .
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Conclusion

This Chapter addresses an application of VOSAT, as introduced in Chapter 4,
and detailed out further in Chapters 5 and 6, emphasizing agents’ work behavior and supporting the prediction of risks in task-related planning during the
operation phase of VOs. Considering the importance of success in achieving
the goals of VOs, identifying the sources of risk in relation to the performance
of planned daily activities of VO partners is critical for the risk analysis process and guaranteeing the success of the VOs. The VOSAT framework provides
the mechanisms to gather important information and to reason about partners’
trust-related norms as well as their influence on the VO risk analysis. Apart from
trustworthiness, two other factors, the interaction level and the workload level
of each agent, are also considered for calculating the potential failure probability
of individual sub-tasks, and in turn identifying the potential sources of risks in
VOs. Our proposed model for measuring the risk of failure also considers the
joint-tasks and the VO sub-goals. Furthermore, it does not only consider the failure of the involved agents in one sub-task, but also captures the interrelationship
and causality among the sub-tasks and tasks. Therefore, based on the PartnerResponsibility-Interdependency-Tree (PRIT), which is developed during the VOs
operation phase, a Bayesian network is created and kept up to date, which makes
it possible to find failure probability of VO’s sub-goal/goals, depending on the
agents’ work related behavior and dependent on the tasks/sub-tasks at each point
of time. This results in identifying the weakest points of planned activities as well
as and the high risk tasks in the VOs. Then VO coordinator can decide on a follow up action, such as reassignment of the risky tasks to handle the situation. In
VOSAT, an approach is also considered for a fair indirect reward distribution, to
encourage partners to behave better and more collaboratively.

Chapter 7

Conclusion, Validation, and Future work

This chapter addresses how the set of research questions posed in the Introduction
Chapter of the thesis are responded in our research. It further addresses where
and how the thesis and our results are evaluated and validated, and presents some
directions for future research and development in this area.

7.1

Addressing Research Questions

To answer the first main question RQ1 on how to model and assess work-related
collaborative behavior of organizations in the VO, we pinpoint below each of its
two subsidiary questions.
In Chapter 2, we address the sub-question S1-RQ1:
How to characterize and model past collaborative-behavior of members in the
VBE?
Next to characterizing collaborative behavior of organizations, this chapter presents
a quantitative causal approach to measure and assign a degree of collaboration to
each member organization based on its Individual Collaborative Behavior (ICB)
in comparison to other organizations’ behavior that are involved in a VBE. Our
proposed approach has two stages. First, a new hierarchical model for ICB evaluation is proposed. Second, the causal inter-dependencies among different elements
of the model are investigated, to ultimately generate a measurable function applicable to organizations. In this model, an organization’s behavior is evaluated
through four behavioral dimensions, i.e. integrity, openness to experience, agreeableness, and courage, while each behavioral dimension is in turn associated with
a set of traits. Moreover, several known factors with their associated metrics
are defined and their causal influence on the traits and behavioral dimensions
are concisely specified. Based on these causal relationships, some formulas are
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derived and used to calculate the comparative degree for ICB of organizations
involved in a VBE. This measure constitutes one criterion in our proposed approach for evaluating collaborative trustworthiness of the partner organization.
This measure is needed during the VO operation phase.
Chapters 3, 4 and 5 respond to the second sub-question S2-RQ1:
How to monitor and measure the current collaborative-behavior of partners in
VOs?
To address this question, we introduce the S3C model, which characterizes four
specific kinds of behavioral norms, including: (i) Socio-regulatory norms, (ii)
Co-working norms, (iii) Committing norms, and (iv) Controlling norms.
The socio-regulatory norms in the model are defined as the set of common
social rules for all partners, and setting each partners’ expectations of others,
through applying the coercive power of a joint VO consortium agreement. They
consist of some authorization prohibition and obligation agreements that are defined for partners, e.g. partners are obliged not to share with external parties any
information about other partners. Although these norms are very important in
VOs, they are typically not directly related to the operational goals of the VO,
rather to supporting the collaboration atmosphere and the infrastructure, which
is required for fulfilling its operational goals. As such, socio-regulatory norms are
therefore only minimally addressed in our current research in the thesis.
The co-working norms are requirements defined at the VO level to be
obeyed by all partners involved in joint-tasks with others, in order for partners
involved in each joint-task to jointly keep the responsibility of performing that
task together. The co-working norms are well defined and formalized in Chapters
3 and 4 as joint-promises.
The committing norms are requirements defined for performing one subtask by individual partners. Our approach to co-working and committing norms
introduces new formalization and mechanisms for organizations to make promises
(for performing individual sub-tasks) and/or joint-promises (for performing jointtasks), thus the VO partners committing themselves in a bottom-up manner to
perform tasks, as opposed to the VO coordinator assigning tasks to them in a
top-down manner. The bottom-up manner is more in line with the collaboration
nature in the VOs that resembles a federated partnership among organizations.
Furthermore, in this approach tasks are gradually defined in the VO that in turn
enables the approach to effectively cope with the dynamic nature of the VO, and
its potential continuous evolution during the operation phase. The committing
norms are defined and formalized in Chapters 3 and 4.
The controlling norms are defined as requirements for coordinating the
tasks of each partner, imposed/enforced by the VO coordinator during the VO
operation phase. In this work, requirements related to trust level of partners,
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maximum work overload, and maximum level of failing communications imposed
by the VO coordinator are defined as controlling norms. Due to the fuzzy nature
of trust, the trust requirement for each partner is specified as a fuzzy norm, the so
called trust-related norm. The VO coordinator defines the minimum required/tolerated trust level for partners in the VO. The controlling norms are defined
and formalized in Chapters 3 and 4.
As the main contribution of this thesis, a VO supervisory assisting tool (VOSAT)
is designed and developed, handling the above norms. VOSAT includes five components, as indicated in Figure 4.1. One main component of the VOSAT, detailed in Chapter 4, is Norm Monitoring Component (NMC). This component is
responsible for checking the states of the four kinds of norms, addressed above to
issue relevant warnings when necessary, and to impose sanctions in any violation
state of any norm, which results in the effective control of partners’ behavior.
The configuration of this component is specified based on: (1) a set of propositions denoting environment-related facts, (2) a set of Norm Manipulating Rules
(NMRs), (3) a set of norms, and (4) a set of Reaction Rules (RRs). The state of
the system can make a transition either when the actions are performed by the
agents, or when some external events have occurred. When the set of propositions
are updated, some of the NMRs may be triggered, and consequently the states
of promises are changed or the violation/obedience of other norms are specified.
It may in turn trigger some RRs, which themselves may in turn result in sending
related warning messages, or imposing sanctions in case of violation states.
It should be noticed that if either a committing norm or socio-regulatory
norm is violated, then the trust-related norm gets activated, in order for organization trust level to be measured and monitored. To implement this component,
we have used and extended the environment provided by the 2OPL (Organization Oriented Programming Language) with addressing the new formalization of
promises, joint-promises, and fuzzy norms.
The second main component addressed in Chapter 4, is the Norm Abidance
Component (NAC), which is responsible to measure the socio-regulatory norms
obedience degree (SNOD) and the committing norms obedience degree (CNOD)
of partner organizations. As mentioned in Chapter 3, every joint-promise is
decomposed into several individual promises, so the violation and obedience of
co-working norms are considered in evaluation of the organization’s committing
norms. There is however no obedience degree considered for controlling norms,
because the violation of these norms are directly considered in the VO’s failure
risk prediction, while the violation and obedience of socio-regulatory norms and
committing norms are considered in evaluation of trust level of organizations.
The Trust Evaluating Component (TEC) is the next main component, addressed in Chapter 5. Based on the results of monitoring the socio-regulatory
norms, co-working norms, and committing norms, as well as the value of partner’s ICB, the trust level of each partner is evaluated, applying the AHP fuzzy
comprehensive evaluation method that is used as a base for applying trust-related
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norm and is itself considered as a kind of controlling norms.
In order to answer the second main question RQ2 on how does the partner’
work-related behavior influence the achievement of the VO goals, we discuss below each of its two subsidiary questions introduced in the Introduction Chapter.
In Chapter 6, we address the sub-question S1-RQ2:
What are the main behavior-related risk factors in VOs?
In VOs, all partners are jointly responsible for achieving the goals and sub-goals
of the VO, and therefore, the success or failure of every one of its involved organizations is directly related to the success or failure of the VO as a whole. The
unavoidable existence of joint responsibilities in VOs is the main reason why in
the case when one partner cannot perform its sub-task in the VO, other partners
volunteer to perform it in its place, so that the VO as a whole does not fail and
has a chance to succeed. Consequently, the joint responsibility notion within VOs
in turn creates complex inter-relationships among its involved partners.
All risks raised from the collaborative relationships among organizations in
a VO, are clustered under the network-related risk category. A list of important sources/causes for network-related risks in VOs as for instance addressed
in [8], includes: lack of trust, lack of clarity in the agreements/commitments,
partners heterogeneity, loss of communication, lack of information sharing, heavy
workload, ontology differences, heterogeneity in structure and design, cultural
differences, geographic distance, etc. In other words, any of these sources represents the possibility of a risk in the VO, and depending on its severity can
contribute to its failure. In our research, we focus only on three specific factors
among those, consisting of, trust, communication, and workload of the organizations (considered as agents), which we have identified as the main measurable
aspects related to the partners’ behavior. These factors are considered in order to
predict probability of failure for each agent in fulfilling its individually assigned
sub-tasks, during the VO’s operation phase.
The sub-question S2-RQ2 below is addressed in Chapter 6:
How to predict risk of failure in achieving VO goals, considering the behaviorrelated risk factors?
The controlling norms are defined as requirements for coordinating the tasks
of each partner, imposed/enforced by the VO coordinator during the VO operation phase. These norms apply three specific measurements related to the VO
partners, including their lack of trustworthiness, work overload, and failing in
communication. For each of these three measurements, the VO coordinator de-
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fines a threshold, and VOSAT specifies whether a partner violates one of these
norms. For example, if the trust level of a partner, measured through applying
AHP fuzzy comprehensive evaluation method, is lower than the minimum level
tolerated in the VO, that partner’s trust-related norm is violated, indicating the
lack of trustworthiness of the partner. If any controlling norm, including trustrelated norm, communication-related norm, or workload-related norm is violated
for a VO partner, then the risk prediction mechanism, which is realized by the
Risk Predicting Component (RPC) as represented in Figure 4.1, issues a warning
to the VO coordinator. Failure in fulfilling a sub-task by a VO partner may depend partially on the failure by the partner responsible for it (which is specified
through monitoring its controlling norms), and partially by the failure of its preceding sub-tasks on which it depends. Therefore, using the controlling norms, as
well as the responsibility inter-dependencies, a Bayesian network is defined and
applied to measure the probability of failure in each of the planned sub-task, task,
sub-goal, as well as the general VO goal. At each time stamp, if the probability
of failure for any of these, as calculated by a node in Bayesian network is higher
than certain threshold, the VO coordinator is warned to check the situation and
make suitable plans to prevent potential failures.
To answer the third main question RQ3 on how to enhance the collaboration
success in VOs, in relation to partners’ work-related collaborative behavior, we
address below each of its two subsidiary questions. In fact, the novel models and
mechanisms proposed in this thesis that are applied for the development of the
VOSAT, provide the VO coordinator with assistance to act proactively, enhancing
the success of the VO. This assistance include providing decision making suggestions for intervention toward failure prevention, and collaboration promotion in
VOs, which results in enhancing the success rate of VOs. The Partner Selecting
Component (PSC), as represented in Figure 4.1, assists with ranking partners for
potential task reassignment and rewards distribution.
The sub-question S1-RQ3 below is addressed in Chapter 6.
How to prevent potential work-related VO failure, through task reassignment?
The VOSAT system can support the VO coordinator during its operation phase,
with altering the situation of a risky sub-task, through finding/suggesting alternative suitable partners among those that will volunteer to accept taking over the
execution of that failing sub-task. To support the VO coordinator, we propose a
competency-based model to find the most suitable partner for task reassignment,
applying Analytic Hierarchy Process (AHP) method. In this model, both soft
and hard competencies of organizations are considered. Soft competencies are
related to the behavioral characteristics of partners, including committing norm
obedience degree (CNOD), socio-regulatory norm obedience degree (SNOD), co-
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operative traits (CT), and communication rate (CR), while hard competencies of
organizations include cost and partners’ work overload.
The sub-question S2-RQ3 below is also addressed in Chapter 6.
How to promote work-related collaboration behavior among VO partners?
The VOSAT can also assist the VO coordinator during the VO operation phase
through recording and ranking VO partners’ performance and collaborative behavior. This can then be applied for creating incentives for good behavior in the
VOs, or used indirectly for some forms of reward distribution at the VO level.
To promote collaborative behavior among organizations, we apply AHP to rank
the partners, aiming at some form of reward distribution, which may even include increasing the organizations’ reputation and prestige. The main criteria
considered for such reward distribution are performance on their responsibilities
and the voluntary performance. Three considered sub-criteria for responsibility
performance are: CNOD, SNOD, and CT. Furthermore, the VO coordinator can
assign different weights to different criteria, based on the type of the VO, and
which one of these are more important in it.

7.2

Evaluating and Validating Research Results

In scientific research, it is important to evaluate and validate both the obtained
results as well as the applied research steps. Among different techniques that can
be applied to this evaluation and validation, we choose those that are fitting more
appropriately to our purpose, applying the approach suggested by Pfleeger [76].
This approach suggests a number of techniques among which the following two
techniques are applicable and chosen for our validation purposes:
(i) Case study - which is suitable for showing a holistic picture of applying
the approach and results related to the developed system. This technique
suggests that according to what we as the evaluator aim to examine, an
application case shall be defined to test the functionalities and usage of the
results.
(ii) Feature analysis - which is suitable to rate and rank the features of a
developed system, e.g. for its novelty, complying to certain standards, or
against competitive research results. This technique is also used to validate
our findings in scientific communities.
We validate our results, applying these two mentioned techniques, as detailed out
in the following paragraphs and represented in Figure 7.1, as a summary.
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Figure 7.1: Summary of research results validation.
Case studies - Our research works out two case studies, one focused on
supporting SOA-based virtual organizations, and the other focused on the supervision of R&D projects.
• Supporting SOA-based virtual organizations.
Chapter 5 of the thesis addresses our designed case study in which a part
of our results, related to norm monitoring of VOSAT, is used to find the
best-fit service in a SOA-based VO. VOSAT detects the norms violations,
based on which the service providers’ trust levels are measured and then
used in service selection among the services shared by service providers.
For implementing this case study, we apply VOSAT results to the case
of effective service selection, as discussed in [86]. Organizations involved
in many service industries are increasingly active in pursuit of both online provision of their business services and collaborating with others in
joint initiatives as well as developing and provision of integrated services
in VOs. At present, due to the lack of any uniform unambiguous formal
definitions for potentially sharable business services at the VBE, as well as
the lack of awareness about the providers’ behavior and trustworthiness,
SMEs involved in VOs can neither be properly supported with discovering
most appropriate sharable services in the VOs nor facilitated for potential
service integration/ composition in the VO. In our approach, for this case,
the behavior of service providers is monitored based on their related norm
abidance in the VO. Furthermore, organization’s trust level is then used as
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a non-functional criterion for service discovery. We also further apply our
C3Q competency-model for the purpose of selecting the most-fit services.

• Supervision of R&D projects.
A second case study is designed within the framework of an EU-R&D
project, as discussed in Chapter 6. This case study aims to validate the
other important part of our research results, specifically addressing challenges related to risks in VOs and the prediction of failure risk in fulfilling
any of the VO goals or any task, and making recommendations for intervention by the VO coordinator. This case and its development is addressed
in great details in Chapter 6 of the dissertation.
Feature analysis - We classify our research findings into two main categories
of developed conceptual results, including models and approaches that need to
be validated for their novelty, as developed components that represent the prototypical results and mechanisms implemented as proof of concepts in our research.
Validation of the developed conceptual models and approaches are primarily
achieved through submission of these to the scientific community and receiving
their evaluation results, which in turn has enhanced our approach, resulted in
publications and thus validated these set of our results.
For validating the components developed in VOSAT, we compare their features and appropriateness against a number of other competitive components and
systems, for which the results are provided in this section.
• Scientific Community peer reviewed - Conceptual developments
validation:
The conceptual developments in this research are published through different scientific channels, e.g. peer reviewed conferences proceedings and
journals, as presented in Section 1.4 of Chapter 1. These address the two
main categories of the developed models and the developed mechanisms and
approaches.
The novel developed models include: the hierarchical model of ICB of organizations in VBEs, the causal model of organization behavior in VBEs, the
model of organization’s behavioral norms (S3C model), and the C3Q competency model for effective service selection in SOA-based VOs. Besides
publications, for the causal model we have used a questionnaire directly
addressed to expert users from the scientific community of SOCOLNET.
Gathering their input, we have enhanced and validated this causal model.
The novel developed mechanisms and approaches include: the mechanism
and approaches for monitoring the behavior of VO partners, the mechanism
developed for competency-based selection of shared assets (e.g. services) in
the VBE, the approach and mechanism for prediction of failure risks in
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VOs, the mechanism for competency-based selection of partners for task reassignment and the mechanism for performance-based reward distribution.
• Key indicator assessment- Components development validation:
At first, feature analysis is applied to compare the appropriateness of VOSAT
against other competitive environments and systems for its two main functionalities, i.e. norm monitoring, and trust evaluation. See Figure 7.2 for a
summary of our evaluation/validation results.
– Norm Monitoring Functionality. Here we evaluate some key indicators and appropriateness of norm monitoring functionality of VOSAT
against three competitors: OperA+, NMAS, and IRN, as described
below.
∗ VOSAT. It is implemented as an extension of the environment
provided by the 2OPL with the added novel formalization of the
notions of promises, joint-promise, and fuzzy norms. Promises
and joint-promises with different states are formalized in VOSAT
to support the VO’s evolution and VO’s dynamism, because it is
for VOSAT to adapt with the new situations only by introducing
new promises and joint promises, or by changing the states of the
existing promises and joint-promises. VOSAT supports the implementation of fuzzy norms, as explained for trust-related norms
in Chapters 4 and 5. In VOSAT, norms are specified for agents,
while in other systems norms are defined for roles.
∗ OperA+ [55]. It is a model for context-aware organizational interactions in Virtual Organizations rooted in an organizational
modeling framework OperA. The assumption behind this model
as a competitive environment is that multi-agent systems imitate
human societies, so an organizational structure is applied for its
norm modeling. This framework also initiates the idea that agent
societies cannot rely on individual agents, and the society’s goals
are not achieved without a framework that specifically enforces
those goals. However, because it is not guaranteed that the agents
tend to achieve the goals of the society, the goals and norms of
the society should be identified independently of the participating
agents.
In OperA+, there is a relationship between the agents and the
roles or groups of roles within the organization. In other words,
norms are defined for roles, and not for the agents, which shows
a main difference with our approach that emphasizes individual
behavior. It causes to be difficult to change the pre-defined roles
and their defined norms, when the VO is changed. For example,
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if the VO sub-goal is completely changed then it is needed for example to define new roles, with new norms and then assign them
to the agents. It means that OperA+ does not support the VO’s
evolution. As mentioned before, day-to-day activities of VO partners are gradually defined during the VO operation phase, while
in OperA+, norms are assigned to some pre-defined roles at VO
creation phase. However, VOSAT supports both VO’s evolution
and dynamism though formalization and monitoring the partners’
promises and joint-promises. The implementation of fuzzy norms,
and norm abidance measurement are not supported in OperA+.
∗ VO as a Normative Multi-agent System (NMAS) [15]. It
is a conceptual model of virtual organizations offering an elaborate normative structure. Within this model, different interactions among agents and normative systems are considered, based
on which agents make decisions to perform specific actions. The
normative system defines some roles, which are assigned to the
agents. The normative system is modelled as an agent for other
agents. In NMAS, human or artificial and normative systems are
BDI (beliefs, desires and intentions) agents. A number of recursive
games in a standard game theory are defined and used to model
the behavior of agents and normative systems. In the system implemented based on the NMAS, norms and social structures can
evolve, while the system is still stable. This system supports the
dynamic aspects of VOs, using speech act theory. Implementation of the fuzzy norms, and norm abidance measurement are also
not implemented in this framework. However, another difference
between VOSAT and this model is that we do not know how the
agents work internally as we only monitor the external actions of
the agents.
∗ Institutional Reality and Norms in VOs (IRN) [25]. This
work introduces three kinds of norms (institutional norms, constitutional norms and operational norms), based on which a normative system is defined to monitor the agents’ behavior. Institutional norms are defined for setting up the normative platform
for VOs with assuming general roles, such as policies for handling
norm violations. Constitutional norms specify the norms for regulating a VO as a certain cooperation agreement, which usually
exists for a period of time. Operational norms specify the actions
to be performed by each agent in each VO. Institutional norms are
pre-defined in this system. Some default template rules are defined
for representation of the constitutional and operational norms. It
means that it provides a platform which supports the gradually
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definition of VO’s activities during the VO operation phase. However, it cannot support the changes in VO’s goals/sub-goals, or
planned task assignment, which can be happened during the VO
operation phase, because the norms defined in this model have
only two states of violation and obedience. It does not support
promises, fuzzy norms, norm abidance measurement, which are
the contributions of VOSAT.
– Trust Evaluation Functionality. Here we evaluate some key indicators
and appropriateness of the trust evaluation functionality of VOSAT
against three competitors: GTM, TrustMan, and HMDT.
∗ VOSAT. Trust requirements of VO partners are specified as fuzzy
norms, called trust-related norms, which are kinds of controlling
norm specified by the VO coordinator (see Chapter 3). In VOSAT,
if one of the agents’ norms, e.g. committing norms or socioregulatory norms is violated then that agent’s trust-related norm
gets activated. To monitor the violation of trust-related norm, it
is necessary to evaluate the current agent’s trust level. To evaluate
the overall trust of each agent in a VO, as the main factors, both
its Individual Collaborative Behavior (ICB) recorded at the VBE
and its work behavior in the current VO are taken into account.
The work behavior of the agent is evaluated through considering
the agent’s Committing Norm Obedience Degree (CNOD), the
agent’s Socio-regulatory Norm Obedience Degree (SNOD), and
the agent’s Cooperative Traits (CT) to evaluate this factor. Furthermore, Interaction Rate (IR), Co-work Quality (CoQ), and Not
Being Opportunistic (NBO) are the three qualitative sub-factors
considered for the CT. It means that our approach applies the
combination of objective evaluation and subjective evaluation. In
other words, VOSAT evaluates the agent’s work behavior as the
second factor in trust evaluation based on both the norm obedience degrees and the recommendations of other agents about the
behavior of that agent in its joint responsibilities. It should be noticed that due to the fuzzy nature of trust (see [29]), in VOSAT, the
trust requirements related to the VO partners, are implemented as
fuzzy norms, which are monitored during the VO operation phase.
∗ A Goal-oriented Trust Model for virtual organization creation (GTM) [70]. This model uses a fuzzy inference system to
evaluate trust of each enterprise, based on the goal of the projects,
in which the enterprise is involved. The proxy server stores some
trust factors for each goal. After factor selection, it is needed to
get help from some experts to design a fuzzy inference system.
The uncertainty of human reasoning and computational logic is
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covered by fuzzy logic. The selected factors for each goal are the
inputs of the fuzzy inference system and the trust level of a single
enterprise for a specific goal is the output of fuzzy system. Besides the specific factors, some characteristics, such as cost and
assets are also used as inputs of the fuzzy inference system. This
system focuses on partner selection among trustee members of the
VBE to respond a new opportunity. In other words, in contrast
to VOSAT, this approach is used at the VO creation phase. This
approach is not appropriate for virtual organizations that have
several goals and sub-goals. Moreover, another limitation of this
system is the necessity of the intervention of experts in designing
the fuzzy systems and their related rules.
∗ TrustMan [69]. In this system several trust elements from different perspectives (structural, social, technical, and economical perspectives) are considered, and then some approaches and mechanisms are formulated to support the inter-organizational trust
within VBEs. However, trust evaluation in VOSAT is based on
the behavior of VO partners in the VBE, as well as in the current
VO. It means that VOSAT monitors the trust level of partners
during the VO operation phase. Moreover, the distinguished target of VOSAT is that the trust evaluation and monitoring aim to
predict potential risks of failures in VOs, while TrustMan aims to
select the best-fit members of VBEs for formation of a new VO.
VOSAT evaluates partner’s trust level only based on its behavior, while TrustMan applies a multi-perspective trust evaluation
method at the VBE level.
∗ Hierarchical Multi-attribute Decision-support-based Trust
estimation (HMDT) [61]. In this work, two main high-level factors, reputation and collaboration of members are considered for
mutual trust evaluation. The sub-factors that can affect these two
main factors are considered in their proposed hierarchical tree of
the decision criteria. Information of the sub-factors for a partner is collected through questionnaires given to other partners to
estimate the partner’s reputation and past collaboration. Then
applying a multi-attribute decision support method, for each pair
of agents, a numerical estimation is computed. After that, a graph
is created in which nodes represent partners’ reputation and arcs
represent the collaboration between two partners. Wider nodes
with a large number of thicker arcs show the organization with
higher trust value. This work is a recommendation-based evaluation of trust and used at the VO creation phase, while VOSAT,
besides using others’ recommendations about the partner’s collab-
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oration traits, monitors their behavior during the VO operation
phase against some defined norms. The fuzzy nature of trust is
also ignored in HMDT.
Competitive Models /Systems
Functionalities

Norm-based
behavior
Monitoring

Indicators

OperA+ NMAS

IRN

GTM

Trust
Man

HMDT VOSAT

VO’s Dynamism Support (gradually
definition of activities)
VO’s Evolution Support (changes in the
goals/sub-goals of VOs)
Fuzzy Norm Implementation
Joint Responsibility Support
Norm Abidance Measurement
Performance- based Evaluation
Recommendation-based Evaluation

Trust Evaluation
in CNs

Main focus on VO creation phase
Main focus on VO operation phase
Multi-perspective trust Evaluation
Supporting fuzzy nature of trust

Figure 7.2: Comparison of VOSAT with similar models/systems. Black cells show
the positive results for the corresponding indicator.

7.3

Discussion and Future Work

Enhancing collaboration in Virtual Organizations encompasses a large number of
challenges and open issues. Some of these include, how to create trust and motivate the sense of working together and toward the success of the VO. Research
and practice have shown that if properly applied, monitoring and supervision of
partner organizations in the VO can effectively enhance its chance of success as
well as reduce its risks of failure, thus increasing the resilience of the VO. This research has focused on this endeavor, and suggested the VOSAT approach to assist
VO coordinators with the above targets. Nevertheless, several of the addressed
areas can be further extended with future works. These include: (i) extending
the VOSAT system with the measurement of some other potential VO failure
risk factors (ii) Addressing some emotional super traits of organizations and their
influence on the organization’s collaborative behavior. These two aspects are
further addressed below.
Addressing other risk of failure factors. As mentioned before, to support
and increase the success rate of collaboration in VOs, their operation stage and
the performance of their tasks must be continuously monitored and supervised
against the defined norms in the VO. Typically, a task in the VO is either planned
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to be performed by an individual partner, or jointly by a group of partners, and
it consists of several sub-tasks defining the day-to-day activities of its involved
partners. However, VOs are dynamic and therefore the detailed activities related
to sub-tasks are only defined gradually and during the operation phase. In our
current approach, as the base for discovery of potential task failures, the past
performance and record of previous sub-tasks’ fulfillment of each partner (our socalled agent) are considered for appraisal of its trustworthiness. Furthermore, the
interaction characteristic of the agent and its current workload in all its involved
VOs within the VBE are also considered as input for measuring its potential
probability of failure on its currently assigned sub-tasks. In other words, we
focus on three risk factors, i.e. lack of trust, lack of communication, and heavy
workload. However, in [8], a number of other sources/causes for collaboration
related risks in VOs is introduced, which deserve to also be considered, such as
the lack of information sharing and the lack of top management commitment. As
a further next step for our research, we consider that the risks in VOs are reduced
when enough information is shared to update organizations’ profile [8]. Lack of
top management commitment as another risk factor will also be considered. The
VO coordinator plays a vital role in its success, because of the crucial decisions
made during the VO creation and operation phases. Although, VOSAT assists
the VO coordinator to make effective decisions, the coordinator’s behavior should
also itself be taken into account. Considering more risk factors, when measurable
will result more effective risk prediction.
Considering organization’s emotional super traits. We currently propose a causal model based on four behavioral dimensions, i.e. courage, agreeableness, integrity, and openness to experience. Then, we focus on factors, which are
measurable and can influence these behavioral dimensions and related traits. For
future work in this area, we aim to consider also organization’s emotional super
traits as behavioral dimensions, such as the neuroticism and extroversion [67],
as well as specifying the measurable (known) factors influencing these behavioral
dimensions. Extraversion represents positive emotions, such as assertiveness, and
sociability. Neuroticism specifies unpleasant emotions, such as anger, sensitivity,
anxiety, depression, and vulnerability [67]. Affective computing is relatively new,
investigating the personal emotional behavior, in order to develop approaches to
establish better interactions. We argue that the performance and achievement
level of organizations involved in virtual organizations can also be influenced by
their emotions. Moreover, positive emotions play a vital role in encouraging and
motivating an organization to interact with other organizations involved in the
CNs. Furthermore, not only the positive emotions have direct relation with creativity [46], as an important trait for organizations involved in VOs, but they also
directly relate to the motivation for achieving goals, as well as for problem solving. Another advantage of monitoring the feelings and emotions of organizations
involved in VOs is for developing proactive mediation mechanisms, which are
only achievable through establishment of suitable communication, and applying
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the affective approaches and social protocols by the VO coordinators [21].
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Organizations increasingly encounter change and challenging situations outside
their control, and find themselves unable to individually gain business opportunities in the market. Traditional organization structures are therefore shifting
to Collaborative Networks (CN) of organizations, one form of which is the Virtual Organization (VO), which is short-term and goal-oriented. VOs need to
dynamically and fluently configure and establish, in order to address a market
emerged opportunity, and compete with large organizations. The pre-existence of
a strategic alliance among organizations in a sector to provide the necessary base
conditions and mechanisms has proved to be required to facilitate dynamic creation and successful operation of the VOs. This long-term CN, called the Virtual
organizations Breeding Environment (VBE), already manifests in many industry
sectors.
The analyzed data gathered from collaborating organizations in VOs illustrate that most VO failures are caused by organizations’ behavior. Consequently,
besides understanding and designing well-founded models for organizations’ behavior, some mechanisms are needed to monitor and control these behaviors. As
a main contribution of the thesis, our VO Supervisory Assisting Tool (VOSAT)
applies two specific measurements to each VO partner organization: the past collaborative behavior of each partner in the VBE, mostly calculated from its long
term behavior monitoring during previous VOs, and current collaborative behavior of the VO partner, calculated through monitoring of each partner’s behavior
against the defined norms in this VO.
For measuring past organization’s behavior in the VBE, four specific qualitybehavioral dimensions are considered, including: the organization’s integrity,
courage, agreeableness, and openness, each of which is modeled by a set of traits.
A quantitative causal approach is then defined to inter-relate some known factors
from the environment with the traits of these four behavior dimensions. Some
formulas are derived from the causal relationships, computing the Individual Collaborative Behavior (ICB) degree for each organization. This measure constitutes
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one criterion in our proposed approach for evaluating collaborative trustworthiness of each partner organization, as needed to be known during the VO operation
phase.
To address current partner’s behavior quality in the VO, we propose a new normative multi-agent model for VOs, within which four specific kinds of behavioral
norms are distinguished: (i) Socio-regulatory norms, (ii) Co-working norms, (iii)
Committing norms, and (iv) Controlling norms. Our proposed model is therefore
called the S3C model to handle the norms. Our approach to committing norms
and co-working norms introduces new formalization and mechanisms, based on
individual- and joint-promises that are made between VO partners. Therefore,
VO partners commit themselves in a bottom-up manner to perform tasks, as
opposed to the VO coordinator who assigns tasks to partners in a top-down manner. The bottom-up approach is much more fitting the collaboration nature in
VOs, resembling federated partnership among organizations. Furthermore, based
on the results of monitoring the socio-regulatory norms, co-working norms, and
committing norms, as well as the partner’s ICB, the trust level of each partner
is calculated. This is done by applying the AHP-fuzzy comprehensive evaluation method. The controlling norms apply three specific measurements related to
characterizing VO partners, i.e. their trust level, workload, and communication
level. If any of the controlling norm is violated by a VO partner, then VOSAT
identifies it and warns issues the VO coordinator. The violation of a controlling
norm is a source of failure risk in fulfilling the VO goals. Considering these measures, a Bayesian network is created to measure the probability of failure in each
of the planned sub-tasks, tasks, sub-goals, and the general goal of the VO.
Furthermore, VOSAT provides suggestions to support decision making on
potential intervention in planned tasks to prevent VO failures to promote collaboration in VOs; thus greatly enhancing the success rate of VOs. For instance, as
one example, it can support the VO coordinator during its operation phase, with
altering a risky sub-task, e.g. through suggesting alternative suitable partners
among those that may volunteer to take over that sub-task. A second example
of how VOSAT can assist the VO coordinator with enhancing the collaborative
behavior and thus the success rate of VO, during its operation phase, is through
recording and ranking the VO partners’ performance and collaborative behavior
in order to apply it for some reward distribution at the VO. A third example of
how VOSAT facilitates the tasks of the VO coordinator is for selection of most
suitable partners during the formation/creation phase of the VO. This case is
exemplified in the thesis for the VOs in service industry, demonstrating that for
creation of a new integrated value-added services in the VO, how both the past
and current behavior of candidate partners can influence their potential selection
for involvement in the new VO. Consequently, the thesis designs and develops
assisting mechanisms, tools, and systems to support VO coordinators with increasing both the resilience and the success rate of the VOs.
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Samenvatting

Organisaties komen steeds vaker veranderingen en uitdagende situaties tegen waar
ze geen invloed op hebben, en individueel lukt het ze niet om businesskansen in
de markt te benutten. Daarom verschuiven de traditionele organisatiestructuren
langzaam naar samenwerkingsnetwerken van organisaties (Engels: collaborative
networks of organizations), waaronder Virtuele Organisaties (VO). VOs zijn voor
korte termijn en doelgericht. VOs moeten op dynamische en vloeiende wijze
opgericht en gevestigd kunnen worden, om in te spelen op een ontstane kans in
de markt en te concurreren met grote organisaties. Het bestaan van een strategische alliantie van organisaties in een sector, die de noodzakelijke basiscondities
en -mechanismen verzorgt, is een bewezen voorwaarde voor het faciliteren van
dynamische creatie en succesvolle werking van VOs. Dergelijke langetermijnsamenwerkingsnetwerken, ook wel VO Breeding Environments (VBE) genoemd,
zijn al in veel industrile sectoren zichtbaar.
Geanalyseerde gegevens verzameld bij samenwerkende organisaties in VOs
tonen aan dat het meeste VO-falen veroorzaakt worden door gedrag van organisaties. Hieruit volgt dat naast het begrijpen en ontwerpen van welgegronde
modellen voor gedrag van organisaties, er mechanismen nodig zijn om gedrag
te monitoren en controle over gedrag uit te oefenen. Als een hoofdcontributie
van dit proefschrift berekent onze VO Supervisory Assisting Tool (VOSAT) twee
metrieken voor elke partnerorganisatie in een VBE: het historisch samenwerkingsgedrag van de partner, hoofdzakelijk berekend op basis van langetermijngedrag
dat is gemonitord tijdens voorgaande VOs, en het huidig samenwerkingsgedrag
van de partner, berekend op basis van gedrag ten opzichte van de vastgelegde
normen in de actuele VO.
Om het historisch gedrag van een organisatie in een VBE te meten worden vier
kwalitatieve gedragsdimensies meegenomen: de organisaties integriteit (Engels:
integrity), moed (Engels: courage), aangenaamheid (Engels: agreeableness), en
openheid (Engels: openness). Elk van deze kwaliteiten wordt gemodelleerd met
een verzameling kenmerken (Engels: traits). Een kwantitatieve oorzakelijke be167
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nadering is vervolgens gedefinieerd om een aantal bekende omgevingsfactoren te
relateren aan de kenmerken van deze vier gedragsdimensies. Uit de oorzakelijke verbanden zijn een aantal formules afgeleid, die voor elke organisatie de mate
van individueel samenwerkingsgedrag (Engels: Individual Collaborative Behavior,
ICB) berekenen. In onze aanpak vormt deze metriek een maatstaf in de evaluatie
van de samenwerkingsbetrouwbaarheid (Engels: collaborative trustworthiness)
van elke partnerorganisatie, welke nodig is tijdens de VO operation phase.
Om de kwaliteit van het huidige gedrag van een partner in een VO te behandelen, stellen we een nieuw normatief multiagentmodel voor VOs voor, waarin vier
soorten gedragsnormen worden onderscheiden: (i) socio-regulatory nomen, (ii) coworking normen, (iii) committing normen, en (iv) controlling normen. Ons model
heet daarom het S3C model voor de behandeling van normen. Onze aanpak voor
committing normen en co-working normen leidt tot de introductie van nieuwe
formalisaties en mechanismen, gebaseerd op individuele en gezamenlijke beloften
tussen VO-partners. Dus, VO-partners leggen zich toe op het uitvoeren van taken
op een bottom-up manier, in tegenstelling tot een VO-cordinator die taken toekent
aan partners op een top-down manier. De bottom-up aanpak past veel beter bij
de samenwerkingsaard van VOs, vergelijkbaar met federatieve partnerschappen
tussen organisaties. Daarnaast wordt het vertrouwensniveau (Engels: trust level)
van elke partner berekend op basis van de resultaten van het monitoren van
socio-regulatory normen, co-working normen, en committing normen, alsmede de
partners ICB. Dit wordt gedaan door middel van de AHP-fuzzy comprehensive
evaluation method. De controlling normen passen drie metrieken toe gericht op
het karakteriseren van VO-partners, namelijk hun vertrouwensniveau, werkdruk,
en communicatieniveau. Als een van de controlling normen wordt overtreden door
een VO-partner, dan wordt dat door VOSAT herkend en waarschuwt VOSAT de
VO-cordinator. Een dergelijke overtreding is een risico voor het bereiken van de
VO-doelen. Met deze metrieken is een Bayesiaans netwerk gecreerd om de kans
op falen te meten voor elk van de geplande deeltaken, taken, deeldoelen, en het
algemene doel van de VO.
Daarnaast geeft VOSAT suggesties ter ondersteuning van het maken van
beslissingen omtrent mogelijke interventies in geplande taken, om VO-falen te
voorkomen, samenwerking in VOs te bevorderen, en daardoor de succeskans van
VOs enorm te verbeteren. Om een voorbeeld te geven, VOSAT kan een VOcordinator ondersteunen tijdens de operation phase, door een suggestie te maken
voor geschikte alternatieve partners onder hen die zich aanbieden om een riskante
deeltaak over te nemen. Een tweede voorbeeld van hoe VOSAT de VO-cordinator
tijdens de operation phase kan ondersteunen bij het verbeteren van samenwerkingsgedrag, en daarmee de succeskans van een VO te vergroten, is door het opnemen en rangschikken van de prestaties en het samenwerkingsgedrag van VOpartners, om op basis hiervan indirect beloningen te verdelen binnen de VO. Een
derde voorbeeld van hoe VOSAT de taken van de VO-cordinator faciliteert, is
bij de selectie van de meest geschikte partners tijdens de formatie/creatiefase van
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een VO. In dit proefschrift staat een voorbeeld van dit geval voor de VOs in de
services-industrie. In dit voorbeeld wordt gedemonstreerd hoe het historisch en
huidig gedrag van kandidaatpartners hun mogelijke selectie voor deelname in een
nieuwe VO kan benvloeden. Dit proefschrift ontwerpt en ontwikkelt dus hulpmechanismen, -tools, en -systemen ter ondersteuning van VO-cordinators, met
een toename van zowel veerkracht als succeskans van VOs als resultaat.
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